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Foreword

Establishing and monitoring internal controls over human resource (HR) information are important management functions. Internal
control is fundamental to addressing risks to the completeness and accuracy of information and thus to providing assurance over the
reliability of HR information, its compliance with applicable laws and regulations and the effectiveness and efficiency of operations.

Increasingly, entities are utilising Human Resource Management Information Systems (HRMIS) to assist in managing their workforce
and in meeting their employer obligations. The effective discharge of these responsibilities is necessary to support the development and
implementation of government programs and activities. However, the integration of technology to support managing a modern workforce
can introduce a range of information management risks. With this in mind, the Guide emphasises the important role of both system and
manual controls in maintaining the integrity and confidentiality of HR information.

The Guide provides an overview of significant risks and controls that are relevant to key HR functions, with particular focus within each
chapter on managing risks through implementation of better practice principles. The Guide identifies better practice system controls, and
describes manual or process controls that are relevant to support or strengthen the implementation of system controls.

The Guide discusses risks and controls associated with the design, implementation and maintenance of the HRMIS and will be useful to
assist HR system managers and practitioners to:

e implement better practices to improve the effectiveness and efficiency of HR and payroll processes;
e strengthen system controls and appropriately manage and segregate user access to key system functions; and

e increase awareness of system controls within the PeopleSoft and SAP HR systems that are used by a large number of Australian
Government entities.

Implementation of controls should have due regard to the cost benefit involved. Equally, reducing controls for cost-saving reasons should
be carefully managed as the operating risk profile may be increased.

The Guide is supported by a Supplement available from the ANAO website. The Supplement provides better practice examples for

implementing controls for the SAP and PeopleSoft HRMIS applications as the key HR systems used within Australian Government entities.

lan McPhee
Auditor-General

February 2011
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R404: Time recorded in prior periods is amended inaccurately or without appropriate authority

Risk type e @

\...l“"”‘"/ v
Impact Inaccurate or unauthorised adjustments lead to inaccurate leave balances or time reporting.
Better practice System controls

S$19: Restrict user access to process prior period adjustment.

Access to process prior period adjustments should be restricted. This may require a procedure to be put
in place whereby a manual request (appropriately approved) is submitted.

S20: Workflow approval of prior period adjustments.

Amendments to time recorded in prior periods should be processed through the workflow approval
hierarchy.

S21: Limit prior period adjustments.

The system should limit the prior period for which adjustments can be processed (e.g. four weeks, or a
small number of immediate past periods).

Manual controls
M58: Approval of prior period adjustments prior to processing.

When a prior period adjustment is required, the details are documented on a standard form requiring
approval from an appropriate authority prior to processing. The adjustment is then processed in the
system by a member of the payroll team.

M59: Review prior period adjustments.

On a monthly basis, a report should be generated that lists all prior period adjustments processed.
This report should be reviewed to determine the appropriateness of adjustments processed.

Payroll processing and administration
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Optimising the control framework

The following items are additional activities that assist in the completeness and accuracy of employee time and leave information:

Control item Description

-
Where electronic Employee Self-Service functionality is not implemented, a standard leave form
should be used to record employees’ requests for leave. All leave requests should be submitted
Use standard by the employee and approved by the employee’s immediate supervisor. In considering the leave
leave forms request, the approving officer should have regard to the employee’s entitlements and any approval
resulting in negative leave balances should note the reason (or be in line with entity policy allowing
negative leave balances).

-

_/

-
Amendments to submitted time should be initialled by the person making the amendment and
appropriately approved before being updated in the system. If amended by someone other than the
employee, the employee should be notified of the amendment.

Authorisation of
amended timesheets

-

~
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Payroll accounting

The payroll processing and administration function involves performing a periodic calculation of employee costs and calculation of leave
accrual balances, and updating these amounts and balances in the financial records of the entity.

Figure 3: Overview of the payroll processing and administration function
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Pay run processing

The payroll payment function is the process of approving the payroll calculation for payment to employees and processing the payment
to employees’ financial institutions and other recipients. Payment is typically made using an electronic banking application installed on a
secure terminal. The payroll information in the payroll system may automatically interface to this software, or may need to be manually
downloaded from the payroll system and uploaded to the banking software.

The pay cycle process includes calculating and disbursing the payroll payment. The payroll calculation function involves performing the
periodic calculation of employee costs. This calculation is typically automated, drawing upon employee master data and electronically
captured time reporting.

While not configurable in the HRMIS, the following should be considered key controls:

e The file used to transfer payroll information from the HRMIS to the banking package being stored securely during transmission, and
in an un-editable format; and

e Dual authorisation of disbursement within the banking package.

Payroll processing and administration
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R410: Employee benefits are not managed or administered in accordance with Workplace Agreements/employee contracts

Risk type Q
\‘-..,"",,.v'/ V %

Impact Employees may receive benefits to which they are not entitled, potentially resulting in financial loss to
the entity.
Entity may breach terms of Enterprise Agreements through poor management of employee benefits
process.

Better practice System controls

S27: Correctly establish and manage employee benefits.

Eligibility for employee benefits should be established by pay structure/employee role/employee type.

When adding a participant, the system should be configured automatically to reference the position (if
eligibility is based on level in the organisation) and should prevent participation of ineligible employees
or employee classifications.

If eligibility is based on information contained in master data (for example, years of service), master
data should be automatically referenced to block participation of ineligible employees.

$28: Restricted access to establish benefit plans.

Access to establish benefit plans, enrol employees, create employee specific information associated
with the plan and amend plan or employee information should be restricted to appropriately authorised
personnel.

Payroll processing and administration
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Optimising the control environment

The majority of payroll payments are processed through electronic funds transfer. Inadequate controls operating over EFT payments may
result in incorrect payments and financial loss for the entity. Better practice procedures which should be implemented to ensure that
disbursement of payroll files and information is authorised and accurately processed are highlighted below:

Control item

Develop policy
around information
retention

Salary sacrifice
policy

Dual authorisation to
disburse payments

Automated interface
of EFT file to banking
application

Reconciliation

of disbursement
amount to approved
ledger

Record, authorise

and review benefit
plans

Description

A policy should be developed and communicated to relevant HR and payroll team members that
specifies documentation required to be retained, the period of retention and the form in which it must
be retained for compliance with taxation law.

a4 N

A policy should be documented outlining employee entitlements as part of salary sacrifice
arrangements, in line with legislation. This policy should be reviewed periodically and updated as
required in line with any changes to legislation, and communicated to relevant personnel.
\_ J
s ™

The banking application should require dual electronic authorisation for release of the Electronic
Funds Transfer (EFT) file. The ability to authorise payment within the banking application should be
segregated from the ability to create a payment within the application. All banking application users
should not have the ability to process payroll transactions.

In situations where employees are paid bonus payments, such payments should be approved by
an appropriate authority. The payroll proposal (if bonuses are calculated by the payroll module) or
external schedule (if bonuses are calculated using Excel or a similar package) outlining the bonuses
payable should be agreed to the approved methodology.

— )

a I

The EFT file should be stored in a secure network location and the banking application configured
to check this location periodically to identify and process any files. Once the EFT file has been
successfully released, it should be permanently removed.

— )

a I

Authorisers should reconcile the proposed final approved payroll hard copy report (or approved ad-
hoc payment documentation) to the amount showing as ready to be disbursed (from the EFT file).

Changes to employee benefits should be recorded and approved appropriately prior to the changes
being implemented in the HRMIS.

Managing Human Resource Information Systems — Risks and Controls Better Practice Guide



Feature article: Implementing self-service functionality

Self-service applications are becoming a primary method to control costs and deliver HR services. These applications provide a web-
based interface for employees to perform certain transactions without the need to interact with the HR area. The key benefits derived from
self-service applications are increases in service availability and quality, and a decrease in costs and completion time of transactions.
Through self-service functionality, employees can:

e update their personal and banking details;

e apply for leave and other benefits;

e view pay-slips onling; and

e view internal job vacancies.

These self-service applications typically include functionality for managers, such as:

e approve timesheets, leave requests and expense claims;

e make corrections to clock in/out entries submitted by an employee;

e initiate personnel change requests such as promotions, salary increases, transfers and terminations; and

e access to employee information such as phone list or employee profile.

A key benefit of the self-service implementation is that as routine administrative services are performed almost immediately without
direct HR intervention, the HR function can focus on other operational matters rather than processing activities. However, implementing
a self-service solution, such as Employee Self Service (ESS), requires a carefully planned change management process, not only for the
HR function, but also for employees and managers.

Consideration of the following steps is important to the implementation and operation of a self-service process:

e determine efficiencies to be gained;

e provide adequate training to employees;

e educate employees and managers on the individual benefits;

o
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e establish an approval process for changes to employee files;

e implement a change management process; and

e develop and implement information security requirements.

Determine efficiencies to be gained

The business case for introducing self-service functionality should clearly describe the cost and benefits, and identify any anticipated
impacts to current processes.

In conjunction with preparing the cost and benefit analysis, current corporate and HR strategies should also be reviewed to determine
the extent to which self-service will align with these strategies. There are many situations when a self-service solution may not provide
benefits or cost savings as intended. Self-service functionality provides the opportunity to reduce the completion time for routine
transactions. In situations where an entity uses a complex workflow process that, for example, results in regular workflow exceptions
directed to the HR function to complete the transaction, it is likely that there will be limited efficiency gains.

Provide adequate training to all employees

One of the primary benefits of implementing a self-service solution is a reduction in service requests passed to the HR section for routine
transactions. Implementation of a new process or system may, in the initial implementation stage, lead to confused or unsure users, and
this may in turn lead to an increase in calls to support centres.

By providing adequate training to employees during the implementation, calls for support should be minimal and taper off as employees
become more familiar with the system. Managers should be provided with appropriate training in the self-service application and
understand the implications of their actions in approving or denying employee requests.

Payroll processing and administration 55
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Training employees can be accomplished using several methods. Provision of online materials as well as attendance at online guided
training sessions assists with educating employees in the features and process of performing transactions on the ESS solution.
A “manager kit” containing information on the new processes and support contact details would provide assistance to promptly address
any queries.

Educate employees and managers on the individual benefits

A self-service solution will change the way that employees and managers perform HR-related transactions. Employees may raise
objections to changing a process that may have had no issues in the past. Similarly, managers may have a negative perception of the
process as they may see it as a transfer of administrative tasks.

[t is important that employees support the solution. This may be achieved through educating employees and managers in the tangible
benefits of using the solution. Employees will soon discover that they can make updates to their details, apply for leave, or gain access
to pay slips instantly. Once managers are accustomed to the additional tasks they are required to perform, they will appreciate that they
have better control and visibility in managing their staff and allowing them to better coordinate their resources.

Establish an approval process for changes to employee files

With an ESS solution, employees are able to manage and update their own personal details such as residential address, bank account
details, and skills profile. In general, ESS implementations have demonstrated that when an employee manages their own records, the
rate of errors is reduced. Often there is a risk that an employee may submit incorrect details accidentally, or inappropriately seek to
fraudulently alter another employee’s details (such as bank account details).

The introduction of an approval process for changes to employee information allows HR staff to view the proposed change to validate that
it appears correct. The system configuration should maintain a record of changes made to employee details.

Implement a change management process

Implementation of an ESS solution may involve the introduction of a new IT system as well as process redesigns to work with the new
system. Effective coordination is required to properly implement the solution and to minimise the occurrence of problems.

A change management process should be established to manage the various tasks that need to be undertaken, including:

e underlying data may need to be cleansed or imported into the system;

e a3 communication plan should be maintained to provide stakeholder awareness of the current status of the rollout of the new system;
e user acceptance testing prior to rollout to determine how clear it is to an employee on how to perform a transaction;

e mapping of the entity organisational chart to determine manager relationships and span of control; and

e testing prior to release of system updates to confirm they will work as intended.

Develop and implement information security requirements

ESS solutions enable employees and managers to gain access to key HR information that is highly sensitive and could be used to
cause damage to the employee or the entity. Understanding of the implications of providing access to HR information to employees and
managers is essential to comply with relevant legislation.

Security policies should be reviewed when releasing the self-service solution. Specific policies that govern length and complexity of
passwords, expiry date, sharing of passwords and access control should be reviewed and updated by the IT department. Security of the
systems storing the ESS solution should be reviewed and updated as necessary for data integrity and access.

Managing Human Resource Information Systems — Risks and Controls Better Practice Guide
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Chapter 5. System maintenance

and integration

This chapter outlines additional configuration aspects of the HRMIS to improve management of system interfaces, business rules and
software updates. The feature article at the end of the chapter discusses better practice considerations for maintaining an effective
control environment for the HRMIS.

Key control objectives

Control objective Risks mitigated
( R E R
Payroll information is completely and accurately posted to the R501: Payroll system does not reconcile to the
General Ledger via the payroll journal. General Ledger.
_ AN J
(. N N
Information  regarding superannuation contributions s
submitted to superannuation funds (such as ComSuper) via R502: Incomplete or inaccurate submission of
an automated interface, ensuring complete and accurate superannuation data.
transfer of data.
. AN J
( R E R
The rate at which leave accrues and leave types to which ) )
o ) R503: Leave accrual rates are established inaccurately.
employees are entitled is accurately established.
. ARG J
(. N N
Fields requiring translation into a foreign currency correctl
auring ) ¢ o y / R504: Employee wages paid in foreign currency are
reference accurate foreign exchange rates within the HRMIS ,
. calculated incorrectly.
to enable accurate calculations.
. AN J
( R E R
The organisational chart within the application is continuously
maintained to accurately reflect vacant and filled positions R505: The HR system organisational chart does not accurately
within the entity, assisting with position management and reflect current employees and their positions.
recruiting efforts.
. AN J
(. N N
Payroll schemas and business processing rules are
comprehensively and accurately established to enable a stable R506: Payroll schemas established or modified
payroll calculation requiring minimal manual intervention, and inaccurately or without authorisation.
are protected from unauthorised modification.
. AN J
( R E
Risks to business systems are generally reduced when
, y , g y . R507: Application is vulnerable to security or
available patches are installed in a timely manner after being o
o - availability threats.
tested for reliability and usability.
_ AN

System maintenance and integration
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Legislative and compliance considerations

The following table provides an overview of key legislation and guidelines/policy relevant to implementation of appropriate system and
business rules. See also the list of general legislation at Appendix 2 and the superannuation and tax withholding legislation referred to
in the previous chapter, Payroll processing and adminisiration.

60

Legislation

Purpose

Commonwealth Authorities
and Companies Act 1997

Primarily addresses accounting and reporting obligations by Commonwealth Authorities and
Commonwealth Companies.

Commonwealth Procurement
Guidelines (CPGs)

These guidelines impose obligations on Commonwealth Government entities when procuring
goods and services. They are intended to ensure that the Commonwealth achieves value for
money in its procurements and obtains goods and services from appropriate organisations.
The CPGs apply to all agencies that are subject to the Financial Management and
Accountability Act 1997 and some bodies that are subject to the Commonwealth Authorities
and Companies Act 1997. The CPGs are particularly relevant where any services (such as [T,
HR or salary sacrifice) are being outsourced.

Financial Management and
Accountability Act 1997

Addresses requirements in relation to the handling of public money (Part 3) and accounting
and auditing requirements more generally (Parts 4, 7 and 8).

Financial Management and
Accountability Regulations 1997

The Financial Management and Accountability Regulations 1997 are made under the
Financial Management and Accountability Act 1997. Their purpose is to ensure accountability
and consistency across Commonwealth Government entities. The Regulations cover a variety
of auditing requirements.

Finance Minister’s Orders
for Financial Reporting

Set out accounting policy and financial reporting requirements for Commonwealth
Government entities.

Managing Human Resource Information Systems — Risks and Controls Better Practice Guide



Managing system interfaces

Interfaces to and from the HRMIS present a significant area of risk to maintaining the integrity of HRMIS data. HRMIS data may be
exchanged with other internal business systems and changes to one system may affect the integrity of data in another. The integrity and
completeness of data transfers or outputs from the HRMIS to external systems may be impacted by internal system changes, changes
the ICT environment, or changes made by a third party to the external system. As systems and the IT control environment are rarely static,
additional manual controls to confirm the completeness and accuracy of data transfer should also be considered and are discussed
in the Optimising the control framework section.

There are several ways in which information is exchanged between information systems. Entities may use Enterprise Resource Planning
(ERP) systems, which are usually integrated systems using the same software, and may include both financial management and human
resource management functions. Integrated systems transfer and update data from one system to the other in ‘real time’ and often
this is automated. Often such systems will have reports or output files that are pre-configured to comply with reporting requirements.
A benefit of such systems is that the transfer of information does not require customisation, unless the entity has modified standard
system functionality.

Generally, entities use a HRMIS that is a separate product to other business and financial systems and this will mean that information is
shared between systems via an interface. In some cases, entities may use a payroll processing system that is not integrated with systems
that manage employee information. An interface manages the transfer of data from one system to another system. Data transfer may
not require manual processing, however, the sharing of information between systems requires careful management to ensure that data
is exchanged accurately and completely in a timely manner.

Financial reporting interface

The integrity of financial reporting is of critical importance for Australian Government entities. Financial reporting is required to be
prepared to comply with the Australian Accounting Standards, and the Finance Minister's Orders.!”

Payroll is a significant expense for most entities. It is therefore very important that the payroll entries calculated within the payroll system
are accurately and completely transferred to the General Ledger within the financial reporting system.

Accurate transfer of payroll results to the General Ledger is via an interface between the payroll system and the financial management
system. The posting of payroll results to a General Ledger may not always be automated or integrated into the processing process.

Superannuation payment - Interface with ComSuper

APS agencies are required to report periodically to ComSuper on superannuation deductions for those employees who have
a superannuation account with government schemes.'® ComSuper provides an online superannuation service that enables APS
employers to submit, correct and validate superannuation data using a secure online login. Employers are able to use the Payroll
Interface File format to transmit relevant data and information from the entity’s payroll system to ComSuper. Employers are also able
to run individualised superannuation reports through the online superannuation service (ESO) provided by ComSuper, which could
include error reports, anniversary salary reports and short-payment reports.

17 For further information on the preparation of financial statements for the Australian public sector, refer to the Australian National Audit Office Better Practice Guide
Preparation of Financial Statements by Public Sector Agencies June 2009.

18 ComSuper provides superannuation administration services under authority from the Boards of Trustees responsible for the Commonwealth Superannuation Scheme
(CSS), Public Sector Superannuation (PSS) scheme, Public Sector Superannuation accumulation plan (PSSap), Military Superannuation and Benefits (MilitarySuper)
scheme and the Defence Force Retirement and Death Benefits (DFRDB) scheme.

19 For further information refer to www.comsuper.gov.au. Information regarding the file format is available electronically at
http://employer.pss-css.gov.au/tools/toolkit/new_data_reporting.shtml

System maintenance and integration
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Risks and controls

R501: Payroll system does not reconcile to the General Ledger

Risk type e @
llllllllllllll A7

Impact The payroll system should reconcile to the General Ledger to ensure integrity of the financial statements.
If not reconciled, or reconciled incorrectly, there is an increased risk of material misstatement in the
financial statements.

Better practice System controls

S29: Utilise auto-posting functionality.

Where auto-posting functionality is available within the application, it should be utilised to update
the General Ledger. Appropriate configuration between the systems is required, and this should be
manually triggered so that only final approved payroll results are updated to the General Ledger.

Manual controls
M63: Review of payroll posting results.

Areview of payroll results that have not posted to the General Ledger should be performed at each pay
cycle. If payroll transactions are manually posted (or a file manually uploaded into the General Ledger),
a reconciliation should be performed and payroll that is not posted should be actioned.

R502: Incomplete or inaccurate submission of superannuation data

Risk type e

Impact Information submitted to the superannuation fund is incomplete or inaccurate, potentially leading to
penalty payments or incorrect reporting of superannuation payments.

Better practice System controls

S30: Superannuation data is provided in the required format and in the required timeframes.

Superannuation data should be provided in the required format and in the required timeframes as
defined by the relevant recipient. Where available, the entity should generate such reports and data
from the payroll system data.

S31: Changes to superannuation interfaces and data file formats are managed using entity IT change
management controls.

Changes and upgrades to the HRMIS should not inadvertently modify customised interfaces
or data files.

Managing Human Resource Information Systems — Risks and Controls Better Practice Guide




Optimising the control environment

Better practice considerations are highlighted below which should be implemented so that transfer of data from, or received by, the
HRMIS is authorised and accurately processed:

Control item Description

( N
All key payroll module line items (for example, salary cost; deductions) should be manually reconciled

Manual payroll to to the General Ledger entry to ensure complete and accurate transfer of information.

General Ledger When reconciling files or transactions that are posted to the General Ledger, it is recommended that
reconciliation the individual who initiates the transaction does not perform the reconciliation. The reconciliation
should be performed by another employee.

and integration
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Managing system rules

System rules relating to matters such as leave types, foreign currency management, position management and payroll configuration
require sound controls to ensure the payroll and HR information is accurately and consistently processed.

Payroll configuration

Subject to time information being accurately captured, the use of a HRMIS enables a highly automated and accurate payroll calculation.
Configured correctly, payroll schemas?® and rules result in a stable payroll calculation. However, if performed incorrectly they can produce
errors which are difficult to rectify.

HR and payroll systems have different database structures and as a result the way in which HR functions and operations are performed
differ between HRMIS applications. Understanding the way in which the HRMIS performs payroll functions is important in designing
reports, or identifying and fixing processing errors.

The relationship between schemas and other components of payroll processing is illustrated below:

a N

Rules
e.g. taxation rules,
superannuation rules

HRMIS Database HRMIS Master Data
Schema/Structure e.g. employee data

HRMIS Functions and Operations
e.g. payroll processing

Payroll Results

Overview of SAP and PeopleSoft HRMIS payroll configuration

Within the SAP HRMIS application, payroll schemas and rules are the bridge between HR master data and payroll results.
A payroll schema specifies payroll functions, with each performing a specific operation (for example, reading data, calculating
taxes, processing wage types).

Within a PeopleSoft environment, establishment of the Human Resources and Global Payroll Tables is the necessary step to
enable an accurate and automated calculation. Further configuration of elements and rules will enable ‘customary’ payroll
processing, while specialised elements and rules can assist with meeting legislative superannuation and payroll taxation
requirements.

The Online Supplement provides further detail on the particular schemas and rules relevant to the SAP and PeopleSoft
payroll configuration.

20 In computer programming, a schema refers to the organisation or structure of a database and generally defines the structure and content for each data element within
the database structure.

Managing Human Resource Information Systems — Risks and Controls Better Practice Guide



Leave accruals

Leave accrual rules are based on employee leave entitlements, and the rate at which the leave is accrued. The types of leave accrued
and rate at which accrual occurs may be defined by a relevant Award or entity agreement.

There are a number of other factors that affect the accurate accrual of leave:

e Employee’s start date—this will influence the long service leave entitlement and other leave entitiements based on the employee’s
commencement anniversary, (for example, increase in the number of sick leave days); and

e Employee employment type, including whether the employee works full-time or part-time. For part-time employees, leave accrual
may require adjustment.

Accounting for long service leave is subject to Accounting Standards and legislation. While recreation or personal leave will typically
be accrued using a simple calculation of accrued hours multiplied by employee hourly pay rate, the provision reported in the financial
statements for long service leave is a complex calculation based on actuarial calculations of estimated years of service and salary
movements.

If system-calculated, leave accrual balances should automatically be posted to the General Ledger on a monthly basis. If manual
intervention is required within the calculation, a journal may be posted to update the General Ledger.

Foreign currency

Translation of balances or transactions into foreign currency must be carefully managed to make certain translation utilises the correct
rate and follows accounting requirements.

Determination of the foreign exchange rate (FX) to be utilised (for example, spot rate, month end rate) should be determined through
consultation with accounting advisers. Implementation of an automated update of FX rates reduces the likelihood of use of incorrect
rates in calculations.

Position and organisation structures

Organisational structures are often presented by way of hierarchical diagrams that depict reporting lines between employees, or
relationships between internal teams, workgroups and individuals.

There are many different organisational structures, including functional structures, divisional structures and matrix structures.

If the organisational chart is kept current and accurately reflects filled and vacant positions within an entity, it may serve a number of
uses. For instance:

e Position management is often able to be linked to the organisation structure in the HRMIS;

e |ong and medium term higher duty positions may be documented in the organisational chart, enabling validation when reviewing
pay reports;

e Vacant positions within the organisation structure may drive recruiting initiatives;
e Levels and roles within the structure may automatically link to position profiles which in turn link to employee entitiements; and

e Headcount as shown on the structure may enable production of estimated payroll cost reports, which can be compared to actual
payroll cost for reasonableness. These reports will also assist in future budgeting for headcount and labour cost.

While the organisational chart is commonly available on an entity’s intranet, it should also be maintained in the HRMIS to facilitate
HR activity.

System maintenance and integration
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Risks and controls

R503: Leave accrual rates are established inaccurately
Risk type e

Impact Inaccuracies in leave accruals reduce the accuracy and reliability of the payroll calculation and associated
financial reports.
Better practice System controls

$32: Manage leave accrual rules.

Leave accrual rules are used to calculate employee leave accruals. The leave accrual rules should be
consistent with employee conditions for employment (and/or employee Awards) and linked within the
application to employee entitlement information.

S33: Configuration of maximum values for leave accruals.

If employee conditions of employment specify a maximum amount of leave which can be accrued or
carried forward, maximum values should be configured for each type of leave accrual. If the maximum
leave accrual amount is reached, an error message should be reported and the system designed to stop
accruing further leave.

Manual controls
M64: Regular review of employees’ leave accruals should be performed.

A manual review of employee’s leave accruals should be performed by managers to assess for
reasonableness against known periods of leave taken by employees. A further review should be
performed by HR to identify any excessive or negative balances.

R504: Employee wages paid in foreign currency are calculated incorrectly

Risk type e

Impact Use of inaccurate foreign exchange rates for currency translation purposes will result in inaccurate
calculation of payroll.
Better practice System controls

S34: Establish automated updates for foreign exchange rates.

An automated update of foreign exchange rates should be established between a reputable website and
the entity application to ensure rates applied are up to date and accurate.
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R505: The HR system organisational chart does not accurately reflect current employees and their positions
Risk type 9

Impact Incomplete organisation chart may impair the accuracy of workflows associated with self-service
functionality, and user access privileges. Other impairments include headcount errors and incorrect
workforce planning decisions.

Better practice System controls

S35: Restricted access to update organisational chart.

Access to update the organisational chart should be restricted to appropriate personnel. Amendments
should only be processed based on appropriately approved documentation (for example, authority to
create a new position).

S36: Ability to display temporary assignments.

Functionality enabling the organisational chart to display temporary assignments should be utilised to
enable tracking of higher duties assignments.

S37: Organisational chart designed to reflect the hierarchy.

The organisational chart should be designed to reflect the hierarchy for each department or
organisational unit.

R506: Payroll schemas established or modified inaccurately or without authorisation

Risk type Q

Impact Payroll accuracy is impacted as a result of errors caused by the incorrect set-up of payroll schemas or
rules that cause the schemas to execute calculations inaccurately.
Better practice System controls

S38: Access to establish or modify payroll schemas or elements and rules is restricted.

Access to set up or modify payroll schemas or elements and rules should be restricted to appropriate
personnel.
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Optimising the control environment

Better practice considerations for managing system rules are highlighted below:

Control ltem

Change management
controls over payroll
configuration

Manage changes
to system rules

Independent
verification of
manually keyed
foreign exchange
rates

Periodic review

of salary/wage
payments made in
foreign currency

Periodic review of

HRMIS organisational
chart

Description

Ve

All developed schemas/elements/rules should be tested to validate they operate in accordance with
the design. This testing should take place outside of the ‘live’ payroll environment.

Change management controls should be implemented over any changes to payroll configuration
to ensure the change is appropriately approved and that the configuration change complies with
regulations and legislation.

~

An automated trigger designed in the application or a manual trigger prompted by a checklist should
be established to manage changes to employee circumstances which would affect leave accruals,
and result in the change to leave accruals being processed. These changes could include changes
to entitlements, changes to work status (for example, full-time to part-time employment), or a period
of leave without pay during which entitiements are not accrued. Prior to performing a pay run, a test
should be performed to confirm leave is accruing accurately in line with the changed information, and
a check should be undertaken to ensure changes were appropriately approved.

If an automated update is not possible and foreign exchange rates must be keyed manually, the rates
keyed should be verified for completeness and accuracy.

-

~
A periodic review should be undertaken of all employees paid in foreign currency to determine
whether the amounts paid are consistent with contractual terms and whether any adjustment is
required if a fixed foreign exchange rate has been stipulated in the contract. Any adjustment should
be appropriately approved before being updated in the application.

The rate established for translation should be independently verified for accuracy against approved
documentation. Fluctuations in payment amounts should be reviewed for reasonableness as a

component of the review of the payroll proposal.

A manual review of the organisational chart should be performed by managers to determine whether
it accurately reflects the team structure, including any higher duties currently being performed
within the team. An overall review should be performed by HR against a listing of all employees
and termination, transfer and new engagements listings to confirm the organisational chart reflects
current employees within the entity.
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Managing software updates

A software update generally refers to an update of a computer program or its supporting reference data by a software vendor. This
includes fixing security vulnerabilities and improving the usability or performance of the program. Software updates may either be at
the operating system, database or application level. Often designed to fix problems, poorly designed software updates can sometimes
introduce new issues, particularly where elements of the HRMIS (such as reports) have been customised.

Risks and controls

R507: Application is vulnerable to security and availability threats

Risk type g @
\

Impact A software update is not installed in a timely manner or not installed completely and accurately, making
the application vulnerable to security breaches and threatening the availability of the application.

Better practice System controls
S39: Automatic notification of available software updates.

Automatic natification should be configured to alert the system administrator whenever a software
update is available.

Manual controls
M65: Timely installation of approved software updates.

All software updates should be tested in a controlled environment (replicating the production
environment) before being released into production.

Optimising the control environment

Better practice guidance to assist in determining the effectiveness of important controls in the IT environment is provided in the following
feature article.

and integration
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Feature article: Managing and maintaining the HRMIS

Establishing an effective control environment is critical to ensuring that HR information and processing is accurate and complete and
that the integrity and confidentiality of information is maintained. Undetected weaknesses in the processes and controls that manage the
information technology control environment may reduce the effectiveness of HRMIS controls.

The following guidance may be of assistance in determining the effectiveness of important controls in the T environment.

Change Management

Effective change management controls are important to ensure that changes are authorised and appropriately tested before being
introduced into the production system. Change management weaknesses may impair the proper classification and reporting of HR
expenses and may reduce the integrity of information contained in employee records.

A change management process should be maintained for the HRMIS. The change management process should also prevent changes
being made to employee data, payroll reference data and its configuration without appropriate authorisations, such that:

e allrequests for changes to the HRMIS application or changes to the underlying database structure should be reviewed and approved
by the HR head prior to being implemented;

e all changes should be adequately tested prior to being implemented in the production environment. The testing process should
include tests of the integrity of data exchange with other internal applications (such as the financial management system) and
exchange of information with external IT systems and interfaces (such as the periodic transfer of superannuation information to
ComSuper or other superannuation funds); and

e segregation of duty controls should be implemented to restrict the ability of staff to make system changes in both the production
database and the configuration of the HRMIS software.

Further detail on system and configuration practices to consider in managing the HRMIS is discussed in System maintenance and
integration. Due to the criticality of the HRMIS and time-sensitive aspects of its operations (payroll processing, contributions etc),
application maintenance and upgrades should be incorporated into the change management process. Timely implementation of software
updates for the HRMIS is important as such updates often include changes resulting from taxation and superannuation legislation.

Management of the implementation of software updates should:
e assess the source of the update (for example, updates should only be accepted from authorised distributors);

e testthe implementation of the update in an environment separate to the production system to determine whether system performance
will be impacted;

e include user acceptance testing following installation of the update in a test environment; and

e include documentation of a ‘roll-back plan’ that describes the process required to restore the application and database settings to
its previous state.

Interface Management

Interfaces to the HRMIS present a significant area of risk to maintaining the integrity and confidentiality of HR information. Interfaces
include the internal interface to the General Ledger and other business systems. External interfaces may include interfaces to ComSuper
and the Australian Taxation Office. Refer to the section titled ‘Managing system interfaces’ in System maintenance and integration.

Employee and payroll information that may be transmitted and received through interfaces to the HRMIS requires system managers to
implement controls that manage and control configuration changes to the interfaces. System changes should be approved and tested
prior to implementation to reduce the risk of errors occurring.

Additionally, implementing manual controls using reporting from the HRMIS to reconcile transactions may assist the HR practitioner to
confirm the completeness and accuracy of data transfer.
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User Access Management

Effective user access management controls provide assurance that HR systems are appropriately secured to prevent unauthorised use,
disclosure, modification or loss of data. User access management is also a critical component in providing effective segregation of duties,
such that:

e access or changes to access privileges should be approved and documented;

e ysers of the HRMIS should be uniquely identifiable. Users should have an individual access identifier and not ‘share’ passwords;
e administrator access or ‘privileged’ access should be limited within the HR team;

e system access should be based on user roles'— HR Manager, Line-Manager, etc; and

e system access privileges and business rules should comply with segregation of duty requirements.

Business Continuity Management

The maintenance of any system requires considerations of steps that would be taken should interruption be experienced in the function of
the system. With numerous compliance and legislative requirements relevant to the HR and payroll processes, entities must be confident
that they have procedures in place to recover from such interruption, such that:

e entities should have a documented strategy for management of the cyclical backup of HR data and programs;
e retention periods and storage requirements for HR data, messages, reports and output files should be defined; and

e requirements should be identified and implemented for the protection of sensitive information and to safeguard against the
unauthorised disclosure or modification of sensitive HR information.
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