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Australian National

Audit Office

Canberra ACT
16 May 2023

Dear President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the Attorney-General’s Department, the
Australian Federal Police, and the Office of the Commonwealth Director of Public
Prosecutions. The report is titled Implementation of Parliamentary Committee and
Auditor-General Recommendations — Attorney-General’s Portfolio. Pursuant to Senate
Standing Order 166 relating to the presentation of documents when the Senate is not sitting,
| present the report of this audit to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

O A el

Grant Hehir
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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reviews of Commonwealth public
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independent reports and advice
for the Parliament, the Australian
Government and the community.
The aim is to improve
Commonwealth public sector
administration and accountability.

For further information contact:
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Phone:(02) 6203 7300
Email: agl@anao.gov.au
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é Audit snapshot

Auditor-General Report No.22 2022-23
Implementation of Parliamentary Committee and Auditor-General Recommendations —
Attorney-General's Portfolio

e Why did we do this audit?

» The appropriate and timely implementation
of agreed recommendations is an important
part of realising the full benefit of a
parliamentary inquiry or an audit, and for
demonstrating accountability to the
Parliament.

» This is the fifth in a series of audits. This
audit examined recommendations directed
to the Attorney-General's Department
(AGD), the Australian Federal Police (AFP),
and the Office of the Commonwealth
Director of Public Prosecutions (CDPP).

» A schedule of outstanding government
responses to parliamentary committee
reports is generally presented to the
Parliament twice a year.

» Across the Australian Government, one
per cent of Senate committee reports and
six per cent of House of Representatives
committee reports were responded to
within the agreed timeframes.

9 out of 19

Recommendations fully or
largely implemented by AGD.

2 out of 4

Recommendations fully or largely
implemented by AFP.

(7 T

» AGD, AFP and CDPP effectively
implemented some, but not all, of the
agreed parliamentary committee and
Auditor-General recommendations.

» Of 27 agreed recommendations examined,
13 were fully or largely implemented by
AGD, AFP and CDPP.

» AGD, AFP and CDPP’s arrangements,
processes and systems for responding to,
monitoring, and implementing
recommendations were mixed.

] s
§ — What did we recommend?

» The Auditor-General made five
recommendations relating to: processes;
governance and reporting arrangements;
systems; and assurance and evaluation.

» AGD, AFP and CDPP agreed to all
recommendations.

2 out of 4

Recommendations fully or
largely implemented by CDPP.




Summary and recommendations

Background

1. Parliamentary committee and Auditor-General reports identify risks to the successful
delivery of outcomes and provide recommendations to address them. The successful
implementation of agreed recommendations requires effective governance arrangements with
timely implementation approaches, that set clear responsibilities and timelines for addressing the
required actions.

2. The Attorney-General’s portfolio is responsible for key policy and regulatory functions
across national security, cyber security, law enforcement, foreign interference and the
administration of justice. Entities within this portfolio regularly receive recommendations from
Parliamentary committee inquiries, and external audit activity by the Australian National Audit
Office (ANAOQ). The audit focusses on three entities within the portfolio:

° the Attorney-General’s Department (AGD);
° the Australian Federal Police (AFP); and
° the Office of the Commonwealth Director of Public Prosecutions (CDPP).

Rationale for undertaking the audit

3. Parliamentary committee and Auditor-General reports have identified risks to the
successful delivery of outcomes within the Attorney-General’s portfolio and areas where
administrative or other improvements can be made. The appropriate and timely implementation
of agreed recommendations is an important part of realising the full benefit of a parliamentary
inquiry or an audit, and for demonstrating accountability to the Parliament.

4, This is the fifth in a series of audits that highlights whether entities have implemented
recommendations in line with commitments made to the Parliament. This audit will provide
assurance to the Parliament that recommendations are being implemented as agreed.

Audit objective and criteria

5. The audit examined whether the selected entities within the Attorney-General’s portfolio
have implemented all agreed recommendations from parliamentary committee and
Auditor-General reports within the scoped timeframe.

6. To form a conclusion against the audit objective, the following high-level criteria were

adopted.

° Do the entities have fit-for-purpose arrangements to respond to, monitor and implement
agreed recommendations?

° Were agreed recommendations effectively implemented?

7. The ANAO reviewed the entities’ implementation of 27 parliamentary committee and

Auditor-General recommendations, comprised of the following:

. AGD — 11 parliamentary committee recommendations and eight Auditor-General
recommendations;
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. AFP — one parliamentary committee recommendation and three Auditor-General
recommendations; and

° CDPP — four Auditor-General recommendations.

Conclusion

8. The selected entities within the Attorney-General’s portfolio have effectively
implemented some, but not all, of the agreed parliamentary committee and Auditor-General
recommendations.

9. AGD did not have fit-for-purpose arrangements for parliamentary committee
recommendations. The department did have fit-for-purpose arrangements for
Auditor-General recommendations. AGD did not have an effective system to monitor the
implementation of recommendations. AFP had largely fit-for-purpose arrangements for
parliamentary committee recommendations and partly fit-for-purpose arrangements for
Auditor-General recommendations. AFP had an effective system to support these
arrangements. CDPP had largely fit-for-purpose arrangements for Auditor-General
recommendations but should improve its arrangements for parliamentary committee
recommendations.

10. AGD’s implementation planning was largely fit-for-purpose, and its monitoring of
recommendations was largely effective. AFP and CDPP’s implementation planning was partly
fit-for-purpose, and the two entities’ monitoring of recommendations was largely effective.

11. With respect to the 27 agreed recommendations examined across the three entities:

° AGD — six were implemented, three were largely implemented, three were partly
implemented, two were not implemented, and for five implementation was ongoing;

o AFP — two were largely implemented, one was partly implemented and for one
implementation was ongoing; and

. CDPP — one was implemented, one was largely implemented, and two were partly
implemented.

Supporting findings

Arrangements to respond to, monitor and implement agreed recommendations

12. AGD had documented processes and responsibilities to respond to parliamentary
committee recommendations. The department did not have documented responsibilities or a
process to plan the implementation, monitor or close all parliamentary committee
recommendations. AFP had documented responsibilities and processes to respond to, monitor
and close parliamentary committee recommendations, but could improve its implementation
planning. CDPP, which is not frequently subject to parliamentary committee recommendations,
did not have documented responsibilities or processes to implement or monitor parliamentary
committee recommendations. (See paragraphs 2.2 to 2.50)

13. AGD had assigned responsibilities and processes in place to respond to, monitor and
implement Auditor-General recommendations. AFP’s arrangements and processes were limited
to monitoring and oversight of recommendations. CDPP had documented responsibilities and
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Summary and recommendations

processes to respond to and oversee the implementation of recommendations, but its practices
to implement and monitor agreed recommendations were not documented. (See paragraphs 2.51
to 2.69)

14. AGD, as the portfolio department and as an entity frequently subject to
recommendations, did not have a system to monitor the implementation of parliamentary
committee and Auditor-General recommendations. The document used by AGD to monitor
recommendations did not have appropriate controls to provide assurance of the completeness
and accuracy of information. AFP used an appropriate system to monitor the implementation of
recommendations but could not provide assurance that the tracking information contained within
the system was complete. CDPP did not have a system in place to monitor the implementation of
recommendations. Due to CDPP’s size and infrequency of recommendations requiring
implementation, CDPP’s use of a tracking document was appropriate. (See paragraphs 2.70 to
2.82)

Implementation of recommendations

15. The three entities assigned a recommendation owner to all recommendations and
identified implementation action items for 24 of the 27 recommendations. AGD set an
implementation timeframe for 17 of 19 recommendations, AFP did not set timeframes for its four
recommendations, and CDPP set a timeframe for one of four recommendations. AGD and CDPP
did not assign risk ratings to recommendations, and AFP assigned a risk rating to one of four
recommendations. (See paragraphs 3.2 to 3.6)

16. AGD monitored the implementation of parliamentary committee and Auditor-General
recommendations. AGD implemented eight of 11 JCPAA and Auditor-General recommendations
within agreed timeframes. AGD’s monitoring of other parliamentary committee
recommendations was limited because it did not monitor timeframes.

17. AFP monitored the implementation of Auditor-General recommendations, but it did not
monitor its parliamentary committee recommendation in line with the Investigations, Operations
and Compliance Board of Management’s responsibilities. AFP did not monitor any of the
recommendations against timeframes.

18. CDPP monitored the implementation of Auditor-General recommendations. For the one
recommendation with an established timeframe, the recommendation was not implemented
within the agreed due date. (See paragraphs 3.7 to 3.19)

19. The entities did not implement all recommendations in full.

° AGD — for the 11 parliamentary committee recommendations: three were implemented;
one was largely implemented; one partly implemented; one not implemented; and for five
implementation was ongoing. For the eight Auditor-General recommendations: three
were implemented; two were largely implemented; two were partly implemented; and
one was not implemented.

° AFP — the one parliamentary committee recommendation was largely implemented. For
the three Auditor-General recommendations: one was largely implemented; one was
partly implemented; and for one implementation was ongoing.
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° CDPP — for the four Auditor-General recommendations: one was implemented; one was
largely implemented; and two were partly implemented. For the two partly implemented

recommendations,

CDPP considered, but decided not to implement all agreed

recommendation actions.

20. For the recommendations recorded as implemented by the entities:

° AGD closed all JCPAA and Auditor-General recommendations in accordance with
requirements, and closed three other parliamentary committee recommendations;

° AFP closed its Auditor-General recommendation in accordance with requirements, but did
not close the parliamentary committee recommendation; and

° CDPP closed all Auditor-General recommendations. (See paragraphs 3.20 to 3.119)

Recommendations

Recommendation no. 1
Paragraph 2.15

Recommendation no. 2
Paragraph 2.29

Recommendation no. 3
Paragraph 2.42

The Attorney-General’s Department improve existing arrangements
for responding to parliamentary committee reports to provide
assurance that the Minister has sufficient time for consideration,
within the timeframes set by the Prime Minister and Cabinet Tabling
Office.

Attorney-General’s Department response: Agreed.

The Attorney-General’s Department, the Australian Federal Police,
and the Office of the Commonwealth Director of Public
Prosecutions each establish and document fit-for-purpose
processes for planning the implementation of parliamentary
committee recommendations, including the requirement to assign
responsibility, set timeframes for implementation, and assign risk
ratings.

Attorney-General’s Department response: Agreed.
Australian Federal Police response: Agreed.

Office of the Commonwealth Director of Public Prosecutions
response: Agreed.

The Attorney-General’s Department and the Office of the
Commonwealth Director of Public Prosecutions each establish fit-
for-purpose governance arrangements and documented processes
to monitor the implementation of all agreed parliamentary
committee recommendations, and report implementation progress
to an appropriate oversight body.

Attorney-General’s Department response: Agreed.

Office of the Commonwealth Director of Public Prosecutions
response: Agreed.
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Summary and recommendations

Recommendation no. 4 The Attorney-General’s Department establish and maintain an

Paragraph 2.77 appropriate system to effectively monitor the implementation of
agreed parliamentary committee and  Auditor-General
recommendations.

Attorney-General’s Department response: Agreed.

Recommendation no. 5 The Attorney-General’s Department implement appropriate

Paragraph 3.65 assurance and evaluation arrangements to provide the basis for
advice to government on the extent to which the Protective Security
Policy Framework is achieving its outcomes.

Attorney-General’s Department response: Agreed.

Summary of entity responses

Attorney-General’s Department

The department is committed to the effective oversight and implementation of recommendations
arising from parliamentary committees and the Auditor-General. The department welcomes the
ANAQ’s assessment of the strengths and weaknesses of its processes.

In 2022, the department formalised structured processes to respond to, monitor and implement
recommendations arising from the Auditor-General and the Joint Committee of Public Accounts
and Audit. This included the engagement of a qualified auditor to assist the department’s Audit
and Risk Management Committee to provide assurance over the monitoring and implementation
of these recommendations.

The department has commenced the implementation of fit-for-purpose processes and governance
arrangements to improve the monitoring and implementation activities over Parliamentary
Committee recommendations. This includes the implementation of a system with appropriate
controls to monitor the implementation of all agreed recommendations.

Australian Federal Police

The AFP notes the report’s findings and agrees with the recommendation and two opportunities
for improvement directed to the AFP.

Following this ANAO audit, the AFP has commenced work to enhance our recommendation
implementation planning practices, including formalising accountabilities, monitoring and
oversight arrangements. Accordingly, the AFP has developed a Recommendation Implementation
Plan template, which is currently being trialled for agreed recommendations in a recently-issued
ANAO report (Auditor-General Report No. 9 2022-23). Work will continue on embedding AFP’s
enhanced oversight arrangements the implementation of both Auditor-General and parliamentary
committee recommendations.

Office of the Commonwealth Director of Public Prosecutions

The CDPP values appropriate and timely implementation of agreed recommendations as part of
demonstrating accountability, transparency and continuous improvement of governance,
assurance, and risk management arrangements. The CDPP agrees with the underlying intent of the
report’s recommendations. We recognise the benefit of documenting arrangements for dealing
with recommendations from parliamentary committees with attention to: planning the
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implementation of agreed actions; assigning responsibility, timeframes and ratings for
implementation and; progress reporting to appropriate oversight bodies.

The CDPP has rarely been subject to parliamentary committee recommendations. The Audit
Committee and Executive Leadership Group each has responsibility enshrined in its existing
Charter or Terms of Reference for overseeing our response to such recommendations. As a small
agency, we are conscious of the impost of creating new and bespoke processes for infrequent
recommendations. The CDPP will implement agreed recommendations in a fit-for-purpose
manner that is commensurate with the size and nature of our agency.

The CDPP has existing processes in place for responding to recommendations from other
assurance activities and is exploring how these arrangements can be further strengthened and
extended to include parliamentary committee recommendations. Thus, the CDPP is well placed to
address the two relevant recommendations within this report efficiently and expeditiously.

Key messages from this audit for all Australian Government entities

21. The ANAO published Audit Insights — Implementation of Recommendations on
30 June 2021, which outlines lessons that remain relevant to this audit.! Below is a key message
in addition to the audit insights, which has been identified in this audit and may be relevant for
the operations of other Australian Government entities.

Records Management
e Documenting established practices supports entities to apply consistent processes and
decision-making across business areas, reduce duplication, and improve business continuity.

1 Australian National Audit Office, Audit Insights: Implementation of recommendations [Internet], ANAO, 2021,
available from https://www.anao.gov.au/work/audit-insights/implementation-recommendations-0 [accessed
13 February 2023].
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Audit findings
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1. Background

Introduction

1.1 Parliamentary committee and Auditor-General reports identify risks to the successful
delivery of government outcomes and provide recommendations to address them. The successful
implementation of agreed recommendations by Australian Government entities requires effective
governance arrangements, with timely implementation approaches, that set clear responsibilities
and timelines for addressing the required actions.

1.2 Committees of the Australian Parliament, including the Joint Committee of Public Accounts
and Audit (JCPAA), consist of members from one or both Houses of Parliament. Parliamentary
committee inquiries are used to ‘investigate specific matters of policy or government
administration or performance’.? Where a parliamentary committee has made policy
recommendations, the responsible Minister prepares and tables a government response in
Parliament. Where the JCPAA has made administrative recommendations, an entity’s accountable
authority may prepare and deliver an ‘Executive Minute’ response to the JCPAA’s committee
secretary. The Auditor-General scrutinises and provides independent assurance as to whether the
Executive arm of government is operating and accounting for its performance in accordance with
the Parliament’s intent.

1.3 This is the fifth in a series of performance audits that examine the effectiveness of Australian
Government entities’ implementation of agreed recommendations from parliamentary committee
and Auditor-General reports.? Details of the previous audits can be found in Appendix 3.

The Attorney-General’s portfolio

14 The Attorney-General’s portfolio consists of 17 entities and is responsible for key policy and
regulatory functions across national security, cyber security, law enforcement, foreign interference
and the administration of justice. Entities within this portfolio regularly receive recommendations
from parliamentary committee inquiries and are subject to external audit by the Australian National
Audit Office (ANAO). This audit focusses on three entities within the portfolio.

° Attorney-General’s Department (AGD), as the lead entity in the portfolio, is a
non-corporate Commonwealth entity that is responsible for Australia’s law, justice,
security and integrity frameworks and providing legal services to the Commonwealth.

° Australian Federal Police (AFP) is a non-corporate Commonwealth entity that is
responsible for the provision of police services in relation to laws of the Commonwealth,
and to the Australian Capital Territory and external territories. The AFP is also responsible

2 Parliament of Australia, Committees, [Internet], Parliament of Australia
https://www.aph.gov.au/Parliamentary Business/Committees [accessed 28 February 2023].

3 First audit: Auditor-General Report No.6 2019-20 Implementation of ANAO and Parliamentary Committee
Recommendations — Agriculture and Infrastructure Portfolios.
Second audit: Auditor-General Report No.46 2019-20 Implementation of ANAO and Parliamentary Committee
Recommendations — Education and Health Portfolios.
Third audit: Auditor-General Report No.34 2020-21 Implementation of ANAO and Parliamentary Committee
Recommendations — Department of Defence.
Fourth audit: Auditor-General Report No.25 of 2021-22 Implementation of Parliamentary Committee and
Auditor-General Recommendations — Department of Home Affairs.
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Background

for combatting transnational serious organised crime and terrorism, disrupting crime
offshore, supporting regional security, and protecting Australian interests and assets. The
AFP transferred to the Attorney-General’s portfolio on 1 July 2022 following a machinery
of government change.*

o Office of the Commonwealth Director of Public Prosecutions (CDPP) is a non-corporate
Commonwealth entity with the single outcome of contributing to a fair, safe and just
society by delivering an effective, independent prosecution service® in accordance with
the Prosecution Policy of the Commonwealth.

1.5 Table 1.1 shows AGD, AFP and CDPP’s budget and staffing levels for the year 2022—-23.

Table 1.1: Budget and average staffing levels of AGD, AFP and CDPP in 2022-23

Average staffing level® Total resourcing (million)
AGD 1,766 $1,185.9
AFP 7,472 $1,977.5
CDPP 473 $138.2

Note a: Average staffing level is a method of counting that adjusts for casual and part-time staff to show the average
number of full-time equivalent employees.

Source: Australian Government, October 2022, Portfolio Budget Statements 2022-23, Budget Related Paper No. 1.2:
Attorney-General’s Portfolio.

Timeliness of responses to parliamentary committees

1.6 Parliamentary committee inquiries usually recommend government action. For example,
the introduction of legislation, a change in administrative procedures, or a review of policy. Such
action is the responsibility of the Executive Government rather than the Parliament.

1.7 In response to Auditor-General Report No.6 2019-20, on 7 August 2019, the Secretary of
the Department of the Prime Minister and Cabinet wrote to departmental secretaries strongly
encouraging all departments and agencies to:

finalise government responses to parliamentary committee reports in a timely manner so that the
Government can table its response to a committee report within the timeframes established
through the respective resolutions of the House of Representatives and the Senate ... [and] have
processes in place to monitor the implementation of recommendations accepted by the
Government.

1.8 The Secretary of the Department of the Prime Minister and Cabinet also advised ‘I would
appreciate it if [departmental secretaries] could distribute my letter to agencies within your
portfolio’.®

4 A machinery of government change occurs when the government changes the management of
Commonwealth responsibilities. On 23 June 2022, the Governor-General approved a new Administrative
Arrangements Order from 1 July 2022.

5 CDPP delivers a national prosecution service across matters including: terrorism, human trafficking and
slavery, money laundering, child exploitation, cyber crime, workplace safety, environmental crimes,
corruption and copyright offences.

6 AGD shared the Secretary of the Department of the Prime Minister and Cabinet’s letter with its portfolio
entities including CDPP, in August 2020. AFP advised it could not locate a record of this letter. In August 2020,
AFP was part of the Home Affairs portfolio.
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1.9 The President of the Australian Senate (Senate) and the Speaker of the House of
Representatives (House) present a report to the Senate and House, respectively, on the status of all
government responses twice a year.” Reports remain on this schedule until:

° aresponse is received;
° the relevant committee agrees that a response is no longer expected; or
° a request to remove an inquiry from the list is received and agreed.

1.10 Table 1.2 outlines the key results from the President of the Senate report as at 30 June and
31 December 2022. Report responses are required within three months of the report being
presented to the Senate.

Table 1.2: Senate — outstanding government responses as at 30 June and 31
December 20222
Description ‘ Amount ‘ % Amount % ‘
As at 30 June 2022 As at 31 December 2022
No. of reports with a response 39pe 11 31be 9
No. of reports with a response that 3 1 4 1
was received within the specified
timeframe
No. of reports with a response but 36¢ 10 27e 8
received late
No. of reports with no response 314p 89 319 91
Total no. of reports included in the 353d 100 350¢ 100
schedule
Shortest timeframe taken to respond <1 month - <1 month -
Longest timeframe where a response 82 months - 25 months -
was provided (6 years and (2 years and 1
10 months) month)
Latest pending response (not yet 233 months - 239 months -
received) (19 years and (19 years and
5 months) 11 months)

Note a: The ANAO identified discrepancies and could not obtain assurance over the completeness and accuracy of
this data. For example, some joint committee reports were not included in reporting.

Note b: Total numbers include eight partial responses in the June report and 14 partial responses in the December
report. Partial responses occur where responses have been received for some but not all recommendations.
This typically occurs where recommendations are directed at multiple entities.

Note c: Fifteen JCPAA reports were listed in the June President of the Senate report. There were ten responses
including six partial responses. All responses that were due to be provided were late.

Note d: The time allowed for responding had not yet expired for three of the 314 reports with no response in the June
report, and had expired for all of the 319 reports with no response in the December report.

Note e: Fifteen JCPAA reports were listed in the December President of the Senate report. There were no complete
responses and 12 partial responses. All responses were late.

Source: ANAO analysis of Senate reporting.

7 JCPAA reports are presented in the reports of both the President and the Speaker. The President of the
Senate presented two reports and the Speaker of the House presented one report on the status of
government responses in 2022.
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1.11 Table 1.3 outlines the key results from the Speaker of the House report as at
1 December 2022. Report responses are required within six months from the report being
presented to the House.

Table 1.3: House — outstanding government responses as at 1 December 2022

Description Amount %
No. of reports with a response 38bc 22
No. of reports with a response that was 11 6
received within the specified timeframe

No. of reports with a response but received late 27be 16
No. of reports with no response 1320 78
Total no. of reports included in the schedule 1704 100
Shortest timeframe taken to respond < 2 months -
Longest timeframe where a response was 39 months -
provided

(3 years and 3 months)

Latest pending response (not yet received) 162 months -
(13 years and 6 months)

Note a: The ANAO identified discrepancies and could not obtain assurance over the completeness and accuracy of
this data. For example, some joint committee reports were not included in the reporting.

Note b: Total numbers include 15 partial responses. Partial responses occur where responses have been received for
some but not all recommendations. This typically occurs where recommendations are directed at multiple
entities.

Note c: Seventeen JCPAA reports were listed in the Speaker of the House report. There were 14 responses provided,
all of these were partial responses, and nine were provided late. Three reports have received no response and
are overdue.

Note d: The time allowed for responding had not yet expired for 27 of the 132 reports with no response.

Source: ANAO analysis of House of Representatives reporting.

1.12  Very few government responses to parliamentary committee reports were received in the
required timeframes. Within the most recent reporting period:

° four of the 350 (one per cent) Senate and joint committee reports® received a response
within the three-month timeframe; and

° eleven of the 170 (six per cent) House and joint committee reports received a response
within the six-month timeframe.

1.13 The timeliness of government responses has remained consistently low across all five
performance audits in this series.

Rationale for undertaking the audit

1.14 The Attorney-General’s portfolio is responsible for key policy and regulatory functions
across national security, cyber security, law enforcement, foreign interference and the
administration of justice. Parliamentary committees and Auditor-General reports have identified

8 There were discrepancies between the Senate and House reporting on joint committee reports.
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risks to the successful delivery of outcomes within the portfolio and areas where administrative or
other improvements can be made. The appropriate and timely implementation of agreed
recommendations is an important part of realising the full benefit of a parliamentary inquiry or an
audit, and for demonstrating accountability to the Parliament.

1.15 This is the fifth in a series of audits that highlights whether entities have implemented
recommendations in line with commitments made to the Parliament. This audit will provide
assurance to the Parliament that recommendations are being implemented as agreed.

Audit approach

Audit objective, criteria and scope

1.16 The audit examined whether AGD, AFP and CDPP have implemented all agreed
recommendations from parliamentary committee and Auditor-General reports within the scoped
timeframe.

1.17 To form a conclusion against the audit objective, the following high-level criteria were
adopted.

. Do the entities have fit-for-purpose arrangements to respond to, monitor and implement
agreed recommendations?

° Were agreed recommendations effectively implemented?

1.18 To allow sufficient time for implementation, the recommendations examined in criteria two

of this audit were limited to the following two categories:

° parliamentary committee reports tabled between January 2020 and June 2021, where a
government response was received prior to 30 June 2021, including those agreed to or
noted, with an action item allocated to AGD, AFP or CDPP; and

° Auditor-General reports tabled between January 2020 and June 2021.
1.19 The scope of this audit did not include:

° parliamentary committee reports where the subject of the report was either a review of
annual reports, or an inquiry or review into proposed bills or delegated legislation; and

° any recommendations that were agreed to by other entities within the Attorney-General’s
portfolio.

1.20 Table 1.4 outlines the number of agreed parliamentary committee and Auditor-General
recommendations examined in this audit. For details of the selected recommendations see
Appendices 4,5, 6 and 7.
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Background

Table 1.4: Parliamentary committee and Auditor-General reports and
recommendations within the audit scope

No. of agreed recommendations

Joint Committee of Public 1 3 0 0 3
Accounts and Audit

Parliamentary Joint Committee on 1 8 1 0 9
Intelligence and Security

Auditor-General performance audit 4 8 3 4 15
Total number of reports and 6 19 4 4 27

recommendations assessed

Source: ANAO analysis.

Audit methodology
1.21  The audit involved:

. reviewing entity documentation, such as guidelines, procedures, management reports,
audit committee papers, meeting minutes, briefing materials, implementation plans,
closure packs and other supporting evidence relating to monitoring progress and reporting
against agreed recommendations;

° examining IT system controls and supporting documentation for those systems used by
entities to manage recommendations; and

. meeting with relevant entity staff.
1.22 The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO
of approximately $460,000.

1.23 The team members for this audit were Laura Trobbiani, Irena Korenevski, Michael Dean,
Hasani Ganewatta, Edwin Apoderado, Kelvin Le, Yahya Mohammad, Olivia Robbins, Lesa Craswell
and Alex Wilkinson.
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2. Arrangements to respond to, monitor and
implement agreed recommendations

Areas examined

This chapter examines whether the Attorney-General’s Department (AGD), the Australian Federal
Police (AFP) and the Office of the Commonwealth Director of Public Prosecutions (CDPP) had
fit-for-purpose arrangements, processes and systems to respond to, monitor and implement
agreed parliamentary committee and Auditor-General recommendations.

Conclusion

AGD did not have fit-for-purpose arrangements for parliamentary committee recommendations.
The department did have fit-for-purpose arrangements for Auditor-General recommendations.
AGD did not have an effective system to monitor the implementation of recommendations. AFP
had largely fit-for-purpose arrangements for parliamentary committee recommendations and
partly fit-for-purpose arrangements for Auditor-General recommendations. AFP had an effective
system to support these arrangements. CDPP had largely fit-for-purpose arrangements for
Auditor-General recommendations but should improve its arrangements for parliamentary
committee recommendations.

Areas for improvement

The ANAO made four recommendations and identified four opportunities for improvements for
AGD, AFP and CDPP to improve their arrangements and systems to identify, respond to, plan for,
implement and monitor parliamentary committee and Auditor-General recommendations.

2.1 The successful implementation of agreed recommendations requires effective senior
management oversight and monitoring. This involves: establishing processes and responsibilities
for responding to recommendations; assigning clear responsibilities and timeframes for progressing
recommendations; and giving oversight bodies sufficient and appropriate information for them to
provide assurance to the entities’ accountable authority on the implementation of
recommendations.

Do entities have fit-for-purpose governance arrangements and
processes to respond to, monitor and implement agreed parliamentary
committee recommendations?

AGD had documented processes and responsibilities to respond to parliamentary committee
recommendations. The department did not have documented responsibilities or a process to
plan the implementation, monitor or close all parliamentary committee recommendations. AFP
had documented responsibilities and processes to respond to, monitor and close parliamentary
committee recommendations, but could improve its implementation planning. CDPP, which is
not frequently subject to parliamentary committee recommendations, did not have
documented responsibilities or processes to implement or monitor parliamentary committee
recommendations.

2.2 Figure 2.1 illustrates the ANAO’s analysis of the three entities’ governance arrangements,
processes and practices, and maps the responsibilities within the entities to respond to, monitor
and implement agreed parliamentary recommendations.
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Figure 2.1: Processes and established practices to respond to, monitor and implement agreed parliamentary recommendations
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Monitor refers to the administrative process of compiling updates on the implementation of recommendations and preparing reporting for oversight bodies.

Audit committees are oversight bodies which can endorse the closure of recommendations, for management to then action.

CDPP did not have any agreed parliamentary committee recommendations in the scope of this audit and therefore the ANAO could not test for established practices.
The ANAO considered an established practice to be actions that were consistently followed to achieve an outcome, but the practice was not documented.

ANAO analysis of entities’ information.



2.3 In assessing governance arrangements, the ANAO considered if entities had established
roles and responsibilities, and appropriate risk management frameworks. In assessing processes,
the ANAO considered if entities had clear and documented guidance on the necessary steps to
achieve an outcome.

° AGD had documented responsibilities and processes for identifying and responding to
parliamentary committee recommendations where it was the lead entity for the response.
AGD lacked documented responsibilities and processes to implement, monitor, and close
all parliamentary committee recommendations.

° AFP had documented responsibilities and processes for identifying, responding to,
monitoring, overseeing and closing parliamentary committee recommendations, but
lacked documented processes for implementing recommendations.

. CDPP had documented responsibilities for overseeing parliamentary committee
recommendations and in December 2022 CDPP documented responsibilities for
responding to parliamentary committee recommendations. CDPP did not have
documented responsibilities or processes for identifying, implementing, monitoring or
closing parliamentary committee recommendations.

2.4 CDPP did not have any parliamentary committee recommendations within the scope of this
audit®, and as a relatively small entity!?, CDPP is not frequently subject to parliamentary committee
recommendations. When examining CDPP against the audit criteria, the ANAQO’s analysis takes
these factors into consideration. Findings and opportunities for improvement discussed in the
following sections of this report are based on risks to CDPP due to not having documented processes
or responsibilities.

Identifying parliamentary committee recommendations

2.5 Processes that identify parliamentary committee recommendations relevant to an entity
provide assurance that the issues identified in the committee reports are being considered.
Government responses to parliamentary committee reports are prepared by the portfolio lead
entity, which consults with other entities as required. AGD advised it was the lead entity for most
government responses in the portfolio.!?

Attorney-General’s Department

2.6 AGD has in place a process for identifying relevant parliamentary recommendations where
it is the lead entity. This process involves the Department of the Prime Minister and Cabinet’s
Tabling Office notifying the department that it is the lead entity for the government’s response.
While there is no documented process to identify parliamentary committee reports for which the
department is not the lead entity, AGD advised that in practice, it is informed of reports by the
relevant lead entity.

2.7 AGD has also been subject to machinery of government (MOG) changes which can result in
recommendations being transferred to the portfolio. In July 2022, AGD’s Audit and Risk

9 See Table 1.4.
10 See Table 1.1.

11  The Prime Minister and Cabinet Tabling Guidelines specifies that government responses are led by
Commonwealth departments, therefore, AFP and CDPP do not lead government responses.

See: Department of Prime Minister and Cabinet, Tabling Guidelines, PM&C, Canberra, 2022, p. 11.
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Arrangements to respond to, monitor and implement agreed recommendations

Management Committee (ARMC) requested an update on the additional recommendations AGD
was responsible for as a result of a MOG which came into effect in July 2022. In October 2022, the
department informed the ARMC that it was responsible for the implementation of an additional 73
parliamentary committee recommendations and four Auditor-General recommendations. In
addition to the ARMC process, AGD considered parliamentary committee recommendations
requiring transfer to or from other entities as part of its engagement to action the July 2022 MOG.
These practices are not documented, which could impact business continuity, consistency and
efficiency.

Opportunity for improvement

2.8 AGD could document its processes to identify new parliamentary committee and
Auditor-General recommendations it is responsible for implementing following a MOG.

Australian Federal Police

2.9 AFP’s ministerial and parliamentary liaison section is responsible for monitoring
parliamentary activity to identify reports containing recommendations relevant to AFP.

Office of the Commonwealth Director of Public Prosecutions

2.10 CDPP does not have documented responsibilities or a process to identify parliamentary
committee recommendations. CDPP advised that it relies on other entities to inform it of relevant
recommendations, in particular, the portfolio’s lead entity AGD. AGD does not have a documented
process for informing entities within the portfolio of relevant recommendations.

Opportunity for improvement

2.11 AGD could update its guidance to clarify its processes on engaging with relevant portfolio
entities when responding to parliamentary committee reports.

Responding to parliamentary committee recommendations

2.12  Clear arrangements to respond to recommendations supports an entity to understand the
intent of the recommendation, and acknowledge appropriate and achievable activities to address
the identified risks. Responding to parliamentary committee recommendations is the responsibility
of government. Government entities, such as AGD, AFP and CDPP, can lead or provide input into
advice on what the government response will be. In the following section an entity’s response to
parliamentary committee recommendations is considered to be their advice to government.

° AGD had documented responsibilities and processes to respond to parliamentary
committee recommendations, however, it did not specify how recommendations would
be allocated within the department. In practice, responses to recommendations were
allocated to the relevant business area and cleared by the business area’s Senior Executive
Service (SES) officer.

° AFP had documented responsibilities and processes for responding to recommendations.
The ministerial and parliamentary liaison section is responsible for coordinating the
response, which then allocates responsibility for drafting the response to the relevant
business area. The draft response is cleared by the business area’s SES officer.
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° CDPP amended its Executive Leadership Group (ELG)*? terms of reference in December
2022 to assign the ELG responsibility for overseeing CDPP’s response to parliamentary
committee recommendations. CDPP advised the ANAO that relevant business areas are
responsible for responding to recommendations. Before December 2022, CDPP did not
have documented responsibilities or a process to respond to parliamentary committee
recommendations.

Timeliness of responses

2.13  Entities should respond to parliamentary committee reports within three or six months,
depending on the type of committee.'3 This timeframe includes ministerial consideration. AGD, as
the portfolio department, should develop the government responses it leads within this timeframe.
AGD notes the timeframes for responses to parliamentary committees in its guidance, but does not
require business areas to provide advice on proposed responses to the relevant minister in order
to meet the required timeframes.

2.14 Table 2.1 shows AGD responded to four per cent of parliamentary committee
recommendations within the set timeframes in the past five years. The time taken by AGD to draft
a response is one factor which can contribute to overdue government responses.

Table 2.1: Proportion of parliamentary committee recommendations? from 2017 to
2022 responded to by AGD within the Senate and House of Representatives’
timeframes

| Descripon ________________Amount

No. of reports relevant to AGD 19
No. of recommendations relevant to AGD 48
No. of recommendations that were responded to 24
No. of responses tabled within the Senate and House of Representatives’ 2
timeframes

Percentage of responses to recommendations tabled within the Senate 4%
and House of Representatives’ timeframes

Note a: Includes recommendations in parliamentary committee reports which reference AGD in the text of the
recommendation. There may be additional recommendations relevant to AGD that were not captured.

Source: ANAO analysis of parliamentary committee reports.

12 ELG is the CDPP’s ‘key advisory group to the Director on strategy, governance, policy, practice management,
risk management, performance, planning and reporting, and significant operational issues of national
interest.” Members include the CDPP Director, the Commonwealth Solicitor for Public Prosecutions, CDPP
Deputy Directors and Practice Group Leaders, and the Chief Corporate Officer.

13  See paragraphs 1.10 and 1.11.
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Arrangements to respond to, monitor and implement agreed recommendations

Recommendation no. 1

2.15 The Attorney-General’s Department improve existing arrangements for responding to
parliamentary committee reports to provide assurance that the Minister has sufficient time for
consideration, within the timeframes set by the Prime Minister and Cabinet Tabling Office.

Attorney-General’s Department response: Agreed.

2.16 The department will implement a process to monitor the progress of parliamentary
committee recommendations, including triggers to ensure a timely consideration process for the
Minister.

2.17 AFP advised the ANAO that it provides input to government responses within the
timeframes set by the lead entity. For the Parliamentary Joint Committee on Intelligence and
Security (PJCIS) report on press freedom considered in this audit (see Table 1.4 and Appendix 4),
AFP was contacted by the Department of Home Affairs for input to the government response. AFP
provided this input within the requested timeframe.*

2.18 Asidentified in paragraph 2.12, CDPP assigned responsibility for overseeing its response to
parliamentary committee recommendations in December 2022 but did not have a process for
requiring timely responses or input to responses.

Implementation of parliamentary committee recommendations

2.19  The successful implementation of parliamentary recommendations requires appropriate
planning and senior management oversight to set clear responsibilities and timeframes for
delivering the agreed action.

Implementation planning

2.20 The three entities did not have documented roles and responsibilities, or processes, for
planning the implementation of parliamentary committee recommendations (see Table 2.2).

Table 2.2: Entities’ processes and practices to plan the implementation of
parliamentary committee recommendations

Does the entity assign responsibility for recommendation m B
implementation? @

Does the entity set timeframes for recommendation
implementation? M- | [ |

Does the entity assign risk ratings for recommendation
implementation? H | [ |

Key: Consistent practice that is not documented B No documented procedure or consistent practice

Note a: AGD had processes to assign responsibilty and timeframes for the implementation of JCPAA
recommendations, but not for other parliamentary committees.

Source: ANAO analysis of AGD, AFP and CDPP evidence.

14  The PJCIS report on press freedom tabled on 21 August 2020. The Department of Home Affairs, as the lead
department for the response, requested AFP’s input to the proposed government response by 2 October
2020. AFP provided its response on 2 October 2020. The government response was tabled on 16 December
2020.
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2.21  Entity processes for parliamentary committee recommendations did not document:

° the development of implementation plans for recommendations;

° that business areas be assigned responsibility for the implementation of
recommendations; or

° that these areas set timeframes for implementation or assign risk ratings.

2.22  AGD assigned responsibility to implement the Joint Committee of Public Accounts and Audit
(JCPAA) recommendations. AGD did not have a documented process or consistent practice for
assigning responsibility to implement recommendations from other parliamentary committees. For
the recommendations contained in the PJCIS report on press freedom (see Table 1.4 and Appendix
4), recommendations were assigned to relevant business areas for implementation.

2.23 In practice, AFP assigned responsibility for parliamentary committee recommendations
through its oversight body, the Investigations, Operations and Compliance Board of Management
(loCBoM).

2.24 CDPP did not have a documented process for implementing parliamentary committee
recommendations. Although CDPP is not subject to frequent parliamentary recommendations,
documenting the planning process for the implementation of recommendations may better
support business continuity, consistency and efficiency.

2.25 CDPP advised its processes to plan for, implement and monitor recommendations from
assurance activities such as internal audits could be used for parliamentary committee and
Auditor-General recommendations. These processes did not explicitly reference parliamentary
committee or Auditor-General recommendations, which can involve different considerations than
internal audit recommendations. As there were no parliamentary recommendations applicable to
CDPP in the period examined, this audit did not assess if CDPP followed these processes as an
established practice in implementing, monitoring and closing parliamentary committee
recommendations.

Risk Management

2.26  Under section 16 of the Public Governance, Performance and Accountability Act 2013 (PGPA
Act), Commonwealth entities must establish effective internal checks and controls and an effective
risk and assurance framework to monitor and manage risk at the enterprise level. The three entities
had established risk management policies and supporting frameworks that met the PGPA Act and
Commonwealth Risk Management Policy requirements.® These set out each entity’s approach to
risk management including roles and responsibilities, monitoring, reviewing and continually
improving risk management.

2.27 Parliamentary committee and Auditor-General recommendations should be assigned risk
ratings to identify the impact on the entity if they are not implemented. The three entities’ risk
management policies require staff to identify and assess risks as part of good governance.

15 AGD’s Risk Management Policy which links key risk management framework resources, was approved in
February 2020. AFP’s National Guideline on Risk Management was last reviewed by the AFP Commissioner in
June 2021, and links to key risk framework documents. CDPP’s Risk Management Policy was released in
October 2020, and is supported by a Risk Management Framework.
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Arrangements to respond to, monitor and implement agreed recommendations

2.28 Table 2.2 above shows the entities did not require risk ratings to be assigned to
parliamentary committee recommendations. This reduces the scope of the entities’ enterprise level
risk approach. CDPP advised it considered all recommendations from external assurance bodies,
including parliamentary committee recommendations, to be high priority.

Recommendation no. 2

2.29 The Attorney-General’s Department, the Australian Federal Police, and the Office of the
Commonwealth Director of Public Prosecutions each establish and document fit-for-purpose
processes for planning the implementation of parliamentary committee recommendations,
including the requirement to assign responsibility, set timeframes for implementation, and assign
risk ratings.

Attorney-General’s Department response: Agreed.

2.30 When tasking parliamentary committee recommendations for action, the department will
include a template to ensure responsibilities are assigned to the relevant business group; set
milestones for tracking implementation (where defined); and include a risk assessment template
to assign risk ratings.

Australian Federal Police response: Agreed.

2.31 The AFP has developed an external recommendation implementation planning template
to support the planning, implementation and monitoring of external recommendations. This
template is currently being trialled in support of the AFP's response to recommendations arising
from the recently issued ANAO performance audit on the Management of Cyber Security Supply
Chain Risks.

Office of the Commonwealth Director of Public Prosecutions response: Agreed.

2.32  The CDPP has governance arrangements and established processes in place to respond to
recommendations emanating from internal audit reports and management-initiated reviews.
These existing arrangements and processes will be further strengthened and appropriately
extended to parliamentary committee recommendations to include:

(a) Coverage over responses

(b) Details for planning implementation of agreed actions
(c) Assignment of responsibility for implementation and completion timeframes
(d) Consideration of underlying risk and assignment of priority ratings

(e) Monitoring and reporting to the ELG and Audit Committee as required under their
respective Terms of Reference or Charter.

Monitoring and oversight of parliamentary committee recommendations

2.33  Effective monitoring requires oversight and an approach that accurately tracks progress and
records the actions of the business area, or individual, responsible for implementation. In this audit,
the ANAO considered monitoring as the administrative process to compile updates and prepare
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reporting to oversight bodies, while oversight is conducted by assurance and/or management
bodies.®

2.34

AGD did not assign an executive or governing body responsibility for monitoring or
overseeing all parliamentary committee recommendations. The ARMC was responsible
for overseeing the implementation and endorsing the closure of JCPAA recommendations.

AFP’s I0CBoM was responsible for overseeing the implementation of parliamentary
committee recommendations and assigned responsibility for monitoring to the internal
audit section.

CDPP’s Audit Committee was responsible for overseeing the implementation of
parliamentary committee recommendations. CDPP did not assign responsibility to a
business area, executive or governing body for monitoring the implementation of
parliamentary committee recommendations.

Table 2.3 shows the responsible oversight bodies in AGD and AFP, as discussed above,

received updates on the implementation of parliamentary committee recommendations. CDPP did
not provide updates to an oversight body as there were no agreed parliamentary committee
recommendations in the period examined.

Table 2.3: Updates received by oversight bodies on the progress of parliamentary
committee recommendation implementation between January 2020 and

December 2022
Oversight body Number of meetings that Percentage of meetings
received an update on that received an update on
progress progress?
AGD Audit and Risk Management 10 100%"
Committee
AFP Investigations, Operations 2 29%¢
and Compliance Board of
Management
Note a: The total used to calculate the percentage does not include meetings that occurred when the entity did not

Note b:

Note c:

Source:

have open parliamentary committee recommendations, or for AGD, JCPAA recommendations.

AGD began reporting on the implementation of JCPAA recommendations to the ARMC from August 2021.
Updates on other parliamentary committee recommendations were not provided. AGD held eight ARMC
meetings in the period examined since it began receiving updates on JCPAA recommendations. Seven of
these meetings occurred when AGD did not have open JCPAA recommendations.

AFP began reporting to the IOCBoM on the implementation of parliamentary committee recommendations in
August 2021 and held seven meetings since that time in the period examined.

ANAO analysis of AGD and AFP evidence.

Attorney-General’s Department

2.35

AGD did not have a process to monitor the implementation of all agreed parliamentary

committee recommendations, with the exception of JCPAA recommendations. Table 2.3 shows that
between 2020 and 2022, the ARMC received one update on JCPAA recommendations. In 2019, AGD

16  See Figure 2.1 and Figure 2.2.
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Arrangements to respond to, monitor and implement agreed recommendations

noted to an internal advisory body’ that it did not monitor the implementation of parliamentary
committee recommendations at an enterprise level'®, which impacted its ability to provide timely
responses when questioned about its responsiveness to parliamentary committee reports. In June
2021, the department advised its ARMC:

[t]he Department does not centrally track the progress and implementation of the resulting
parliamentary committee recommendations ... given the legislative focus on many parliamentary
committee recommendations relating to AGD, we do not consider there would be value in ARMC
considering the implementation status of such recommendations.

2.36 In the period examined, the department’s ARMC did not receive regular updates on the
implementation of all parliamentary committee recommendations or AGD’s mechanisms for
implementing them. This did not meet the ARMC's charter function to:

satisfy itself [AGD] has appropriate mechanisms of reviewing relevant parliamentary committee
reports, external reviews and evaluations of the department and implementing, where
appropriate, any resultant recommendations.

2.37 Previous Auditor-General reports have found that the successful implementation of agreed
recommendations requires strong senior management oversight and monitoring.'®

Australian Federal Police

2.38 AFP had provided two updates to its IOCBoM in the period examined since June 2021, when
it established the IOCBoM’s oversight role.?° These updates reported on the status of parliamentary
committee recommendations. Actions taken to implement the recommendations were not
included in the report unless the recommendation was proposed for closure. This did not provide
decision-makers with sufficient information to have a clear line of sight of the progress made in
implementing agreed recommendations before their closure.

Opportunity for improvement

2.39 AFP could include the actions taken to implement recommendations and relevant
planning information, such as due dates and risk ratings (see recommendation no. 2) when
providing implementation updates to oversight bodies.

Office of the Commonwealth Director of Public Prosecutions

2.40 CDPP advised that due to the infrequency in which it receives parliamentary committee
recommendations, it did not have a documented process in place to monitor their

17 This was the Strategic Operations Steering Committee (SOSC). The SOSC aimed to assist ‘the [Chief Operating
Officer] to advise the Executive Board about the department’s needs, priorities and culture, and supports the
Executive Board’s oversight of the implementation of the Future AGD model.” AGD advised the SOSC was
dissolved prior to department establishing new governance arrangements in October 2021.

18 AGD began monitoring the implementation of JCPAA recommendations in August 2021.

19 Australian National Audit Office, Audit Insights: Implementation of recommendations [Internet], ANAO, 2021,
available from https://www.anao.gov.au/work/audit-insights/implementation-recommendations-0 [accessed
13 February 2023].

20 AFP’s Audit and Risk Committee charter does not require the committee to consider and have oversight of
parliamentary committee review recommendations or AFP’s mechanisms to implement these.
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implementation.?! The Audit Committee’s annual work plans documented its responsibility for
overseeing the implementation of parliamentary committee recommendations.

2.41  Similar to AGD’s ARMC charter responsibility discussed in paragraph 2.36, a function of
CDPP’s Audit Committee is to satisfy itself that CDPP has appropriate mechanisms to implement
agreed recommendations from parliamentary committee reports. The ANAO found CDPP’s Audit
Committee did not receive reports on these mechanisms or updates to confirm whether there were
parliamentary committee reports relevant to CDPP in the period examined.

Recommendation no. 3

2.42 The Attorney-General’s Department and the Office of the Commonwealth Director of
Public Prosecutions each establish fit-for-purpose governance arrangements and documented
processes to monitor the implementation of all agreed parliamentary committee
recommendations, and report implementation progress to an appropriate oversight body.

Attorney-General’s Department response: Agreed.

2.43  The department will document and implement a process to monitor the implementation
of all agreed parliamentary committee recommendations.

2.44 Implementation progress will be reported to an appropriate oversight body.
Office of the Commonwealth Director of Public Prosecutions response: Agreed.

2.45 The CDPP has governance arrangements and established processes in place to respond to
recommendations emanating from internal audit reports and management-initiated reviews.
These existing arrangements and processes will be further strengthened and appropriately
extended to parliamentary committee recommendations to include:

(a) Coverage over responses

(b) Details for planning implementation of agreed actions

(c) Assignment of responsibility for implementation and completion timeframes
(d) Consideration of underlying risk and assignment of priority ratings

(e) Monitoring and reporting to the ELG and Audit Committee as required under their
respective Terms of Reference or Charter.

Closure and reporting of parliamentary committee recommendations
Closure of recommendations

2.46  AGD’s ARMC is responsible for endorsing JCPAA recommendations for closure, but the
process did not require supporting evidence. In practice, AGD required closure packs for JCPAA
recommendations, and this requirement was documented in December 2022. AGD did not have
documented processes for closing the remaining parliamentary committee recommendations.

21 See paragraph 2.24.
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Arrangements to respond to, monitor and implement agreed recommendations

2.47 AFP’sIOCBoM is responsible for closing parliamentary committee recommendations but did
not require evidence to inform closure.

2.48 CDPP did not have documented responsibilities or processes to close parliamentary
committee recommendations. CDPP advised the ANAO that the Audit Committee can recommend
the closure of parliamentary committee recommendations for the Commonwealth Director of
Public Prosecutions (CDPP Director)?? to action.??

External reporting

2.49 Entities are required to provide updates to the Department of the Prime Minister and
Cabinet on outstanding government responses to parliamentary committee inquiries when
requested, which are then reported to the Senate and House of Representatives. As discussed in
paragraph 2.5, as the portfolio department, AGD advised it is likely to lead most government
responses, and must meet this reporting requirement. AGD had guidance on how to prepare these
reports and provided input when requested by the Department of Prime Minister and Cabinet
Tabling Office.

2.50 Entities are not required to report on the implementation status or closure of agreed
recommendations to the Parliament, unless requested.?* The JCPAA requested two updates from
AGD on recommendations agreed in the period examined (January 2020 to June 2021).> AGD
provided these updates.

Do entities have fit-for-purpose governance arrangements and
processes to respond to, monitor and implement agreed
Auditor-General recommendations?

AGD had assigned responsibilities and processes in place to respond to, monitor and implement
Auditor-General recommendations. AFP’s arrangements and processes were limited to
monitoring and oversight of recommendations. CDPP had documented responsibilities and
processes to respond to and oversee the implementation of recommendations, but its practices
to implement and monitor agreed recommendations were not documented.

2.51 Figure 2.2 illustrates the ANAQ's analysis of the three entities’ governance arrangements,
processes and practices to respond to, monitor and implement agreed Auditor-General
recommendations.

22 The CDPP Director is the accountable authority of the CDPP.
23 Refer to paragraph 2.25.

24 Requests to report on implementation or closure can be included in the recommendation text or after it is
issued by the relevant committee or its secretariat.

25 The request for updates was made in the text of the recommendations in JCPAA Report 485 Cyber Resilience
Inquiry into Auditor-General’s Reports 1 and 13 (2019-20).
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Figure 2.2: Processes and established practices to respond to, monitor and implement agreed Auditor-General recommendations
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Arrangements to respond to, monitor and implement agreed recommendations

2.52  Figure 2.2 illustrates:

. AGD had documented responsibilities and processes for responding to, implementing,
monitoring and closing Auditor-General recommendations;

° AFP had documented responsibilities and processes for monitoring and closing
Auditor-General recommendations, but did not have documented responsibilities or
processes for responding to and implementing recommendations; and

° CDPP had documented responsibilities for responding to, overseeing and closing
Auditor-General recommendations, but did not have documented responsibilities and
processes for implementing or monitoring Auditor-General recommendations.

2.53  Entities that do not have processes or procedures increase the risk of inconsistency in
administration and decision-making.

Identifying and responding to Auditor-General recommendations

Identifying recommendations

2.54 The Auditor-General provides a copy, or relevant extract, of the draft audit report to the
entity’s accountable authority, and requests written comments from the accountable authority
within 28 days.?® AGD, AFP and CDPP responded to all Auditor-General recommendations made in
the past five years in sufficient time to be tabled with the audit report.

Responding to recommendations

2.55 AGD and CDPP partially documented their respective process to respond to Auditor-General
recommendations in December 2022. AFP did not have documented responsibilities or processes
to respond to Auditor-General recommendations.

° AGD business areas are responsible for drafting AGD’s response to Auditor-General
recommendations. In practice, the assurance section?’ coordinates AGD’s response.

. In practice, AFP’s response is coordinated by its internal audit section. The relevant
business area within AFP drafts the response to the recommendations which is cleared by
its SES officer.

° From December 2022, CDPP’s ELG is responsible for overseeing CDPP’s response to

Auditor-General reports and recommendations. In practice, the relevant business area
within CDPP drafts the response to the recommendations which is cleared by its SES
officer.

2.56 Entities should clearly state whether they intend to implement the recommendation in their
response.

26  Auditor-General Act 1997, section 19.

27 The assurance section within AGD reports to the Chief Audit Executive, and is responsible for managing AGD’s
internal audit function, coordinating ARMC meetings, and coordinating and tracking the implementation of
ANAO and JCPAA recommendations.
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2.57 Table 2.4 shows that for recommendations tabled and agreed to, between January 2020
and June 2021, only AGD did not agree to one Auditor-General recommendation with a clear
statement of intent.?®

Table 2.4: Auditor-General recommendations for AGD, AFP and CDPP with a clear
statement of intended implementation agreed between January 2020 and
June 2021

Per cent of Auditor-General recommendations agreed 88%:3 100% 100%
without qualification (%)

Note a: AGD agreed in principle to one recommendation.
Source: ANAO analysis.

Implementation of Auditor-General recommendations
Implementation planning

2.58 Table 2.5 shows AGD documented its processes and practices to plan the implementation
of Auditor-General recommendations in December 2022, formalising many existing practices. AFP
and CDPP did not have documented processes to plan the implementation of Auditor-General
recommendations.

Table 2.5: Entities’ processes and practices to plan the implementation of
Auditor-General recommendations

AGD AFP CDPP

Does the entity assign responsibility for O
recommendation implementation?

Does the entity set timeframes for O B B
recommendation implementation?
Does the entity assign risk ratings for O B o
recommendations?

Key: ‘ Documented process Consistent practice that is not documented Il No documented procedure or

consistent practice
Source: ANAO analysis of AGD, AFP and CDPP evidence.
2.59 Entity processes did not require business areas to develop implementation plans for
recommendations.

. AGD’s assurance section was responsible for assigning business areas responsibility to
implement recommendations and set timeframes for implementation.

. AFP did not have a documented requirement to assign responsibility to implement or
assign timeframes for the implementation of Auditor-General recommendations. In
practice, AFP’s internal audit area consulted with business areas to allocate
Auditor-General recommendations. AFP did not set timeframes for implementation.

28 AGD agreed in principle to recommendation 11 from Auditor-General Report No.32 2020-21 Cyber Security
Strategies of Non-Corporate Commonwealth Entities.
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Arrangements to respond to, monitor and implement agreed recommendations

° CDPP did not have a documented requirement to assign responsibility to implement or
assign timeframes for the implementation of Auditor-General recommendations. For the
four recommendations from Auditor-General Report No. 28 of 2019-20, CDPP assigned
owners through the ELG and set a timeframe for the implementation of one of the four
recommendations (see paragraph 3.6).

Risk Management

2.60 As discussed in paragraph 2.26, the entities had established risk management policies and
supporting frameworks. The ANAO examined how the three entities addressed risk in relation to
the implementation of Auditor-General recommendations.

. AGD updated its internal audit Standard Operating Procedure in December 2022 to
require risk ratings be assigned to Auditor-General recommendations.?®

o In December 2022, AFP implemented a ‘risk-based process’ to monitor recommendations.
This was based on internal audit team members’ judgement of which recommendations
were high risk and did not use a risk matrix or consistent procedure. At December 2022,
AFP had not assigned risk ratings to any Auditor-General recommendations received
between 2020 and 2022.

. CDPP does not require risk ratings to be assigned to Auditor-General recommendations.
As noted in paragraph 2.28, CDPP advised the ANAO that it considered all
recommendations from external assurance bodies, including the Auditor-General, as high
priority.

2.61 AFP and CDPP have established practices for certain components of planning the
implementation of Auditor-General recommendations3°, but could improve these by establishing
and documenting processes, and requiring timeframes and risk ratings. The current practices are
more substantive than those in place to plan the implementation of parliamentary committee
recommendations, discussed in paragraphs 2.19 to 2.28.

Opportunity for improvement

2.62  AFP and CDPP could establish documented processes for planning the implementation of
Auditor-General recommendations, including a requirement to assign responsibility, and set
timeframes for implementation and risk ratings. This would support consistency in processes,
such as when receiving audit recommendations infrequently or following staff turnover.

Monitoring and oversight of Auditor-General recommendations

2.63 AGD documented its process to monitor the implementation of Auditor-General
recommendations in December 2022. This formalised AGD’s existing practices for its assurance
section to coordinate monitoring, which included requesting updates from business areas prior to
ARMC meetings in a tracking document. This document supports reporting to the ARMC but did not
consistently contain the previous status of recommendations or closed recommendations. As a

29 AGD did not assign risk ratings to Auditor-General recommendations prior to December 2022.
30 For example, assigning business areas responsibility for implementing recommendations.
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result, it can be difficult to monitor changes or have assurance on the completeness of the
information reported.

2.64  AFP had a documented process to monitor Auditor-General recommendations and utilised
an electronic system, LEX. The use of this system is discussed further in paragraph 2.79.

2.65 CDPP does not have documented processes to monitor the implementation of
Auditor-General recommendations. In practice, the Commonwealth Solicitor3! coordinated updates
on agreed Auditor-General recommendations in a document which was presented to the ELG.
Similar to AGD’s tracking document discussed in paragraph 2.63, CDPP’s document supports
reporting, but did not contain the previous status of recommendations or closed
recommendations.3? In addition to the recommendations, CDPP also monitored the
implementation of opportunities for improvement identified in Auditor-General Report No. 28
2019-20.33

Oversight

2.66 Each of the entities had clear oversight requirements for the implementation of
Auditor-General recommendations.

. AGD’s ARMC was responsible for overseeing the implementation of Auditor-General
recommendations. AGD’s Chief Audit Executive was the SES officer responsible for
Auditor-General recommendations.

° AFP’s Audit and Risk Committee was responsible for overseeing the implementation of
Auditor-General recommendations. AFP did not assign an executive responsibility for
Auditor-General recommendations in its governance arrangements.

° CDPP’s Audit Committee was responsible for overseeing the implementation of
Auditor-General recommendations. The ELG also agreed to oversee the implementation
of Auditor-General recommendations from Auditor-General Report No. 28 2019-20.

2.67 Table 2.6 shows AGD, AFP and CDPP provided regular updates to their relevant audit
committee on the implementation of Auditor-General recommendations.

31 The Commonwealth Solicitor is an SES band three equivalent position in CDPP.

32 CDPP included some closed recommendations in some reports to the ELG and Audit Committee. This was not
a consistent practice.

33 In a performance audit, the Auditor-General can identify opportunities for improvement. Opportunities for
improvement do not require a response from entities and were not assessed in this audit.
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Arrangements to respond to, monitor and implement agreed recommendations

Table 2.6: Frequency of updates received by oversight bodies in AGD, AFP and CDPP

AGD

on the implementation of Auditor-General recommendations between
January 2020 and December 2022

Oversight body Number of meetings that | Percentage of meetings that
received an update on the received an update on the

implementation of implementation of
recommendations recommendations?

Audit and Risk 12 80%"
Management Committee

AFP

Audit and Risk 12 80%¢
Committee

CDPP

Executive Leadership 21 62%
Group

Audit Committee 8 100%¢

Note a:

Note b:

Note c:

Note d:

Source:

The total used to calculate the percentage does not include meetings that occurred when the entity did not
have open Auditor-General recommendations. AGD and AFP had open Auditor-General recommendations for
all meetings in the period examined.

AGD held 15 Audit and Risk Management Committee meetings in the period examined. Three of these
meetings focused on consideration of the draft financial and annual performance statements.

AFP held 15 Audit and Risk Committee meetings in the period examined. Two of these meetings focused on
consideration of the draft financial and annual performance statements.

CDPP held 45 ELG meetings and 12 Audit Committee meetings in the period examined. The 45 ELG meetings
include ELG meetings and meetings of the ELG and Assistant Directors. The CDPP advised that this included
meetings held to manage the CDPP’s response to the COVID-19 pandemic. Eleven of the ELG meetings and
four Audit Committee meetings occurred when CDPP had no open recommendations to receive updates on
and were not included.

ANAO analysis of AGD, AFP and CDPP evidence.

Closure and reporting for Auditor-General recommendations

2.68

In practice, AGD and AFP’s audit committees were responsible for endorsing

Auditor-General recommendations for closure, which was actioned by management. For CDPP,
closure was considered the responsibility of CDPP’s Director3* and occurred through the ELG.

CDPP’s

Audit Committee also reviewed recommendations CDPP considered implemented and

provided advice on their closure to the CDPP’s Director when required.

AGD required business areas to develop a closure report with evidence for
Auditor-General recommendations. From December 2022, AGD also required the Chief
Audit Executive to review these packs and ensure sufficient evidence is provided to
support closure.

AFP does not require closure reports, but in practice the internal audit section reviews
evidence provided by business areas and provides assurance to the Audit and Risk
Committee of the accuracy of the statements.

CDPP does not require a closure pack or evidence of actions implemented, but the ELG
received updates, papers and demonstrations of the actions taken to implement
recommendations. These updates were not always provided to support the closure of
recommendations.

34 See paragraph 2.48.
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External reporting on the implementation of recommendations

2.69 The JCPAA examines all Auditor-General reports tabled in Parliament, and can conduct
inquiries into tabled Auditor-General reports and make recommendations, or request updates from
entities. In August 2021, the JCPAA requested AGD provide an update on the implementation of
recommendations from Auditor-General Report No.48 2019-20 Management of the Australian
Government’s Lobbying Code of Conduct — Follow-up Audit.3> AGD provided this update within the
requested six-month timeframe.

Are there effective systems to monitor the implementation of agreed
recommendations?

AGD, as the portfolio department and as an entity frequently subject to recommendations, did
not have a system to monitor the implementation of parliamentary committee and
Auditor-General recommendations. The document used by AGD to monitor recommendations
did not have appropriate controls to provide assurance of the completeness and accuracy of
information. AFP used an appropriate system to monitor the implementation of
recommendations but could not provide assurance that the tracking information contained
within the system was complete. CDPP did not have a system in place to monitor the
implementation of recommendations. Due to CDPP’s size and infrequency of recommendations
requiring implementation, CDPP’s use of a tracking document was appropriate.

Systems and processes

2.70 Each entity uses a different system or document to record monitoring of agreed
parliamentary committee and Auditor-General recommendations.

° AGD uses a document to monitor current JCPAA and Auditor-General recommendations.3®

. AFP uses the LEX system3®’ to monitor parliamentary committee and Auditor-General
recommendations.

° CDPP uses a document to monitor current Auditor-General recommendations.38

System controls and completeness

2.71  Entities should ensure there are sufficient controls to maintain complete and accurate data,
and effectively monitor and report on the implementation status of recommendations.

Attorney-General’s Department

2.72  AGD updated the monitoring of Auditor-General and JCPAA agreed recommendations
quarterly prior to ARMC meetings. This monitoring document is stored on an electronic document

35 The JCPAA did not request written updates on the implementation of any other recommendations in the
period examined.

36 AGD also uses an excel spreadsheet to track when government responses to parliamentary committee reports
have been tabled. As discussed in paragraph 2.35, AGD did not monitor the implementation of parliamentary
committee recommendations.

37 LEXis a legal department and contract management system. AFP have customised this system to monitor the
implementation of agreed recommendations.

38 CDPP does not have a system to monitor parliamentary recommendations and had no agreed parliamentary
committee recommendations in the period examined.
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Arrangements to respond to, monitor and implement agreed recommendations

and records management system. Access to this monitoring document is restricted to personnel
with appropriate delegations.

2.73  As discussed in paragraph 2.35, AGD did not monitor the implementation of agreed
parliamentary committee recommendations, other than those made by the JCPAA. In late 2021
AGD investigated using the Parliamentary Document Management System (PDMS) to track its
response to parliamentary committee reports and implementation of agreed recommendations. As
at February 2023, AGD had not progressed this.3® Previous ANAO audits in this series have noted
the use of PDMS by other entities and found it a largely effective system for this purpose.*®

2.74  AGD manually entered and updated agreed JCPAA and Auditor-General recommendations
into its tracking document, and removed the recommendation once the ARMC agreed to its closure.
AGD did not require a quality review of the updates, but advised that an unspecified number of
reviews had been conducted in practice. AGD did not have controls in place or assurance over the
completeness of its monitoring of parliamentary recommendations.

2.75 As at December 2022, the monitoring document used by AGD to track recommendations:

° contained the one agreed Auditor-General recommendation from the period examined
that AGD considered open and no closed recommendations*!; and

. did not contain the 11 parliamentary committee recommendations tabled and agreed in
the period examined.*?

2.76  The lack of controls and completeness of the tracking document presents the risk that AGD
may not accurately advise the ARMC on the implementation of recommendations. As a department
which frequently receives parliamentary committee and Auditor-General recommendations, this is
a risk for AGD.

39 AGD advised it had not ‘had an opportunity to continue progressing this work due to staffing changes and
capacity.’

40 Most recently, Auditor-General Report No.25 of 2021-22 identified the Department of Home Affairs used
PDMS to monitor its responses to parliamentary committee reports.

41  Previous versions of the monitoring document provided to the ARMC contained all agreed Auditor-General
recommendations in the period examined.

42 The monitoring document contained three agreed parliamentary committee recommendations (27 per cent),
until these were closed and removed from the tracker in August 2021. Some of AGD’s agreed non-JCPAA
Parliamentary Committee recommendations were tracked by implementation areas, but were not monitored
or reported to oversight bodies at an enterprise level.
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Recommendation no. 4

2.77 The Attorney-General’s Department establish and maintain an appropriate system to
effectively monitor the implementation of agreed parliamentary committee and Auditor-General
recommendations.

Attorney-General’s Department response: Agreed.

2.78 The department will investigate and implement a system with appropriate controls to
monitor the implementation of agreed parliamentary committee and Auditor-General
recommendations.

Australian Federal Police

2.79 AFP advised it updated the monitoring of agreed parliamentary committee and
Auditor-General recommendations in the LEX system after each relevant Audit and Risk Committee
or IOCBoM meeting. As at December 2022, AFP advised that it could not provide assurance that LEX
contained a complete list of all agreed parliamentary committee recommendations. As at January
2023, LEX contained all four agreed parliamentary committee and Auditor-General
recommendations within the scope of this audit.

2.80 AFP used manual processes to enter, update and close agreed parliamentary committee and
Auditor-General recommendations in the LEX system. Access to LEX is restricted to an appropriate
number of personnel and access is reviewed when users changed roles. AFP did not have a quality
assurance process in place for the information contained in LEX, but advised it conducted ‘spot
checks on an ad hoc basis’. AFP has implemented IT general controls to support the LEX system.*3

Office of the Commonwealth Director of Public Prosecutions

2.81 CDPP manually entered and updated agreed Auditor-General recommendations into its
tracking document and removed these once the recommendations were considered closed. CDPP
advised updates were peer-reviewed at the SES-level via a clearance process. Due to CDPP’s size
and infrequency of recommendations requiring implementation, CDPP’s use of a tracking document
is appropriate.

2.82  Asdiscussed in paragraph 2.24, CDPP could improve its approach by documenting processes
to monitor parliamentary committee and Auditor-General recommendations. CDPP’s tracker
contained all agreed Auditor-General recommendations in the period examined while the
recommendations were open. CDPP had no agreed parliamentary committee recommendations in
the period examined in this audit.

43  Controls over the IT processes that support the continued proper operation of the IT systems and
environment, including IT Security management, IT change management and backup and recovery processes.
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3. Implementation of recommendations

Areas examined

This chapter examines whether the Attorney-General’s Department (AGD), the Australian Federal
Police (AFP) and the Office of the Commonwealth Director of Public Prosecutions (CDPP)
effectively implemented agreed recommendations by examining a sample of 27 agreed
recommendations comprised of:

e AGD — 11 parliamentary committee and eight Auditor-General recommendations;
e AFP — one parliamentary committee and three Auditor-General recommendations; and
e CDPP — four Auditor-General recommendations.

Conclusion

AGD’s implementation planning was largely fit-for-purpose, and its monitoring of
recommendations was largely effective. AFP and CDPP’s implementation planning was partly
fit-for-purpose, and the two entities’ monitoring of recommendations was largely effective.

With respect to the 27 agreed recommendations examined across the three entities:

e AGD — six were implemented, three were largely implemented, three were partly
implemented, two were not implemented, and for five implementation was ongoing;

e AFP — two were largely implemented, one was partly implemented and for one
implementation was ongoing; and

e CDPP — one was implemented, one was largely implemented, and two were partly
implemented.

Areas for improvement

The ANAO made one recommendation addressing AGD’s assurance and evaluation arrangements
for providing advice to government on the extent to which the Protective Security Policy
Framework is achieving its outcomes. ANAO also identified an opportunity for CDPP to improve
transparency in its reporting of partner agency satisfaction survey results.

3.1 The appropriate and timely implementation of agreed recommendations is important to
realise the full benefit of a parliamentary committee inquiry, or an audit, and demonstrates
accountability to the Parliament. As discussed in paragraph 2.1, entities should have planning and
monitoring arrangements to ensure the effective implementation of agreed recommendations.
Table 1.4 outlines the number of agreed parliamentary committee and Auditor-General
recommendations examined in this audit. For details of the selected recommendations see
Appendices 4,5,6 and 7.

Were there fit-for-purpose implementation plans for each of the
selected recommendations?

The three entities assigned a recommendation owner to all recommendations and identified
implementation action items for 24 of the 27 recommendations. AGD set an implementation
timeframe for 17 of 19 recommendations, AFP did not set timeframes for its four
recommendations, and CDPP set a timeframe for one of four recommendations. AGD and CDPP
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did not assign risk ratings to recommendations, and AFP assigned a risk rating to one of four
recommendations.

3.2 Chapter 2 identified that AFP and CDPP did not have documented processes or guidance on
how to implement recommendations. AGD developed processes and guidance in December 2022.
In the absence of documented guidance for all entities, the ANAO examined whether AGD, AFP and
CDPP assigned roles and responsibilities, timeframes and risk ratings for selected
recommendations. The results of this are summarised in Table 3.1.

Table 3.1: Assessment of AGD, AFP and CDPP’s implementation planning for each
selected recommendation

e ASDUS)  AFP (4  CDPP (4

No. of recommendations assigned a 19/19 4/4 4/4
recommendation owner (100%) (100%) (100%)
No. of recommendations with a 17/19 0/4 1/4
timeframe for implementation (89%) (0%) (25%)
No. of recommendations assigned a risk 0/19 1/4 0/42
rating (0%) (25%) (0%)

Note a: CDPP advised ANAO that it considered all recommendations from external review bodies, including
Auditor-General recommendations, to be a high priority.

Source: ANAO analysis of entities’ documentation.

Attorney-General’s Department

33 AGD advised that business areas are responsible for progressing and implementing agreed
parliamentary committee and Auditor-General recommendations. While AGD does not require
implementation plans (see paragraphs 2.21 and 2.59), business areas developed implementation
plans for 12 of 19 recommendations. The plans ranged from implementation plans developed
specifically for the recommendation(s), to high-level planning documents for the business area’s
operational activities that included work on the recommendation(s).

° AGD assigned all 19 parliamentary committee and Auditor-General recommendations a
recommendation owner. For the JCPAA and Auditor-General recommendations,
recommendation owners were at Senior Executive Service (SES) level. For the eight other
parliamentary committee recommendations, AGD identified and assigned relevant
business areas responsibility for implementation.

° For 17 of the 19 recommendations, AGD identified implementation action items.

° AGD set implementation timeframes for all recommendations, except two parliamentary
committee recommendations.

° While none of the recommendations were assigned a risk rating, AGD documented
consideration of risk for 14 recommendations. This ranged from identifying risks and
mitigation strategies, to undertaking an assessment of likelihood and consequence.
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Implementation of recommendations

Australian Federal Police

34 AFP does not require implementation plans for parliamentary committee or
Auditor-General recommendations (see paragraphs 2.21 and 2.59) and did not develop
implementation plans for three of the four recommendations. The one implementation plan
developed was specific to the project addressed in the recommendation.**

° AFP assigned all four parliamentary committee and Auditor-General recommendations an
SES-level recommendation owner.

. For the Parliamentary Joint Committee on Intelligence and Security (PJCIS)
recommendation, AFP advised it nominally allocated the recommendation owner, and the
recommendation owner was not responsible for implementing the recommendation.*
While AFP did not record responsibility to the correct business area in its monitoring
system, AFP communicated the responsibility for implementation to the appropriate
business area.

. For all four recommendations, AFP identified implementation action items.

35 From November 2022, AFP used a ‘risk-based process’ to report on the implementation of
Auditor-General recommendations. As discussed in paragraph 2.60, this process involved AFP’s
internal audit section assessing which recommendations were high risk, although this process did
not use a risk matrix or consistent procedure. There was no documented consideration of risk, or
assigned risk rating, for the three Auditor-General recommendations, either before or after the
risk-based process was implemented. AFP assigned a risk rating to the parliamentary committee
recommendation.

The Office of the Commonwealth Director of Public Prosecutions

3.6 CDPP does not require implementation plans, and did not develop implementation plans,
for Auditor-General recommendations (see paragraph 2.59).46

° All four Auditor-General recommendations were assigned an SES-level recommendation
owner(s).

° There were action items for three of the four recommendations.

. A timeframe for implementation was established for one recommendation. For the other

three recommendations, while CDPP advised the ANAO that timeframes were discussed,
the agreed timeframes were not documented.

. None of the recommendations were assigned a risk rating and there was no documented
consideration of risk. CDPP advised that it considered all Auditor-General
recommendations to be a high priority.

44  This was a project plan for AFP’s Digitisation Phase One, which planned AFP’s procurement and
implementation of an Electronic Document Records Management System.

45  AFP advised it allocated the recommendation to the Director of Strategic Communications because the
recommendation addressed a sensitive issue. In practice, the Lawler Review Implementation team
implemented this recommendation.

46  CDPP did not have parliamentary committee recommendations within the scope of this audit, see Table 1.4.
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Was each selected recommendation effectively monitored?

AGD monitored the implementation of parliamentary committee and Auditor-General
recommendations. AGD implemented eight of 11 JCPAA and Auditor-General
recommendations within agreed timeframes. AGD’s monitoring of other parliamentary
committee recommendations was limited because it did not monitor timeframes.

AFP monitored the implementation of Auditor-General recommendations, but it did not
monitor its parliamentary committee recommendation in line with the Investigations,
Operations and Compliance Board of Management’s responsibilities. AFP did not monitor any
of the recommendations against timeframes.

CDPP monitored the implementation of Auditor-General recommendations. For the one
recommendation with an established timeframe, the recommendation was not implemented
within the agreed due date.

Attorney-General’s Department

3.7 AGD’s assurance section monitors the implementation of JCPAA and Auditor-General
recommendations through a tracking document (see paragraph 2.72). The department’s Audit and
Risk Management Committee (ARMC) was responsible for oversight of recommendation
implementation (see paragraph 2.66).

3.8 The ARMC received updates on the implementation of JCPAA and Auditor-General
recommendations at 12 of 14 meetings held between January 2020 and December 2022, during
which the recommendations were considered open.*’ The updates included: traffic light reports on
the status of the recommendation; due dates; requests for extensions and extension history; the
recommendation owner; and written comments on the action taken by AGD to progress
implementation. The number of updates to the ARMC for each JCPAA and Auditor-General
recommendation ranged from one to eight. Evidence of implementation was provided alongside
updates and/or upon closure of the recommendation (see paragraphs 3.36 and 3.73).

3.9 AGD did not monitor the implementation of other parliamentary committee
recommendations at an enterprise level (see paragraph 2.35). AGD’s National Security Section (NSS)
monitored the implementation of the eight PJCIS recommendations.

° From July 2021, NSS maintained a tracking document that contained the status of
recommendations and written comments on implementation actions but did not track
due dates.

° NSS sought updates from other AGD business areas responsible for implementation during
business-as-usual operations, such as preparation for Senate estimates hearings.

o NSS’s requests for updates did not require evidence of implementation, but some business
areas provided evidence.

. While NSS engaged with SES-level officers within AGD on the implementation of the PJCIS

recommendations in its business-as-usual operations, implementation was not monitored
at an enterprise level.

47  ARMC held 15 meetings between January 2020 and December 2022.
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Implementation of recommendations

3.10 While there was no designated oversight body for the implementation of all parliamentary
committee recommendations (see paragraphs 2.33 and 2.35), AGD provided a briefing paper to the
ARMC in August 2021. As part of a general update on the AGD business area’s activities and
priorities, this paper contained a high-level summary of the work AGD was progressing in relation
to five of the eight PJCIS recommendations.

Implementation timeliness

3.11 AGD’s implementation of recommendations within planned timeframes is outlined in Table
3.2.

Table 3.2: Timeliness of AGD’s implementation of recommendations

JCPAA and PJCIS
Auditor-General
No. of recommendations with due date for 11/11 (100%) 6/8 (75%)
implementation
No. of recommendations implemented within the 6/11 (55%) 1/6 (17%)
original due date
For recommendations not implemented by the 5/5 (100%) N/A2
original due date, no. of recommendations with
extension/s requested and agreed
No. of recommendations implemented by the 2/5 (40%) N/A2
revised due date
Note a: For PJCIS recommendations, there was no practice of requesting extensions.
Source: ANAO analysis of AGD documents.
3.12 Forthe 11 JCPAA and Auditor-General recommendations:
. AGD requested extensions from the ARMC for the five recommendations not
implemented by the original due date;
. AGD implemented eight recommendations within agreed timeframes, including agreed
extensions (73 per cent); and
. all extension requests were documented in ARMC meeting papers and minutes, although

extension requests for four of the five recommendations were submitted to the ARMC
after the approved due date had passed.

3.13  For the eight PJCIS recommendations:

° two recommendations had no due dates assigned, and NSS did not monitor the progress
of the other six recommendations against due dates;

. as at December 2022, implementation was ongoing for five of the eight recommendations
(see Table 3.4); and

. four of the five recommendations that remain open have not met the original planned due

dates. AGD has set revised due dates within planning documents.*®

48 As discussed in paragraph 3.3, AGD did not require implementation plans, but developed planning documents
for 12 of the 19 recommendations.
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Australian Federal Police

3.14 AFP uses the LEX system® to record progress on the implementation of parliamentary
committee and Auditor-General recommendations. The system enables reporting to the
Investigations Operations and Compliance Board of Management (I0OCBoM), and to the Audit and
Risk Committee (ARC) on parliamentary committee and Auditor-General recommendations. LEX
contained updates on the implementation of the three Auditor-General recommendations but did
not have an update recorded for the one PJCIS recommendation.

. The I0CBoM did not receive an update on the implementation of the one parliamentary
committee recommendation at any of its seven meetings between August 2021 and
December 2022. AFP provided three updates on the implementation of this
recommendation to oversight bodies linked to the implementation area.*°

. The ARC received updates on the implementation of the three Auditor-General
recommendations at five of its nine meetings between January 2020 and December 2022,
during which recommendations were open.>! The updates provided to the ARC did not
include supporting evidence, including for the closure of one of the three
recommendations.

Implementation timeliness

3.15 Asdiscussed in paragraphs 2.21, 2.59 and Table 3.1, AFP did not assign and did not report
against timeframes for the implementation of recommendations.

Office of the Commonwealth Director of Public Prosecutions

3.16 Following the tabling of Auditor-General Report No0.28 2019-20, CDPP’s Executive
Leadership Group (ELG) required that reporting on the Auditor-General recommendations ‘would
be through a traffic light report to the ELG for each meeting'. CDPP’s Audit Committee was also
responsible for monitoring the implementation of recommendations.

3.17 The ELG received an update on the Auditor-General recommendations at 21 of 34 meetings
held between January 2020 and December 2022 during which the recommendations were
considered open.>? The number of updates for each recommendation ranged from nine to 21.>3The
updates contained the ‘traffic light’ status of the recommendation, the responsible officer, and
written comments on the actions taken by CDPP to progress implementation. Evidence of
implementation was provided to the ELG for three of the four recommendations during this period.

3.18 Between January 2020 and December 2022, the Audit Committee received updates on the
implementation of the recommendations at the eight meetings it held while recommendations
were considered open. The Audit Committee received the same update reports as the ELG. Updates

49 See paragraph 2.79.

50 AFP provided two updates on activities related to implementing the recommendation to the Lawler Review
Implementation Oversight Board and one update to the Sensitive Investigations Oversight Board.

51 ARC held 15 meetings between January 2020 and December 2022.

52 There were 45 meetings in total between January 2020 and December 2022. This includes ELG meetings and
meetings of the ELG and Assistant Directors. The CDPP advised that this included meetings held to manage
the CDPP’s response to the COVID-19 pandemic. Eleven meetings occurred either before the report tabled or
after CDPP considered all four recommendations to be closed.

53 The number of updates varied depending on the time the recommendation was open.
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Implementation of recommendations

were provided on all four recommendations, with four to eight updates provided for each
recommendation. Evidence of implementation, such as a demonstration or links to documents, was
provided to the Audit Committee for three of the four recommendations.

Implementation timeliness

3.19

CDPP established a due date for one of the four Auditor-General recommendations. This

recommendation was not implemented within the due date and there was no request for an
extension.>*

Were the selected recommendations implemented in full and closed in
accordance with requirements?

The entities did not implement all recommendations in full.

For the recommendations recorded as implemented by the entities:

AGD — for the 11 parliamentary committee recommendations: three were
implemented; one was largely implemented; one partly implemented; one not
implemented; and for five implementation was ongoing. For the eight Auditor-General
recommendations: three were implemented; two were largely implemented; two were
partly implemented; and one was not implemented.

AFP — the one parliamentary committee recommendation was largely implemented.
For the three Auditor-General recommendations: one was largely implemented; one
was partly implemented; and for one implementation was ongoing.

CDPP — for the four Auditor-General recommendations: one was implemented; one
was largely implemented; and two were partly implemented. For the two partly
implemented recommendations, CDPP considered, but decided not to implement all
agreed recommendation actions.

AGD closed all JCPAA and Auditor-General recommendations in accordance with
requirements, and closed three other parliamentary committee recommendations;

AFP closed its Auditor-General recommendation in accordance with requirements, but
did not close the parliamentary committee recommendation; and

CDPP closed all Auditor-General recommendations.

3.20 The approach used by the ANAO to assess the implementation status of the
27 recommendations examined in this audit is set out below in Table 3.3.

Table 3.3: Implementation status assessment categories
Not There is no supporting evidence that the agreed action has been undertaken, or the
implemented action taken does not address the intent of the recommendation as agreed.
Partly The action taken was less extensive than the recommendation agreed, as:
implemented o it fell well short of the intent of the recommendation as agreed; or
e processes were initiated or implemented but outcomes not achieved.

54 The recommendation was implemented four weeks after its due date.
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Category ‘ Explanation

Largely The action taken was less extensive than the recommendation as agreed as:

implemented e it fell short of the intent of the recommendation as agreed; or

e processes were initiated or implemented and there is evidence there was also
action taken to achieve the outcome.

Implemented There is supporting evidence that the agreed action has been undertaken and the
action met the intent of the recommendation as agreed.

Implementation | There is supporting evidence of ongoing action to implement the recommendation
ongoing and the entity considers implementation as in progress or ongoing.

Note:  ANAO’s assessment of entities’ implementation of recommendations was as at December 2022.
Source: ANAO documentation.

Attorney-General’s Department’s parliamentary recommendations

3.21 Table 3.4 contains AGD’s status and the ANAQ’s assessment of the implementation of the
selected parliamentary committee recommendations. Additional commentary is provided below
where AGD’s status and the ANAQ’s assessment differed. Appendix 4 provides the full text of each
agreed recommendation.

Table 3.4: Summary assessment of the implementation of agreed AGD parliamentary
committee recommendations?

Recommendation and report ‘ Author AGD status ANAO assessment ‘
Recommendation 1, Report 485: JCPAA Implemented Partly implemented
Cyber Resilience

Recommendation 2, Report 485: JCPAA Implemented Largely implemented
Cyber Resilience

Recommendation 3, Report 485: JCPAA Implemented Implemented
Cyber Resilience

Recommendation 6, Inquiry into the PJCIS Implementation Implementation
impact of the exercise of law ongoing ongoingP

enforcement and intelligence powers
on the freedom of the press

Recommendation 7, Inquiry into the PJCIS Implementation Implementation
impact of the exercise of law ongoing ongoing
enforcement and intelligence powers
on the freedom of the press

Recommendation 9, Inquiry into the PJCIS Implemented Implemented
impact of the exercise of law
enforcement and intelligence powers
on the freedom of the press

Recommendation 10, /nquiry into the PJCIS Implementation Implementation
impact of the exercise of law ongoing ongoing
enforcement and intelligence powers
on the freedom of the press
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Implementation of recommendations

Recommendation and report ‘ Author AGD status ANAO assessment
Recommendation 11, Inquiry into the PJCIS Implementation Implementation
impact of the exercise of law ongoing ongoing

enforcement and intelligence powers
on the freedom of the press

Recommendation 13, Inquiry into the PJCIS Implemented Not implemented

impact of the exercise of law
enforcement and intelligence powers
on the freedom of the press

Recommendation 15, Inquiry into the PJCIS Implementation Implementation
impact of the exercise of law ongoing ongoing

enforcement and intelligence powers
on the freedom of the press

Recommendation 16, Inquiry into the PJCIS Implemented Implemented

impact of the exercise of law
enforcement and intelligence powers
on the freedom of the press

Note a:
Note b:

Source:

3.22

AGD’s status and ANAQO’s assessment differed for the recommendations highlighted in the table.

While ANAO assessed implementation was ongoing, AGD did not complete the review of all secrecy provisions
by June 2021 as required by the recommendation.

ANAO analysis of AGD information.
There were three instances where AGD’s status and the ANAQ’s assessment in Table 3.4

differed.

Joint Committee of Public Accounts and Audit, Report 485: Cyber Resilience —
recommendations 1 and 2

Recommendation 1

3.23
3.24

3.25

The ANAO assessed this recommendation as partly implemented.
Recommendation 1 was that:

The Attorney-General’s Department provide an update on its implementation of external
moderation models/benchmarking processes, to verify Commonwealth entities’ reported
compliance with cybersecurity requirements, including implementation timeframes.

While AGD provided an update to the JCPAA in the government’s response tabled on

8 June 2021, the update did not cover all of the information the recommendation required.

3.26

AGD did not include an update on the department’s work on implementing external
moderation models/benchmarking processes to verify entities’ reported compliance with
cybersecurity requirements, or the timeframe for this work.

The update instead focused on AGD’s work to improve the accuracy of entities’
self-assessments, and the accuracy of assessments against security policy frameworks,
and the timeframe for this work.

The action taken by AGD fell well short of the intent of the recommendation.

Recommendation 2

3.27
3.28

The ANAO assessed this recommendation as largely implemented.

Recommendation 2 was that:
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The Committee recommends that the Attorney-General’s Department:

. provide an update on the levels of cyber security maturity within Commonwealth entities
and the feasibility of mandating the Essential Eight across Commonwealth entities,
including the threshold of cyber security maturity required by Government to impose this
mandate, and expected timeframes; and

. report back on any impediments to mandating the Top Four mitigation strategies for
government business enterprises and corporate Commonwealth entities.

3.29 While AGD provided an update to the JCPAA in the government’s response tabled on
8 June 2021, the update did not cover all the information required in the recommendation. The
update did not include the levels of cyber security maturity across all Commonwealth entities, or
the threshold of cyber security maturity required by the government to impose a mandate to meet
the Essential Eight. The update fell short of the intent of the recommendation.

Parliamentary Joint Committee on Intelligence and Security, Inquiry into the impact of the
exercise of law enforcement and intelligence powers on the freedom of the press —
recommendation 13

3.30 The ANAO assessed this recommendation as not implemented.
3.31 Recommendation 13 was that:

Training on the application of the Protective Security Policy Framework requirements for sensitive
and classified information be made compulsory for all relevant Commonwealth officers and
employees.

3.32 AGD advised the ANAO that the existing requirements in Protective Security Policy
Framework (PSPF) Policy 2°> meant that AGD ‘assessed that no further action was required’ in
relation to this recommendation. AGD further advised that ‘PSPF is a principles-based framework
which mandates core and supporting requirements’ and that AGD:

considers the existing PSPF policy 2 requirements for annual security awareness training for all
personnel and contractors and specific security awareness training for those in specialised or
high-risk positions, is sufficient.

3.33  PSPF Policy 2 states that ‘entities must provide all personnel, including contractors, with
security awareness training at engagement and annually thereafter’. PSPF Policy 2 also
recommends topics that should be included in security awareness training and recommends that
‘entities use their security plan to identify areas to include in their security awareness training
program’. The recommended topics to be included in security training do not explicitly include the
PSPF requirements for sensitive and classified information.

3.34 As PSPF Policy 2 does not explicitly require training on the application of the PSPF
requirements for sensitive and classified information to be compulsory, as required by the
recommendation, AGD has not met the intent of the recommendation.

55 The PSPF sets out the government’s protective security policy and comprises five principles, four outcomes
and 16 core policies.
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Attorney-General’s Department’s closure of parliamentary committee
recommendations

3.35 AGD closes JCPAA recommendations through the ARMC but does not have a documented
process for closing other parliamentary committee recommendations. AGD considered six of the
11 parliamentary recommendations implemented.

3.36 For the three JCPAA recommendations AGD considered implemented, AGD prepared
closure reports with supporting evidence of implementation. AGD presented the closure reports to
the ARMC and requested the ARMC note the closure reports, and agree the recommendations had
been addressed and completed. The ARMC agreed to close the three recommendations.

3.37 For the three PJCIS recommendations AGD considered implemented, AGD did not prepare
closure reports.

° One recommendation was considered closed by AGD as this was actioned through a
government response tabled on 16 December 2020.

° For the remaining two PJCIS recommendations, the responsible AGD business area
provided written advice with SES-level endorsement to the NSS that the recommendations
should be closed. For one of these recommendations, evidence of implementation was
provided by the AGD business area to NSS after the ‘closed’ status of the recommendation
was questioned. For the other recommendation, evidence of AGD’s actions to implement
the recommendation was not provided to NSS.

Attorney-General’s Department’s Auditor-General recommendations

3.38 Table 3.5 contains AGD’s status and the ANAQ’s assessment of the implementation of
selected Auditor-General recommendations. Additional commentary is provided where AGD’s
status and the ANAQ’s assessment differed. Appendix 5 provides the full text of each agreed
recommendation.

Table 3.5: Summary assessment of the implementation of agreed AGD
Auditor-General recommendations?

Recommendation and report AGD status ANAO
assessment

Recommendation 1, Management of the Auditor-General Implemented Implemented

Australian Government’s Lobbying Code of Report (No.48

Conduct — Follow-up Audit 2019-20)

Recommendation 2, Management of the Auditor-General Implemented Implemented

Australian Government’s Lobbying Code of Report (No.48

Conduct — Follow-up Audit 2019-20)

Recommendation 2, Cyber Security Auditor-General Implemented Partly

Strategies of Non-Corporate Report (No.32 implemented

Commonwealth Entities 2020-21)

Recommendation 4, Cyber Security Auditor-General Implemented Partly

Strategies of Non-Corporate Report (No.32 implemented

Commonwealth Entities 2020-21)
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Recommendation and report Author AGD status ANAO
assessment

Recommendation 7, Cyber Security Auditor-General Implemented Implemented

Strategies of Non-Corporate Report (No.32

Commonwealth Entities 2020-21)

Recommendation 9, Cyber Security Auditor-General Implemented Largely

Strategies of Non-Corporate Report (No.32 implemented

Commonwealth Entities 2020-21)

Recommendation 10, Cyber Security Auditor-General Implemented Largely

Strategies of Non-Corporate Report (No.32 implemented

Commonwealth Entities 2020-21)

Recommendation 11, Cyber Security Auditor-General Implemented Not

Strategies of Non-Corporate Report (No.32 implemented

Commonwealth Entities 2020-21)

Note a: AGD’s status and ANAQO’s assessment differed for the recommendations highlighted in the table.
Source: ANAO analysis of AGD information.

3.39 There were five instances where AGD’s status and the ANAQ’s assessment in Table 3.5
differed.

Auditor-General Report No.32 2020-21 Cyber Security Strategies of Non-Corporate
Commonwealth Entities — recommendations 2, 4, 9, 10 and 11

Recommendation 2
3.40 The ANAO assessed this recommendation as partly implemented.
3.41 Recommendation 2 was that:

The Attorney-General’s Department performs and documents risk assessments for any patches
not implemented in accordance with the requirements of the Australian Government Information
Security Manual and its policies, including defining an action plan for managing the risks associated
with not implementing those patches.

3.42 AGD made improvements to the risk assessment process that identifies, assesses, and
addresses vulnerabilities in its environment. The ARMC approved the implementation of the
recommendation in October 2021. The ANAO reviewed the approved process and found that AGD
had not consistently performed the required risk assessment activities. Risk assessments were not
performed and documented in accordance with the Australian Government Security Manual and
AGD's policies. This may result in vulnerabilities not being appropriately managed.

3.43 AGD initiated processes, but the intended outcomes have not been achieved and the
department’s actions fell well short of the intention of the recommendation.

Recommendation 4
3.44 The ANAO assessed this recommendation as partly implemented.
3.45 Recommendation 4 was that:

The Attorney-General’s Department improves the processes for documenting risk assessments
and monitoring cyber security events, to assure itself that actions taken against cyber security
events are performed consistently and appropriately.
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3.46 AGD made improvements to the process that identifies, assesses, and monitors cyber
security events, and demonstrated that the improved process is designed appropriately. The ANAO
reviewed the process and found that risk assessments and monitoring of security events were not
consistently performed and documented. This may result in security alerts not being properly
investigated and risks remaining unmitigated.

3.47 AGD initiated processes, but outcomes have not been achieved and the department’s
actions fell well short of the intention of the recommendation.

Recommendation 9
3.48 The ANAO assessed this recommendation as largely implemented.
3.49 Recommendation 9 was that:

The Attorney-General’s Department reviews the existing maturity levels under the PSPF maturity
assessment model to determine if the maturity levels are fit-for-purpose and effectively aligned
with the Essential Eight Maturity Model, having regard to the Australian Signals Directorate’s
proposed update to the Essential Eight Maturity Model.

3.50 AGD reviewed the maturity levels in the PSPF maturity model and, in November 2021,
proposed updates to the model. AGD did not:

. determine whether the maturity levels were effectively aligned with the Essential Eight
Maturity Model in the review; and

° did not consider the Australian Signals Directorate’s proposed update to the Essential
Eight Maturity Model.

3.51 The action taken by AGD fell short of the intent of the recommendation.
Recommendation 10
3.52 The ANAO assessed this recommendation as largely implemented.
3.53 Recommendation 10 was that:
The Attorney-General’s Department further improves the guidance on PSPF Policy 10 to clarify:

a. the correlation of the maturity levels in the PSPF and Essential Eight maturity models, and their
implementation requirements;

b. the scope of the maturity level calculation suggested by the reporting portal and how entities
can more accurately determine their selected PSPF maturity level; and

c. the assessment against the requirement to consider the implementation of the remaining 29
mitigation strategies, and the merit of its inclusion in the PSPF Policy 10 maturity level calculation.

3.54 AGD updated PSPF Policy 10 in March 2022 and released a pre-reporting information pack
in June 2022 containing further information. While the updated guidance addressed parts (b) and
(c) of the recommendation, it did not fully address part (a).

3.55 The March 2022 version of PSPF Policy 10 only identified a correlation between the
‘Managing’ maturity level and the associated implementation requirement for the PSPF and the
Essential Eight maturity models. In October 2022, AGD updated PSPF Policy 10 to remove the
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reference to the ‘Managing’ maturity rating®®, reflecting the updates made to PSPF Policy 5.°7 The
October versions of PSPF Policy 5 and PSPF Policy 10 do not clearly define the minimum
requirements within the PSPF maturity model, and how this correlates to the Essential Eight
maturity model.

3.56 AGD advised the ANAO that the March 2022 version of PSPF Policy 10 clarifies the
relationship between the maturity levels in the PSPF and Essential Eight maturity models. The ANAO
considers that while AGD made improvements to the guidance throughout 2022, AGD did not
provide improved guidance in relation to the correlation of all maturity levels within the PSPF and
Essential Eight maturity models, and the associated implementation requirements.

3.57 AGD’s actions fell short of the intent of the recommendation.
Recommendation 11

3.58 The ANAO assessed this recommendation as not implemented.

3.59 Recommendation 11 was that:

The Attorney-General’s Department implements arrangements to obtain an appropriate level of
assurance on the accuracy of entities’ PSPF Policy 10 self-assessment results.

3.60 AGD researched domestic and international examples of protective security assurance and
moderation mechanisms. However, in November 2021, AGD advised the Government Security
Committee?® that ‘it is the responsibility of the accountable authority to ensure the accuracy of their
entity’s self-assessment’. AGD implemented changes with the intent of supporting entities to
improve the accuracy of their own self-reporting, including:

° adjusting the PSPF self-assessment to include an acknowledgement of self-reporting
obligations, requiring entities to declare that the accuracy of the assessment has been
verified by the accountable authority;

. developing and releasing an evidence guide that provides entities with examples of how
to evidence their implementation and assess their maturity; and

° commencing a voluntary peer review process, inviting entities to opt-in for an external
review of their self-assessment report prior to submission.

3.61 While AGD has taken actions to implement the recommendation, the actions did not meet
the intent of the recommendation that the department agreed to ‘in principle’. AGD has not
established arrangements to obtain an appropriate level of assurance on the accuracy of entities’
PSPF Policy 10 self-assessment results.

3.62 AGD advised the ANAO that the ‘PSPF does not require the [AGD] to engage in any activities
that would involve assessing, validating or providing assurance of the reliability or accuracy of entity
self-assessments’.

56 The guidance within the October 2022 version PSPF Policy 10 instead indicated that to meet the ‘minimum
requirements’ in the PSPF maturity model, entities must implement ‘Maturity Level Two’ for each of the eight
essential mitigation strategies.

57 In October 2022, AGD updated PSPF Policy 5 to rename the four maturity levels within the PSPF maturity
model. AGD renamed the previous levels of ‘Ad hoc’, ‘Developing’, ‘Managing’ and ‘Embedded’, with maturity
levels titled ‘Maturity Level One’, ‘Maturity Level Two’, ‘Maturity Level Three’ and ‘Maturity Level Four’.

58 The Government Security Committee is a cross-entity committee with responsibility for oversight of
whole-of-government protective security policy.
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3.63 AGD relies on entity self-assessment results to report to the government and public on the
Australian Government’s security culture and maturity. Previous ANAO audits have identified issues
with the accuracy of entity self-reporting on the PSPF, have noted that AGD did not verify the
responses provided by entities, and did not identify the accuracy of self-assessments as a risk.>®

3.64 In designing an assurance framework and determining the appropriate level of assurance
required, consideration should be given to the likelihood and impact if a risk were to eventuate, and
the effectiveness of controls in place to mitigate the risk. Due to the previous ANAO audit findings
of inaccurate or optimistic entity self-assessments, and without an appropriate assurance or
evaluation framework, AGD cannot provide accurate advice to the government on the extent to
which the PSPF is achieving its information security outcomes.

Recommendation no. 5

3.65 The Attorney-General’s Department implement appropriate assurance and evaluation
arrangements to provide the basis for advice to government on the extent to which the Protective
Security Policy Framework is achieving its outcomes.

Attorney-General’s Department response: Agreed.

3.66 The advice the Attorney-General’s Department provides to government regarding
protective security maturity, arrangements across government and the operation of the PSPF is
based on the reporting data received annually from non-corporate Commonwealth entities. The
department has arrangements in place to ensure that it receives and appropriately analyses the
data from entities, that the calculation model and tools are tested and are operating correctly,
that it provides a report to the Attorney-General in a timely manner.

3.67 The accountable authority of each non-corporate Commonwealth entity is answerable to
their minister for their reporting. This is consistent with broader Commonwealth governance
arrangements set out in the Public Governance, Performance and Accountability Act 2013 that
hold the accountable authority of an entity responsible for their entity’s implementation of a
range of whole-of-government policies.

3.68 The department initiated a peer review process pilot for the 2021-2022 reporting period
to provide entities with a mechanism to obtain external review of their self-assessment report
prior to submission. The peer review process supports entities to improve the accuracy of their
reports and provides a forum for information sharing, including sharing best-practice approaches
to implementation of PSPF requirements and reporting.

3.69 A total of 12 entities participated in the pilot (approximately 10%) and were matched
according to function, size and security profile. Participating entities advised the review assisted
their self-assessment process and that their peer review partner provided useful feedback. Some
entities modified their reports in response to the peer feedback received prior to submission. AGD
intends to extend the peer review pilot for the 2022-23 reporting period with a broader cohort to
determine whether the process should be established as an ongoing approach.

59 Auditor-General Report No.27 2021-22 Administration of the Revised Protective Security Policy Framework;
and Auditor-General Report No.32 2020-21 Cyber Security Strategies of Non-Corporate Commonwealth
Entities.
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3.70 The department has made modifications to the reporting portal and the reporting
questions to improve the clarity and accuracy of reporting. It also hosts an annual reporting
information session ahead of the opening of the reporting period to support entities to understand
their obligations and assist them in accurately completing the survey. The department continues
to explore further options to strengthen assurance and evaluation.

ANAO comment

3.71 The report notes at paragraph 3.60 that AGD undertook activities with the intent of
supporting entities to improve the accuracy of their own self-reporting. Paragraph 3.61 notes that
AGD has not established arrangements to obtain an appropriate level of assurance of the
accuracy of entities” PSPF Policy 10 self-assessment results. Paragraph 3.64 notes that due to
previous audit findings of inaccurate entity self-assessments AGD cannot provide accurate advice
to government on the extent to which the PSPF is achieving its information security outcomes.

Attorney-General’s Department’s closure of Auditor-General recommendations

3.72 AGD’s business areas are required to prepare recommendation closure reports with
associated evidence, and its ARMC is responsible for endorsing the closure of Auditor-General
recommendations.

3.73  AGD considered all eight Auditor-General recommendations to be implemented (refer Table
3.5). AGD provided closure reports to the ARMC for the eight recommendations.

° For six of the eight recommendations, supporting evidence of implementation was
provided to the ARMC alongside the closure reports.

° For one recommendation®, evidence of implementation was provided to AGD’s assurance
section, which advised the ARMC that it ‘has reviewed and confirmed the attachments in
the closure report’.

. For the remaining recommendation®!, supporting evidence of implementation had been
provided to the ARMC previously.

3.74 The ARMC agreed to close all eight Auditor-General recommendations.

Australian Federal Police’s parliamentary committee and Auditor-General
recommendations

3.75 Table 3.6 contains AFP’s status and the ANAQO’s assessment of the implementation of
selected parliamentary committee and Auditor-General recommendations. Additional commentary
is provided below where the AFP’s status and the ANAQ’s assessment differed. Appendix 6 provides
the full text of each agreed recommendation.

60 Recommendation 7, Auditor-General Report No.32 2020-21 Cyber Security Strategies of Non-Corporate
Commonwealth Entities.

61 Recommendation 2, Auditor-General Report No.48 2019-20 Management of the Australian Government’s
Lobbying Code of Conduct — Follow-up Audit.
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Table 3.6:

Implementation of recommendations

committee and Auditor-General recommendations?

Recommendation and report

AFP status

Summary assessment of the implementation of agreed AFP parliamentary

ANAO
assessment

Recommendation 1, Inquiry into the impact PJCIS Implemented Largely

of the exercise of law enforcement and implemented

intelligence powers on the freedom of the

press

Recommendation 1, Australian Federal Auditor-General Implemented Partly

Police’s Use of Statutory Powers Report (No.43 implemented
2020-21)

Recommendation 2, Australian Federal Auditor-General Implementation Implementation

Police’s Use of Statutory Powers Report (No.43 ongoing ongoing
2020-21)

Recommendation 3, Australian Federal Auditor-General Implementation Largely

Police’s Use of Statutory Powers Report (No.43 ongoing implemented
2020-21)

Note a: AFP’s status and ANAQO’s assessment differed for the recommendations highlighted in the table.
Source: ANAO analysis of AFP information.

3.76 There were three instances where AFP’s status and ANAQ’s assessment in Table 3.6 differed.

Parliamentary Joint Committee on Intelligence and Security, Inquiry into the impact of the
exercise of law enforcement and intelligence powers on the freedom of the press,
recommendation 1

3.77 The ANAO assessed this recommendation as largely implemented.
3.78 Recommendation 1 was that:

The Committee recommends that the Australian Federal Police and other Commonwealth law
enforcement agencies with investigatory powers amend their operating procedures or practices
to advise journalists or media organisations when they are no longer persons of interest in an
investigation in circumstances where doing so would not jeopardise the future of the investigation.

3.79 AFP drafted and published section 11 of the National Guideline on investigative action
involving professional journalists or news media organisations (the guideline) to action this
recommendation.®? The guideline states:

Where a professional journalist or news media organisation knows they are a person of interest in
an investigation, consideration must be given to advising them when they are no longer
considered to be a person of interest. Such notification should only be given where it would not
jeopardise or prejudice the investigation.

3.80 The guideline mandates that the AFP must give consideration to informing journalists when
they are no longer a person of interest, but does not require that they are informed, when it would
not jeopardise an investigation.®3

62 The guideline also partially addressed a recommendation made in the Review into the AFP’s Response to and
Management of Sensitive Investigations undertaken by Mr John Lawler AM APM. This report was out of scope
of this audit.

63 This is the same exception included in the recommendation.
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3.81 AFP advised that ‘consideration must be given’ was used to allow an investigator to not only
consider the exceptions, but also how and when to notify the individual or organisation. The
guideline states where the AFP has decided to make such a notification, ‘reasonable steps should
be taken to advise [the previous subject of the investigation] in a reasonable timeframe’. The
guideline also states:

Consultation with AFP Legal should occur regarding the content or form of any notification to a
professional journalist or news media organisation under this section. For instance, the content of
such advice might include that it is based on information available at the time and does not
preclude the AFP from reconsidering their status as a person of interest.

3.82 The ANAO assessed that the guideline includes appropriate guidance on how and when this
notification should occur, separate to the requirement that AFP consider advising a journalist if they
are no longer a person of interest.

3.83 As AFP’s National Guideline mandates that consideration must be given, rather than
requiring that journalists or media organisations be advised, the ANAO considered AFP’s
implementation was less extensive than the recommendation as agreed.

Auditor-General Report No.43 2020-21 Australian Federal Police’s Use of Statutory
Powers, recommendations 1 and 3

Recommendation 1
3.84 The ANAO assessed this recommendation as partly implemented.
3.85 Recommendation 1 was that:

The Australian Federal Police enforces its requirement that section 3E Crimes Act warrants be
thoroughly reviewed by at least a supervisor and retain documentary evidence that the review has
occurred.

3.86 While AFP updated guidance and training material to clarify the requirement to review
section 3E Crimes Act warrants, and document this review, it did not establish a control to enforce
this requirement.

3.87 AFP began rolling out a new Investigations Management System (IMS) in March 2023. AFP
advised ANAO that the IMS will include system controls to require and record the review of search
warrants.

3.88 AFP’s actions fell well short of the intent of the recommendation.
Recommendation 3

3.89 The ANAO assessed this recommendation as largely implemented.
3.90 Recommendation 3 was that:

The Australian Federal Police implement a systematic quality assurance process for its section 3E
Crimes Act warrant application, execution and documentation.

3.91 While AFP has implemented a quality assurance process, the process is not systematic as
there is no documented sampling approach or frequency of audits. AFP advised it plans to conduct
an annual or biennial audit of 3E Crimes Act search warrants compliance with guidance, including
the requirement that warrants be thoroughly reviewed. AFP advised these audits would use
representative or whole-of-population sampling.
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Implementation of recommendations

3.92 AFP finalised the first of these audits in October 2022. Beyond a planned 2023 audit, AFP
has not committed to this approach as an ongoing activity, and planning documents do not
reference a representative or whole-of-population approach to sampling.

3.93 AFP’s actions fell short of the intent of the recommendation.

Australian Federal Police’s closure of recommendations

3.94 AFP’s IOCBoM is responsible for closing parliamentary committee recommendations. AFP
considered the one PJCIS parliamentary committee recommendation to be implemented (see Table
3.6). The IOCBoM did not receive a request to close, or agree to close, this recommendation. In
March 2021, the Sensitive Investigations Oversight Board®* approved the guideline discussed in
paragraph 3.79, which AFP advised implemented the recommendation, but did not close the
recommendation.

3.95 AFP’s ARC is responsible for endorsing Auditor-General recommendations for closure. AFP
considered one of the three Auditor-General recommendations implemented (see Table 3.6), which
the ARC endorsed for closure in November 2021. For this recommendation, AFP internal audit
advised the ARC that it ‘has confirmed the implementation of the management actions’. No
evidence was provided to the ARC to support closure.

Office of the Commonwealth Director of Public Prosecutions’ Auditor-General
recommendations

3.96 Table 3.7 contains CDPP’s status and ANAQ'’s assessment of the implementation of selected
Auditor-General recommendations. Additional commentary is provided below where the CDPP’s
status and the ANAQ’s assessment differed. Appendix 7 provides the full text of each agreed
recommendation.

Table 3.7:  Summary assessment of the implementation of agreed CDPP
Auditor-General recommendations?

Recommendation and report Author CDPP status ANAO
assessment

Recommendation 1, Case Auditor-General Report Implemented Implemented

Management by the Office of the (No.28 2019-20)

Commonwealth Director of Public

Prosecutions

Recommendation 2, Case Auditor-General Report Implemented Largely

Management by the Office of the (No.28 2019-20) implemented

Commonwealth Director of Public

Prosecutions

Recommendation 3, Case Auditor-General Report Implemented Partly

Management by the Office of the (No.28 2019-20) implemented

Commonwealth Director of Public

Prosecutions

64 The Sensitive Investigations Oversight Board is a decision-making body within the AFP responsible for
overseeing and providing strategic direction and management of sensitive AFP investigations.
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Recommendation and report Author CDPP status ANAO

assessment
Recommendation 4, Case Auditor-General Report Implemented Partly
Management by the Office of the (No.28 2019-20) implemented
Commonwealth Director of Public
Prosecutions

Note a: CDPP’s status and ANAQO’s assessment differed for the recommendations highlighted in the table.

Source: ANAO analysis of CDPP information.

3.97 There were three instances where CDPP’s status and ANAQ’s assessment in Table 3.7
differed.

Auditor-General Report No.28 2019-20 Case Management by the Office of the
Commonwealth Director of Public Prosecutions — recommendations 2, 3 and 4

Recommendation 2
3.98 The ANAO assessed this recommendation as largely implemented.
3.99 Recommendation 2 was that:

CDPP establish a process to utilise existing data to monitor case management efficiency in terms
of the average cost involved in processing referrals, including in conducting brief assessments and
prosecutions.

3.100 CDPP established the ‘Average Cost Dashboard’ (the dashboard) tool that uses existing data
from three CDPP systems — TechnologyOne, caseHQ and the Effort Allocation Tool (EAT) — to
present information on the average cost of processing referrals.®® The action taken by CDPP was
less extensive than the agreed recommendation, as the dashboard does not provide a breakdown
on the average cost for phases such as brief assessment and prosecution.

3.101 CDPP advised the ANAO that the existing data within CDPP’s systems does not allow for this
further breakdown of average cost information in the dashboard. While at least one system
contains information on the status of a matter by phase, CDPP advised that ‘it is not currently
possible to accurately match existing EAT effort data to caseHQ phase data without significant
manual intervention’. Updates to the ELG and CDPP’s Audit Committee did not detail constraints
around the data across the three systems. CDPP further advised the ANAO that it is ‘in the early
stages of planning for a new case management system, with consideration to be given to improved
business system functionality/data integration’.

Recommendation 3
3.102 The ANAO assessed this recommendation as partly implemented.
3.103 Recommendation 3 was that:

CDPP establish appropriate timeliness targets for each brief complexity category, formally
communicate these to investigative agencies, and detail the results and methodology in the annual
report.

65 The CDPP receives various referrals from Commonwealth and state and territory agencies. For example, a
‘brief assessment referral’ involves the CDPP considering a brief of evidence provided by an investigative
agency, such as the AFP, on whether charges should be laid.
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Implementation of recommendations

3.104 CDPP retained its original target for 85 per cent of brief assessments to be completed within
90 days. CDPP did not establish separate timeliness targets for each brief complexity category,
which did not address the intent of the recommendation to drive timeliness across all brief
complexities.®®

3.105 CDPP advised it:

considered the Auditor-General’s Recommendation 3 very carefully and ultimately determined
that retaining the universal 90-day KPI for each complexity was appropriate. For timeliness, the
benefits of the simplicity of a single target and it being accepted in the CDPP and by partner
agencies was recognised as significant. The CDPP was concerned about prioritising the completion
of less complex matters over higher risk and more important matters, as well as diluting the KPI as
a driver for the completion of all matters.

3.106 While CDPP communicated its timeliness target to investigative agencies in a document
available on its Partner Agency Portal®’, the methodology and results for CDPP’s timeliness target
were not detailed in its 2021-22 Annual Report.

3.107 CDPP implemented processes but decided to implement less extensive actions than the
recommendation as agreed.

Recommendation 4

3.108 This recommendation consists of three parts. The ANAO assessed each part of this
recommendation separately and has assessed the whole recommendation as partly implemented.

3.109 Recommendation 4 was that:

CDPP improve the reliability and completeness of performance criteria presented in its corporate
plan and annual performance statements by establishing:

(a) a process to provide assurance that prosecutors are adhering to the Prosecution Policy of the
Commonwealth when assessing briefs and conducting prosecutions;

(b) a consistent, robust and transparent methodology for the surveying of investigative agency
satisfaction; and

(c) a case management efficiency criterion in the annual performance statement.
Recommendation 4(a)
3.110 The ANAO assessed this part of the recommendation as implemented.
Recommendation 4(b)

3.111 The ANAO assessed this part of the recommendation as largely implemented.

66 Auditor-General Report No. 28 2019-20 (paragraph 12) found the 85 per cent within 90 days brief assessment
target did not drive timeliness across the full spectrum of brief complexity.

67 Representatives from 47 of the 51 agencies that referred matters to CDPP in the 2021-22 financial year had
access to the Partner Agency Portal. CDPP advised that three of the agencies which did not have access to the
partner agency portal referred matters for which the timeliness target did not apply.
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3.112 CDPP established a new methodology for surveying partner agency satisfaction in 2020, and
published the methodology in its 2019-20 and 2021-22 Annual Reports.®® The new methodology
set out that respondents were selected from two groups.

° The first group was a sample of case officers from a random selection of cases. The number
of respondents per agency reflected the frequency of referrals made to CDPP. This group
accounted for two-thirds of identified respondents.

° The second group was a targeted sample of contacts who were identified by CDPP
prosecutors as staff from partner agencies who had significant dealings with CDPP. This
group accounted for one-third of identified respondents.

3.113 The methodology did not detail how the CDPP would present or consider data from the
two groups of respondents or the response rates for each group. The results included in CDPP’s
2019-20 and 2021-22 Annual Reports did not include information on which entities the
respondents were from, or if this was proportionate with each entities’ involvement with CDPP.
CDPP also did not provide a transparent breakdown of the survey results received from the
random and targeted sample groups. Case study 1 discusses the 2022 survey results and how
these were communicated in CDPP’s 2021-22 Annual Report. CDPP implemented processes but
did not achieve a component of the agreed outcome of the recommendation to establish a
transparent methodology.

Case study 1. CDPP’s 2022 partner agency satisfaction survey results

The 2022 survey results were included in the 2021-22 Annual Report. CDPP presented the
overall response rate but did not state the separate response rates or differences in the results
from the random and targeted sample groups. The results did not specify if the responses were
proportionate for each entities’ engagement with CDPP. Forty-four per cent of responses were
from group one (random sample), and 56 per cent were from group two (targeted sample). This
response rate did not reflect the proportions of identified respondents published in the
methodology (one-third from the targeted sample and two-thirds from the random sample).

CDPP reported a satisfaction rate of 86 per cent. Group one (random sample) had a satisfaction
rate of 82 per cent, while group two (targeted sample) had a satisfaction rate of 88 per cent.
The difference in the responses from the two samples, which could result in bias, was not
communicated with the results.

Opportunity for improvement

3.114 CDPP could improve the transparency of its reporting on the proportion of the random
and targeted samples in the results of the partner agency satisfaction survey published in the
CDPP’s annual report.

68 CDPP conducts the partner agency satisfaction survey biennially and did not conduct the survey in financial
year 2020-21. The results from this survey are used to report against performance measure two in CDPP’s
annual performance statements.
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Implementation of recommendations

Recommendation 4(c)
3.115 The ANAO has assessed this part of the recommendation as not implemented.

3.116 CDPP investigated options for an efficiency criteria between April 2020 and March 2022,
and decided not to develop a case management efficiency criterion or report publicly on case
management efficiency in its annual performance statements. CDPP advised the ELG it could not
identify a suitable performance efficiency criterion for external reporting. CDPP developed a
performance and efficiency framework to internally monitor efficiency. This framework and its
results are not externally reported. In March 2022, CDPP advised its Audit Committee ‘that a
watching brief be maintained by Senior Management for a suitable performance efficiency
measure.” ELG did not document a commitment to maintain a ‘watching brief’ when it closed the
recommendation in April 2022.

3.117 CDPP did not implement the recommendation as agreed.

Office of the Commonwealth Director of Public Prosecutions’ closure of
recommendations

3.118 CDPP considered all Auditor-General recommendations implemented (refer Table 3.7). As
identified in paragraph 2.68, the closure of recommendations occurs through the ELG and the Audit
Committee. While there is no documented requirement for CDPP to develop a closure report or
provide evidence of actions implemented, the ELG agreed in April 2020 that ‘when the
recommendation is fully implemented a finalised paper will be provided to the ELG'.

3.119 The process to close the four Auditor-General recommendations was inconsistent.

° CDPP proposed closure of three recommendations in updates or papers to the ELG. The
ELG agreed to close these recommendations. For two of these recommendations, after
receiving an update, the Audit Committee advised members of the ELG that it supported
the closure of the recommendations.

. For one recommendation, ELG noted the traffic light report which included the ‘closed’
status of the recommendation.

° For two recommendations, the Audit Committee noted the ‘closed’ status reported
against the recommendations in the traffic light report and did not comment on closure.

° Evidence of implementation was provided for all four recommendations either to the ELG
or to the Audit Committee in previous updates on implementation progress.®®

e

Grant Hehir Canberra ACT
Auditor-General 16 May 2023

69 One recommendation provided evidence of actions implemented to the ELG at the meeting that the ELG
agreed to close the recommendation. Three recommendations provided evidence at earlier meetings.
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Appendix 1 Entity responses

& v

Australian Government

Attorney-General’s Department

Secretary

22/4936-3; EC23-000681

ﬂ April 2023

Mr Grant Hehir
Auditor-General for Australia
Australian National Audit Office
GPO Box 707

CANBERRA ACT 2601

Dear Mr Hehir,

Thank you for the opportunity to provide comments on the Australian National Audit Office’s
(ANAO) section 19 performance audit report — fmplementation of Parliamentary Committee and
Auditor-General Recommendations — Attorney-General's Portfolio.

The Attorney-General’s Department (the department) welcomes the opportunity to improve its
management and implementation of Parliamentary Committee and ANAO audit recommendations.
We acknowledge your positive assessment with regard to the management of recommendations
issued by the ANAO and Joint Committee of Public Accounts and Audit. We accept and will
implement recommendations 1 to 5 and acknowledge the opportunities for improvement identified
by the ANAO.

The department does not agree with the ANAQ’s assessment in paragraph 3.64. The requirement
for accountable authorities to ensure the accuracy of their reported Protective Security Policy
Framework data on an annual basis is considered an appropriate arrangement and is consistent with
broader Commonwealth governance arrangements set out in the Public Governance, Performance
and Accountability Act 2013 o

Please refer to Attachment A for the department’s responses to the recommendations and
Attachment B for the department’s summary response.

The department would like to thank the ANAO for their collaborative approach throughout the audit
process.

The action officer for this matter is Scott Sharp, Chief Audit Executive, who can be contacted on
(02) 6141 3490.

Yours sincerely

S

Katherine Jones PSM

3-5 National Circuit, Barton ACT 2600 Telephone (02) 6141 6666 www.ag.gov.au ABN 92 661 124 436
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Appendix 1

ANAO comment on the Attorney-General’s Department response

(a) The report notes in paragraphs 3.63 and 3.64 that due to previous audit findings of
inaccurate entity self-assessments and without an appropriate assurance or evaluation
framework, AGD cannot provide accurate advice to government on the extent to which
the PSPF is achieving its information security outcomes.
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COMMISSIONER
GPO Box 401,
Canberra ACT 2601 Australia

| Telephone +61 2 5127 4100
AUSTRALIAN FEDERAL POLICE www.afp.gov.au

Our reference: EC23-000941

28 April 2023

Mr Grant Hehir
Auditor-General
Australian National Audit Office

Via email: Grant.Hehir@anao.gov.au
Cc: Carla.Jago@anao.gov.au

Dear Mr Hehir

Implementation of Parliamentary Committee and Auditor-General
Recommendations — Attorney-General’s Portfolio

| write regarding the proposed Australian National Audit Office (ANAO) Report on the
Implementation of ANAO and Parliamentary Committee Recommendations —
Attorney-General’s Portfolio (the Report), and to thank you for providing the
Australian Federal Police (AFP) with an opportunity to respond.

The AFP values the important oversight role of the ANAO and parliamentary
committees, and is committed to the timely and effective implementation of agreed
recommendations. The AFP welcomes the audit findings, conclusions and
recommendations directly related to the AFP, and agrees with Recommendation2 of
the Report.

Further, the AFP is pleased the Report acknowledged the effective system which
underpins the AFP’s arrangements for managing ANAO and parliamentary committee
recommendations. We are committed to continuous improvement and have
commenced work to strengthen governance arrangements, and ensure the verifiable,
effective and timely implementation of agreed recommendations.

I am pleased to provide the AFP’s summary response to the audit for publication in the
final Report, as well as our formal response to Recommendation 2 at Attachment A.

| would also like to thank you for the cooperative approach of the ANAO and the
professionalism of your audit team.

Yours sincerely

A=

Reece P Kershaw APM
Commissioner

POLICING FOR A SAFER AUSTRALIA
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Appendix 1

Commonwealth Director
of Public Prosecutions

C D P P Level 14, 181 William Street

Melbourne VIC 3000

Auwstralia’s Federal Prosecution Service

Telephone 03 9605 4436

Scott Bruckard PSM
www.cdpp.gov.au

Acting Director

Mr Grant Hehir
Auditor-General

Australian National Audit Office
GPO Box 707

CANBERRA ACT 2601

Dear Mr Hehir

| refer to your letter dated 24 March 2023 providing the proposed Report under s.19 of the Auditor-General
Act 1997 on the Implementation of Parliamentary Committee and Auditor-General Recommendations —
Attorney-General’s Portfolio (the Report) and seeking a response from the Commonwealth Director of Public
Prosecutions (CDPP).

Thank you for the opportunity to respond to the matters raised in the proposed Report.

Overall, the CDPP agrees with the broad underlying intent of the two recommendations made in the Report,
values the benefit to be gained from enhancing existing arrangements to extend their scope to
parliamentary committee recommendations and from including additional detail on planning,
implementation responsibilities, timeframes and risk-based priority ratings. Please find enclosed, the CDPP’s
Summary Response and Response to Recommendations 2 and 3.

The CDPP strives for a culture of continuous improvement, recognises the importance of appropriate and
timely implementation of recommendations and welcomes opportunities to strengthen governance, risk
management and assurance arrangements. The Report validates our commitment to support accountability
through consideration and implementation of assurance recommendations. It also demonstrates the
appropriateness of the CDPP’s existing arrangements for measured and considered responses to
recommendations and our comprehensive escalation and oversight processes.

The CDPP was not the subject of any parliamentary committee recommendations for the period under
consideration in this Report (period examined) and we note that we receive such recommendations
infrequently. We also note that for an agency of our size, it may not always be practical to pre-emptively
create bespoke procedures to deal with issues that may occasionally arise.

For the period examined, the CDPP has been subject to one Auditor-General performance audit — Case
Management by the Office of the Commonwealth Director of Public Prosecutions in 2019-20 (the
performance audit) which contained four recommendations considered in the Report.
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As a matter of completeness, | wish to bring two factual matters raised in the Report to your attention.
These matters relate to what the Report says about the frequency of updates received by CDPP oversight
bodies on the implementation of Auditor-General recommendations.

Firstly, the implementation of the Auditor-General's recommendations was monitored and was the subject
of oversight by the CDPP’s Executive Leadership Group. The ELG comprised the Director and other CDPP
senior leaders. Whilst the CDPP had a number of other committees which met and were attended by
members of the SES, including some members of the ELG, these committees met for other purposes. For
example, the CDPP established a Business Continuity Committee as part of its response to the COVID-19
pandemic. This committee met on a weekly basis during 2020-2021 to manage the agency’s response to the
evolving COVID-19 pandemic situation (table 2.6 and paragraph 3.17). Whilst some ELG members were on
this committee, the committee had representation from a range of other stakeholders and was stood up for
an entirely different purpose ©

Secondly, | note that between January 2020 and December 2022, the ELG met 33 times of which only 21
meetings are relevant to the performance audit. In particular, | note that:

e The report following the performance audit was not published until 30 March 2020. The ELG did not
therefore receive updates on the status of the implementation of performance audit
recommendations prior to that date. Nonetheless, at the ELG meetings held in February 2020 and
March 2020, the Commonwealth Salicitor for Public Prosecutions provided verbal updates on status
of the performance audit;

e The ELG received the first tracking report in relation to the status of the implementation of the
performance audit recommendations at its April 2020 meeting (the first following 30 March 2020).
It then received an update at each subsequent meeting until the recommendations were agreed to
be closed;

e The final tracking report was tabled at the April 2022 ELG meeting when two remaining
recommendations (2 and 4c) were closed;

e The ELG met and received updates on the status of the implementation of the performance audit
recommendations at all relevant meetings for the period (contrary to what appears in Table 2.6 and
paragraph 3.17).9

I would like to thank the ANAO audit team for their efforts, professionalism, responsiveness and the
consideration given to the size and operating environment of the CDPP when preparing the Report and
recommendations.

Yours sincerely,

e

Scott Bruckard PSM
Acting Commonwealth Director of Public Prosecutions
28 April 2023

Encl. (2)
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Appendix 1

ANAO comment on the Office of the Commonwealth Director of Public Prosecutions
response

(a) The report notes in Table 2.6 and paragraph 3.17 that the Executive Leadership Group
received updates on the implementation of Auditor-General recommendations. Note d to

Table 2.6 provides context on the number of ELG meetings held in the period examined,
including advice provided by the CDPP.
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Appendix 2 Improvements observed by the ANAO

1. The existence of independent external audit, and the accompanying potential for scrutiny
improves performance. Improvements in administrative and management practices usually
occur: in anticipation of ANAO audit activity; during an audit engagement; as interim findings are
made; and/or after the audit has been completed and formal findings are communicated.

2. The Joint Committee of Public Accounts and Audit (JCPAA) has encouraged the ANAO to
consider ways in which the ANAO could capture and describe some of these impacts. The ANAQO’s
2022-23 Corporate Plan states that the ANAQO’s annual performance statements will provide a
narrative that will consider, amongst other matters, analysis of key improvements made by
entities during a performance audit process based on information included in tabled performance
audit reports.

3. Performance audits involve close engagement between the ANAO and the audited entity
as well as other stakeholders involved in the program or activity being audited. Throughout the
audit engagement, the ANAO outlines to the entity the preliminary audit findings, conclusions
and potential audit recommendations. This ensures that final recommendations are appropriately
targeted and encourages entities to take early remedial action on any identified matters during
the course of an audit. Remedial actions entities may take during the audit include:

o strengthening governance arrangements;

° introducing or revising policies, strategies, guidelines or administrative processes; and

° initiating reviews or investigations.

4, In this context, the below actions were observed by the ANAO during the course of the

audit. It is not clear whether these actions and/or the timing of these actions were planned in
response to proposed or actual audit activity. The ANAO has not sought to obtain assurance over
the source of these actions or whether they have been appropriately implemented.

° The Attorney-General’s Department documented its process to respond to, monitor and
implement Auditor-General recommendations.

. The Attorney-General’s Department amended its Audit and Risk Management Committee
charter to include responsibility to endorse the closure of JCPAA recommendations.

° The Australian Federal Police initiated risk-based reporting on the implementation of
Auditor-General recommendations to its Audit and Risk Committee.

o The Office of the Commonwealth Director of Public Prosecutions amended its Executive
Leadership Group terms of reference to include responsibility to oversee the response to
parliamentary committee and Auditor-General recommendations.
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Appendix 3  Previous audits in the series examining the
effectiveness of Australian Government entities’ implementation of
parliamentary committee and Auditor-General recommendations

1. This is the fifth in a series of performance audits that examine the effectiveness of
Australian Government entities’ implementation of agreed recommendations from parliamentary
committee and Auditor-General reports. The previous audits in the series are listed below.

° Auditor-General Report No.6 2019-20, tabled in August 2019, examined entities in the
Agriculture and Infrastructure portfolios. It found the four selected entities had not
effectively demonstrated implementation of all agreed recommendations examined by
the audit. The report made four recommendations to finalise the implementation of
recommendations, and improve governance and executive oversight of the
implementation of recommendations. Three recommendations were directed to the
entities included in the audit, and one to the Department of the Prime Minister and
Cabinet, to ‘reinforce the responsibility of accountable authorities to monitor and
implement agreed parliamentary committee recommendations.’

° Auditor-General Report No.46 2019-20, tabled in June 2020, examined entities in the
Health and Education portfolios. It concluded that nothing came to the ANAQ’s attention
that the entities had not implemented applicable parliamentary committee and
Auditor-General performance audit recommendations. The report found entities
implemented all parliamentary committee recommendations agreed to in the period
1 July 2016 to 30 June 2017. It also noted general arrangements to respond to, monitor
and manage parliamentary committee recommendations required improvement.

° Auditor-General Report No.34 2020-21, tabled in April 2021, examined the Department
of Defence. Of the 32 agreed recommendations examined in the audit, the ANAO found
15 were implemented, six were largely implemented, four were partly implemented and
seven were not implemented. The report concluded that the Department of Defence had
appropriate governance arrangements to respond to, monitor and implement
Auditor-General performance audit recommendations, and partially appropriate
governance arrangements for parliamentary committee recommendations.

° Auditor-General Report No.25 2021-22, tabled in May 2022, examined the Department
of Home Affairs. With respect to the 25 agreed recommendations examined, the ANAO
assessed 16 as implemented, two as largely implemented, three as partly implemented,
one as not implemented, and three as implementation ongoing. The report concluded the
Department of Home Affairs had largely fit-for-purpose arrangements to respond to,
monitor and implement agreed recommendations.
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Appendix 4

Agreed parliamentary committee recommendations for

AGD between January 2020 and June 2021

Report name and Recommendation
recommendation number

Joint Committee of Public
Accounts and Audit, Report 485:
Cyber Resilience Inquiry into
Auditor-General’s Reports 1 and
13 (2019-20), recommendation 1

The Committee recommends that the Attorney-General’s
Department provide an update on its implementation of external
moderation models/benchmarking processes, to verify
Commonwealth entities’ reported compliance with cybersecurity
requirements, including implementation timeframes.

Joint Committee of Public
Accounts and Audit, Report 485:
Cyber Resilience Inquiry into
Auditor-General’s Reports 1 and
13 (2019-20), recommendation 2

The Committee recommends that the Attorney-General’s
Department:

e provide an update on the levels of cyber security maturity within
Commonwealth entities and the feasibility of mandating the
Essential Eight across Commonwealth entities, including the
threshold of cyber security maturity required by Government to
impose this mandate, and expected timeframes; and

¢ report back on any impediments to mandating the Top Four
mitigation strategies for government business enterprises and
corporate Commonwealth entities.

Joint Committee of Public
Accounts and Audit, Report 485:
Cyber Resilience Inquiry into
Auditor-General’s Reports 1 and
13 (2019-20), recommendation 3

The Committee recommends that the Australian Government (the
Attorney-General’'s Department) ensure that the framework of 13
behaviours and practices developed by the Australian National
Audit Office (ANAO) play a greater role in the implementation and
improvement of a cyber resilience culture within Commonwealth
entities, including that:

e the Protective Security Policy Framework (PSPF) be amended
to reflect or incorporate the behaviours and practices
framework, including for auditing purposes, to maximise
alignment between the PSPF and the ANAQ’s audit framework;
and

¢ a dedicated section be created within the annual PSPF self-
assessment questionnaire addressing the ANAQO’s 13
behaviours and practices that facilitate a cyber resilience
culture.

Parliamentary Joint Committee on
Intelligence and Security, Inquiry
into the impact of the exercise of
law enforcement and intelligence
powers on the freedom of the
press, recommendation 6

The Committee recommends that, as part of its upcoming review of
all secrecy provisions in Commonwealth legislation (in accordance
with the recommendation of this Committee in its Advisory Report
on the National Security Legislation Amendment (Espionage and
Foreign Interference) Bill 2017) the Attorney-General's Department
specifically consider whether the relevant legislation adequately
protects public interest journalism.

The Committee also recommends that this ongoing review be
prioritised for finalisation and report by June 2021.

Parliamentary Joint Committee on
Intelligence and Security, Inquiry
into the impact of the exercise of
law enforcement and intelligence
powers on the freedom of the
press, recommendation 7

The Committee recommends the Government give consideration to
whether defences for public interest journalism should be applied
to other secrecy offences within relevant Commonwealth
legislation. Any additional defences should be based on the
defence provided by section 122.5(6) of the Criminal Code Act
1995.
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Report name and
recommendation number

Parliamentary Joint Committee on
Intelligence and Security, Inquiry
into the impact of the exercise of
law enforcement and intelligence
powers on the freedom of the
press, recommendation 9

Appendix 4

Recommendation

The Committee recommends that the Government formally
responds to the recommendations of the Review of the Public
Interest Disclosure Act 2013: An independent statutory review
conducted by Mr Philip Moss AM before the completion of the
Senate Environment and Communications References
Committee’s inquiry into press freedom.

The response should include consideration of:

¢ Amending the Public Interest Disclosure Act 2013 (PID Act) to
make it easier to understand for both disclosers and agencies;

¢ Simplifying the public interest test in the PID Act;

e Strengthening the reprisal protection provisions in the PID Act;
and

¢ Improving alignment between public and private sector
whistleblower regimes.

Parliamentary Joint Committee on
Intelligence and Security, Inquiry
into the impact of the exercise of
law enforcement and intelligence
powers on the freedom of the
press, recommendation 10

The Committee recommends that the Public Interest Disclosure Act
2013 be amended to require the following occur when a Public
Interest Disclosure is made by an official connected to an
intelligence agency regarding the actions of that agency:

o the originating agency report a Public Interest Disclosure to the
Inspector General of Intelligence and Security within 24 hours if
it is indicated as urgent by the discloser, or as soon as possible
after the disclosure is made, but within the current 14 day
required timeframe; and

e the originating agency maintain contact and notification with the
Inspector General of Intelligence and Security during the 90 day
investigation window to outline investigation progress and
potential outcome timelines, including possible extensions.

Parliamentary Joint Committee on
Intelligence and Security, Inquiry
into the impact of the exercise of
law enforcement and intelligence
powers on the freedom of the
press, recommendation 11

The Committee recommends that the Australian Government
provide for the mandatory reporting of aggregated statistics, related
to numbers and timeframes of all Public Interest Disclosures, to be
made to the Parliament every six months by the Attorney-General.

Parliamentary Joint Committee on
Intelligence and Security, Inquiry
into the impact of the exercise of
law enforcement and intelligence
powers on the freedom of the
press, recommendation 13

The Committee recommends that training on the application of the
Protective Security Policy Framework requirements for sensitive
and classified information be made compulsory for all relevant
Commonwealth officers and employees.

Parliamentary Joint Committee on
Intelligence and Security, Inquiry
into the impact of the exercise of
law enforcement and intelligence
powers on the freedom of the
press, recommendation 15

The Committee recommends that the Australian Government
promote consideration of harmonisation of State and Territory
shield laws through National Cabinet, with relevant updates
incorporated to expand public interest considerations, and to reflect
the shifting digital media landscape.
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Report name and

Recommendation
recommendation number

Parliamentary Joint Committee on | The Committee recommends that the Australian Government
Intelligence and Security, Inquiry | review and prioritise the promotion and training of a uniform

into the impact of the exercise of | Freedom of Information culture across departments, to ensure that
law enforcement and intelligence | application of the processing requirements and exemptions allowed
powers on the freedom of the under the Freedom of Information Act 1982 are consistently

press, recommendation 16 applied.

Source: Joint Committee of Public Accounts and Audit, Report 485: Cyber Resilience Inquiry into Auditor-General’s
Reports 1 and 13 (2019-20) , and Parliamentary Joint Committee on Intelligence and Security, Inquiry into the
impact of the exercise of law enforcement and intelligence powers on the freedom of the press.
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Appendix 5

Agreed Auditor-General recommendations for AGD

between January 2020 and June 2021

Report name and Recommendation
recommendation number

Auditor-General Report No. 48
2019-20, Management of the
Australian Government's
Lobbying Code of Conduct -
Follow-up Audit,
recommendation 1

Attorney-General’s Department establish effective governance
processes for the implementation of the recommendation made in
Auditor-General Report No.27 of 2017-18, Management of the
Australian Government’s Register of Lobbyists. This includes
ensuring appropriate senior management engagement; that
responsible officers understand the recommendation’s intent; and
that an implementation plan with achievable activities and
milestones is in place.

Auditor-General Report No. 48
2019-20, Management of the
Australian Government's
Lobbying Code of Conduct -
Follow-up Audit,
recommendation 2

Attorney-General’'s Department evaluate the sufficiency of the
current regulatory regime for lobbying, and provide advice to
Government about whether the regime is able to achieve the
regulatory objective of promoting public trust in the integrity of
government processes through ensuring that contact between
lobbyists and Government representatives is conducted in
accordance with public expectations of transparency, integrity and
honesty.

Auditor-General Report No. 32
2020-21, Cyber Security
Strategies of Non-Corporate
Entities, recommendation 2

The Attorney-General’s Department perform and document risk
assessments for any patches not implemented in accordance with
the requirements of the Australian Government Information Security
Manual and its policies, including defining an action plan for
managing the risks associated with not implementing those patches.

Auditor-General Report No. 32
2020-21, Cyber Security
Strategies of Non-Corporate
Entities, recommendation 4

The Attorney-General’s Department improves the processes for
documenting risk assessments and monitoring cyber security
events, to assure itself that actions taken against cyber security
events are performed consistently and appropriately.

Auditor-General Report No. 32
2020-21, Cyber Security
Strategies of Non-Corporate
Entities, recommendation 7

The Attorney-General’'s Department:

a) develops a strategy and sets a timeframe to improve its cyber
security maturity to the ‘"Managing’ level for PSPF Policy 10;

b) provides clear reporting to its governance committees to enable
oversight on the progress of its work to improve its Essential
Eight maturity; and

¢) monitors the progress of its work to improve its Essential Eight
maturity against the set timeframe and through appropriate
governance structures.

Auditor-General Report No. 32
2020-21, Cyber Security
Strategies of Non-Corporate
Entities, recommendation 9

The Attorney-General’s Department reviews the existing maturity
levels under the PSPF maturity assessment model to determine if
the maturity levels are fit-for-purpose and effectively aligned with the
Essential Eight Maturity Model, having regard to the Australian
Signals Directorate's proposed update to the Essential Eight Maturity
Model.

Auditor-General Report No. 32
2020-21, Cyber Security
Strategies of Non-Corporate
Entities, recommendation 10

The Attorney-General’'s Department further improves the guidance
on PSPF Policy 10 to clarify:

a) the correlation of the maturity levels in the PSPF and Essential
Eight maturity models, and their implementation requirements;
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Report name and Recommendation

recommendation number

b) the scope of the maturity level calculation suggested by the
reporting portal and how entities can more accurately determine
their selected PSPF maturity level; and

c) the assessment against the requirement to consider the
implementation of the remaining 29 mitigation strategies, and the
merit of its inclusion in the PSPF Policy 10 maturity level
calculation.

Auditor-General Report No. 32 The Attorney-General’s Department implements arrangements to
2020-21, Cyber Security obtain an appropriate level of assurance on the accuracy of entities’
Strategies of Non-Corporate PSPF Policy 10 self-assessment results.

Entities, recommendation 11

Source: Auditor-General Report No. 48 2019-20, Management of the Australian Government's Lobbying Code of
Conduct - Follow-up Audit, and Auditor-General Report No. 32 2020-21, Cyber Security Strategies of
Non-Corporate Entities.
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Appendix 6

Agreed parliamentary committee and Auditor-General

and recommendations for AFP between January 2020 and June 2021

Report name and
recommendation number

Parliamentary Joint Committee
on Intelligence and Security,
Inquiry into the impact of the
exercise of law enforcement and
intelligence powers on the
freedom of the press,
recommendation 1

Recommendation

The Committee recommends that the Australian Federal Police and
other Commonwealth law enforcement agencies with investigatory
powers amend their operating procedures or practices to advise
journalists or media organisations when they are no longer persons
of interest in an investigation in circumstances where doing so would
not jeopardise the future of the investigation.

Auditor-General Report No. 43
2020-21, Australian Federal
Police’s Use of Statutory
Powers, recommendation 1

The Australian Federal Police enforces its requirement that
section3E Crimes Act warrants be thoroughly reviewed by at least a
supervisor and retain documentary evidence that the review has
occurred.

Auditor-General Report No. 43
2020-21, Australian Federal
Police’s Use of Statutory
Powers, recommendation 2

As a matter of urgency, the Australian Federal Police should
implement an Electronic Data and Records Management System
(EDRMS) to allow it to store records so that they are secure and
readily accessible. It should cease its reliance on network drives.

Auditor-General Report No. 43
2020-21, Australian Federal
Police’s Use of Statutory
Powers, recommendation 3

The Australian Federal Police implement a systematic quality
assurance process for its section 3E Crimes Act warrant application,
execution and documentation.

Source: Parliamentary Joint Committee on Intelligence and Security, Inquiry into the impact of the exercise of law
enforcement and intelligence powers on the freedom of the press, and Auditor-General Report No. 43 2020—
21, Australian Federal Police’s Use of Statutory Powers.
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Appendix 7

Agreed Auditor-General recommendations for CDPP

between January 2020 and June 2021

Report name and
recommendation number

2019-20, Case Management
by the Office of the
Commonwealth Director of
Public Prosecutions,
recommendation 1

Auditor-General Report No. 28

Recommendation

CDPP revise management dashboard reporting to ensure that
supervisors can readily access key efficiency-related information,
including case officer activities during triage and suspension periods,
actions taken to encourage early resolution, and time recording
compliance.

Auditor-General Report No. 28
2019-20, Case Management
by the Office of the
Commonwealth Director of
Public Prosecutions,
recommendation 2

CDPP establish a process to utilise existing data to monitor case
management efficiency in terms of the average cost involved in
processing referrals, including in conducting brief assessments and
prosecutions.

Auditor-General Report No. 28
2019-20, Case Management
by the Office of the
Commonwealth Director of
Public Prosecutions,
recommendation 3

CDPP establish appropriate timeliness targets for each brief
complexity category, formally communicate these to investigative
agencies, and detail the results and methodology in the annual report.

Auditor-General Report No. 28
2019-20, Case Management
by the Office of the
Commonwealth Director of
Public Prosecutions,
recommendation 4

CDPP improve the reliability and completeness of performance
criteria presented in its corporate plan and annual performance
statements by establishing:

a) a process to provide assurance that prosecutors are adhering to
the Prosecution Policy of the Commonwealth when assessing
briefs and conducting prosecutions;

b) a consistent, robust and transparent methodology for the surveying
of investigative agency satisfaction; and

c) a case management efficiency criterion in the annual performance

statement.

Source: Auditor-General Report No.28 2019-20 Case Management by the Office of the Commonwealth Director of

Public Prosecutions.
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