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Australian Government Strategic Operating Environment

Nov2018 | * Digital Government Strategy (updated in 2019 and 2020)—Vision: Top three digital
governments in the world by 2025.

Aug.2020 | « Aystralian Cyber Security Strategy 2020 —Vision: creating a more secure online world
for Australians, their businesses and the essential services upon which we all depend.

May 2021 | « Digital Economy Strategy (updated in March 2022) —Vision: Top 10 digital economy
and society by 2030.

Oct.2021 | « Secure Cloud Strategy (updated in 2021) — Focuses on helping government agencies
use cloud technology.

Dec.2021 | « Aystralian Data Strategy —Vision: Become a modern data-driven society by 2030.

r 2022 | * Data Availability and Transparency Act 2022 - An Act to authorise the sharing of
public sector data, and for related purposes



https://www.dta.gov.au/digital-government-strategy
https://www.homeaffairs.gov.au/about-us/our-portfolios/cyber-security/strategy/australia%E2%80%99s-cyber-security-strategy-2020
https://digitaleconomy.pmc.gov.au/
https://www.dta.gov.au/our-projects/secure-cloud-strategy
https://ausdatastrategy.pmc.gov.au/

In February 2018...

The Australian National Audit Office (ANAQO) sent a
survey to representatives of all Members of the
International Organisation of Supreme Audit
Institutions (INTOSAI) Working Group on IT Audit
(WGITA) to get an understanding of their data analytic
maturity, and direction.




Use of Data Analytics in Financial Statements vs
Performance Audit

Financial

Performance

0 0
Audit 2470 7670

0% 20% 4,0% 60% 80% 100%

® There is a consistent implementation and use of analytics on audits
B There are some defined and documented standard analytics that are used on most audits

B The use of data analytics in audits is ad hoc, driven by the knowledge and experience of
individual auditors

Data source: INTOSAI WGITA Survey, 2018



Policy for Use of Data Analytics

Documented
organisational

policy
19%

No formal policy
or direction
37%

Stated intention to use
data analytics
44%

Data source: INTOSAIWGITA Survey, 2018



Drivers for Use of Data Analytics

Improve audit efficiency 100%
Higher degree of assurance 6%

Better audit planning 6%

Greater client insights 65%

Visualisation and data presentation %

0% 20% 40% 60% 8o0% 100%

Data source: INTOSAIWGITA Survey, 2018



Please answer the same questions through
your Slido app:

* What is your organisation’s current practice of using
data analytics?

* What is your organisation’s policy position on use of
data analytics?

» What are your organisation’s drivers for using data
analytics?




Data Analytics at the ANAO
We live and breathe data analytics



ANAO Data Analytics Strategy 2018-20

Governance

Technology People Assurance & Insights

Auditors & Analysts

Process _
Efficiency & Effectiveness




Operationalising the Strategy

High risk/complexity

Full DA service model Hybrid DA service model

DA undertakes all data-related work and DA is only involved in data-related phases of

analyst is a critical member of the audit an audit and generally focuses on either the

team QA aspects of the audit or tasks that require

efficiency
Low DA capability High DA capability
within audit team within audit team
Capability development model Consultation model
DA plays an enabler role to support and DA provides ad-hoc assistance as required by

train auditors in data-related tasks. the audit teams

Low risk/complexity

10




Outcomes of the Strategy

Products

Process People

* Consideration of using data * Centralised data analytics * Auditor-centric design
analytics is mandated in all (DA) team that supports all
audit planning phase audit services groups, in * Standardised solutions
particular for complex or high
» Application of data analytics risk DA work * Bespoke solutions
is embedded in the audit
manval and workflow * DA capability development

for all auditors
Approved standardised

solutions for financial
statements audits




Data Analytics and eDiscovery for
Performance Audits

EVOLUTION & APPROACH



Evolving approach in Performance Audit

Evidence collection methodologies

Document requests User-level access to auditee Bulk evidence and
Stakeholder consultation systems large data sets

Meetings and interviews

Data analytics and eDiscovery



Evolving approach in Performance Audit

Fewer evidence sources
available — some still paper-
based.

Average audit duration of
12.3 months

Reliance upon audited entity’s
record-keeping practices

Emails emerging as a source of
audit evidence

2017

Increased evidence sources —
limited paper records

Average audit duration of
11.6 months

Decline in record-keeping
practices = 1 audit risk

Increasing availability and use
of ‘big data’, digital storage
and IT processing power

Strategic approach to be
developed

Prolific evidence across many
sources (some unknown)

Average audit duration of
10.2 months

Audit risk from poor record-
keeping mitigated by use of
DA and eDiscovery in audit
methodologies

Strategic approach for data
analytics across all audit
products



eDiscovery for performance auditing
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Case Study for Performance Audits

IMPLEMENTATION AND BENEFITS



% PERFORMAMNCE AUDIT REPORT AUDITOR-GEMNERAL REPORT MNO.23 OF 2079-20

Award of Funding under the Community Sport Infrastructure Program

GICIRELIDE  Wednesday 15 January 2020

* Three funding rounds for a total of S100 million awarded by the Minister for
Sport between December 2018 and April 2019.

* The objective of the audit was to assess whether the award of funding under
the program was informed by an appropriate assessment process and sound
advice.




AUDNTOR-GEMERAL REFPORT MNO.23 OF 2019-20
Award of Funding under the Community Sport Infrastructure Program

Wednesday 15 January 2020

Australian Sport Commission Department of Health Department of Department of Finance
Infrastructure, Transport,

Regional Development and
Cities

Document * Meetings *  Meetings * Representation letter and
requests written responses to the audit
team’s questions

System * User account logins * Parliamentary Document * No user-level access e No user-level access
access * Grants Management System Management System (PDMS)
(SmartyGrants)

* Network shared drive
* EDRMS (TRIM)

Bulk * Email accounts for over 20 key * Email accounts for 13 * One email account for a * No bulk evidence
evidence staff/group inboxes individuals or group inboxes ministerial staff member
* EDRMS folder contents * Three email accounts for key
‘ ministerial staff

* Grants Management System
(SmartyGrants)



AUDITOR-GEMERAL REFORT MNO.22 OF 2019-20
Award of Funding under the Community Sport Infrastructure Program

Wednesday 15 January 2020
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AUDITOR-GEMERAL REFORT MNO.22 OF 2019-20
Award of Funding under the Community Sport Infrastructure Program

Wednesday 15 January 2020

Minister’s
Office

Department of Health
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% PERFORMAMNCE AUDIT REPORT AUDITOR-GEMNERAL REPORT MNO.23 OF 2079-20

Award of Funding under the Community Sport Infrastructure Program

GICIRELIDE  Wednesday 15 January 2020

 The decision-making process was
iterative

* The Commission’s funding advice
briefings in PDMS did not accurately
reflect this

e Substantial analysis was required to
piece together the basis for funding
decisions




E PERFORMANCE AUDIT REFORT AUDITOR-GEMERAL REFORT NO.T OF 2022-23

Award of Funding under the Building Better Regions Fund
Thursday 28 July 2022

* Five funding rounds for a total of $1.38 billion awarded by a Ministerial Panel
between 2016 and 2021.

* The objective of the audit was to assess whether the award of funding under
the BBRF was effective as well as being consistent with the CGRGs.




Appendix 6 Timeline of the decision-making processes for each funding round

2B/02/2017 31/03/2017 . ure 1P brich 6;’%"2:1: 14/06,/2017 18/07/2017 14/08/2017 . 11/09/2017 .
Applications close (1P stream ) Applications close (O stream) mirasiructure rieling proviced panel meeting [IP] Final approval of IP applications Panel meeting (C1) Final approval of C1 applications
| ~ \\\_ l‘\‘- | e -
Round 1 Time between advance list and briefing
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19/12/2017 7,02/ 2018 prowvi /04 2018 DI5R Ol assessments Panel meeting

Applications close Advance list provided DISR Cl assessment provided provided

|
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Round 2 Time between advance list and briefing
I
Jan 18 Felb 1E Mar 18 AprlE May 1E L lun 1B e Jul 1B
191242017 \\ h 1/08/ 201E
17/D4/2018 1E/D6/2018
21f12/2018 1E/01/20139 ! i 21062018 &/l -
DISR IP assessment provided Final approval for IP and Cl applications
15/11/2018 Adwance list provided DISR 12 355.:;:““’-“"'55 11/02 /7019 Infrastructure briefing provided
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'\\ “
v n |
Round aa Time between advance list and briefing
Dec 1E Jan 19 Feb 19 Mar 19 Aprla May 19 Jun 19
15,/11/2018 - e 30/06/2019
d
B/02/2018 26/02/2019 105/ ;020
19/12/2019 DISR Cl assessments provided Final approval for 1 29/04/2020 Fanc| meeting 27/45/2020
- and Cl applications Panel meeting -~ Final approval for IP and Cl a pplications
Applications close - y
= e

k/

Round 4
.
Jan 20 Feb 20 Mar 20 Apr 20 ., May 20 Iun 20 Jul 20
18/12/2019 /" ., 1/08/ 2020
15,/04,/2020
3/D4/ 3020 o
Infrastructure briefing 15/08/2021
12/03/2021 e provided 23/08/2021 _
Applications dose provided Adwance list provided Panel mesting
|
v
Round 5
L L
Apr 21 May 21 1...-.21 Jul 21 Aug 21 Sep 21 Oct 21
12/03f2021 p ; -, 31/10/2021
27/08/2021
20/05 /2021 29/07/2021 &/10/2021

Infrastructure briefing provided ;
DISH asses ments provided Change of ministerial panel chair e Final approval far I

and Cl applications

Mote a: After at least two cancellations, the ministerial panel did not meet in round three to decide which grants to approve.
Source: ANAOD analysis of departmental records.
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Chronology and date of ministerial panel shortlist versions ! date of departmental funding recommendations

® Not approved - was recommended for funding by Infrastructure  m Approved - not recommended by Infrastructure but was approved
m Approved - application recommended for funding by Infrastructure © Mot approved - on the ministerial panel shortlist on this date
B Approved - not yvet on the ministerial panel shortlist ® Approved - on the ministerial panel shertlist on this date

Note: for 1 iy G t cohort of IP applications the ministerial panel was to consider that
evening. The meeting was cancelled due to some members being unavailable and was not rescheduled for a later date.

Source:  ANAQ analysis of departmental records.




% PERFORMANCE AUDIT REFORT AUDITOR-GEMERAL REFPORT NO.9 OF 20718-19

Procurement Processes and Management of Probity by the Moorebank

Intermodal Company

Thursday 11 October 2018

* The objective of the audit was to assess MIC’s achievement of value for money
and management of probity in its operations and procurement activities.




Figure 2.2: Timing of MIC’s procurement policy development as compared to the engagement of
advisers and consultants
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S0.0
Engagements pre-2014 Engagements between Contracts post-June 2016

policy® June 2014 and June 2016°  policy®

Total value (3 million) — Number of engagements

Notea: MIC's financial data suggests that at least seven of these 19 advisers were either still ongoing or had been re-engaged by

MIC prior to February 2018 (when this financial data was captured by the ANAQ).

Mote b

February 2018

Motec: Atleast 10 of these 1 ' y 2018. Therefore the total value of these contracts are likely




Figure 4.1: Accuracy of offers recorded within MIC's Gifts and Donations Register
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Table 4.1: Offers of gifts, benefits or hospitality to MIC staff by year

Period Number rejected Number accepted Total offers Estimated total value

$20,928




E PERFORMANCE AUDIT REPORT AUDITOR-GEMERAL REPORT MNO.28 OF 2019-20

Case Management by the Office of the Commonwealth Director of Public

Prosecutions
Monday 30 March 2020

* The audit objective was to examine the efficiency of the CDPP’s case

management. The audit is focused on the pre-brief and brief assessment phases

of the CDPP’s work and the extent to which the CDPP used its resources
efficiently in evaluating referred matters.




% PERFORMANCE AUDIT REFORT AUDITOR-GEMNERAL REFORT NO.28 OF 2019-20

Case Management by the Office of the Commonwealth Director of Public
Prosecutions

Monday 30 March 2020

T “
court

2014-15 3,600 4,909 2,156
2015-16 3,252 5,011 2,403
2016-17 3,147 5,015 2,249
2017-18 2,700 4,667 2,187
2018-19 2,579 3,961 1,691

5-year change - 28% -19% -22%

* From annual reports




% PERFORMANCE AUDIT REFORT AUDITOR-GEMNERAL REFORT NO.28 OF 2019-20

Case Management by the Office of the Commonwealth Director of Public
Prosecutions

Monday 30 March 2020

Year Appropriations | Average Federal Legal costs Expenditure
and revenue staffing level prosecutors
(Smillion) (Smillion) (Smillion)
2014-15 84 396 258 15 87
2015-16 365 250 12 85
2016-17 411 293 12 86
2017-18 379 260 13 88

2018-19 371 276 17 93

Change - 6% + 7%

CPl-adjusted




Effort Allocation

eRecruit Tool

Mational Workload

Aurion Indicator

eHub AAA Tool

Human resource ma nagement

Stakeholder management

Partner Agency § Investigative
Portal agency survey

Digital
Referrals eBrief folder
Gateway

- Mutual assistance
Criminal assets Electronic Red
recording system Folder

PowerBI

Case management

File Registry SharePoint
I eLibrary I G:Drive I

Records management

TechOne

Momination of

Counsel
Funding Model

Financial management




Stakeholder management

Partner Agency § Investigative
Portal agency survey

Digital
Referrals
Gateway

Effort Allocation CRIMS

Tool TechOne

Mational Workload .
Indicator Nomination of
Counsel .
Electronic Red Funding Model

IR Folder

Human resource management Financial management
PowerBI

Case management

File Registry SharePoint
7 “

Records management




Quantitative data

Effort Allocation Tool caseHQ/ CRIMS TechnologyOne

Unit: hours ; Unit: dollars
Complexity Practice Agency
Legal 9rote External J Other legal
Other Matter

counsel EXpenses

other
\ Activity type J| Activity date § Outcome

Enterprise Agreement N
Unit: dollars
Matter ID

Salary

Electronic Red Folder SharePoint/ G:Drive

Decision- Decision . Official
eBrief
maker date records




% PERFORMANCE AUDIT REFPORT AUDITOR-GENERAL REFPORT NO.28 OF 2019-20

Case Management by the Office of the Commonwealth Director of Public
Prosecutions

Monday 30 March 2020

How we used the data: Year Referrals Brief assessment Brief assessments
processed* referrals processed* | completed*
For descriptive purposes
2014-15 3,626 2,200 2,182

As a means of validation of 2015-16

_ _ 3,278 1,989 2,051
CDPP’s public reporting

2016-17 3,162 1,671 2,201

For explanatory purposes
2017-18 2,715 1,269 1,295

To identify inefficient processes 2018-19 2 565 1324 1263

To test some hypotheses 5-year change - 29% - 40% - 42%

. *
As 3 samplmg tool From case management systems data




...the average timeframe required was 78 days, with 36 per cent

completed within 80 to 90 days.

Mean:
78 days 90-day benchmark
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Average duration of brief assessment for low complexity matters
was much lower than the target set for prosecutors

Mean: 37 days 90-day benchmark
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...the proportion of complexity three and four brief assessments
referred increased from 10 to 19 per cent...over the five-year period.
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...ASIC, ABF and the AFP had above average brief assessment
durations (121, 115 and 114 days, respectively).

Average duration (days)




Data Analytics for Financial Statements
Audits

IMPLEMENTATION & BENEFITS



Approach in Financial Statements Audit

 Assurance first

* Target high risk financial statement line items/programs:
 address risk of material misstatement/assurance
* where possible build multi use

Investment » efficiencies

principles

* Develop and mandate platforms analysing common
processes:
* structured data and processes
* scalability — enabling functions such as payroll
* develop once, solve for many




Approach in Financial Statements Audit

Maximise

iImpact

Focus of business plan — performance indicators linked to
uptake of standardised solutions and number of
engagements using any data analytical tools

Implementation
* methodical
 structured data and processes
* wide application across audits — enabling processes such
as HR, funding
* develop once, solve for many

Celebrate innovation
* regularly share outcomes of bespoke platforms



Approach in Financial Statements Audit

* Standardised solutions
* auditor centric multi use
* simple design
* common result set or process — enabling functions,
legislation
* consistent instructions and methodology
* lower cost data acquisition

Platforms

* Bespoke solutions
* targeting higher risk
 focus on efficiencies or complexity
* more complex development/modelling




Implementation in Financial Statements Audit

Embedding Capability Quality
* Structure- genuine * Investment in core data * Quality at outset
partnership model in delivery analytics and system
between financial and data assurance specialists — upskill * Documented methodology
specialists in financial acumen and quality assurance
process
* Multi level working groups « Data literacy in financial
auditors through mandatory, * Involvement of quality
» Strategy for digital audit graduated training on specialists at outset for
platforms— upskill data standardised solutions —
Share success/lessons acumen certifying model
* Pilots

—




Number of Data Analytics Solutions Applied
for Financial Statements Audit

27 31
: =’ H B =
i ] ]
2018-19 2019-20 2020-21 2021-22 2022-23

M Be-spoke / compliance audit solutions Standardised solutions

12/05/2023 45



Number of Teams Using Standardised
Solutions for Financial Statements Audit

2019-20 2020-21 2021-22 2022-23

Employee Expenses Journals Appropriation  ® Audit data (pilot)

12/05/2023

46



Case Studies — Financial Statements Audit



Learnings

Continuous
Improvement

* 2021-22: 75-80% of audits in .
which standardised tools
applied had an efficiency gain

* Reflection on tools to
improve efficiency, or
enhance uptake

* Replication and expanded
tool set — other enabling
functions

Data acquisition

Building capacity for analysis
of unstructured data

Building capacity and best
case for obtaining structured
data - standardise / platform

Working with entity finance
teams and key contacts to
enhance data acumen

Reasonable assurance

Designing procedures with
sufficient precision that they
provide reasonable assurance

Identified outliers and
methodology

Bespoke solutions — level of
precision

Audit standards and
methodology focus



Case study — On Route Charges

* Complex process involving data capture on navigation and distance
travelled from satellites, number of business systems and individual
contracts

* Area of significant audit involvement and high risk of misstatement,
covered with number of substantive and IT based procedures in past

* Bespoke solution — tailored to risk of misstatement

* Build recalculation engine which ingests data, uses audited
contract/pricing to determine expected revenue with a high level of
precision

* Dashboard to analyse trends

» Efficiency, insights into billing practices, pricing, control over revenue
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Case study — Medical Benefits Payments

* Complex process involving very large pricing lists set in legislation,
updated reqgularly, number of categories data formats and extremely
large quantity of items

* Area of significant audit involvement and high risk of misstatement,
particularly around accuracy of pricing, manual upload processes and
scale

» Bespoke solution —tailored to risk of misstatement

* Build tool which ingests legislative prices from structured formats
and compares them to pricing lists within business systems

* Efficiency, assurance over pricing and payment accuracy



Case study — Industry Levies

* Complex process involving rates in legislation updated regularly, number of
types of levies and industry participants, manual and digital returns, few but
detailed calculation types

* Area of significant audit involvement and high risk of misstatement,
particularly around accuracy of revenue calculation and collection

Bespoke solution — tailored to risk of misstatement

Build model which ingests legislated rates, declarations from participants
and overlays calculation methodology — compare in total or by transaction

Data visualisation by sector, prior period

Efficiency, control over revenue assessment and collection



Case study — Employee Benefits Expenses

* Routine payroll process which involve standard condition structure
across the Australian Public Service, limited complexity or variation in
condition structure, few payroll systems in use

* Area of normal audit involvement and lower risk of misstatement
across most audits, primarily performing manual analytical, control or
IT procedures

* Standardised solution — common data set and business rules

* Build model which uses structured data, conditions and expectations
from enterprise agreements to predict expenses

» Efficiency, consistency of approach

» Scale — potential application to circa $40 billion of entitlements per
annum



Case study — Compliance Audit

E PERFORMAMNCE AUDIT REPORT AUDITOR-GEMERAL REPORT MO.46 O

Management of Staff Leave in the Australian Public Service

DISER

Finance

MDEA

100 150 200 250

Days taken to approve leave after the commencement of the leave




Case study — Compliance Audit

* Management of leave ($3.0 billion per annum) conditions with entitlements
in relevant enterprise agreements or legislation

* Assessed 10 entities of various size and complexity of workforce
* Highlighted improvements required in management of leave, conditions
* Standardised solution — common data set and business rules

* Build model which uses structured data, conditions and expectations
from enterprise agreements to conclude on compliance with conditions,
rules and requirements

* Sector wide insights




Case study — Information Reports



Australian Government Procurement Contract Reporting Update

Wednesday 11 March 2020

Australian Government Grants Reporting

Tuesday 19 October 2021

AUDITOR-GENERAL REPORT NO.37 OF 20271-22
Reporting on Governing Boards of Commonwealth Entities and Companies
Monday 20 June 2022

AUDITOR-GENERAL REPORT NO.11 OF 2022-23
 Australian Government Procurement Contract Reporting — 2022 Update

Thursday 2 February 2023




Our Future Directions



Strategic Alignment

* Digital Audit Strategy for Financial Statements Audit

* Business-led Organisational Digital Strategy - Making
greater use of cloud-based technologies

* Strategic engagement with entities to obtain quality data
in standardised formats through a repeatable process

» Talent development and staff retention




Thank you!
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