
 

 

The Auditor-General 
Auditor-General Report No. 44 2022–23 

Performance Audit 

Management of Information Assets 

National Archives of Australia 

Department of the Prime Minister and Cabinet 

Australian National Maritime Museum 

 

Australian National Audit Office 



 

 
Auditor-General Report No. 44 2022–23 
Management of Information Assets 
 
2 

 

  

© Commonwealth of Australia 2023 

ISSN 1036–7632 (Print) 
ISSN 2203–0352 (Online) 
ISBN 978-1-76033-848-0 (Print) 
ISBN 978-1-76033-849-7 (Online) 

Except for the content in this document supplied by third parties, the Australian National 
Audit Office logo, the Commonwealth Coat of Arms, and any material protected by a trade 
mark, this document is licensed by the Australian National Audit Office for use under the 
terms of a Creative Commons Attribution-NonCommercial-NoDerivatives 3.0 Australia licence. 
To view a copy of this licence, visit http://creativecommons.org/licenses/by-nc-nd/3.0/au/. 

You are free to copy and communicate the document in its current form for non-commercial 
purposes, as long as you attribute the document to the Australian National Audit Office and 
abide by the other licence terms. You may not alter or adapt the work in any way. 

Permission to use material for which the copyright is owned by a third party must be sought 
from the relevant copyright owner. As far as practicable, such material will be clearly labelled.  

For terms of use of the Commonwealth Coat of Arms, visit the It’s an Honour website at 
https://www.pmc.gov.au/government/its-honour. 

Requests and inquiries concerning reproduction and rights should be addressed to:  

Senior Executive Director 
Corporate Management Group 
Australian National Audit Office 
GPO Box 707 
Canberra ACT 2601 

Or via email: 
communication@anao.gov.au.  

 

  

 



Auditor-General Report No. 44 2022–23 
Management of Information Assets 

3 

Canberra ACT 
28 June 2023 

Dear President 
Dear Mr Speaker 

In accordance with the authority contained in the Auditor-General Act 1997, I have 
undertaken an independent performance audit in the National Archives of Australia, the 
Department of the Prime Minister and Cabinet and the Australian National Maritime 
Museum. The report is titled Management of Information Assets. Pursuant to Senate 
Standing Order 166 relating to the presentation of documents when the Senate is not 
sitting, I present the report of this audit to the Parliament. 

Following its presentation and receipt, the report will be placed on the Australian National 
Audit Office’s website — http://www.anao.gov.au. 

Yours sincerely 

Grant Hehir 
Auditor-General 

The Honourable the President of the Senate 
The Honourable the Speaker of the House of Representatives 
Parliament House 
Canberra  ACT 
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Australian National Audit Office 
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duties under the Auditor-General 
Act 1997 to undertake 
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statement audits and assurance 
reviews of Commonwealth public 
sector bodies and to provide 
independent reports and advice 
for the Parliament, the Australian 
Government and the community. 
The aim is to improve 
Commonwealth public sector 
administration and accountability. 

For further information contact: 
Australian National Audit Office  
GPO Box 707 
Canberra ACT 2601 
 
Phone: (02) 6203 7300 
Email: ag1@anao.gov.au 

Auditor-General reports and 
information about the ANAO are 
available on our website: 
http://www.anao.gov.au 
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 Well-managed information assets play a vital 
role in Australian Government business. 
Australian Government entities must be able 
to appropriately identify, categorise, store, 
and manage all information assets created, 
collected, received, and retained as part of 
government business. 

 This audit provides assurance to Parliament 
on the effectiveness of the National Archives 
of Australia’s (National Archives) oversight and 
support of its key information management 
policy, and the extent to which the 
Department of the Prime Minister and Cabinet 
(PM&C) and the Australian National Maritime 
Museum (ANMM) are managing information 
assets consistent with this policy. 

 

 The National Archives’ oversight and 
support of the Building Trust policy is 
partly effective. 

 PM&C’s management of information 
assets is partly effective. 

 The ANMM’s implementation of the 
Building Trust policy is not effective. 

 

 The Auditor-General made eight 
recommendations, three relating to the 
National Archives; two relating to PM&C; 
and three relating to the ANMM. 

 The National Archives agreed to three 
recommendations; PM&C agreed to two 
recommendations, and the ANMM 
agreed to three recommendations.. 

 

 The National Archives’ Building trust in the 
public record: managing information and 
data for government and community policy 
(Building Trust policy) came into effect on 1 
January 2021. 

 The Building Trust policy applies to all 
Commonwealth entities and companies. 

52% 
of agencies reported they ‘never/rarely’ 

transfer retain as national archives 
information assets consistent with the 
requirements of the Archives Act 1983. 

0 
number of records transferred by 

the ANMM to the National Archives 
since 1991. 

1 
digital record transferred by 

PM&C to the National Archives 
since 2019. 
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Summary and recommendations 
Background 
1. Well-managed government information delivers a number of benefits to the community 
including that it: 

• supports well informed policy and programs across government; 
• enables transparency and accountability, and builds trust; 
• minimises costs by minimising duplication and re-work; and 
• when preserved in the national archives, forms part of the history, identity and memory 

of Australia both before and after white settlement. 
2. In December 2022, the Secretary of the Department of the Prime Minister and Cabinet 
highlighted stewardship as a key responsibility for the public service, and noted the importance 
of record keeping in effectively discharging this stewardship: 

Public service works best amid stability and accumulated intellectual capital. It implies record 
keeping so the rationale and authority of a decision is clear.1 

Rationale for undertaking the audit 
3. Well-managed information assets play a vital role in Australian Government business. 
Australian Government entities must be able to appropriately identify, categorise, store, and 
manage all information assets created, collected, received, and retained as part of government 
business. 

4. Multiple ANAO audits in recent years have identified poor record keeping as a significant 
failure in public administration.2 

5. This audit will provide assurance to Parliament on the effectiveness of the National 
Archives of Australia’s oversight and support of the Building trust in the public record: managing 
information and data for government and community policy (Building Trust policy); the National 
Archives of Australia’s implementation of recommendations from the ANAO and the Joint 
Committee on Public Accounts and Audit (JCPAA) in regard to the previous Digital Continuity 2020 
Policy; and the extent to which selected entities’ management of information assets is consistent 
with the new Building Trust policy. 

 
1  Professor Glyn Davis AC, IPAA Annual Address to the Australian Public Service 2022, December 2022, 

transcript available from https://www.pmc.gov.au/news/secretary-professor-glyn-davis-ac-ipaa-annual-
address-australian-public-service-2022 [accessed 4 May 2023]. 

2 These include Auditor-General Report No.17 2022–23 Department of Agriculture, Fisheries and Forestry’s 
cultural reform; Auditor-General Report No.1 2022–23 Award of funding under the Building Better Regions 
Fund; Auditor-General Report No.6 2021–22 Management of the Civil Maritime Surveillance Services Contract; 
Auditor-General Report No.30 2021–22 Procurement by the National Capital Authority; Auditor-General 
Report No.42 2021–22 Procurement of Delivery Partners for the Entrepreneur’s Programme; Auditor-General 
Report No.39 2020–21 COVID-19 Procurements and Deployments of the National Medical Stockpile; Auditor-
General Report No.36 2020–21 Indigenous Business Australia’s Business Support and Investment Activities; 
and Auditor-General Report No.47 2020–21 Administration of Commuter Car Park Projects within the Urban 
Congestion Fund. 
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Audit objective, criteria and scope 
6. This audit examined the effectiveness of the National Archives of Australia’s implementation 
of the Building Trust policy and selected entities’ management of information assets (records, 
information and data). 

7. To form a conclusion against the objective, the ANAO adopted the following high-level 
criteria. 

• Is the National Archives of Australia effectively implementing the Building Trust policy? 
• Has the Department of the Prime Minister and Cabinet established arrangements to 

effectively manage its information assets? 
• Has the Australian National Maritime Museum established arrangements to effectively 

manage its information assets? 
8. The selected implementing entities are the Department of the Prime Minister and Cabinet 
and the Australian National Maritime Museum. The entities were selected to provide insight into 
the challenges and opportunities faced by ‘mainstream’ departments and by smaller, cultural 
agencies. 

Conclusion 
9. The National Archives of Australia’s (National Archives’) implementation of the Building 
Trust policy was partly effective. The Department of the Prime Minister and Cabinet’s management 
of information assets was partly effective. The Australian National Maritime Museum had 
implemented minimal arrangements, however, overall the management of information assets was 
not effective. 

10. The National Archives’ arrangements to plan, oversee and manage implementation of the 
policy are partly effective. It has established internal governance arrangements to manage 
implementation including a project board and project, risk, monitoring and stakeholder 
engagement plans. Planned deliverables were largely achieved in a timely way. A previous 
recommendation of the Auditor-General to improve assurance of entity reporting to National 
Archives has not been implemented. There is little verification of entity reports and the audit 
found errors in these reports. This reduces the reliability of the National Archives’ assessment of 
progress and reporting to Australian Government ministers and other stakeholders. There is no 
performance measure in place to monitor entity compliance with a key, mandatory policy and 
legislative requirement for entities to transfer ‘retain as national archives’ information assets as 
soon as practicable, or within 15 years of creation, to the care of the National Archives and there 
is evidence that this requirement is not being met. Engagement with entities could be better 
targeted by collating and analysing available data to identify ‘at risk’ entities. 

11. The Department of the Prime Minister and Cabinet (PM&C) has had partly effective 
arrangements for the management of information assets, consistent with the Building Trust 
policy. It is currently refining its governance arrangements for information management and 
upgrading key information systems in order to improve the effectiveness of its approach. Its 
Check-up responses had some inaccuracies. 

12. The Australian National Maritime Museum’s (ANMM’s) management of information 
systems is not effective, lacking appropriate governance and support for staff. It has not 



Summary and recommendations 

 
Auditor-General Report No. 44 2022–23 

Management of Information Assets 
 

9 

transferred any records to the National Archives since the ANMM’s establishment in 1991, and in 
this regard is non-compliant with the Archives Act 1983 (Archives Act). 

Supporting findings 

National Archives of Australia 
13. The National Archives developed a Project Management Implementation Management 
Plan in 2020 supported by a monitoring, evaluation and reporting framework and plan; and a risk 
management plan and register. The National Archives has delivered guidance and support 
planned to assist agencies with implementation. There are elements that could be improved, 
particularly relating to ensuring that project progress is monitored and reported to senior fora. 
(See paragraphs 2.5 to 2.23) 

14. The National Archives has developed and implemented a stakeholder engagement and 
communication strategy with mechanisms for communication with stakeholders. The planned 
program of activities was delivered. The strategy identifies entity Chief Information Officers and Chief 
Information Governance Officers as key stakeholders. There are no specific engagement actions for 
this group in the strategy. The National Archives has available a range of information sources 
regarding entities’ management of information assets and compliance with the Archives Act. There 
is no process to collate and analyse these sources to enable the National Archives to target support 
and engagement toward entities at risk of not implementing the Building Trust policy. (See 
paragraphs 2.24 to 2.59) 

15. The National Archives has evaluation and performance monitoring documentation to 
support the evaluation and monitoring of the Building Trust policy. The National Archives is yet 
to develop performance measures for the mandatory elements of the Building Trust policy. 
Assurance and verification arrangements over the accuracy of entity reporting have not been 
changed since the National Archives agreed to the previous Auditor-General recommendation to 
do so and remain a risk. (See paragraphs 2.60 to 2.105) 

Department of the Prime Minister and Cabinet 
16. The terms of reference for relevant governance committees did not include information 
management responsibilities. In February 2023, PM&C established a new internal body that has as 
one of its responsibilities to monitor the department’s implementation of the Building Trust policy. 
Key information documents recommended by the National Archives have been in draft for years. 
(See paragraphs 3.4 to 3.29) 

17. PM&C’s policies state the importance of managing digitally and that only endorsed 
records keeping systems should be used to hold official records. There are no electronic 
information management systems administered by PM&C to manage departmental material 
classified above ‘Protected’. Limited staff have access to interdepartmental systems in a Secret 
environment which are administered by the responsible departments. The Cabinet+ system is 
used by limited staff to manage Cabinet material classified above ‘Protected’. It has information 
management policies and endorsed records management systems. Shared drives remain in use 
with some controls. The effectiveness of the controls is not monitored or assessed. The main 
record keeping system has recently been upgraded to enable better appraisal and sentencing of 
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records. Development of a briefing system did not consider the implications for record keeping. 
(See paragraphs 3.30 to 3.51) 

18. PM&C’s Check-up survey response was largely accurate. Three errors were identified in 
the 2022 Check-up response to National Archives with one of these relating to inconsistent 
approaches to data reporting also occurring in previous years. PM&C does not have a systematic 
process to use the annual Check-up response to assess and guide information management, 
including implementation of the Building Trust policy in the department. (See paragraphs 3.52 
to 3.60) 

Australian National Maritime Museum 
19. The ANMM does not have enterprise-wide structures, committees, or accountabilities for 
information management. Risks to information assets are not identified and key policy documents 
are in draft or absent. There is insufficient guidance and support for ANMM staff in the use of the 
document management system. (See paragraphs 4.3 to 4.27) 

20. The use of the ANMM’s collection management system is supported by clear oversight, 
guidance and templates for staff. Training and guidance in the use of the ANMM’s electronic 
document management system is insufficient. The sentencing, disposal and transfer of 
information to the National Archives is not compliant with the requirements of the Archives Act. 
There is frequent use of shared drives to hold records. No records have ever been transferred to 
the National Archives. (See paragraphs 4.28 to 4.51) 

21. The ANMM’s Check-up survey response accurately reported that it had not transferred 
records to the National Archives. Several other parts of the ANMM’s response regarding 
information governance risk management were not accurate. (See paragraphs 4.52 to 4.57) 

Recommendations 
Recommendation no. 1  
Paragraph 2.58 

The National Archives of Australia improve the targeting of its 
engagement with entities by: 

(a) systematically collating and analysing information that 
would indicate an entity was at risk of not implementing the 
Building trust in the public record policy or the requirements 
of the Archives Act 1983; and 

(b) ensure its engagement strategy targets ‘at risk’ entities and 
assists them to implement the Building trust in the public 
record policy. 

National Archives of Australia response: Agreed. 
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Recommendation no. 2  
Paragraph 2.88 

The National Archives of Australia publish results of the annual 
Check-up survey, including position relative to other entities, on an 
ongoing basis to improve transparency:  

(a) over the progress of implementation of the Building trust in 
the public record policy by entities; and  

(b) of trends in information management maturity.  
National Archives of Australia response: Agreed. 

Recommendation no. 3  
Paragraph 2.104 

The National Archives of Australia improve its monitoring, reporting 
and assurance regarding entity implementation of the Building trust 
in the public record policy and: 
(a) further develop and improve performance measures for the 

Building trust in the public record policy that address 
identified areas of weakness in information management, 
such as sentencing and transfers; and 

(b) develop and implement risk-based measures to provide 
greater assurance that entity-provided data is accurate. 

National Archives of Australia response: Agreed. 

Recommendation no. 4  
Paragraph 3.28 

The Department of the Prime Minister and Cabinet improve its 
governance of information assets through: 

(a) finalising and maintaining up-to-date information policies 
and documents; and 

(b) identifying any specific risks to information assets and their 
use. 

Department of the Prime Minister and Cabinet response: Agreed.  

Recommendation no. 5  
Paragraph 3.59 

The Department of the Prime Minister and Cabinet establish 
arrangements to ensure the consistency and accuracy of its 
response to the National Archives’ Check-up survey. 

Department of the Prime Minister and Cabinet response: Agreed. 
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Recommendation no. 6  
Paragraph 4.26 

The Australian National Maritime Museum establish governance and 
reporting arrangements for information management consistent 
with the Archives Act 1983 and Building trust in the public record 
policy that include: 

(a) an information governance framework with clear 
accountabilities for information management; 

(b) comprehensive and up-to-date information management 
policies;  

(c) identifying specific risks to the department’s compliance 
with the Archives Act 1983; and 

(d) guidance and support to staff (such as through structured 
Australian National Maritime Museum-specific training) in 
the use of major information systems and application of 
information management policies. 

Australian National Maritime Museum response: Agreed. 

Recommendation no. 7  
Paragraph 4.50 

The Australian National Maritime Museum establish procedures to 
ensure timely and appropriate compliance with the requirements of 
the Archives Act 1983 regarding the transfer of records to the 
National Archives. 

Australian National Maritime Museum response: Agreed. 

Recommendation no. 8  
Paragraph 4.56 

The Australian National Maritime Museum establish governance 
and reporting arrangements for information management 
consistent with the Building trust in the public record policy to 
ensure the response to the National Archives’ Check-up survey 
accurately reflects information management in the Australian 
National Maritime Museum and is used to improve information 
management practices within the Australian National Maritime 
Museum. 

Australian National Maritime Museum response: Agreed. 

Summary of entity responses 
National Archives of Australia  

The National Archives of Australia welcomes the findings in the report and accepts the 
recommendations made for the agency. 

National Archives provides leadership in best practice management of the official record of the 
Commonwealth. National Archives is committed to the effective implementation of the report 
recommendations, acknowledging they will further strengthen efforts to implement and deliver 
the actions outlined in the Building trust in the public record policy and increase information 
management maturity across the Commonwealth.  
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National Archives recognises the audit commenced prior to the 2022 Check-up survey results being 
available which limited the audit team seeing evidence of how these results are utilised. National 
Archives requires the survey results to inform the development of performance measures and 
targeted engagement activities, including maturing internal processes to support these activities. For 
example, with the data now available, National Archives is establishing new bench-marks to mature 
monitoring of Commonwealth entities’ implementation of the policy and identify at risk entities.  

Department of the Prime Minister and Cabinet 

PM&C welcomes the ANAO Audit Report on the Management of Information Assets and agrees to 
the recommendations and opportunity for improvement.  

PM&C acknowledges the importance of effective management of information and had previously 
identified the need to review and update key policy documentation and ensure governance bodies 
had appropriate oversight.  

PM&C will continue to refine its governance arrangements, progress upgrades to key systems, and 
monitor the progress through its governance bodies to ensure continuous improvement.  

Australian National Maritime Museum 

ANMM welcomed the opportunity to participate in this ANAO performance audit as it is aware 
that it has not been able to prioritise information management in the last few years. ANMM 
acknowledges the ANAO’s conclusions relating to the Museum and accepts the recommendations.  

The ANAO report highlights the challenges experienced by the museum to meet its information 
management requirements within its current funding level, although it does not acknowledge the 
work underway to improvement management of information assets. Limited resources has 
resulted in a focus on safety and the core museum functions of exhibitions, programs and 
maintaining the National Maritime Collection. We note the report identified our Collection 
Management System as well managed. Maintaining this system and ensuring the veracity of the 
information stored in this system remains a key focus for the Museum. 

Policies and procedures are being updated and system upgrades are planned as resources allow. 
The ANMM is committed to improving its information management systems and has taken actions 
to improve information management practice within available resourcing.  
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Key messages from this audit for all Australian Government entities 
22. Below is a summary of key messages, including instances of good practice, which have 
been identified in this audit and may be relevant for the operations of other Australian 
Government entities. 

Policy implementation 
• High quality administration of a mandatory policy framework, such as the Building trust in the 

public record policy, requires a policy owner to use available evidence to measure the success 
of implementation and to report to government and the public on implementation progress. 
Where the progress of entity implementation is based on self-assessed or self-reported 
information, a diligent policy owner implements assurance arrangements to provide 
confidence in this information.  

• Public service stewardship is underpinned by effective records management that enables 
entities to anticipate and plan, record and measure outcomes, and learn and adapt. Effective 
records management aligned to the principle of stewardship involves entities going above 
minimal compliance with mandatory requirements and meeting the intent of the Archives Act 
1983. 
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Audit findings
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1. Background 
1.1 Well-managed government information delivers a number of benefits to the community 
including that it: 

• supports well informed policy and programs across government; 
• enables transparency and accountability, and builds trust; 
• minimises costs by minimising duplication and re-work; and 
• when preserved in the national archives, forms part of the history, identity and memory 

of Australia both before and after white settlement. 
1.2 In December 2022, the Secretary of the Department of the Prime Minister and Cabinet 
highlighted stewardship as a key responsibility for the public service, and noted the importance of 
record-keeping in effectively discharging this stewardship: 

Public service works best amid stability and accumulated intellectual capital. It implies record 
keeping so the rationale and authority of a decision is clear.3 

Role of the National Archives of Australia 
1.3 The National Archives of Australia (National Archives) was established under the Archives 
Act 1983 (Archives Act) and is a non-corporate Commonwealth entity under the Public Governance, 
Performance and Accountability Act 2013. 

1.4 The National Archives provides advice and assurance that the Australian Government has 
access to authentic, reliable and usable Commonwealth records to enable evidence-based 
decisions, provide sound advice, develop good policy, deliver programs effectively.4 The National 
Archives also facilitates access to the archival resources of the Commonwealth of Australia. 

1.5 The National Archives: 

• sets information and data management requirements for Australian Government entities; 
• ensures the Australian Government creates and keeps records of its actions and decisions 

to demonstrate accountability to the community and evidence of the integrity of the 
operations of the Australian Public Service; 

• authorises destruction of information assets with no ongoing value to government or 
community; and 

• selects and preserves the most significant records of the Australian Government and 
makes these available to government and the public as a national resource to enrich and 
inform how Australians live today and into the future.5 

 
3  Professor Glyn Davis AC, IPAA Annual Address to the Australian Public Service 2022, December 2022, 

transcript available from https://www.pmc.gov.au/news/secretary-professor-glyn-davis-ac-ipaa-annual-
address-australian-public-service-2022 [accessed 4 May 2023]. 

4 National Archives of Australia, Strategy 2030: a transformed and trusted National Archives [Internet], National 
Archives, Canberra, 2021, available from https://www.naa.gov.au/sites/default/files/2021-11/NAA-Strategy-
2030-V5_0.pdf, p. 8 [accessed 4 May 2023]. 

5 National Archives of Australia, Corporate Plan 2022–23 to 2025–26, National Archives, Canberra, 2022. 
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Building trust in the public record: managing information and data for 
government and community policy 
1.6 The National Archives’ Building trust in the public record: managing information and data 
for government and community policy (Building Trust policy) came into effect on 1 January 2021. 
The Building Trust policy is a successor policy to the Digital Continuity 2020 policy. 

1.7 The purpose of the Building Trust policy is to ‘improve how Australian Government agencies 
create, collect, manage and are able to use information assets.’6  

1.8 The Building Trust policy requires that entities: 

• manage information assets strategically with appropriate governance and reporting;  
• implement fit-for-purpose information management processes, practices and systems; 

and 
• assess their information management capability annually and report on this to the 

National Archives.7 

National Archives’ Check-up survey 
1.9 The National Archives has run annual information management surveys of Australian 
Government entities since 2011, known as ‘Check-up’ surveys. The survey is a mandatory 
requirement of the Building Trust policy and is approved by the entities’ Accountable Authorities or 
Chief Executive Officer. It is used by the National Archives to monitor the progress of Australian 
Government entities in implementing the Building Trust policy and trends in information 
management maturity and performance in managing their information assets (records, information 
and data).8 The 2022 survey was sent to 170 entities, with 165 responding, resulting in a response 
rate of 97 per cent.  

Role of entities 
1.10 The Archives Act sets obligations for the management of information assets for Australian 
Government entities. The National Archives defines the responsibilities of entities as to: 

• create and maintain full and accurate records of their business; 
• develop and implement entity-specific information and records management policies and 

procedures; 
• establish clear lines of responsibility for records management and ensure that staff are 

trained to carry out their records management responsibilities; 

 
6 National Archives of Australia, Building Trust in the Public Record: managing information and data for 

government and community, National Archives, Canberra, 2021, p. 7. 
7  ibid., p. 10. 
8 ibid., p. 13. 
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• work in consultation with the National Archives to develop records authorities9; and 
• provide adequate resources for records management activities.10 

Previous reviews and audits 
1.11 In October 2019, the Auditor-General tabled the Implementation of the Digital Continuity 
2020 Policy audit report that concluded that the National Archives had been largely ineffective in 
monitoring, assisting, and encouraging entities to meet the targets of the policy.11 The ANAO made 
five recommendations to the National Archives in regard to the Digital Continuity 2020 policy and 
successor policies to improve its: 

• arrangements to guide implementation as a coordinated program of work; 
• stakeholder engagement and communication with entities; 
• risk management; 
• monitoring, evaluation and performance measures; and 
• assurance on the accuracy of reported data on entity progress. 
1.12 The Joint Committee of Public Accounts and Audit (JCPAA) reviewed the ANAO’s report in 
its Report 492: Governance in the Stewardship of Public Resources and recommended the ANAO 
undertake a follow-up audit of the National Archives’ implementation of the Building Trust policy.12 
The JCPAA also recommended that the National Archives report back to it on several matters (see 
Appendix 4). 

Rationale for undertaking the audit 
1.13 Well-managed information assets play a vital role in Australian Government business. 
Australian Government entities must be able to appropriately identify, categorise, store, and manage 
all information assets created, collected, received, and retained as part of government business. 

1.14 This audit will provide assurance to Parliament on the effectiveness of National Archives’ 
oversight and support of the Building Trust policy; the National Archives’ implementation of 
recommendations from the ANAO and JCPAA in regard to the previous Digital Continuity 2020 
policy; and the extent to which selected entities’ management of information assets is consistent 
with the new Building Trust policy. 

 
9 A records authority is a legal instrument that allows entities to make decisions about keeping, destroying or 

transferring Australian Government records. Records authorities are used to determine how long to keep 
records and provide permission for the destruction of records once this time has passed. 

 See https://www.naa.gov.au/information-management/records-authorities. 
10  National Archives of Australia, Responsibilities of the National Archives and Australian Government Agencies 

[Internet], National Archives, Canberra, available from https://www.naa.gov.au/information-
management/information-governance/responsibilities-national-archives-and-australian-government-agencies 
[accessed 25 April 2023]. 

11 Auditor-General Report No.11 of 2019–20 Implementation of the Digital Continuity 2020 Policy, pp. 10–11. 
12 Parliament of Australia, Joint Committee of Public Accounts and Audit, Report 492: Governance in the 

Stewardship of Public Resources, 2022. 
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Audit approach 

Audit objective, criteria and scope 
1.15 This audit examined the effectiveness of the National Archives of Australia’s implementation 
of the Building Trust policy and selected entities’ management of information assets (records, 
information and data).  

1.16 To form a conclusion against the objective, the ANAO adopted the following high-level 
criteria. 

• Is the National Archives of Australia effectively implementing the Building Trust policy? 
• Has the Department of the Prime Minister and Cabinet established arrangements to 

effectively manage its information assets? 
• Has the Australian National Maritime Museum established arrangements to effectively 

manage its information assets? 
1.17 The implementing entities were selected to provide insight into the challenges and 
opportunities faced by ‘mainstream’ departments and by smaller, cultural agencies. 

Audit methodology 
1.18 The audit methodology included: 

• a review of documentation held by the National Archives and the selected entities relating 
to the Building Trust policy and management of information assets; 

• analysis of the selected entities’ annual Check-up survey responses and of whole-of-
government data held by the National Archives; 

• analysis of relevant entities’ training records; 
• meetings with relevant staff within the National Archives and the selected entities; and 
• examination of relevant records management systems in the selected entities. 
1.19 The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO 
of approximately $316,743. 

1.20 The team members for this audit were Charterpoint, Sam Khaw and Corinne Horton. 
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2. National Archives of Australia  
Areas examined 
This chapter examines whether the National Archives of Australia (National Archives) established 
effective governance, monitoring and evaluation arrangements to deliver and support entities to 
implement the Building trust in the public record: managing information and data for government 
and community policy (Building Trust policy). 
Conclusion 
The National Archives’ arrangements to plan, oversee and manage implementation of the policy 
are partly effective. It has established internal governance arrangements to manage 
implementation including a project board and project, risk, monitoring and stakeholder 
engagement plans. Planned deliverables were largely achieved in a timely way. A previous 
recommendation of the Auditor-General to improve assurance of entity reporting to National 
Archives has not been implemented. There is little verification of entity reports and the audit 
found errors in these reports. This reduces the reliability of the National Archives’ assessment of 
progress and reporting to Australian Government ministers and other stakeholders. There is no 
performance measure in place to monitor entity compliance with a key, mandatory policy and 
legislative requirement for entities to transfer ‘retain as national archives’ information assets as 
soon as practicable, or within 15 years of creation, to the care of the National Archives and there 
is evidence that this requirement is not being met. Engagement with entities could be better 
targeted by collating and analysing available data to identify ‘at risk’ entities. 
Areas for improvement 
The ANAO made three recommendations aimed at improving the identification and targeting of 
its engagement efforts toward those entities most at risk of not implementing the policy, 
targeting its performance measures toward areas of identified weakness in entity information 
management, and improving assurance that entity-provided data is accurate. The ANAO also 
identified opportunities for improvement for the National Archives to strengthen its oversight of 
the implementation of the Building Trust policy, target engagement with key stakeholders, 
improve its awareness of entity views, and review and align performance measures. 

2.1 This chapter assesses whether the National Archives established fit-for-purpose 
arrangements to deliver and support entities to deliver the Building Trust policy. Such arrangements 
include: 

• internal arrangements to support implementation of the Building Trust policy; 
• supporting entity compliance with the Building Trust policy; and 
• effective monitoring, evaluation and reporting arrangements, including providing 

assurance on the accuracy of reported data on entity progress in their implementation of 
the Building Trust policy. 

2.2 Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 Policy 
concluded that the National Archives had not developed an effective implementation strategy and 
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had not maintained appropriate governance, oversight, and reporting requirements for the Digital 
Continuity 2020 policy.13 

2.3 The report made five recommendations to the National Archives regarding the Digital 
Continuity 2020 policy and any successor policies addressing internal arrangements to administer 
the policy, risk management planning, stakeholder engagement and communication arrangements, 
monitoring and evaluation of policy implementation, and assuring quality of entity-reported data 
on progress. 

2.4 This audit also examines the extent to which the National Archives implemented the 
recommendations of Auditor-General Report No.11 2019–20 Implementation of the Digital 
Continuity 2020 Policy. 

Has the National Archives of Australia established fit-for-purpose 
arrangements to support implementation of the Building Trust policy? 

The National Archives developed a Project Management Implementation Management Plan in 
2020 supported by a monitoring, evaluation and reporting framework and plan; and a risk 
management plan and register. The National Archives has delivered guidance and support 
planned to assist agencies with implementation. There are elements that could be improved, 
particularly relating to ensuring that project progress is monitored and reported to senior fora. 

Implementation planning 
2.5 The National Archives designed the implementation of the Building Trust policy as a project 
with three phases. 

• Phase 1 from 2019 to 2020 — the design of the policy. 
• Phase 2 from 2020 to 2021 — the finalisation and launch of the policy. 
• Phase 3 from 2021 to 2025 — the implementation of the policy. 
2.6 This audit focuses on Phase 3, which includes the ongoing implementation of the policy for 
the remainder of its life. 

2.7 In December 2020, the National Archives established a Project Implementation 
Management Plan (Implementation Plan) for Phase 3 to: 

guide effective delivery of the policy for the period it is formally in effect… and ensure the 
recommendations of the 2019 ANAO audit into the implementation of the Digital Continuity 2020 
Policy (to 31 December 2020) are appropriately applied. 

2.8 The Implementation Plan summarised the nine ‘key deliverables’ through which the project 
is to be carried out, timeframes, stakeholders, and the assigned roles and responsibilities.  

2.9 The National Archives’ Program and Project Management Framework describes the 
National Archives’ approach to managing programs and projects. The Implementation Plan aligned 
with this guidance. 

 
13 Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 Policy, paragraph 11. 
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2.10 The ANAO assessed National Archives’ progress to December 2022 against the deliverables 
outlined within the Implementation Plan (see paragraph 2.8). The ANAO’s assessment is 
summarised in Table 2.1. 

Table 2.1: The National Archives’ delivery against the implementation plan 
Deliverable ANAO Assessment 

Supporting tools and advice to 
support uptake of policy 
requirements by agencies. 

New or revised supporting tools, advice, and guidance documents 
were developed. Progress with this deliverable was reported to 
each meeting of the Project Board, consistent with the forecast 
public release schedule. 

Website content to support policy 
implementation. 

Website pages were created, including one that aligns tools and 
guidance to the structure of the Building Trust policy actions. 

Annual publicly released schedule 
of delivery dates for products and 
advice. 

Public Release Schedule 1 that ended 30 June 2021 was 
delivered; Public Release Schedule 2 for 2021–22 and 2022–23 
were delivered. 

Reporting on policy 
implementation to the minister in 
line with PBS commitments. 

Portfolio Budget Statements for 2021–2022 and 2022–23 provide 
evidence of the National Archives’ external reporting requirements 
for the policy implementation and information management 
maturity under Outcome 1. 

Check-up survey and related 
reporting. Including input into the 
design from 2022. 

The project team and Project Board had input into the design of 
the Check-up survey through internal National Archives 
processes.  

Proactive engagement and 
promotion of policy with 
government. 

Activities such as Government Agencies Information Network 
(GAIN) forums and communications with agencies have been 
implemented. See paragraph 2.28. 

Proactive engagement and 
promotion of policy with 
Commonwealth agencies. 

Activities such GAIN forums and communication with agencies 
have been implemented. See paragraph 2.28. 

Management of feedback 
received. 

Occurring as part of on-going feedback processes. See 
paragraph 2.35. 

Policy review after the initial 12 
months (end of 2021) and the 
final year of the policy to 
determine if the policy should be 
extended or replaced. 

The National Archives’ Monitoring, Evaluation and Reporting 
Framework and Implementation Plan for the Building Trust policy 
included a ‘gateway’ review to be conducted 12 months after the 
policy commenced. The review was completed in October 2022, 
with the delay attributed to competing priorities. 

Note Per the National Archives’ website, ‘GAIN or GAIN Australia is a national network supporting agency 
information and records managers in the Australian Government… membership of GAIN is restricted to 
Australian Government agency employees.’ From the National Archives of Australia, GAIN Australia [Internet], 
NAA, available from www.naa.gov.au/information-management/gain-australia [accessed on 2 May 2023]. 

Source: National Archives of Australia, Project Implementation Plan (Phase 3) and ANAO analysis of delivery at 
December 2022. 

2.11 At December 2022, the National Archives had largely completed delivery against the 
implementation plan in a timely way, with the exception of the Policy review, which was delivered 
seven months later than originally planned. 

Implementation oversight and reporting 
2.12 In January 2021, the National Archives established internal project governance 
arrangements to oversee and guide its implementation of the Building Trust policy. 
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2.13 These governance arrangements included: 

• a project board responsible for ‘high level oversight, guidance and direction’14; 
• a project sponsor at Assistant Secretary level responsible for the approval of governance 

and public release schedules and documentation; and 
• a project team responsible for undertaking actions for project implementation. 
2.14 The relationship of these new bodies to each other and to the existing National Archives 
governance structure such as the National Archives’ Executive Board and Project Assurance 
Committee (PAC) is shown in Figure 2.1. 

Figure 2.1: National Archives' governance structure for the Building Trust policy 

Project Assurance 
Committee (and Audit and 

Risk Committee as 
applicable)

Project Assurance

National Archives of Australia 
Executive Board
Approving body

Project Sponsor
Owner of project

Project Board
Strategic project 

oversight

Project Manager
Project Team

Implementation of policy

 
Note: Dark blue items are ongoing National Archives governance bodies, light blue are those established to guide 

implementation of the Building Trust policy. 
Source: National Archives documents. 

2.15 The new arrangements included a project reporting schedule consisting of: 

• quarterly reports to the Project Board; 
• bi-annual reports to the National Archives’ PAC;  
• reporting to the National Archives’ Executive Board in January and June each year; and 
• presentations as required to the National Archives’ Audit and Risk Committee (ARC). 
2.16 The project governance reporting arrangements were generally implemented. There were 
quarterly reports made to the Project Board. Reporting to the PAC occurred until April 2021 when 
the PAC agreed the project became business-as-usual and did not need to report to it further. 
Reporting to the ARC was not required and did not occur. Reporting to the National Archives’ 
Executive Board was limited to a single report in 2022 as opposed to the bi-annual requirements 
set out in the project reporting schedule. 

 
14 The Project Board meets quarterly to review progress and project risks and is chaired by the Director of 

Government Information Policy and Standards. Project Board members include representatives from within 
the National Archives contributing to the implementation of the policy. 



 

 
Auditor-General Report No. 44 2022–23 
Management of Information Assets 
 
24 

Opportunity for improvement 

2.17 There is an opportunity for the National Archives to strengthen its oversight of the 
implementation of the Building Trust policy by ensuring alignment between planned and actual 
reporting on progress to the Executive Board. 

Implementation risk management 
2.18 The National Archives’ Risk Management Framework and Policy (the risk framework) states 
that ‘Generally National Archives accepts medium level of risk for projects and activities which 
represent opportunities for better outcomes for us and our stakeholders’. It also states that where 
a risk is rated ‘High’, the National Archives should consider ‘suspending/ending activity OR 
implementing additional controls to manage or mitigate’, and that mitigation actions must be 
implemented with Executive Board approval. 

2.19 In February 2021, after the release of the Building Trust policy, the National Archives 
established a risk management plan for the policy. The risk management plan outlines the roles and 
responsibilities for risk management for the project, the risk appetite for the project to accept 
moderate to high level risks, and the reporting of risks. 

2.20 The risk management plan is supported by a risk register that summarises all project risks, 
assigns responsibilities for those risks, and describes risk treatments. The risk register is reviewed 
by the Project Board quarterly and updated as required. As at December 2022, the project risk 
register included 13 risks, four of which were identified as ‘high’. The four ‘high’ rated risks and the 
extent to which their treatment was consistent with the National Archives’ risk framework are set 
out in Table 2.2. 

Table 2.2: The National Archives’ identification of high risks to the delivery of the 
Building Trust policy 

Risk # 
(in Risk 
Register) 

Risk Identified Treatment and 
actions 

ANAO analysis and consistency 
with the National Archives’ risk 
framework 

5 The National Archives does not 
provide enough resources to 
support the successful delivery 
of the policy project in 
accordance with the 
implementation plan and public 
release schedules. 

Has a 
treatment plan 

Consistent with the National Archives’ 
risk framework as there is further 
treatment of the high risk. 

7 The National Archives is unable 
to deliver highly complex 
technical advice and other 
products due to the lack of 
experienced and qualified/skilled 
information and (digital and 
analogue) data management 
personnel. 

Does not have 
a treatment 
plan — no 
action assigned  

Inconsistent with the National 
Archives’ risk framework as there is 
no further treatment of the high risk 
(see paragraph 2.18). 
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Risk # 
(in Risk 
Register) 

Risk Identified Treatment and 
actions 

ANAO analysis and consistency 
with the National Archives’ risk 
framework 

11 External events that are 
catastrophic or cause disruption 
that impact on the ability of 
internal and external 
stakeholders to meet their 
obligations at all or in a timely 
manner. 

Does not have 
a treatment 
plan — no 
action assigned 

Inconsistent with the National 
Archives’ risk framework as there is 
no further treatment of the high risk 
(see paragraph 2.18). 

12 Authority and responsibility for 
data is removed from the 
National Archives' policy 
definition of Information Asset. 

Has a 
treatment plan 

Consistent with the National Archives’ 
risk framework as there is further 
treatment of the high risk. 

Source: ANAO analysis of National Archives documents. 

2.21 The risk register does not include a risk that entities’ reporting may be inaccurate. The 
importance and partial realisation of this risk is discussed at paragraph 2.103. 

2.22 At the time of audit fieldwork in December 2022 the National Archives’ risk management 
arrangements for the implementation of the Building Trust policy were inconsistent with the 
broader National Archives’ risk management framework in three ways. 

• The risk appetite in the Building Trust policy risk management plan was assessed as 
moderate to high (see paragraph 2.19). The National Archives’ risk management 
framework states the appetite for risk for projects and activities is medium. 

• Two of four high risks in the risk register had no further treatments. 
• Mitigation actions for high risks had not been submitted to the National Archives’ 

Executive Board for approval as required. 
2.23 In April 2023, the National Archives reviewed and reassessed the risk register. All high risks 
were consolidated and either removed or downgraded to medium risk, due to the re-assessed 
likelihood or consequence. 

Does the National Archives of Australia have effective arrangements 
to support entity compliance with the policy? 

The National Archives has developed and implemented a stakeholder engagement and 
communication strategy with mechanisms for communication with stakeholders. The planned 
program of activities was delivered. The strategy identifies entity Chief Information Officers and 
Chief Information Governance Officers as key stakeholders. There are no specific engagement 
actions for this group in the strategy. The National Archives has available a range of information 
sources regarding entities’ management of information assets and compliance with the 
Archives Act. There is no process to collate and analyse these sources to enable the National 
Archives to target support and engagement toward entities at risk of not implementing the 
Building Trust policy. 
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Stakeholder engagement 
2.24 The National Archives provides guidance, tools and advice to support entities’ 
implementation of the policy, and to assess entities’ performance in managing information assets. 
Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 Policy found 
that the National Archives had no communication or stakeholder engagement strategy in place.15 

Stakeholder engagement and communications planning 

2.25 In August 2020, the National Archives developed a stakeholder engagement and 
communications plan for Phase 3 (the stakeholder plan). The purpose of the stakeholder plan is to 
ensure stakeholders are ‘aware of the policy, understand its requirements, and that agency 
stakeholders know how to access advice and support to enable its implementation’. The 
stakeholder plan describes each stakeholder’s interests, the National Archives’ desired engagement 
level, and engagement method. 

2.26 The stakeholder plan identifies six primary stakeholder categories: internal National 
Archives policy stakeholders; project governance stakeholders; Australian Government agencies; 
stakeholders involved in external consultation and advice; professional associations; and the 
government and community. 

2.27 The intended outcomes of the stakeholder plan include that Australian Government 
agencies:  

• have a clear understanding of the policy requirements and targets; 
• understand how to access tools and advice to assist them with their policy 

implementation; 
• are confident the policy will help improve their business outcomes and drive best practice 

in their business through more effective digital information management; and 
• managers recognise the value of digital information management to entity business and 

support the entity’s progress towards meeting the policy targets. 

Delivery of engagement and communication activities 

2.28 The plan sets out the proposed stakeholder communications activities, stakeholder group 
to be targeted, and the timeframes for activity. The extent to which the National Archives 
implemented the planned activities is set out in Table 2.3. 

Table 2.3: Summary of implementation of the National Archives’ engagement activities 
Activity Implementation 

Website updates The National Archives maintains a register of web pages relevant to 
the Building Trust policy and has updated pages as needed. 

Awareness campaigns Communications to agencies regarding launch of the policy, 
presentations to Government Agency Information Network (GAIN) 
forums, media articles and releases. 

Information awareness month Conduct of seminar/events and publicity for Information Awareness 
Month 2021 and 2022. 

 
15 Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 Policy, paragraph 8. 
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Activity Implementation 

GAIN forums, presentations and 
e-bulletins 

Eight GAIN forums with presentations by the National Archives 
were held from March 2021 to March 2023. 
GAIN e-bulletins are issued monthly. 

SES Round Table The Round Table met five times from August 2019 to August 2020. 

Agency advisory group The membership of this group is self-nominated and meets 
approximately quarterly. There are 26 members on the group email 
distribution list and up to 15 members have attended the quarterly 
meetings. 

Source: ANAO analysis of National Archives documents. 

Engagement with Chief Information Governance Officers and Chief Information Officers 

2.29 Chief Information Governance Officers (CIGOs) and Chief Information Officers (CIOs) 
exercise leadership roles within agencies regarding information management. The stakeholder plan 
identifies CIGOs and CIOs as a primary stakeholder category and states that communication 
activities for CIGOs and CIOs are ‘to be determined’. 

2.30 The activities in Table 2.3 included CIGOs and CIOs stakeholders such as: 

• updates at GAIN forums and via monthly GAIN e-bulletins; and 
• direct notifications from the National Archives to CIOs in January 2021, introducing and 

explaining the policy. 
2.31 Much of the activity targeted at CIGOs and CIOs occurred prior to the launch of the Building 
Trust policy. 

2.32 The National Archives largely delivered against planned communication and engagement 
activities with entities. There is no specific engagement strategy or focus on CIGOs or CIOs as 
identified in the stakeholder plan. 

Opportunity for improvement 

2.33 There is an opportunity for the National Archives to improve entity commitment to 
implementing the Building Trust policy through targeted engagement with CIGOs and CIOs on an 
ongoing basis. 

Measuring stakeholder engagement effectiveness 

2.34 The stakeholder plan states that: 

The effectiveness of stakeholder management and communications as outlined in this plan will be 
evaluated as part of regular project and risk assurance activities. 

2.35 The Monitoring, Evaluation and Reporting Implementation Plan (MERIP) for the Building 
Trust policy (see paragraph 2.62) lists the following activities to evaluate or gather feedback on 
engagement-related activities, and overall entity awareness and views on the Building Trust policy: 

• analyse data from the Agency Service Centre (ASC) such as number of enquiries, entity 
name, topic, and any direct policy link; 

• harvest and analyse data about entity visits to the pages and products published on the 
National Archives’ website; 
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• conduct snapshot surveys of Agency Advisory Group (AAG) to obtain timely data on use of 
products released on webpages; 

• obtain data from policy-related webpage visits; 
• obtain data from ASC enquiries linked to the Building Trust policy; 
• snapshot survey results, web sourced data, ASC enquiries are trending positively in last 12 

months of policy; 
• evaluate entity comments during meetings; and 
• during the project, [whether] external entity access and download the resources through 

the National Archives website. 
2.36 The Department of Finance’s Resource Management Guide No. 131 Developing good 
performance information indicates performance measures must relate to and align with the 
objectives of the entity or activities being monitored. Measures should address outputs, efficiency 
and effectiveness.16 

2.37 The evaluation activities listed in the Building Trust policy MERIP are largely existing or 
planned sources of information to inform judgements about the performance of the stakeholder 
activities. There is no explicit link to the intended outcomes of the stakeholder plan (see 
paragraph 2.27). There are no performance indicators for assessing the achievement or 
implementation and impact of the stakeholder plan. 

Check-up survey feedback 

2.38 The 2022 Check-up survey (see paragraph 1.9) was sent to 170 entities, with 165 responding, 
resulting in a response rate of 97 per cent. Among other things the survey asked entities about their 
use of and views about the products and advice provided by the National Archives to assist them to 
implement the Building Trust policy. Of the 165 entities responding: 

• one hundred and five (64 per cent) said they had used the products; 
• fifty-five (33 per cent) provided feedback; and 
• thirty-two (20 per cent) provided suggestions for new products or advice to support 

implementation of the policy. 
2.39 The Check-up questions asked only for ‘free-text’ responses and did not provide a ranking 
or scale which would allow entities to provide ratings or analysis of the percentage of stakeholders 
that consider an activity is or activities are making a positive impact. Resource Management Guide 
No. 131 Developing good performance information states that a good performance measure will 
often have both quantitative and qualitative dimensions.17 The absence of rating scales in questions 
limits the ability to quantitatively benchmark and compare views across entities or portfolios, and 

 
16  See Department of Finance, Resource Management Guide No. 131 Developing good performance information 

[Internet], Department of Finance, Canberra, 2015, available from 
https://www.finance.gov.au/government/managing-commonwealth-resources/developing-good-
performance-information-rmg-131/performance-measures-relate-directly-one-or-more-purposes-or-key-
activities [accessed 23 March 2023]. 

17  Department of Finance, Resource Management Guide No. 131 Developing good performance information p. 
29 [Internet], Department of Finance, Canberra, 2015, available from 
https://www.finance.gov.au/government/managing-commonwealth-resources/developing-good-
performance-information-rmg-131/performance-measures-relate-directly-one-or-more-purposes-or-key-
activities [accessed 23 March 2023]. 
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over time. This also limits the ability to target engagement effort and messages to entities or sectors 
most at risk of not implementing the Building Trust policy. 

Opportunity for improvement 

2.40 There is an opportunity for the National Archives to improve its awareness of entity views 
and priorities and develop performance measures for the impact of its engagement activities. 
Development of quantitative measures and benchmarks of stakeholder understanding and 
satisfaction, based on rating scales for questions that relate to the outcomes of the stakeholder 
engagement plan would allow a structured and quantitative analysis of the extent to which 
engagement outcomes are being achieved. 

Targeting engagement activities 
2.41 Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 Policy 
found that the National Archives had no formal process to identify entities that were experiencing 
difficulties in implementing the policy and provide targeted assistance. 

2.42 The September 2021 summary report provided to the minister18 on the 2021 Check-up 
survey results noted the ‘potential opportunities to target assistance and support to agencies with 
the most scope for improvement.’ 

2.43 The National Archives has identified groups or sectors of entities where information 
management maturity is relatively lower. For example, the public summary report on the 2020 
Check-up survey found that ‘the lowest maturity scores were amongst agencies with cultural or 
heritage and smaller operational functions’. Conversely, entities with specialist, scientific or 
regulatory functions had the highest maturity scores on average. 

2.44 The National Archives has a variety of information available that would assist it to target its 
engagement including: 

• identifying low-scoring entities in the Check-up survey; 
• analysing enquiries made to the National Archives for assistance or information;  
• the volume and frequency of entity transfers of information to the National Archives; and  
• Auditor-General reports. 
2.45 These sources of information and how this information currently assists the National 
Archives in targeted activities are examined below. 

Identifying low-scoring entities from Check-up data 

2.46 The National Archives identifies entities reporting lower maturity in the annual Check-up 
survey. Following the 2021 Check-up survey, the National Archives identified and contacted 43 
entities with low scores and offered to work with the entity to improve its information management 
maturity. Eleven entities responded in writing and there was additional engagement with a further 
three entities.  

 
18 In September 2021, the National Archives was within the Attorney-General’s portfolio; the report was 

provided to the Attorney-General of Australia as the responsible minister. 
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Analysing entity enquiries 

2.47 Entities can seek assistance on information management from the National Archives via: 

• the ‘Agency Service Centre’ (ASC) by email or online; 
• attending or contacting online the Government Agencies Information Network (GAIN). 

GAIN is supported by the National Archives and is a national network for information and 
records managers in the Australian Government; or 

• direct contact to National Archives staff. 
2.48 ASC data could provide insights into the effectiveness of engagement-related activities and 
entity capabilities. During 2022, 11 reports were run on enquiries received during the previous 
month and reviewed by the section managing the system. The reports are run manually, and the 
frequency of reports depended on the availability of staff. Reports are made available to other staff 
on request and are located within the internal document management system. However, the 
reports were not routinely circulated to other parts of the National Archives, such as the team 
responsible for the Building Trust policy. There was no longitudinal analysis or summary prepared 
that might support and inform implementation of the Building Trust policy or identification of ‘at-
risk’ entities. 

2.49 Entity enquiries made directly to National Archives staff are not tracked or recorded in the 
central request management system (RefTracker). Such direct enquiries are required to be recorded 
in the National Archives’ internal document management system. RefTracker only includes around 
a third of all inquiries received by the National Archives. Information about interactions with entities 
is sourced from both systems when required. 

Monitoring and analysing transfers by entities 

2.50 In 2019, the National Archives identified that 41 out of 165 entities that responded to the 
Check-up survey had not transferred records to it within the previous 10 years. Such absence of 
records transfer is one indicator that an entity may require assistance to comply with its legislated 
obligations. There was no evidence of follow-up action taken in regard to the entities that had not 
transferred, such as the Australian National Maritime Museum (see Chapter 4). 

Monitoring Auditor-General reports 

2.51 The MERIP for the Building Trust policy states: 

We will monitor the ANAO reports that relate to information management (records, information 
and data) and then we will evaluate if any follow-up action is required. 

2.52 The National Archives provided examples of where it has followed up on Auditor-General 
reports and offered assistance to entities. 
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2.53 Several recent Auditor-General reports have highlighted gaps in entity record keeping 
practices.19 These gaps are identified in the context of a particular program or function being 
audited and do not specifically address the system — or entity-wide management of information 
assets as addressed in the Building Trust policy. Follow-up by the National Archives on Auditor-
General report recommendations may therefore not inform the National Archives of broader, 
systemic information challenges in an entity. 

2.54 The MERIP further states: 

The National Archives cannot conduct official audits of agencies. We will rely on actions of the 
Australian National Audit Office (ANAO). The ANAO has the legislative authority to audit agency 
performance and compliance with record keeping standards and good practice and publicly report 
on findings and recommendations. 

2.55 Under section 9 of the Archives Regulations, the National Archives has the ability to request 
information relating to Australian Government records in a Commonwealth institution’s custody. 
The Archives Regulations state that the institution must comply with such requests. The Check-up 
survey advises entities of this section and the powers it gives the National Archives. 

2.56 National Archives advised that the Director-General has not used or contemplated the use 
of the power set out in section 9 and there has not been a circumstance where it has had to formally 
invoke the use of section 9. There is no policy or guideline in place to guide the use of this power. 

2.57 The National Archives has available a range of information sources regarding entities’ 
management of information assets and compliance with the Archives Act and has legislated powers 
to request information from entities. The National Archives has no formal process to collate and 
analyse these data to target support and engagement toward entities that are at most risk of not 
implementing the Building Trust policy. 

Recommendation no. 1 
2.58 The National Archives of Australia improve the targeting of its engagement with entities 
by: 

(a) systematically collating and analysing information that would indicate an entity was at 
risk of not implementing the Building trust in the public record policy or the requirements 
of the Archives Act 1983; and 

(b) ensure its engagement strategy targets these ‘at risk’ entities and assists them to 
implement the Building trust in the public record policy. 

National Archives of Australia response: Agreed. 

 
19 These include Auditor-General Report No.17 2022–23 Department of Agriculture, Fisheries and Forestry’s 

cultural reform; Auditor-General Report No.1 2022–23 Award of funding under the Building Better Regions 
Fund; Auditor-General Report No.6 2021–22 Management of the Civil Maritime Surveillance Services Contract; 
Auditor-General Report No.30 2021–22 Procurement by the National Capital Authority; Auditor-General 
Report No.42 2021–22 Procurement of Delivery Partners for the Entrepreneur’s Programme; Auditor-General 
Report No.39 2020–21 COVID-19 Procurements and Deployments of the National Medical Stockpile; Auditor-
General Report No.36 2020–21 Indigenous Business Australia’s Business Support and Investment Activities; 
and Auditor-General Report No.47 2020–21 Administration of Commuter Car Park Projects within the Urban 
Congestion Fund. 
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2.59 National Archives appreciates the value continuous improvement of its engagement 
activities with entities has on effectively implementing the Building trust in the public record 
policy. National Archives will further refine and identify new stakeholder engagement activities 
that target at-risk entities, including better ways to systematically collate and analyse information 
to efficiently indicate in an entity is at-risk to ensure early engagement. 

Does the National Archives of Australia have effective monitoring, 
evaluation and reporting arrangements including providing assurance 
on the accuracy of reported data on entity progress? 

The National Archives has evaluation and performance monitoring documentation to support 
the evaluation and monitoring of the Building Trust policy. The National Archives is yet to 
develop performance measures for the mandatory elements of the Building Trust policy. 
Assurance and verification arrangements over the accuracy of entity reporting have not been 
changed since the National Archives agreed to the previous Auditor-General recommendation 
to do so and remain a risk. 

2.60 Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 Policy 
found that the National Archives did not design monitoring and evaluation arrangements 
appropriately and that the measures selected by the National Archives to assess performance in the 
roll-out of the policy required improvement.20 

2.61 The National Archives agreed to recommendations for the National Archives to improve 
monitoring and evaluation arrangements, including performance measures, and to undertake 
appropriate assurance of entity-reported data. 

Monitoring and evaluation arrangements 
National Archives’ approach to monitoring and evaluation of the Building Trust policy 

2.62 The National Archives’ approach to monitoring, evaluating and reporting on the Building 
Trust policy is outlined in three documents: 

• the Project Implementation Plan (see paragraph 2.7); 
• the Monitoring, Evaluation and Reporting framework for the Building Trust policy (see 

paragraph 2.35); and 
• a Monitoring, Evaluation and Reporting Implementation Plan (MERIP) for the Building 

Trust policy. 
2.63 The relationship and purpose of these documents are shown in Figure 2.2. 

 
20 Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 policy, paragraph 15. 
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Figure 2.2: Overview of National Archives documents related to the monitoring and 
evaluation of the policy 

Implementation Management Plan objectives for monitoring and evaluation:

‘to enable assessment and reporting of the National Archives’ delivery of the policy, the 
implementation of the policy and its actions by agencies, and the extent to which the policy has 

achieved its over-all purpose or stated objectives.’

Monitoring, Evaluation and Reporting Framework:

Outlines the approach taken by the project team after a review to ensure:
1) The National Archives delivers the policy;
2) Agencies are supported by the National Archives to implement and maintain the 17 BTPR policy 

actions; and
3) The overall success of the policy against its high-level outcomes and intended impact.

Monitoring, Evaluation and Reporting Implementation Plan

The three deliverables are:
1) To measure the progress and effectiveness of National Archives’ policy delivery – because of 

our focus on supporting Commonwealth agencies to implement the policy.
2) To measure the progress and effectiveness of agencies in implementing and maintaining the 

policy – through the policy actions.
3) To measure the success of the policy in achieving its intended outcomes – and the broader 

impact of the policy.
 

Source: ANAO reproduction of National Archives documents. 

2.64 The MER framework was drafted in December 2020, prior to the Building Trust policy being 
issued.21 The MER framework was formally approved by the Assistant Director-General in June 2021 
and updated four times from 2021 to 2022 to focus on the implementation phase and in response 
to internal feedback. 

2.65 The MER framework states that the National Archives will ‘assume that agencies accurately 
report their progress and achievements in every Check-up survey’. 

 
21  Department of Finance, Resource Management Guide No. 131 Developing good performance information 

[Internet], Department of Finance, Canberra, 2015, available from 
https://www.finance.gov.au/government/managing-commonwealth-resources/developing-good-
performance-information-rmg-131/performance-measures-relate-directly-one-or-more-purposes-or-key-
activities [accessed 23 March 2023]. 
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2.66  In an evaluation, ‘deliverables’ are tangible outputs over which management has direct 
control. The ‘deliverables’ defined in the MERIP are more properly considered as objectives. 

Performance measures for implementation of the Building Trust policy 

2.67 Section 27A of the Public Governance, Performance and Accountability Rule 2014 requires 
the accountable authority of an entity to measure and assess the performance of the entity in 
achieving its purposes.22 

2.68 The MERIP for the Building Trust policy lists performance measures for the implementation 
of the policy, including that: 

• By 2024: 75 per cent of agencies [have] reported that they have implemented 9 or more 
policy actions as measured by Check-up surveys; 

• By end of project 2026: 100 per cent of agencies [have] reported that they have 
implemented all policy actions as measured by Check-up surveys; and 

• One hundred per cent of Check-up survey responses confirm the Building Trust policy is 
incorporated within agencies. 

2.69 The MERIP was approved before the National Archives’ Corporate Plan 2022–23 to 2025–26 
(Corporate Plan) was finalised. The Corporate Plan includes a planned performance measure: 
‘Percentage of agencies who have implemented the requirements of the Building trust in the public 
record policy’. This measure is not included in the National Archives’ MERIP and the National 
Archives advised the alignment of the measures would be considered in developing the next 
Corporate Plan. 

2.70 Appendix 3 contains the summary 2022 Check-up survey results for all entities. 

Opportunity for improvement 

2.71 There is an opportunity for the National Archives to review and align performance 
measures in the MERIP for the Building Trust policy and the National Archives’ Corporate Plan to 
simplify and support consistent reporting of achievements. 

Monitoring the transfer of ‘retain as national archives’ information assets to the 
National Archives 
Building Trust policy requirements for the transfer of records to the National Archives  

2.72 Action 14 of the Building Trust policy is a mandatory requirement for entities to transfer 
‘retain as national archives’ information assets as soon as practicable, or within 15 years of creation, 
to the care of the National Archives. This mandatory action reiterates section 27 of the Archives Act 
under which Australian Government entities are required to transfer selected information and 
records with ongoing archival value, known as ‘Retain as national archives (RNA)’, to the National 

 
22  Public Governance, Performance and Accountability Rule 2014. 

Also see Department of Finance, Resource Management Guide No. 131 Developing good performance 
information [Internet], Department of Finance, Canberra, 2015, available from 
https://www.finance.gov.au/government/managing-commonwealth-resources/developing-good-
performance-information-rmg-131/performance-measures-relate-directly-one-or-more-purposes-or-key-
activities [accessed 23 March 2023]. 
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Archives for preservation and access. The Act requires that this transfer is to be done as soon as 
practicable, or within 15 years of the record coming into existence. 

2.73 RNA records are categories of records that have been identified in a records authority23 and 
are no longer used on a regular basis. 

2.74 The ANAO examined the arrangements in place to monitor progress with Action 14 as: 

• the transfer of RNA records is a legislative requirement24; 
• analysis of previous Check-up surveys conducted by the survey provider, ORIMA, 

identified disposal of records (including sentencing and transfer of information assets to 
the National Archives) as an area for considerable scope for improvement, with 34 per 
cent of entities recording inadequate maturity in this area; and 

• the mandatory Action 14 was therefore included in the Building Trust policy to address 
this low maturity. 

2.75 Before a record can be transferred, entities must first appraise the record against the 
relevant records authority to decide if it should be transferred or destroyed. This process is known 
as ‘sentencing’. 

2.76 Check-up survey data indicates a rapid increase in digital information and records held in 
entities awaiting sentencing, known as the 'digital deluge'. Although the quality and consistency of 
the data collected has varied over time, the National Archives advised that: 

• the volume of digital records held by entities has grown on average by 328 per cent a year, 
from 51 Terabytes in 2013, to over 314,000 Terabytes in 2022; and  

• the proportion of records held by entities reported as ‘unsentenced’ rose from 69 percent 
in 2019 to around 93 per cent in 2022.  

2.77 Over time, this trend may represent a risk to the comprehensiveness of the National 
Archives. The National Archives’ risk register does not identify a risk for the lack of sentencing of 
records by entities. 

2.78 In 2019, the Australian Government commissioned a Functional and Efficiency Review of 
the National Archives led by former Department of Finance Secretary Mr David Tune. The report 
(Tune Review) provided to the Attorney-General in January 2020 noted that: 

About 6.4PBs (petabytes) of born-digital records (created as digital records) are currently awaiting 
transfer to the National Archives from agencies. The National Archives holds nearly 2PBs of digital 

 
23 A records authority is a legal instrument that allows entities to make decisions about keeping, destroying or 

transferring Australian Government records. Records authorities are used to determine how long to keep 
records and provide permission for the destruction of records once this time has passed. 

 See https://www.naa.gov.au/information-management/records-authorities. 
24  Subsection 27(2) of the Archives Act states that ‘The person responsible for the custody of the record must 

cause the record to be transferred to the care of the Archives in accordance with arrangements approved by 
the Archives.’ Subsection 27(3) states the record must be transferred: 

 (a)  if the record ceases to be a current Commonwealth record — as soon as practicable after the record 
ceases to be a current Commonwealth record; and 

 (b)  in any event — within 15 years of the record coming into existence. 
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data currently. The volume of born-digital archival records is expected to grow to about 27PB by 
2027. This does not include the large amount of deteriorating paper records requiring digitisation.25 

2.79 In February 2022, the National Archives commenced several projects, funded as part of the 
Australian Government’s response to the Tune Review26 to improve entity engagement regarding 
the management of digital information and the National Archives’ ability to receive security 
classified information (see paragraph 3.50). The implementation of these projects is on-going as 
part of a broader ‘Defend the Past, Protect the Future’ program of work to implement the funded 
recommendations of the Tune Review. 

Measuring the effectiveness of the Building Trust policy in regard to transfers 

2.80 The MERIP for the Building Trust policy includes an action for the National Archives to ensure 
the regular sentencing and transfer of significant records to the National Archives. No specific 
guidance on the monitoring of transfers other than this action is included within National Archives’ 
MER framework. 

2.81 No performance measure was developed to monitor entity compliance with the transfer 
requirement. The National Archives advised it was waiting on results of the 2022 Check-up survey 
which became available in February 2023 before developing such a measure. 

2.82 As noted at paragraph 2.50, in 2019, in the context of machinery of government changes, 
the National Archives identified 41 entities that had not transferred any records to it between 2009 
and 2019. The National Archives subsequently contacted 10 of these entities, mainly research and 
development corporations and Indigenous bodies, offering assistance. It is unclear how many of 
these entities subsequently transferred records. In May 2023 the National Archives advised that: 

Although the transfer process has commenced these agencies are still in the process of sentencing 
and preparing records for transfer and transfers are still pending. Engagement is ongoing and 
involves multiple business areas within the archives. This may include establishing section 64 
arrangements, managing complex digital transfers, sentencing advice and updates of Records 
Authorities to facilitate transfer. 

2.83 The Australian National Maritime Museum (discussed in Chapter 4) was identified as one 
entity that had not transferred any records within 10 years and was not followed up by the National 
Archives. 

2.84 The 2022 Check-up survey asked entities questions relating to the transfer of RNA records 
to the National Archives within the last 12 months. Notable responses were that: 

• less than half (71 or 43.03 per cent) of entities stated they had attempted to transfer 
‘retain as national archives’ information assets; and 

• the majority (153 or 92.73 per cent) of entities stated they knew how to get on to the 
National Archives’ transfer plan, and 11 entities (or 6.67 per cent) did not. One entity (0.61 
per cent) did not respond to this question. 

 
25  D Tune, Functional and Efficiency Review – National Archives of Australia, National Archives of Australia, 

Canberra, 2020, p. 44. 
26  Australian Government, Australian Government’s Response to the Functional and Efficiency Review of the 

National Archives of Australia [Internet], Attorney-General’s Department, Canberra, 2021, available from 
https://www.ag.gov.au/rights-and-protections/publications/australian-government-response-tune-review 
[accessed 25 April 2023]. 
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2.85 When asked about the extent to which their entity transferred RNA information assets 
consistent with the requirements of the Archives Act, more than half of responding entities 
indicated that in the last 12 months they ‘never/rarely’ do (see Figure 2.3). This suggests a large 
number of entities may not be complying with the requirements of the Archives Act. 

Figure 2.3: Entity responses on the extent to which they transfer RNA information 
assets consistent with s.27 of the Archives Act 

 
Source: ANAO analysis of 2022 Check-up survey data. 

2.86 The National Archives has no process to engage and follow up entities that are not 
transferring RNA records in accordance with the requirements of the Archives Act and the actions 
and requirements of the Building Trust policy. There is a risk that RNA records may be inadvertently 
destroyed, corrupted or lost in the absence of actions on the part of entities, with the support of 
the National Archives. 

2.87 The Check-up survey provides useful information for both the National Archives and entities 
to monitor progress of implementation of the Building Trust policy. Survey results may also assist 
entities to understand their progress compared to other entities and enable them to identify areas 
requiring further action.  
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Recommendation no. 2 
2.88 The National Archives of Australia publish results of the annual Check-up survey, including 
position relative to other entities, on an ongoing basis to improve transparency:  

(a) over the progress of implementation of the Building Trust policy by entities; and  
(b) trends of information management maturity.  
National Archives of Australia response: Agreed. 

2.89 National Archives has a key role in leading government accountability and integrity 
through the improvement of information management practices. Publishing the results of the 
Check-up survey will contribute to improving transparency and strengthen the implementation of 
the Building trust in the public record policy, which will enable the National Archives to continue 
to meet the current and future needs of government and expectations of the Australian public.  

Assurance on the quality of data provided by entities 
2.90 As noted at paragraph 2.65, the National Archives relies on accountable authorities 
reporting accurately in their annual Check-up survey response. The two methods used by the 
National Archives to support accurate responses to the 2022 Check-up survey are: 

• authorisation by the recognised Agency Head; and 
• validation of data by the service provider (ORIMA) conducting the survey on its behalf. 
2.91 The 2020 Check-up survey advised entities that: 

Under Archives Regulations 2018, the National Archives may make arrangements with individual 
agencies to validate their survey responses. 

2.92 In February 2021, the National Archives conducted an internal audit of the implementation 
of the Auditor-General Report No.11 2019–20 Implementation of the Digital Continuity 2020 Policy 
recommendations. The internal audit report found that the National Archives was yet to formally 
document the assurance regime over entity responses and recommended this to be done. The 
internal audit report recommended that the National Archives: 

consider other mechanisms that could be used to strengthen assurance processes and evidence 
requirements, such as spot check audits of agency responses to substantiate and validate reported 
data and reported information. 

2.93 The management response to this recommendation was that: 

Options for strengthening quality assurance in future surveys will be considered as part of the 
work to be done in preparation for the first of the surveys for the Building trust in the public record 
policy. 

2.94 The National Archives has not made any changes to further validate entity responses 
subsequent to agreeing to the previous ANAO recommendation. 

2.95 The internal audit recommendation and the recommendation from the 2019–20 
Auditor-General report were accepted for closure by the National Archives’ ARC in March 2023. In 
support of closing the recommendation, the National Archives stated, ‘The quality assurance regime, 
as before, is the sign off mechanism for individual agencies’ submission’. 
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Agency head authorisation 

2.96 In its response to the JCPAA Report No. 492: Governance in the Stewardship of Public 
Resources recommendation (see Appendix 4), the National Archives stated: 

The survey submission can only be approved by the Agency Head before it is submitted to National 
Archives. No submission is possible without such authorisation, unless otherwise agreed by 
National Archives where extenuating circumstances exist preventing the Agency Head from 
completing this function. 

2.97 For the 2022 Check-up survey, there were six entities approved by the National Archives to 
submit data without agency head authorisation. These were the: 

• Australian Communications and Media Authority, approved in 2022; 
• Office of the Australian Information Commissioner, approved in 2022; 
• Great Barrier Reef Marine Park Authority, approved in 2022; 
• Australian Taxation Office, approved in 2019; 
• Australian War Memorial, approved in 2019; and  
• Department of the Prime Minister and Cabinet, approved in 2019. 
2.98 The National Archives had no records regarding the three ‘standing’ approvals that had been 
in place since 2019. The National Archives had recorded reasons for the three approvals granted 
in 2022. 

Validation of survey data 

2.99 The second process for assuring the accuracy of data is validation of the reasonableness of 
entity Check-up data by the service provider conducting the survey. The service provider is tasked 
with identifying: 

• very large changes in record volumes between surveys (where the increase between years 
is more than 1,000 percent or a fall of more than 95 per cent threshold); and 

• inconsistencies between record volume answers provided in different questions of the 
survey. 

2.100 The use of a 95 per cent threshold resulted in 17 entities being identified for follow-up. 
Entities whose reporting shows significant, but less than 95 per cent changes were accepted. For 
example, in the Department of the Prime Minister and Cabinet, the decline in the reported volume 
of data between the survey responses from 2020 to 2022 was 88.98 per cent (see Chapter 3). 
Accordingly, no follow-up action was triggered as the change was below the 95 per cent threshold. 

2.101 The ANAO analysed 2022 Check-up survey responses and found that, compared to data 
reported in the previous 2020 Check-up: 

• Forty-two entities (25 per cent) of entities responding, reported an increase in data 
volumes of 50 per cent or more; and 

• Thirty-eight entities (23 per cent) of entities responding, reported a decrease in data 
volumes of 50 per cent or more. 

2.102 As noted in Chapters 3 and 4, there were errors in the submitted Check-up survey responses 
submitted by the two entities subject to this audit. The errors related to: 



 

 
Auditor-General Report No. 44 2022–23 
Management of Information Assets 
 
40 

• use of National Archives guidance; 
• reported status of key information governance documents; 
• reported volumes of digital assets; and 
• extent to which information management was supported by a risk management plan. 
2.103 The extent of these undetected or unaddressed quantitative and qualitative errors reduces 
the reliability of the assumption of accuracy of entity data and increase the risk of inaccurate 
reporting to stakeholders, including entities and relevant ministers. 

Recommendation no. 3 
2.104 The National Archives of Australia strengthen its monitoring, reporting and assurance 
regarding entity implementation of the Building Trust policy and: 

(a) further develop and improve performance measures for the Building Trust policy that 
address identified areas of weakness in information management, such as sentencing 
and transfers; and 

(b) develop and implement robust, risk-based measures to provide greater assurance that 
entity-provided data is accurate. 

National Archives of Australia response: Agreed. 

2.105 National Archives will enhance its monitoring, reporting and assurance regarding entity 
implementation of the Building trust in the public record policy through further developing and 
improving performance measures and risk-based assurance activities of entity-provided data to 
strengthen implementation of the policy.  
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3. Department of the Prime Minister and Cabinet 
Areas examined 
This chapter examines whether the Department of the Prime Minister and Cabinet has established 
arrangements to effectively manage its information assets consistent with the Building trust in the 
public record: managing information and data for government and community policy (Building 
Trust policy). 
Conclusion 
The Department of the Prime Minister and Cabinet (PM&C) has had partly effective arrangements 
for the management of information assets, consistent with the Building Trust policy. It is currently 
refining its governance arrangements for information management and upgrading key 
information systems in order to improve the effectiveness of its approach. Its Check-up responses 
had some inaccuracies.  
Areas for improvement 
The ANAO made two recommendations aimed at improving the governance of information assets 
and the accuracy of reporting to the National Archives of Australia (National Archives). The ANAO 
also identified an opportunity for improvement for PM&C to conduct an enterprise-wide strategic 
assessment. The ANAO identified an opportunity for improvement for the National Archives to 
strengthen consistency of entities’ check-up responses. 

3.1 PM&C’s primary role is to serve the Prime Minister, support the Cabinet and work across 
the Australian Public Service to ensure the Government’s programs, policies and priorities are 
delivered to the highest possible standard.27 Major types of information assets held include: 

• unstructured information documenting correspondence, advice, planning activities, 
policies and procedures; 

• structured information in business systems and databases (including human resources, 
transaction and workflow data); and 

• social media and audio-visual data. 
3.2 The Building Trust policy requires that entities: 

• manage information assets strategically with appropriate governance and reporting; 
• implement fit-for-purpose information management processes, practices and systems; 

and 
• assess their information management capability annually and report on this to the 

National Archives.28 
3.3 In 2019, PM&C conducted an internal audit on records management and records keeping. 
The internal audit report made six recommendations related to: governance arrangements for 
information management; staff training on records and information management; the use and 

 
27  Department of the Prime Minister and Cabinet, 2022–2026 Corporate Plan [Internet], PM&C, Canberra, 2022, 

p. 12, available from https://www.pmc.gov.au/sites/default/files/resource/download/pmc-corporate-plan-
2022-2026.pdf [accessed 5 May 2023]. 

28  National Archives of Australia, Building trust in the public record: managing information and data for 
government and community, National Archives, Canberra, 2021, p. 10. 
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capabilities of the main document management system (ShareHub); and departmental policies and 
procedures on records management and record keeping. The PM&C Audit and Risk Committee 
(ARC) endorsed the closure of all recommendations between March 2019 and December 2021.  

Does the Department of the Prime Minister and Cabinet manage 
information assets with appropriate governance and reporting? 

The terms of reference for relevant governance committees did not include information 
management responsibilities. In February 2023, PM&C established a new internal body that has 
as one of its responsibilities to monitor the department’s implementation of the Building Trust 
policy. Key information management documents recommended by the National Archives have 
been in draft for several years. 

3.4 The Building Trust policy states that entities will ‘Manage information assets strategically 
with appropriate governance and reporting to meet current and future needs of government and 
community’.29 The Building Trust policy sets out recommended elements and actions to be 
undertaken by entities, including: 

• an enterprise-wide, strategic approach to managing information assets which includes the 
conduct of a strategic assessment of current and future needs for information, a plan for 
how to manage information to meet those needs30 and an information governance 
framework31; 

• up-to-date governance arrangements covering all information assets32 and an information 
assets register33; and 

• staff with the necessary skills and knowledge to manage information according to its 
value.34 

Enterprise-wide strategic management of information assets 
Role of the Chief Information Governance Officer (CIGO) 
3.5 The National Archives defines the role of the CIGO as being to establish and maintain an 
enterprise-wide culture for an accountable and business-focused information management 
environment. Within a medium sized entity, redesigning an existing position such as the Chief 
Information Officer (CIO) may be appropriate.35 

 
29 National Archives of Australia, Building trust in the public record: managing information and data for 

government and community, National Archives, Canberra, 2021, p. 10. 
30 ibid., p. 13. 
31 ibid., p. 21. 
32 ibid., p. 14. 
33 ibid. 
34 Ibid. 
35 National Archives of Australia, Chief information governance officer (CIGO) [Internet], National Archives, 

Canberra, available from https://www.naa.gov.au/information-management/information-
governance/establishing-information-governance-framework/chief-information-governance-officer-cigo 
[accessed 21 February 2023]. 
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3.6 PM&C has a Chief Information Officer (CIO) who manages the department’s Information 
Services Branch (ISB). In this capacity, the position manages teams responsible for information 
and information and communications technology (ICT) functions including: 

• applications and information systems (which includes an Information Management team, 
and a Records Management Unit); 

• whole-of-government systems developed by PM&C; 
• shared services application development; 
• ICT procurement, engagement and governance; 
• operations, projects and services delivery; and 
• cyber security. 
3.7 The role of the CIGO is referred to in information management-related documents and 
policies, including in the department’s Information Management Policy and Normal Administrative 
Practice (NAP) Policy. The CIO job description does not include the CIGO role or specify specific 
information management responsibilities. 

Information governance committees and reporting 

3.8 Between February 2022 and March 2023, PM&C had two committees responsible for 
information technology management. Neither committee’s terms of reference included 
responsibilities for information management and related issues. However, the committees did 
consider information management-related matters in the context of specific information 
technology (IT) projects.  

3.9 In April 2023, PM&C established an ICT Programme Management Office Programme Board 
(IPMB), chaired by the CIO. The terms of reference of the IPMB include that it ‘Monitors progress 
towards Building Trust policy, and future policy targets’. At its first meeting in April 2023, the IPMB 
considered information management-related topics such as the department’s information 
management strategy and related risks. 

Enterprise-wide frameworks, strategies and policies 

3.10 PM&C has two documents addressing the enterprise-wide management of the 
department’s information assets: 

• an Information Governance Framework (drafted in 2018 and approved in May 2023); and 
• an Information Management Strategy (in draft since 2019).  
3.11 In January 2023, PM&C advised the ANAO that the delay in finalising these documents was 
due to other priorities and pressures, including disruption from the COVID-19 pandemic and the 
change of government. In May 2023, the Information Governance Framework was endorsed as part 
of a wider review of ICT arrangements. The Information Management Strategy was ‘being socialised 
throughout the department’. 

3.12 The Building Trust policy recommends ‘A strategic assessment of current and future needs 
for information, and a plan for how to manage information to meet those needs, should be 
documented and reported to senior management’. PM&C has not conducted such an assessment. 
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3.13 The Building Trust policy also recommends ‘Agencies identify information assets and 
register them where there is business value in doing so.’36 Such registers include details of asset 
owners, security controls, usage access and release provisions as well as risk to the assets. 

3.14 In April 2023, PM&C advised that: 

The Strategic Assessment and Information Asset register are not mandatory obligations under the 
BT policy. 

To date, PM&C has not identified business value in developing an enterprise wide asset register 
— however work has commenced within the Information Services Branch to develop an 
Information asset register. The Asset Register will be developed in line with the National Archives 
of Australia guidance under the Building Trust in the Public Record Policy and the Information 
Asset Register template. It is anticipated this will be completed over the next 18 months. 

Opportunity for improvement 

3.15 There is an opportunity for PM&C to conduct and document an enterprise-wide strategic 
assessment of current and future needs for information. 

Policies and procedures 
3.16 The PM&C Information Management Policy (IM Policy) outlines the department’s ‘position 
regarding the handling and management of all information assets.’ The IM Policy defines official 
information as: 

any information in any format that: demonstrates or is integral to the conduct of the business of 
PM&C; supports the decision making process; details who made a decision and when it was made; 
is required by law (including regulations) to be kept; or has significant historical interest to the 
community. 

3.17 The IM Policy applies to: 

all PM&C staff, consultants, contractors and all aspects of PM&C’s business operations, and 
includes any outsourced and other PM&C portfolio bodies with additional responsibilities 
according to their specific roles. It also applies to all PM&C business functions, capabilities or 
systems where information is created, captured, controlled, secured, managed, stored, preserved, 
destroyed or transferred. 

3.18 The IM Policy outlines the responsibilities of PM&C personnel, storage, control and security 
of information, and the deletion of information, and was up to date and consistent with National 
Archives guidance. 

3.19 PM&C has other policies relating to information management, such as: 

• File Titling Guidelines, updated January 2023; 
• Retention and Destruction of Original Records, updated on 22 March 2022; 
• Administrative Functions Disposal Authority updated in March 2010; 
• Normal Administrative Practice Policy, updated January 2023; 

 
36  National Archives of Australia, Building trust in the public record: managing information and data for 

government and community, National Archives, Canberra, 2021, pp. 13 and 21. 
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• a General Records Authority, AFDA Express, updated in March 2010; and 
• a Working with Records Procedure, updated in March 2014. 
3.20 These policies and procedures were available on the PM&C intranet. The Working with 
Records Procedure was dated March 2014 and did not reflect current PM&C procedures and 
management arrangements. An updated version of the Working with Records Procedure was 
approved in May 2023 (see Appendix 2).  

Risk management of information assets 
3.21 The National Archives notes that an important part of information governance is to identify 
the major risks to information and data assets held by an entity in the context of the entity’s overall 
risk management framework, and to include these risks in an information governance risk register.37 

3.22 PM&C’s departmental Risk Management Policy and Framework considers information 
management, stating that ‘all PM&C managers … must be satisfied that their decisions: … are well 
documented and that records are maintained.’ 

3.23 The Information Services Branch Strategic Risk Register includes risks specific to information 
management and record keeping, covering availability of information and the ICT environment. In 
April 2023, PM&C advised that all risks are regularly reported to the Executive, as well as other 
project specific boards to ensure risks are identified and addressed in accordance with the PM&C 
risk management processes. The PM&C ARC considered risks to electronic records compliance on 
three occasions between September 2022 and March 2023.  

3.24 The risks identified at the branch level address IT-related risks such as insufficient 
information security requirements or lack of understanding of the PM&C IT environment. There 
were no information management legislative compliance risks such as that the department may not 
keep or dispose of records consistent with the Archives Act 1983 (Archives Act). 

Appropriately skilled staff 
3.25 The Building Trust policy identifies as a sign of success in establishing a robust information 
governance framework that: 

Staff have the necessary skills and knowledge to manage information according to its value as a 
business and community asset. 

3.26 PM&C has an annual Mandatory Training Program with modules that all staff must 
complete. This program previously included a module on information management, however 
following a refresh of the program the information management module was removed in 
September 2022. The module is now only required via the induction program for new staff. 

3.27 As shown in Figure 3.1, the number of staff completing the training module has fallen from 
459 in 2021–22 (or around 40 per month) to 30 in the six months since the module was removed 
from the Mandatory Training Program (or around five per month). The department advised that 

 
37 National Archives of Australia, Information and data governance framework [Internet], National Archives, 

Canberra, available from https://www.naa.gov.au/about-us/who-we-are/accountability-and-
reporting/information-and-data-governance-framework [accessed 21 February 2023]. 
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approximately 445 new staff commenced employment during the six-month period between 
October 2022 and March 2023. The module was created in 2019 and has not been updated. 

Figure 3.1: Number of completions for the PM&C information management training 
module: 2021–22 to 2022–23 

 
Source: ANAO analysis of PM&C data. 

 

Recommendation no. 4 
3.28 The Department of the Prime Minister and Cabinet improve its governance of information 
assets through: 

(a) finalising and maintaining up-to-date information policies and documents; and 
(b) identifying policy and legislative compliance and governance risks to information assets 

and their use. 
Department of the Prime Minister and Cabinet response: Agreed. 

3.29 PM&C has already improved the governance of information assets and will continue to 
review and refine governance by regularly reviewing information policies and documents and 
identifying policy and legislative compliance and governance risks to information assets and their 
use.  
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Has the Department of the Prime Minister and Cabinet established fit-
for-purpose information management processes, practices and 
systems? 

PM&C’s policies state the importance of managing digitally and that only endorsed records 
keeping systems should be used to hold official records. There are no electronic information 
management systems administered by PM&C to manage departmental material classified above 
‘Protected’. Limited staff have access to interdepartmental systems in a Secret environment 
which are administered by the responsible departments. The Cabinet+ system is used by limited 
staff to manage Cabinet material classified above ‘Protected’. It has information management 
policies and endorsed records management systems. Shared drives remain in use with some 
controls. The effectiveness of the controls is not monitored or assessed. The main record keeping 
system has recently been upgraded to enable better appraisal and sentencing of records. 
Development of a briefing system did not consider the implications for record keeping. 

3.30 The Building Trust policy states that entities: 

• must manage all digital information assets, created from 1 January 2016, digitally; and 
• should implement strategies, including storage and preservation strategies, for the 

management of all information assets.38 

Managing assets digitally 
PM&C policy on managing digitally 

3.31 The PM&C IM Policy states that: 

• PM&C seeks to ‘promote digital proficiency through the use of electronic document 
management for our official information’; and 

• ‘PM&C’s default position is that all information is managed electronically, in line with the 
Building Trust in the Public Record policy’. 

3.32 The Policy requires that any records classified as confidential, Secret and Top Secret must 
be retained in hard-copy form. This is because ‘there are currently no electronic [information 
management] systems available within PM&C to manage material classified above Protected.’ In 
May 2023, PM&C advised that: it created very few Secret or Top Secret files, it does access classified 
material held on other whole-of-government systems that PM&C does not manage, and that 
Cabinet records are managed separately to departmental files.  

Use of endorsed record keeping systems including ShareHub 

3.33 National Archives guidance suggests entities clearly identify which locations are endorsed 
for holding information and that corporate information assets must not be maintained in email 
folders, shared folders, personal drives or external storage media. PM&C’s 2019 internal audit 
found that ‘The take-up of ShareHub as the primary records keeping system in the Department was 
not effective and share drives were still being extensively used for document creation and storage.’ 

 
38 National Archives of Australia, Building trust in the public record: managing information and data for 

government and community, National Archives, Canberra, 2021, p. 22.  
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3.34 The current PM&C IM Policy states that: 

• ‘Official information must not be maintained in shared drive folders, email mailboxes, 
archive folders, personal OneDrive locations, or MyWorkSpace sites. These electronic 
storage facilities do not contain the control functionality necessary to ensure that official 
information will be maintained in accordance with legislative requirements.’; 

• ‘All of PM&C’s official information must be captured in an endorsed location’; and 
• ‘ShareHub is PM&C’s primary productivity tool and the primary system for the 

management of official information classified up to Protected.’ 
3.35 The PM&C online training module states that ‘Records must not be kept on shared, personal 
or USB drives or in Outlook folders’. 

3.36 Shared drives are still in use within the department. In March 2023, PM&C advised that it 
had taken a number of measures to control the use of shared drives and ensure staff held records 
only on endorsed systems such as ShareHub. The measures taken included: 

• improving the integration of Outlook and ShareHub; 
• limiting the number of staff able to store files that are not compatible with ShareHub, are 

too large to store or require a separate method for storing files; and 
• monitoring usage and managing shared drives with appropriate audit compliance. 
3.37 The ANAO sought to confirm the effectiveness of these measures to reduce inappropriate 
use of shared drives. Data available from PM&C was insufficient to confirm if a reduction in use had 
occurred. 

Live Briefing System 
3.38 The Building Trust policy and the National Archives recommend entities assess the records 
management implications of new systems before implementation.39 In 2018, the National Archives 
issued a ‘Business System Assessment Framework’ (BSAF) to guide entities in conducting such an 
assessment.40 The framework is based on relevant ISO standards first developed in 2010. 

3.39 In 2017, prior to the National Archives issuing the BSAF, PM&C created a ‘Live Briefing 
System’ (LBS) to facilitate collaboration between PM&C and the Prime Minister's Office (PMO).41 
The LBS was designed to improve the quality, relevance and timeliness of advice provided to the 
Prime Minister on key policies. The LBS interface allows briefs to be edited and commented upon 
by multiple authors in real time. Through the LBS interface, officers can subscribe to a notification 
functionality, which allows for the PMO and PM&C to have real-time discussions to facilitate ‘live’ 
development of the brief. The LBS is an endorsed record keeping system within PM&C. 

3.40 The LBS was examined to assess whether the department had taken record keeping 
considerations into account in its design and continued development. The LBS was chosen as it is: 

 
39 National Archives of Australia, Business System Assessment Framework [Internet], National Archives, 

Canberra, available from https://www.naa.gov.au/information-management/business-system-assessment-
framework [accessed 21 March 2023]. 

40 National Archives of Australia, Business System Assessment Framework [Internet], National Archives, 
Canberra, available from https://www.naa.gov.au/information-management/business-system-assessment-
framework [accessed 21 March 2023]. 

41 Department of the Prime Minister & Cabinet, Annual Report 2017–18, PM&C, Canberra, 2018, p. 107. 
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• a relatively recent system; 
• aligned with the ‘digital first’ approach in PM&C; and 
• holds records of archival significance. 
3.41 The project brief for the LBS stated that in regard to ‘Information capability’ the initiative 
‘will improve information practices by centralising the communication within the system, rather 
than relying on unmanaged emails’. 

3.42 There was no statement regarding how the LBS would affect the ‘Compliance and 
Assurance’ capability of PM&C, such as considering how archival requirements would be included 
in the LBS. During development of the system there was no formal assessment of the implications 
of the system for record keeping. PM&C held general discussions with the National Archives at the 
time it was developed, however these did not address detailed implementation. 

3.43 In March 2023, PM&C advised that there were a large number of documents created in the 
LBS that would not be filed in ShareHub, resulting in the LBS being the ‘single source of truth’.  

3.44 In April 2023, PM&C advised that LBS operates entirely within PM&C managed environments 
and inherits the security controls and processes standard for those environments. The system was 
assessed by the PM&C IT Security Adviser office in January 2020 and was given certification and 
accreditation to go into Production in accordance with the Cyber Security risk management 
processes. 

3.45 In response to ANAO queries, in April 2023 PM&C advised it would commence a review of 
the LBS during 2023 to assess it against the BSAF and make any changes required and that the BSAF 
would be applied, where appropriate, to future IT builds. 

Disposal and transfer of information to the National Archives 
3.46 Under section 27 of the Archives Act, Australian Government entities are required to 
transfer selected information and records with ongoing archival value, known as ‘Retain as national 
archives’ (RNA), to the National Archives for preservation and access. This is required by the 
Archives Act to be done as soon as practicable, or within 15 years of the record coming into 
existence. Action 14 of the Building Trust policy includes this as a mandatory obligation. 

3.47 Such transfers rely on the entity ‘sentencing’42 records in a timely, efficient way. The 2019 
internal audit (see paragraph 3.3) identified that PM&C’s principal records management system 
(ShareHub) lacked sentencing capabilities.  

3.48 The 2019 internal audit recommended PM&C: 

Investigate and implement sentencing capabilities within ShareHub to allow the input of retention 
information to ensure that records can be appropriately sentenced and destroyed legally in line 
with the relevant legislation and regulations. 

 
42  Sentencing is defined by the National Archives as ‘… the process of matching your agency’s information to a 

relevant records authority to establish the value of information and for how long it must be kept.’  
 See National Archives, Appraisal and sentencing[Internet], National Archives, Canberra, available from 

https://www.naa.gov.au/information-management/disposing-information/appraisal-and-sentencing 
[accessed 17 April 2023]. 
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3.49 In January 2023, PM&C implemented a new record keeping solution, ‘R365’. As at April 2023 
over 430,000 ShareHub records and files had been ingested into R365 and 200,000 of these had 
been sentenced using the system. Approximately 2.6 million records are currently held in ShareHub 
which are planned to be progressively ingested and sentenced during 2023.  

3.50 Partly due to its inability to sentence ShareHub records, PM&C has transferred only one 
digital asset to the National Archives since 2019. PM&C considers the lack of transfers is mainly due 
to National Archives using an unclassified network to manage the transfers and as a result only 
unclassified files being available for transfer; and that a transfer ‘freeze’ was in place. Nine instances 
of paper files and one of ‘3 Dimensional records’ have also been transferred from PM&C to the 
National Archives over this time period. 

3.51 In May 2023, the National Archives advised that: 

There is no single Protected/Secret government network that allows online seamless transfers 
between agencies, and it is not National Archives’ role to implement a Protected/Secret 
government transfer solution. National Archives is currently working on a more streamlined 
solution for official:sensitive but for higher classifications, National Archives will have to work with 
each agency on how to enable transfers. This matter is complex and will require separate solutions 
depending on the agency. Resourcing investment from Government will be required to develop 
these solutions.  

Does the Department of the Prime Minister and Cabinet accurately 
report externally on its progress in implementing the policy? 

PM&C’s Check-up survey response was largely accurate. Three errors were identified in the 
2022 Check-up response to National Archives with one of these relating to inconsistent 
approaches to data reporting also occurring in previous years. PM&C does not have a 
systematic process to use the annual Check-up response to assess and guide information 
management, including implementation of the Building Trust policy in the department. 

PM&C’s 2022 Check-up response 
Check-up response approval and submission 

3.52 The National Archives requires, unless otherwise agreed with the National Archives, that 
Check-up responses to be authorised by the relevant agency head ‘as assurance that the survey has 
been completed accurately and accountably by the agency in accordance with governance 
responsibilities, including the Public Governance Performance and Accountability Act 2013’. This is the 
National Archives’ fundamental assurance method for the survey (see paragraph 2.90). 

3.53 In 2019, the National Archives agreed that PM&C response could be approved by an officer 
other than the Secretary. In November 2022, the National Archives agreed to a further PM&C 
request that the response be approved by the PM&C CIO.  

3.54 There was no evidence that the current Secretary of PM&C had delegated the responsibility 
to the CIO.  
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Accuracy of the Check-up response 

3.55 The ANAO found three errors in PM&C’s 2022 Check-up response relating to the 
responsibilities of the CIGO, use of National Archives products, and the volume of digital assets held. 
ANAO analysis of these errors is summarised in Table 3.1. 

Table 3.1: Errors or inconsistencies identified in the PM&C 2022 Check-up response 
Check-up question PM&C response ANAO comment 

Q21. Have the responsibilities of 
your agency's CIGO, or similar 
role, been developed, or 
reviewed and updated since 1 
January 2021? 

No PM&C advised that this question was 
misinterpreted by staff and should have been 
‘Yes’. 

Q64a. Did you use any of these 
[National Archives] products? 

No PM&C advised that this was an error and that 
the response should have been ‘Yes’. 

Q74. Total volume of digital 
information assets (include 
sentenced and unsentenced 
temporary and retain as national 
archives information assets). 

11.681 Terabytes The reported volume is a sharp fall on the 
volume reported in PM&C’s 2021 response 
(see Figure 3.2). 
PM&C advised that it will review its approach to 
this question and create search parameters 
before the 2023 Check-up survey that can be 
applied to ensure the most accurate and 
consistent figures. 

Source: PM&C response to the 2022 Check-up Survey and ANAO analysis of PM&C activities. 

3.56 The ANAO analysed PM&C’s reported volumes of digital assets from 2019 to 2022 and found 
the reported volumes rose sharply from 2019 to 2021, then fell sharply in 2022 to a level lower than 
2019 (see Figure 3.2). 

Figure 3.2: PM&C reported volumes of digital assets 

 
Source: PM&C Check-up survey responses. 
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3.57 In April 2023, PM&C advised that these variations in the reported volume of digital assets 
were due to its inconsistent approach to measuring the volume of data held across the three 
surveys. These inconsistencies between surveys, along with the other errors in PM&C’s 2022 Check-
up response noted in Table 3.1 suggests that the quality assurance processes for PM&C’s Check-up 
survey response require strengthening. 

Opportunity for improvement 

3.58 There is an opportunity for the National Archives to strengthen consistency of entities’ 
check-up responses by ensuring the National Archives’ annual check-up questionnaire provides 
sufficient guidance on what should be included or excluded as digital information assets. 

 

Recommendation no. 5 
3.59 The Department of the Prime Minister and Cabinet establish arrangements to ensure the 
consistency and accuracy of its response to the National Archives Check-up survey. 

Department of the Prime Minister and Cabinet response: Agreed. 

3.60 PM&C will review and finalise the established processes to respond to the Check-up survey 
to ensure the consistency and accuracy of the department’s response.  
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4. Australian National Maritime Museum 
Areas examined 
This chapter examines whether the Australian National Maritime Museum has established 
arrangements to effectively manage its information assets consistent with the Building trust in 
the public record: managing information and data for government and community policy 
(Building Trust policy).  
Conclusion 
The Australian National Maritime Museum’s (ANMM’s) management of information systems is 
not effective, lacking appropriate governance and support for staff. It has not transferred any 
records to the National Archives of Australia (National Archives) since the ANMM’s establishment 
in 1991, and in this regard is non-compliant with the Archives Act 1983 (Archives Act). 
Areas for improvement 
The ANAO made three recommendations aimed at strengthening the ANMM’s governance and 
reporting arrangements for information management; procedures to ensure compliance with the 
Archives Act; and the accuracy of its annual Check-up response. 
The ANAO also identified an opportunity for improvement for the ANMM to further strengthen 
the management of its collection management system. 

4.1 The ANMM is Australia’s national centre for maritime collections, exhibitions, research and 
archaeology. Its purpose is to ‘collect and share unique stories about people, objects and events to 
engage, educate and inspire Australians about our nation’s relationship with the sea’.43 At 30 June 
2022, it held nearly 159,000 items in its collection and held over $264 million in total non-financial 
assets including the collection, buildings, land and infrastructure.44 The ANMM creates, uses, 
handles, stores, shares and disposes of information in the course of performing its functions. 

4.2 The Building Trust policy requires that entities: 

• manage information assets strategically with appropriate governance and internal 
reporting; 

• implement fit-for-purpose information management processes, practices, and systems; 
and 

• assess their information management capability annually and report on this to the 
National Archives.45 

 
43  Australian National Maritime Museum, Corporate Plan 2022–2025 [Internet], ANMM, Sydney, 2022, available 

from https://www.sea.museum/about/corporate-information/planning-and-reporting/corporate-plans 
[accessed on 5 May 2023], p. 5. 

44  Australian National Maritime Museum, Annual Report 2021–2022 [Internet], ANMM, Sydney, 2022, available 
from https://www.sea.museum/about/corporate-information/planning-and-reporting/annual-
reports[accessed on 5 May 2023], p. 72. 

45 National Archives of Australia, Building trust in the public record: managing information and data for 
government and community, National Archives, Canberra, 2021, p. 10. 
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Does the Australian National Maritime Museum manage information 
assets with appropriate governance and reporting? 

The ANMM does not have enterprise-wide structures, committees, or accountabilities for 
information management. Risks to information assets are not identified and key policy 
documents are in draft or absent. There is insufficient guidance and support for ANMM staff in 
the use of the document management system. 

4.3 The Building Trust policy states that entities will ‘Manage information assets strategically 
with appropriate governance and reporting to meet current and future needs of government and 
community’.46 The Building Trust policy sets out recommended elements and actions to be 
undertaken by entities, including: 

• an enterprise-wide, strategic approach to managing information assets which includes the 
conduct of a strategic assessment of current and future needs for information, a plan for 
how to manage information to meet those needs47 and an information governance 
framework48; 

• up-to-date governance arrangements covering all information assets49 and an information 
assets register50; and 

• staff with the necessary skills and knowledge to manage information according to its 
value.51 

Enterprise-wide strategic management of information assets 
4.4 A number of mechanisms recommended by the Building Trust policy that would support an 
enterprise-wide, strategic approach to managing information assets are absent, including: 

• an information governance framework or strategy;  
• a documented strategic assessment of information needs; 
• an information governance committee or similar mechanism; and 
• a Chief Information Governance Officer (CIGO) or similar role. 
4.5 Records and information are governed separately from data in the ANMM. Data is managed 
by the information and communications technology (ICT) team and the team responsible for the 
registration of all items entering the collection. Records management is a responsibility of one 
member of the governance team, along with other responsibilities. 

4.6 The ANMM does not have an enterprise-wide, strategic approach to managing information 
assets as recommended by the Building Trust policy. 

 
46 National Archives of Australia, Building trust in the public record: managing information and data for 

government and community, National Archives, Canberra, 2021, p. 10. 
47 ibid., p. 13. 
48 ibid., p. 21. 
49 ibid., p. 14. 
50 ibid. 
51 ibid. 
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Policies and procedures 
4.7 The ANMM has an Information Management Policy (IM policy) dated 2019. The IM policy 
addresses issues including: 

• creating, maintaining and storing information, and states that ‘Corporate information 
must not be maintained in email folders, shared folders, personal drives or external 
storage media’; 

• retention or destruction of information; 
• transfer of information to the National Archives; and 
• reference to the ANMM’s normal administrative practice and records authority.  
4.8 The IM policy states that ‘When information of archival value is no longer being actively 
used, the Museum may transfer it to the National Archives’. This statement is not consistent with 
the provisions of the Archives Act which states that this to be done as soon as practicable, or within 
15 years of the record coming into existence. Action 14 of the Building Trust policy reiterates this as 
a mandatory obligation (see paragraph 4.44). 

4.9 An update of the IM policy commenced in November 2022 and as at April 2023 has not been 
finalised. 

4.10 The ANMM has a draft document developed in 2022 titled ‘Data management protocols 
and guidelines’ addressing topics including: 

• data governance; 
• ensuring data quality; 
• planning for the life of the data; 
• data continuity: maintaining ongoing data; and 
• data retention. 
4.11 The purpose of this protocol is not clear. 

4.12 The ANMM has a policy regarding disposal of source records that have been digitised and 
placed in ELO (the ANMM’s document management system). 

4.13  Other policies listed on the ANMM’s intranet and marked as draft or not accessible via the 
relevant hyperlinks included: 

• ICT Governance — Terms of Reference (2022); 
• ICT Information Management Policy (2018); and 
• ICT Information Classification and Handling Policy (2017). 
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Governance of information assets 
4.14 The ANMM holds records in the following systems, constituting its major information assets: 

• The Museum System (TMS) — a collection management system cataloguing and 
documenting the ANMM’s collection (an endorsed record keeping system)52; 

• An electronic document management system (ELO) — used for holding administrative 
records and information such as emails relevant to collection management (an endorsed 
record keeping system); 

• Microsoft Outlook (not endorsed); and 
• shared network folders holding a mixture of record types (not endorsed, see paragraph 4.7). 
4.15 This audit focused on the collection management system (TMS) and the electronic records 
management system (ELO) as the two endorsed systems for records management in the ANMM 
and its most important information assets. 

4.16 TMS is the responsibility of the registration team within the ANMM. ELO has no formally 
designated owner but is administered by the governance team. 

4.17 As at March 2023, no ANMM staff had access to the service provider support portal (system 
help desk) for ELO. This limits the ANMM’s ability to manage the system without contacting the 
provider; plan improvements; and ensure appropriate access and system controls are in place. 

4.18 The two databases each include information relevant to the management of the collection. 
Changes to one system may have implications for the other. Their separate management limits 
opportunities to integrate and coordinate the management of records in the ANMM and risks 
duplication of effort or gaps in document management. 

4.19 The Building Trust policy recommends ‘Agencies identify information assets and register 
them where there is business value in doing so’.53 The National Archives has developed templates 
for entities to use when developing such registers, including a ‘streamlined’ template for a basic 
register suitable for small entities. The ANMM does not have such a register and advised that it 
considers one would be of little business value given that ANMM is a small organisation, with only 
a small number of information assets and has had to prioritise activities within its available 
resources to ensure that core functions are adequately resourced. 

 
52 An endorsed record keeping system is one that an entity has approved as a system for managing information 

assets.  
 See National Archives of Australia, Developing an information management policy [Internet], National 

Archives, Canberra, available from https://www.naa.gov.au/information-management/information-
governance/establishing-information-governance-framework/developing-information-management-policy 
[accessed 9 March 2023]. 

53  National Archives of Australia, Building trust in the public record: managing information and data for 
government and community, National Archives, Canberra, 2021, p. 13. 



Australian National Maritime Museum 

 
Auditor-General Report No. 44 2022–23 

Management of Information Assets 
 

57 

Risk management of information assets 
4.20 The National Archives notes that an important part of information governance is to identify 
the major risks to information and data assets held by an entity in the context of the entity’s overall 
risk management framework, and to include these risks in an information governance risk register.54 

4.21 The ANMM’s risk management policy and framework states that the ANMM has ‘a low-risk 
appetite related to security risks [and] information management’ and identifies ‘Information 
systems & security’ as a risk category. The ANMM’s risk register addresses only technology-related 
risks and does not include any specific information management risks, such as of not complying with 
the Archives Act (see paragraph 4.44). 

Appropriately skilled staff 
4.22 The Building Trust policy identifies as a sign of success in establishing a robust information 
governance framework that: 

Staff have the necessary skills and knowledge to manage information according to its value as a 
business and community asset. Plans are in place to address capability gaps, in particular for staff 
with specialist information management roles.55 

4.23 The ANMM requires new staff to complete the APS Academy online training for the 
induction of APS staff. This induction training is hosted on the APS Learn platform and includes a 
module on Information Management. The module includes important concepts and principles 
regarding information management and the role of the Archives Act. 

4.24 It is the responsibility of managers to monitor staff completion of the modules and their 
completion is not tracked by the ANMM’s HR staff. In the absence of data available from the ANMM, 
the ANAO requested completion data from the owner of the APS Learn platform. Data from APS 
Learn indicates that in 2021–22, 14 ANMM staff commenced the module and five completed it. 
Over the same period the ANMM had 32 new starters. The overall completion rate (the number 
actually completing the module as a proportion of those who should have completed it) was 
15.6 per cent. 

4.25 The APS Academy module does not address the use of specific information management 
systems or practices in the ANMM. 

 
54 National Archives of Australia, Information and data governance framework [Internet], National Archives, 

Canberra, available from https://www.naa.gov.au/about-us/who-we-are/accountability-and-
reporting/information-and-data-governance-framework [accessed 21 February 2023]. 

55 National Archives of Australia, Building trust in the public record: managing information and data for 
government and community, National Archives, Canberra, 2021, p. 14. 
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Recommendation no. 6 
4.26 The Australian National Maritime Museum establish fit-for-purpose governance and 
reporting arrangements for information management consistent with the Archives Act and 
Building Trust policy that include: 

(a) an information governance framework with clear accountabilities for information 
management; 

(b) comprehensive and up-to-date information management policies;  
(c) identifying specific risks to the department’s compliance with the Archives Act; and 
(d) guidance and support to staff (such as through structured Australian National Maritime 

Museum-specific training) in the use of major information systems and application of 
information management policies. 

Australian National Maritime Museum response: Agreed. 

4.27 Information management and governance reporting arrangements exist within the 
Museum at a minimum required standard. The ANMM is working to improve governance and 
reporting arrangements for information management consistent with the Archives Act and 
Building Trust policy, although there is little current resource capacity to progress a more robust 
information governance framework. The museum is working finalise draft policies currently under 
development, including an Information Governance Framework document to set out existing 
accountabilities. The planned upgrading of our two main information assets (TMS and ELO) 
present opportunities to improve support for both systems, and refresh training material.  

Has the Australian National Maritime Museum established fit-for-
purpose information management processes, practices and systems? 

The use of the ANMM’s collection management system is supported by clear oversight, 
guidance and templates for staff. Training and guidance in the use of the ANMM’s electronic 
document management system is insufficient. The sentencing, disposal and transfer of 
information to the National Archives is not compliant with the requirements of the Archives 
Act. There is frequent use of shared drives to hold records. No records have ever been 
transferred to the National Archives. 

4.28 The Building Trust policy states that entities: 

• must manage all digital information assets, created from 1 January 2016, digitally; and 
• should implement strategies, including storage and preservation strategies, for the 

management of all information assets.56 
4.29 The ANMM’s 2019 IM policy does not state that all digital information should be managed 
digitally. The IM policy states that ‘Information should be maintained in a digital format wherever 
possible’. A procedure titled ‘Disposal of source records that have been digitised and placed in ELO’ 
states that ‘These procedures represent our continuing adherence to the National Archives’ Digital 

 
56 National Archives of Australia, Building trust in the public record: managing information and data for 

government and community, National Archives, Canberra, 2021, p. 22. 
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Transition Policy, which requires government agencies to move to electronic record keeping and 
reduce physical stores.’ The Digital Transition Policy was superseded in 2014. 

ANMM’s collection management system 
4.30 Collection management systems are databases which contain records about the collections 
and will often be the entity’s most important digital asset. A report by the Victorian Auditor-General 
noted that: 

The initial documentation and recording of information about newly acquired items is a key step 
in managing a cultural collection. Recording comprehensive information on acquisition enables 
proper management of items over their life cycle in the collection.57 

4.31 The ANMM uses TMS as its collection management system. The ANMM requires that TMS 
be used for all phases of the management of items in the ANMM’s collection, from first 
consideration of acquisition, decision-making and reporting, and de-accessioning. 

4.32 TMS has a number of areas of sound practice, including that: 

• the system is off-the-shelf, which is appropriate for an organisation of ANMM’s size; 
• a support agreement is in place with the provider to provide additional guidance and 

assistance to ANMM staff if needed; 
• administrative access to the system is controlled and limited to a small number of ANMM 

staff; 
• the valuations of assets in TMS are updated every five years as required by accounting 

standards; 
• the team managing TMS has extensive knowledge of the system and train new staff in its 

use; 
• there are a range of guides and manuals available to support ANMM staff in use of the 

system as well as templates that support consistent data entry; and 
• audit trails and access logs are kept. 
4.33 There are areas for further improvement in TMS, particularly in regard to minimising the risk 
of inappropriate access, multiple logins and deletion or modification of records. 

 
57 Victorian Auditor-General’s Report, Collections Management in Cultural Agencies, VAGO, Victoria, 2012, p. 31. 

See https://www.audit.vic.gov.au/sites/default/files/20121024-Cultural-Agencies.pdf [accessed 2 March 2023]. 
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Opportunity for improvement 

4.34 There is an opportunity for the ANMM to improve the management of its collection 
management system, TMS, by: 

• ensuring that access to the underlying SQL server was tracked and access logs are not 
altered; 

• conducting audits of key risk processes, such as the deletion of records, that may 
indicate fraud; 

• ensuring that duplicate logins are not created, and that all logins have a consistent 
format; and 

• ensuring that if the system moves from a local server to a cloud-based service, a full risk 
assessment is conducted. 

ANMM’s document management system 
4.35 ELO, the ANMM’s document management system, is an off-the-shelf system with 
sentencing, searching and organising capabilities. 

4.36 The ANMM has not updated ELO since 2018. The ANMM acknowledges that the version of 
ELO currently in use is outdated and is planning to progressively upgrade to a new version. 

4.37 There is currently no centre of expertise or advice on the use of ELO within the ANMM and 
the availability of records management expertise and support to staff in using ELO has varied over 
time. In 2019, following the departure of its records manager, the ANMM established an internal 
network of ELO 'super users’. The purpose of the network was to provide administrative support, 
such as the creation of new folders or changes to the structure of ELO. 

4.38 Since 2019, the number of these super users has fallen from 12 to seven. This is due to staff 
departures over the period and no new super users being created. A ‘super user pack’ provided to 
support users has not been reviewed since 2019. At the time of the audit, there was no up-to-date 
guidance on the use of ELO or structured training in its use.  

4.39 In February 2023, ANMM advised that: 

• the role of the super users had changed over time and was now focused mainly on training 
new staff rather than original administrative support roles; and 

• due to the decentralised approach to managing ELO its use varied between various teams 
within the ANMM, as practices evolved over time and staff changed.  

4.40 Before November 2022, there was no support agreement in place between the ANMM and 
the service provider for ELO. The absence of such an agreement limited the ability of ANMM staff 
to receive training in ELO or manage the system. Staff were unable to delete records or containers 
created in error potentially affecting data reliability and accessibility. In November 2022, the ANMM 
and the service provider established a support agreement. Once the support agreement was in 
place, the ANMM identified priorities for training the ANMM’s records management staff. These 
were: 

• establishing a base understanding of ELO; 
• controlling access, use of access groups and adding users; and 
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• how to make structural changes to the ELO database. 
4.41 The ANMM’s most recent records manager commenced in June 2022 and left in December 
2022. The training priorities identified have not been achieved. 

4.42 The case study below demonstrates the impact of poor records management. 

Case study 1 Impact of poor records management 

Good records management ensures records can be found, used and shared to meet entity 
needs. Poor records management can lead to avoidable additional time and effort in locating 
information. 

In the Closing Lettera of September 2022, the ANAO noted a weakness regarding the 
documentation of the revaluation process. The Closing Letter stated: 

Retainment of key documentation and knowledge around (a) the process for coordinating and 
facilitating the revaluation process and (b) the analysis and assessment of the valuation results. 
For 2021–22, a lot of this analysis needed to be re-documented and prepared by the Museum 
which impacted the timeliness in the finalisation of the process. This required additional effort 
and links into the category C recommendation.b The retainment of the current analysis should 
assist with efficiencies, as well as allow opportunities for Management to review current 
processes with a view to streamline or further simplify valuation processes for future reporting 
periods. 

Note a: The Closing Letter is prepared to communicate matters to the entity and its audit committee that are directly 
relevant to the financial statements or that the auditing standards require be communicated before the 
statements are signed. 

Note b: Category C findings are defined by the ANAO as those that pose a low business or financial management risk 
to the entity. These may include findings that, if not addressed could pose a moderate risk in the future. 

4.43 In February 2023, the ANMM’s Museum Council papers and minutes for its November 2022 
meeting had not been uploaded to ELO, more than three months after the meeting was held due 
to a gap in staffing. Board papers are an important category of information and should be placed in 
an endorsed record keeping system as soon as possible. 

Disposal and transfer of information to the National Archives 
4.44 Under section 27 of the Archives Act, Australian Government entities are required to 
transfer selected information and records with ongoing archival value, known as ‘Retain as national 
archives’ (RNA), to the National Archives for preservation and access.58 The Act requires this to be 
done as soon as practicable, or within 15 years of the record coming into existence. Action 14 of the 
Building Trust policy reiterates this as a mandatory obligation. 

 
58 Subsection 27(2) of the Archives Act states that ‘The person responsible for the custody of the record must 

cause the record to be transferred to the care of the Archives in accordance with arrangements approved by 
the Archives.’ Subsection 27(3) states the record must be transferred: 

 (a) if the record ceases to be a current Commonwealth record — as soon as practicable after the record 
ceases to be a current Commonwealth record; and 

 (b) in any event — within 15 years of the record coming into existence. 



 

 
Auditor-General Report No. 44 2022–23 
Management of Information Assets 
 
62 

4.45 The ANMM’s records authority59 defines RNA documents as those relevant to the high-level 
control, preservation, and use of the collection. These records include: 

• overarching collection management policies and plans, including the collection 
development policy and long-term preservation plans; 

• acquisition records, such as proposals and reasons for acquisition, provenance, invoices, 
deeds of gift, approvals, property rights agreements, including intellectual property rights 
and copyright, object description papers, object condition and conservation reports, and 
negotiations and letters of acceptance for items which are eventually accessioned; 

• records documenting proposed acquisitions for complex and/or high financial value 
objects that do not proceed; 

• accessioning and de-accessioning registers, proposals and approvals; 
• control records, such as the collection management database, classification methods, 

other catalogues and registers and metadata that provide essential finding aids and 
provenance for the collection; 

• final project documentation; 
• minutes of program committees; and 
• original research. 
4.46 The ANMM was established in 1991. It is therefore likely to have records that would fall into 
the above categories, that have been in existence for more than 15 years, and should therefore 
have been transferred to the National Archives as RNA. 

4.47 ANMM has never transferred records to the National Archives. In this regard the ANMM will 
not be compliant with the Archives Act.  

4.48 It was not clear from available documentation and staff why no records had ever been 
transferred. Contributing factors included: 

• a lack of records management expertise within the ANMM, due to turnover of staff and 
insufficient resourcing; 

• this lack of expertise resulting in a view that as much of the information was held within 
TMS, it was not feasible or appropriate to transfer records; and 

• a lack of systematic governance of records management that did not highlight important 
legislative requirements and put in place procedures to meet these requirements. 

4.49 The ANMM became aware that no records had ever been transferred in July 2022 when the 
records manager contacted the National Archives and asked for details of past transfers. The 

 
59 A records authority is a legal instrument that allows entities to make decisions about keeping, destroying or 

transferring Australian Government records. Records authorities are used to determine how long to keep 
records and provide permission for the destruction of records once this time has passed.  

 See https://www.naa.gov.au/information-management/records-authorities.  
 Records authorities are drafted by an entity and submitted to the National Archives for authorisation. The 

ANMM’s records authority is published on the National Archives’ website.  
 See: https://www.naa.gov.au/sites/default/files/2019-12/agency-ra-2009-00106625.pdf [accessed 17 April 

2023]. 
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National Archives advised that ‘there have been no transfers of any format to the National Archives 
from the Australian National Maritime Museum’. 

Recommendation no. 7 
4.50 The Australian National Maritime Museum establish procedures to ensure timely and 
appropriate compliance with the requirements of the Archives Act 1983 regarding the transfer of 
records to the National Archives. 

Australian National Maritime Museum response: Agreed. 

4.51 The ANMM acknowledges the importance of transferring records to the National Archives 
of Australia (NAA) and will work with the NAA to ensure delivery as per the Archives Act.  

Does the Australian National Maritime Museum accurately report 
externally on its progress in implementing the policy? 

The ANMM’s Check-up survey response accurately reported that it had not transferred records 
to the National Archives. Several other parts of the ANMM’s response regarding information 
governance risk management were not accurate. 

The ANMM’s Check-up response 
4.52 The ANMM submitted its 2022 Check-up survey response to the National Archives in 
November 2022. The ANMM advised that the response had been approved by the CEO however 
did not have evidence of the approval. As noted in Chapter 2 this is a fundamental part of the 
National Archives’ assurance controls. 

4.53 The ANMM accurately reported that it ‘never/rarely’ transferred ‘retain as national archives’ 
information assets, as soon as practicable, or within 15 years of creation to the care of the National 
Archives.  

4.54 The ANAO reviewed the ANMM’s 2022 Check-up survey response and identified answers 
that could not be substantiated by the ANMM and were inconsistent with the ANAO’s analysis of 
available ANMM documentation. ANAO analysis of the answers is in Table 4.1. 

Table 4.1: Inconsistent answers in the ANMM’s 2022 Check-up survey response 
Check-up question ANMM response ANAO comment 

12.(a) Enterprise-wide information 
management strategy 

Planning consultation 
underway to develop 

The ANAO found no evidence 
that any planning or 
consultation had occurred.  

12.(d) Information risk management 
strategy 

Completed and needs to 
be reviewed/ updated 

There is no separate 
information risk strategy or 
register, and no information 
management specific risks in 
the general ANMM risk register 
(see paragraph 4.21). 
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Check-up question ANMM response ANAO comment 

13. Does your agency have an
information governance framework?

Partial — in the process of 
developing one 

The ANAO found no evidence 
that an information governance 
framework was being 
developed. 

26.(a) Senior management actively 
support information management as a 
business priority. 

Sometimes The ANAO found no evidence 
that senior management 
actively support information 
management as a business 
priority. 

Source: ANMM response to the 2022 Check-up Survey and ANAO analysis of ANMM activities. 

4.55 The response also stated that the ANMM did not use the products and guidance produced 
by the National Archives to support implementation of the Building Trust policy. ANMM staff 
confirmed that they had little contact with the National Archives and were unaware of ways to 
engage with the National Archives. 

Recommendation no. 8 
4.56 The Australian National Maritime Museum establish robust governance and reporting 
arrangements for information management consistent with the Building trust in the public record 
policy to ensure the response to the National Archives Check-up survey accurately reflects 
information management in the Australian National Maritime Museum is used to improve 
information management practices within the Australian National Maritime Museum. 

Australian National Maritime Museum response: Agreed. 

4.57 The museum acknowledges that improvements to its information management 
governance would ensure evidence for all survey responses is readily accessible. The ANMM will 
continue working to improve governance and reporting arrangements for information 
management and will endeavour to improve documentation of its Check-up survey response. 

Grant Hehir 
Auditor-General 

Canberra ACT 
28 June 2023 
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Appendix 2 Improvements observed by the ANAO 

1. The existence of independent external audit, and the accompanying potential for scrutiny
improves performance. Improvements in administrative and management practices usually occur
in anticipation of ANAO audit activity; during an audit engagement; as interim findings are made;
and/or after the audit has been completed and formal findings are communicated.

2. The Joint Committee of Public Accounts and Audit (JCPAA) has encouraged the ANAO to
consider the ways in which the ANAO could capture and describe some of these impacts. The
ANAO’s 2022–23 Corporate Plan states that the ANAO’s annual performance statements will
provide a narrative that will consider, amongst other matters, analysis of key improvements made 
by entities during a performance audit process based on information included in tabled
performance audit reports.

3. Performance audits involve close engagement between the ANAO and the audited entity
as well as other stakeholders involved in the program or activity being audited. Throughout the
audit engagement, the ANAO outlines to the entity the preliminary audit findings, conclusions
and potential audit recommendations. This ensures that final recommendations are appropriately
targeted and encourages entities to take early remedial action on any identified matters during
an audit. Remedial actions entities may take during the audit include:

• strengthening governance arrangements;
• introducing or revising policies, strategies, guidelines, or administrative processes; and
• initiating reviews or investigations.
4. In this context, the below actions were observed by the ANAO during the audit. It is not
clear whether these actions and/or the timing of these actions were planned in response to
proposed or actual audit activity. The ANAO has not sought to obtain assurance over the source
of these actions or whether they have been appropriately implemented.

Report paragraph no. Improvements observed during the audit 

2.23 The National Archives reviewed and updated the risk register and all High risks 
were consolidated and either removed or downgraded due to their low 
likelihood. 

3.7 PM&C updated its Normal Administrative Practice Policy to include reference to 
the Building Trust policy. 

3.9 In April 2023, PM&C established an ICT Programme Management Office 
Programme Board (IPMB), chaired by the CGIO. The terms of reference of the 
IPMB include that it ‘Monitors progress towards Building Trust in the Public 
Record Policy, and future policy targets’. At its first meeting the IPMB 
considered information management-related issues topics such as the 
department’s information management strategy and related risks.  

3.11 PM&C advised that a new version of the PM&C Information Governance 
Framework is currently in draft for review and updates to reflect the current 
Information Services Branch (ISB) structure and governance arrangements. As 
part of this process, reference to the Building Trust in the Public Record Policy 
has been incorporated in the new version of the document and listed in the 
Objectives. It is anticipated that approval and publication of the updated PM&C 
Information Governance Framework will be complete by end of February 2023. 
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Report paragraph no. Improvements observed during the audit 

3.19 PM&C updated its File Titling Guidelines by adding a version control table in 
January 2023 following ANAO queries. 

3.20 An updated Working with Records procedure was approved by the PM&C Chief 
Information Officer in May 2023.  

N/A PM&C updated its ISB Implementation Roadmap - High Level Priority Roadmap 
to include reference to the Building Trust policy in the Scope and Benefits 
Description sections. 

N/A PM&C updated its Information Services Branch (ISB) Strategic Risk 
Assessment to include reference to the Building Trust policy. 

 
 



Appendix 3 2022 Check-up survey results 

Agency Overall 
Index 

Governance 
and culture 

index 

Creating 
information 

assets index 

Describing 
information 

assets index 

Storing, 
preserving, and 

managing 
information 

assets index 

Appraising 
and 

disposing 
index 

Use, reuse and 
interoperability 
index 

Overall APS average 3.6 3.5 4.3 3.3 4.0 3.3 3.2 

Screen Australia 5.0 4.8 5.0 5.0 5.0 5.0 5.0 

Department of Industry, 
Science, and Resources 

4.9 4.9 5.0 5.0 4.6 5.0 4.9 

Australian Reinsurance 
Pool Corporation 

4.8 4.5 5.0 5.0 5.0 5.0 4.5 

National Archives of 
Australia 

4.8 4.9 4.9 4.9 4.7 5.0 4.3 

Fisheries Research and 
Development Corporation 

4.8 4.6 5.0 5.0 5.0 4.0 5.0 

Asbestos Safety and 
Eradication Agency 

4.7 4.5 5.0 4.9 5.0 4.9 4.2 

Royal Australian Navy 
Relief Trust Fund 

4.7 4.2 5.0 5.0 5.0 4.3 4.6 

Reserve Bank of Australia 4.7 4.9 4.9 4.4 4.9 4.8 4.2 

Army and Air Force 
Canteen Service 

4.7 4.6 5.0 4.6 5.0 3.9 4.9 

National Transport 
Commission 

4.6 4.8 4.9 4.9 4.7 4.4 4.2 

NBN Co Limited 4.6 4.8 4.9 4.4 4.7 4.4 4.5 

Regional Investment 
Corporation 

4.5 4.7 5.0 4.4 4.8 4.3 3.8 
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index 

Creating 
information 

assets index 

Describing 
information 

assets index 

Storing, 
preserving, and 

managing 
information 

assets index 

Appraising 
and 

disposing 
index 

Use, reuse and 
interoperability 
index 

Australian Commission on 
Safety and Quality in 
Health Care 

4.5 4.3 5.0 3.8 5.0 4.0 4.8 

Cancer Australia 4.4 4.4 4.8 4.4 4.9 4.1 4.2 

Australian Taxation Office 4.4 4.6 4.9 4.1 4.6 4.1 4.4 

Australian Renewable 
Energy Agency 

4.4 3.8 4.5 4.5 4.8 4.3 4.7 

Sport Integrity Australia 4.4 3.3 4.8 4.8 4.6 5.0 4.1 

National Film and Sound 
Archive of Australia 

4.4 4.0 5.0 4.5 5.0 3.5 4.4 

National Blood Authority 4.4 3.8 4.3 4.5 4.8 4.4 4.4 

Office of the Australian 
Information Commissioner 

4.3 3.6 4.6 4.4 4.9 4.6 3.9 

Comcare 4.3 3.8 4.8 4.4 4.6 4.0 4.4 

Office of National 
Intelligence 

4.3 4.6 4.9 3.8 4.4 4.1 4.1 

Office of the Director of 
Public Prosecutions 

4.3 4.4 4.8 4.6 4.6 4.4 2.9 

Workplace Gender 
Equality Agency 

4.3 4.0 5.0 3.9 4.8 3.8 4.3 

Australian Building and 
Construction Commission 

4.3 4.3 4.8 3.9 4.2 4.4 4.1 

National Offshore 
Petroleum Safety and 
Environmental 
Management Authority 

4.2 3.9 5.0 4.0 4.5 5.0 3.1 
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information 

assets index 
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preserving, and 

managing 
information 

assets index 
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index 

Use, reuse and 
interoperability 
index 

Australian National Audit 
Office 

4.2 4.6 4.8 3.8 4.4 4.4 3.5 

Department of Education 4.2 4.3 4.9 4.1 4.4 3.6 4.1 

Department of the Prime 
Minister and Cabinet 

4.2 4.2 4.4 4.3 4.6 3.6 4.3 

Anindilyakwa Land Council 4.2 4.5 5.0 2.8 5.0 3.6 4.1 

Australian Radiation 
Protection and Nuclear 
Safety Agency 

4.2 4.0 5.0 4.4 4.3 4.3 3.0 

Australian Law Reform 
Commission 

4.1 4.1 4.0 3.0 4.5 4.9 4.3 

Inspector-General of 
Taxation 

4.1 4.0 4.6 4.8 4.9 2.8 3.7 

Australian Digital Health 
Agency 

4.1 3.9 4.6 3.6 4.5 3.9 4.1 

National Health Funding 
Body 

4.1 4.0 5.0 3.3 4.6 3.0 4.7 

Professional Services 
Review Scheme 

4.1 4.5 5.0 3.1 4.5 3.8 3.5 

Organ and Tissue 
Authority 

4.1 3.2 5.0 4.4 4.3 4.0 3.5 

National Health and 
Medical Research Council 

4.1 4.6 5.0 3.3 4.9 4.0 2.6 

Independent Health and 
Aged Care Pricing 
Authority 

4.0 4.7 5.0 3.9 5.0 2.6 3.1 
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assets index 
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index 

Use, reuse and 
interoperability 
index 

Services Australia 4.0 3.8 4.3 4.1 4.0 3.6 4.4 

National Museum of 
Australia 

4.0 3.7 4.8 3.6 4.5 4.1 3.5 

Australian Securities and 
Investments Commission 

4.0 4.3 4.6 4.1 4.1 3.5 3.4 

Cotton Research and 
Development Corporation 

4.0 3.7 4.5 4.0 4.6 2.8 4.4 

Federal Court of Australia 4.0 3.9 4.4 3.8 3.7 4.4 3.7 

Department of Veterans' 
Affairs 

4.0 3.5 4.5 4.1 4.3 3.9 3.5 

Australian Trade and 
Investment Commission 

4.0 4.0 4.4 4.6 3.9 2.9 4.0 

Australian Broadcasting 
Corporation 

4.0 3.7 4.6 3.3 4.2 4.4 3.6 

Australian Transaction 
Reports and Analysis 
Centre 

4.0 4.1 4.6 3.4 4.2 3.6 3.8 

Commonwealth Scientific 
and Industrial Research 
Organisation 

4.0 3.2 4.6 3.9 4.0 3.9 4.2 

Clean Energy Finance 
Corporation 

4.0 3.3 5.0 4.1 4.7 2.4 4.3 

Australian National 
University 

3.9 4.0 4.0 3.9 4.4 3.9 3.5 
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Rural Industries Research 
and Development 
Corporation 

3.9 3.4 4.5 4.1 4.2 3.5 3.7 

Digital Transformation 
Agency 

3.9 3.1 4.5 3.1 4.7 4.6 3.2 

Food Standards Australia 
New Zealand 

3.9 2.8 4.6 4.3 4.6 2.8 4.1 

Australian Hearing 
Services 

3.9 3.4 4.5 3.5 4.3 4.0 3.5 

Australian Skills Quality 
Authority 

3.8 3.2 4.6 4.5 4.2 3.0 3.5 

Australian Prudential 
Regulation Authority 

3.8 3.4 5.0 3.8 4.1 3.9 2.9 

Australian Institute for 
Teaching and School 
Leadership 

3.8 4.0 5.0 1.0 4.8 4.6 3.6 

National Indigenous 
Australians Agency 

3.8 3.7 4.3 3.0 4.8 3.4 3.8 

Australian Transport 
Safety Bureau 

3.8 3.7 4.0 4.0 3.9 3.1 4.2 

Department of the 
Treasury 

3.8 4.3 3.9 3.9 3.9 3.8 3.3 

Australian Criminal 
Intelligence Commission 

3.8 4.3 4.8 3.9 3.7 3.8 2.5 

Australian Institute of 
Family Studies 

3.8 3.6 4.5 3.5 4.9 3.1 3.3 
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Australian Fisheries 
Management Authority 

3.8 3.9 4.3 3.6 4.0 3.5 3.5 

Australian Curriculum, 
Assessment and Reporting 
Authority 

3.8 3.4 4.1 3.8 4.0 4.1 3.4 

Department of Social 
Services 

3.8 2.8 3.9 5.0 3.7 3.0 4.4 

Department of 
Infrastructure, Transport, 
Regional Development, 
Communications and the 
Arts 

3.8 4.1 4.6 2.8 3.9 4.1 3.1 

Infrastructure Australia 3.8 3.0 4.9 3.3 4.1 4.0 3.4 

National Faster Rail 
Agency 

3.7 3.8 4.6 2.9 3.9 4.1 3.1 

Office of the Inspector-
General of Intelligence and 
Security 

3.7 4.4 4.0 4.0 3.8 3.6 2.5 

Special Broadcasting 
Service Corporation 

3.7 3.9 4.0 3.9 4.1 3.6 2.9 

Repatriation Medical 
Authority 

3.7 4.1 5.0 1.0 4.8 3.5 3.9 

Department of 
Parliamentary Services 

3.7 4.3 4.1 3.9 3.9 3.5 2.5 

Office of the Official 
Secretary of the Governor-
General 

3.7 3.8 4.0 3.5 3.7 3.8 3.3 
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Great Barrier Reef Marine 
Park Authority 

3.7 3.1 3.8 3.8 4.2 4.0 3.2 

Fair Work Ombudsman 
and Registered 
Organisations Commission 
Entity 

3.7 4.3 4.6 2.4 3.3 3.6 3.7 

Royal Australian Mint 3.6 3.5 4.3 3.0 4.0 4.0 3.1 

Independent Parliamentary 
Expenses Authority 

3.6 3.2 4.1 3.6 3.6 4.0 3.4 

Australian Research 
Council 

3.6 4.2 4.5 3.3 4.3 2.8 2.7 

Bureau of Meteorology 3.6 4.1 3.9 4.0 3.6 2.6 3.5 

Australian Office of 
Financial Management 

3.6 4.4 4.5 2.1 4.1 3.8 2.7 

Australia Council 3.6 3.2 4.1 3.8 3.9 3.0 3.5 

Attorney-General’s 
Department 

3.6 4.5 4.3 3.6 3.6 3.4 2.2 

Australian Institute of 
Marine Science 

3.6 2.9 3.5 3.8 3.5 3.9 4.0 

National Library of 
Australia 

3.6 3.0 3.8 3.8 3.8 3.6 3.5 

Australian Pesticides and 
Veterinary Medicines 
Authority 

3.6 3.3 4.3 3.1 4.6 2.9 3.2 

Australian War Memorial 3.5 2.7 4.4 4.0 3.6 4.1 2.4 
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Commonwealth 
Superannuation 
Corporation 

3.5 4.0 4.3 2.5 3.7 3.6 3.2 

National Portrait Gallery of 
Australia 

3.5 3.4 4.5 2.9 3.6 4.0 2.7 

Australian Institute of 
Health and Welfare 

3.5 3.6 4.0 2.5 3.6 3.3 4.1 

NDIS Quality and 
Safeguards Commission 

3.5 4.0 4.5 3.4 3.4 2.8 3.0 

National Capital Authority 3.5 3.1 4.0 4.4 3.8 4.3 1.5 

National Intermodal 
Corporation Limited 

3.5 3.4 4.9 3.5 4.8 2.8 1.6 

National Mental Health 
Commission 

3.5 2.3 4.3 3.8 4.0 3.3 3.4 

Northern Land Council 3.4 3.1 3.8 3.1 3.7 3.9 3.2 

Tourism Australia 3.4 3.5 4.4 1.5 4.2 3.1 3.9 

Department of Foreign 
Affairs and Trade 

3.4 3.3 3.5 3.5 3.6 3.0 3.5 

Grains Research and 
Development Corporation 

3.4 2.8 4.8 3.4 4.3 1.9 3.3 

Murray-Darling Basin 
Authority 

3.4 3.4 3.9 3.3 3.9 3.0 3.0 

Auditing and Assurance 
Standards Board and 
Australian Accounting 
Standards Board 

3.4 3.8 4.1 2.1 3.9 3.4 3.0 
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Indigenous Land and Sea 
Corporation 

3.4 3.2 4.1 3.1 3.6 3.3 3.1 

ASC 3.4 3.4 4.1 2.9 4.7 2.4 2.8 

Future Fund Management 
Agency 

3.4 2.5 4.5 2.8 3.6 3.1 3.7 

Australian Competition and 
Consumer Commission 

3.4 3.9 4.8 3.0 3.7 2.8 2.1 

Aged Care Quality and 
Safety Commission 

3.4 3.4 4.1 2.8 4.0 3.4 2.5 

Clean Energy Regulator 3.3 3.1 3.1 3.1 3.7 3.3 3.7 

Fair Work Commission 3.3 3.2 3.5 3.1 4.6 2.3 3.2 

Productivity Commission 3.3 2.0 4.4 4.0 4.8 2.9 1.8 

Office of the 
Commonwealth 
Ombudsman 

3.3 3.3 3.9 3.6 4.0 1.9 3.2 

Outback Stores 3.3 2.2 4.0 3.9 4.2 2.5 3.0 

Office of Parliamentary 
Counsel 

3.3 3.2 3.6 2.9 4.1 3.8 2.2 

Department of Agriculture 
Fisheries and Forestry 

3.3 2.9 4.0 3.5 3.3 2.9 3.1 

Defence Housing Australia 3.3 3.1 4.1 3.3 3.2 3.0 2.9 

Australian Charities and 
Not-for-profits Commission 

3.3 3.6 4.3 3.1 3.9 1.6 3.1 

Department of Health and 
Aged Care 

3.3 2.6 4.3 2.6 3.6 3.3 3.2 
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Australian Centre for 
International Agricultural 
Research 

3.2 3.6 4.1 3.1 4.0 2.5 2.2 

National Disability 
Insurance Agency 

3.2 3.6 4.0 3.5 3.4 2.3 2.7 

Australian Maritime Safety 
Authority 

3.2 3.6 3.5 3.0 3.4 3.4 2.6 

Department of Home 
Affairs 

3.2 3.4 4.4 2.1 3.9 2.4 3.3 

IP Australia 3.2 3.5 3.9 2.5 3.7 3.4 2.5 

Indigenous Business 
Australia 

3.2 2.8 3.9 3.3 4.4 2.8 2.2 

Australian Electoral 
Commission 

3.2 4.2 4.0 2.0 3.7 2.5 2.8 

Department of Finance 3.2 3.7 4.4 2.6 3.5 2.5 2.5 

Bundanon Trust 3.2 2.9 4.4 4.0 3.9 1.9 2.0 

Australian Film, Television 
and Radio School 

3.2 3.4 3.6 2.3 3.6 3.4 2.6 

Creative Partnerships 
Australia 

3.2 2.6 5.0 3.1 4.6 1.5 2.1 

Northern Australia 
Infrastructure Facility 

3.1 2.9 4.5 2.9 3.9 2.3 2.4 

Australian Financial 
Security Authority 

3.1 3.1 4.4 3.0 3.3 2.1 3.0 

Geoscience Australia 3.1 2.8 3.9 2.9 2.8 2.5 3.9 
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Australian Sports 
Foundation Limited 

3.1 2.8 3.9 2.5 3.4 3.1 3.0 

Australian 
Communications and 
Media Authority 

3.1 3.3 4.3 2.1 3.5 2.9 2.5 

Central Land Council 3.1 2.2 4.1 3.6 3.5 3.0 2.0 

Tertiary Education Quality 
and Standards Agency 

3.0 3.1 4.0 2.5 3.7 2.4 2.6 

North Queensland Water 
Infrastructure Authority 

3.0 3.3 4.1 2.9 2.4 3.0 2.6 

Wine Australia 3.0 2.2 2.8 2.4 4.9 2.4 3.5 

Torres Strait Regional 
Authority 

3.0 2.8 3.6 2.1 3.9 2.4 3.3 

Export Finance Australia 3.0 2.8 4.9 2.9 3.5 2.0 2.0 

Climate Change Authority 3.0 2.1 4.6 2.6 4.1 1.8 2.6 

National Gallery of 
Australia 

2.9 4.2 3.4 2.0 3.4 2.6 2.0 

Snowy Hydro Limited 2.9 1.9 4.4 2.5 3.7 2.5 2.5 

Australian Public Service 
Commission 

2.9 2.5 4.3 1.4 3.8 2.1 3.5 

Commonwealth Grants 
Commission 

2.9 2.9 3.6 1.5 4.0 3.3 2.3 

Australian Signals 
Directorate 

2.9 3.3 4.3 2.8 2.6 2.0 2.6 
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Australian Institute of 
Aboriginal and Torres 
Strait Islander Studies 

2.9 2.9 4.4 2.0 2.9 3.4 1.8 

Coal Mining Industry (Long 
Service Leave Funding) 
Corporation 

2.9 3.9 3.9 1.5 3.3 2.5 2.3 

National Housing Finance 
and Investment 
Corporation (NHFIC) 

2.8 2.5 4.0 3.5 3.2 1.6 2.3 

Museum of Australian 
Democracy at Old 
Parliament House 

2.8 3.0 3.3 1.8 3.6 2.5 3.0 

Civil Aviation Safety 
Authority 

2.8 2.9 3.1 2.3 3.4 3.3 2.1 

Australian Rail Track 
Corporation 

2.8 2.6 3.3 2.1 3.7 2.4 2.9 

Australian Commission for 
Law Enforcement Integrity 

2.8 2.9 3.6 2.9 3.3 2.8 1.5 

Australian Federal Police 2.8 3.6 2.6 3.0 3.2 1.9 2.6 

Department of Defence 2.8 3.6 3.1 2.6 3.1 1.9 2.5 

Australian National 
Maritime Museum 

2.8 2.3 3.9 2.5 2.4 2.6 2.8 

Administrative Appeals 
Tribunal 

2.7 3.5 3.9 1.4 2.8 3.5 1.4 

Australian Bureau of 
Statistics 

2.7 2.9 4.5 2.0 2.4 1.0 3.5 
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Safe Work Australia 2.7 1.9 3.9 2.0 3.4 2.5 2.5 

Australian Naval 
Infrastructure 

2.7 2.5 3.5 1.8 4.1 2.5 1.7 

Aboriginal Hostels Limited 2.6 2.7 3.1 1.9 3.6 2.6 1.9 

Sydney Harbour 
Federation Trust 

2.6 3.2 3.3 1.4 3.3 2.1 2.5 

Australian Sports 
Commission 

2.6 2.2 4.0 1.9 3.2 2.4 2.0 

Airservices Australia 2.6 3.6 2.6 2.0 2.4 2.1 2.7 

Australian Strategic Policy 
Institute 

2.2 1.7 3.0 1.4 3.4 2.1 1.8 

Australian Nuclear Science 
and Technology 
Organisation 

2.0 2.7 2.8 1.3 2.5 1.8 1.4 

Tiwi Land Council 2.0 1.5 3.6 1.0 2.7 1.8 1.5 

Source:  National Archives of Australia. 
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Appendix 4 Recommendation 3 of the JCPAA Report 492: 
Governance in the Stewardship of Public Resources 

The Committee recommends that the National Archives of Australia (NAA) report back: 

• with details of its risk management plan for the Building Trust digital policy, and on how
NAA is identifying, managing and reporting risks to implementation of the policy

• on its monitoring and evaluation plan for implementation of the Building Trust policy,
including details of:
− how the performance measures it has established are relevant, reliable and

adequate; are consistent with the policy objectives, to enable accurate assessment
of NAA performance against objectives and accurate analysis of Commonwealth
entity performance in implementing targets; and clearly define how success will be
measured and reported

− how its annual surveys have been redesigned to reflect the objectives of the
Building Trust policy and gauge entity progress in implementing the policy, to
enable direct comparison of survey results with policy targets, and ensure
consistent and comparable data is collected

− the findings of its review of implementation of the policy (due in 12 months),
including performance reporting on NAA’s effectiveness in monitoring and
assisting entities to meet the targets of the policy

• on its assurance framework for verifying the accuracy of reported data in Commonwealth
entity self-assessments from annual surveys, in terms of implementation of the Building
Trust policy.


	Contents
	Summary and recommendations
	Background
	Rationale for undertaking the audit
	Audit objective, criteria and scope

	Conclusion
	Supporting findings
	National Archives of Australia
	Department of the Prime Minister and Cabinet
	Australian National Maritime Museum

	Recommendations
	Summary of entity responses
	Key messages from this audit for all Australian Government entities

	1. Background
	Role of the National Archives of Australia
	Building trust in the public record: managing information and data for government and community policy
	National Archives’ Check-up survey

	Role of entities
	Previous reviews and audits
	Rationale for undertaking the audit
	Audit approach
	Audit objective, criteria and scope
	Audit methodology


	2. National Archives of Australia
	Has the National Archives of Australia established fit-for-purpose arrangements to support implementation of the Building Trust policy?
	Implementation planning
	Implementation oversight and reporting
	Implementation risk management

	Does the National Archives of Australia have effective arrangements to support entity compliance with the policy?
	Stakeholder engagement
	Stakeholder engagement and communications planning
	Delivery of engagement and communication activities
	Engagement with Chief Information Governance Officers and Chief Information Officers
	Measuring stakeholder engagement effectiveness
	Check-up survey feedback

	Targeting engagement activities
	Identifying low-scoring entities from Check-up data
	Analysing entity enquiries
	Monitoring and analysing transfers by entities
	Monitoring Auditor-General reports


	Does the National Archives of Australia have effective monitoring, evaluation and reporting arrangements including providing assurance on the accuracy of reported data on entity progress?
	Monitoring and evaluation arrangements
	National Archives’ approach to monitoring and evaluation of the Building Trust policy
	Performance measures for implementation of the Building Trust policy

	Monitoring the transfer of ‘retain as national archives’ information assets to the National Archives
	Building Trust policy requirements for the transfer of records to the National Archives
	Measuring the effectiveness of the Building Trust policy in regard to transfers

	Assurance on the quality of data provided by entities
	Agency head authorisation
	Validation of survey data



	1 Recommendation no. 
	2 Recommendation no. 
	3 Recommendation no. 
	3. Department of the Prime Minister and Cabinet
	Does the Department of the Prime Minister and Cabinet manage information assets with appropriate governance and reporting?
	Enterprise-wide strategic management of information assets
	Role of the Chief Information Governance Officer (CIGO)
	Information governance committees and reporting
	Enterprise-wide frameworks, strategies and policies

	Policies and procedures
	Risk management of information assets
	Appropriately skilled staff

	Has the Department of the Prime Minister and Cabinet established fit-for-purpose information management processes, practices and systems?
	Managing assets digitally
	PM&C policy on managing digitally
	Use of endorsed record keeping systems including ShareHub

	Live Briefing System
	Disposal and transfer of information to the National Archives

	Does the Department of the Prime Minister and Cabinet accurately report externally on its progress in implementing the policy?
	PM&C’s 2022 Check-up response
	Check-up response approval and submission
	Accuracy of the Check-up response



	4 Recommendation no. 
	5 Recommendation no. 
	4. Australian National Maritime Museum
	Does the Australian National Maritime Museum manage information assets with appropriate governance and reporting?
	Enterprise-wide strategic management of information assets
	Policies and procedures
	Governance of information assets
	Risk management of information assets
	Appropriately skilled staff

	Has the Australian National Maritime Museum established fit-for-purpose information management processes, practices and systems?
	ANMM’s collection management system
	ANMM’s document management system
	Disposal and transfer of information to the National Archives

	Does the Australian National Maritime Museum accurately report externally on its progress in implementing the policy?
	The ANMM’s Check-up response


	6 Recommendation no. 
	7 Recommendation no. 
	8 Recommendation no. 
	Appendix 1 Entity responses
	Appendix 2 Improvements observed by the ANAO
	Appendix 3 2022 Check-up survey results
	Appendix 4 Recommendation 3 of the JCPAA Report 492: Governance in the Stewardship of Public Resources

