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Australian National

Audit Office

Canberra ACT
29 September 2005

Dear Mr President
Dear Mr Speaker

The Australian National Audit Office has undertaken a business support
process audit across agencies in accordance with the authority contained in
the Auditor-General Act 1997. Pursuant to Senate Standing Order 166 relating
to the presentation of documents when the Senate is not sitting, | present the
report of this audit and the accompanying brochure. The report is titled The
Senate Order for Agency and Departmental Contracts (Calendar Year 2004
Compliance).

Following its presentation and receipt, the report will be placed on the
Australian National Audit Office’s Homepage—nhttp://www.anao.gov.au.

Yours sincerely

lan McPhee
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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Abbreviations/Glossary

AEC

AusTender

CAC Act
CElIs
Customs

confidential
information

confidential/

confidentiality
provisions

contractual
information

CPGs

DIMIA

DoTARS
DVA
FaCS

Finance

Australian Electoral Commission

A service that provides the public with information about
the Australian Government’s procurement activities.

Commonuwealth Authorities and Companies Act 1997
Chief Executive’s Instructions
Australian Customs Service

Information that is subject to an obligation of confidence —
either under the contract or under general law principles.

The clauses of a contract that operate to create the
contractual confidentiality obligations on the parties to the
contract in respect of information that is specified in the
contract (for example, in a schedule). For the purposes of
the audit, the terms ‘confidential provisions” and
‘confidentiality provisions” are synonymous.

Information in, or relating to, the contract.

Commonwealth Procurement Guidelines

Department of Immigration and Multicultural and
Indigenous Affairs

Department of Transport and Regional Services
Department of Veterans’ Affairs
Department of Family and Community Services

Department of Finance and Administration
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Finance Guidance
on Confidentiality

Finance Guidance
on Internet
listings

FMA Act
FMIS
FOI Act

Necessary
qualities of
confidentiality

PM&C

Senate FPA
Committee

Senate
Order/Order

Abbreviations/Glossary

Department of Finance and Administration. Guidance on
Confidentiality of Contractors” Commercial Information,
February 2003.

Department of Finance and Administration. Guidance on the
Listing of Contract Details on the Internet, January 2004.

Financial Management and Accountability Act 1997
Financial Management Information System
Freedom of Information Act 1982

Tests to ascertain whether particular information has the
necessary qualities of confidentiality are whether the
information is both ‘sufficiently secret’ and ‘significant’:
secret in the sense that the information is generally not
known, and significant in the sense that the owner of the
information would be likely to suffer some detriment if the
information were made public.

Department of the Prime Minister and Cabinet

Senate Finance and Public Administration References
Committee

The Senate Order for Departmental and Agency Contracts
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Summary

Introduction

1. This report outlines the results of the seventh audit of Financial
Management and Accountability Act 1997 (FMA Act) agencies’ compliance with
the Senate Order for departmental and agency contracts (the Senate Order), to
list contract details for the 2004 calendar year reporting period on the Internet.

2. The audit was conducted in accordance with the Senate Order request
for the Auditor-General to undertake an annual examination of agency
contracts listed on the Internet, and report whether there had been any
inappropriate use of confidentiality provisions.

Audit scope and objectives

3. The objectives of the audit were to assess agency performance in
relation to compiling their Internet listings as required by the Senate Order and
the appropriateness of the use of confidentiality provisions in Commonwealth
contracts.

4. The audit involved a detailed examination in seven agencies of the
processes used to compile their Internet listings and the use of confidentiality
provisions in contracts.

Selected agencies

5. The seven agencies selected for review were:

. Australian Customs Service;

° Australian Electoral Commission;

J Department of Family and Community Services;

J Department of Immigration and Multicultural and Indigenous Affairs;
° Department of the Prime Minister and Cabinet;

. Department of Transport and Regional Services; and

J Department of Veterans’ Affairs.
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Key findings

6. The audit found that each of the audited agencies had placed a list of
contracts on their website that were, with one minor exception, in accordance
with requirements in the Senate Order. In two instances, Ministerial letters had
not been tabled in the Senate by the due date of 28 February 2005. The letters
were tabled on 4 April and 14 June 2005 respectively.

7. The audit concluded that the controls and processes for compiling the
Internet listing were generally adequate and provided reasonable assurance
that the number of contracts reported on the Internet was correct. However,
the ANAO considered that these controls could be strengthened by some
agencies implementing additional controls such as wundertaking a
reconciliation between the Senate Order listing and contract information
contained in their Financial Management Information Systems (FMIS) and/or
their AusTender ! information.

8. The audit also found that all of the selected agencies had included in
their standard Request For Tender documentation and contract templates
satisfactory information on the Australian Government’s accountability
framework, including its policy in relation to confidential information and
disclosure to the Parliament and its Committees.

9. However, guidance to staff with responsibilities for contract
negotiations that outlined the requirements of the Senate Order was an area
that needed improvement in some agencies, as was the extent and timing of
training and/or awareness sessions on the Senate Order requirements.

10. The ANAO reviewed 53 contracts that were listed on the Internet as
containing confidential provisions or ‘other requirements of confidentiality” to
determine whether they had been appropriately listed. The ANAO considered
that only 14, or 27 per cent, of these contracts satisfied the criteria for
protection as confidential information. This low level of compliance is
consistent with the overall result for the previous six audits, suggesting that
some agencies need to give higher priority to complying with this important
requirement of the Senate Order.

' All agencies subject to the Financial Management and Accountability Act 1997 are required by the

Commonwealth Procurement Guidelines to publish on AusTender contracts and standing offers with a
value of $10,000 or more.
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Summary

11. The ANAO found that no contract details had been excluded from the
Internet listings of the selected agencies for reasons of national security or
commercial sensitivity.

Overall conclusion

12. Overall, the ANAO concluded that although agencies” Internet listings
generally complied with the Senate Order, the percentage of contracts listed as
containing confidential information, that were considered by the ANAO as
being appropriately listed, was low. This situation could be attributed to
inadequate guidance being provided in some agencies to staff with contract
negotiation responsibilities, as well as a lack of training and/or the provision of
awareness-raising sessions to these staff.

13. Importantly, the audit found that all the agencies reviewed had
included in their templates contract, and the majority of contracts, a clause
providing for the disclosure of information to the Parliament and its
Committees.

14. The results of the ANAO’s audits over the last three years indicate a
need, at least in some agencies, to improve their awareness of, and compliance
with, the Senate Order. The need for agencies to revise their procurement and
related guidance material in the light of revisions to the Commonwealth
Procurement Guidelines (CPGs) that took effect from 1 January 2005 represents
a good opportunity for agencies, that have not already done so, to review and
as necessary improve their guidance material relating to the Senate Order.
Agencies should also reinforce the importance of compliance with the Order in
procurement-related training and awareness sessions undertaken. This is
particularly important in circumstances where agencies have a devolved
procurement environment where line managers are responsible for the
negotiation and management of contracts, including making judgements about
the confidentiality of contract provisions.

Agencies’ responses

15. All agencies agreed with the recommendations. Where provided,
agencies’ additional responses to each recommendation are provided in the
body of the report, and agency responses relating to the report in general are
provided at Appendix 3.
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Recommendations

Recommendation
No.1
Para.2.35

Recommendation
No.2
Para.3.20

Recommendation
No.3
Para.3.58

The ANAO recommends that agencies, that have not
already done so, implement additional controls
designed to ensure the completeness and accuracy of
their Internet listings. These controls could include
reconciling the Senate Order listing to AusTender
information and/or contract details included in their
FMIS.

The ANAO recommends that agencies provide further
guidance, together with training and/or awareness-
raising sessions on the requirements of the Senate Order,
to all staff responsible for negotiating contracts.

The ANAO recommends that agencies ensure adequate
documentation of the reasons for agreeing to identify
specified information in contracts as being confidential.

ANAO Audit Report No.11 2005-06
The Senate Order for Agency and Departmental Contracts

(Calendar Year 2004 Compliance)

14



Audit Findings
and Conclusions

ANAO Audit Report No.11 2005-06
The Senate Order for Agency and Departmental Contracts
(Calendar Year 2004 Compliance)

15



ANAO Audit Report No.11 2005-06

The Senate Order for Agency and Departmental Contracts
(Calendar Year 2004 Compliance)

16



1. Introduction

This chapter of the report provides background information about the audit and details
of the objectives and scope of this audit.

Background

1.1 The Senate Order on Departmental and Agency Contracts was
originally made in June 2001 and has been amended several times, most
recently on 4 December 2003. The Order is directed to underlining the
principle that information in government contracts should not be protected as
‘commercial in confidence” unless there is a sound reason to do so. The text of
the current Senate Order is reproduced at Appendix 1.

1.2 Government policy for the listing of contract details on the Internet is
now set out in the Department of Finance and Administration (Finance)
Guidance on the Listing of Contract Details on the Internet’ and Confidentiality of
Contractors’” Commercial Information.’ In addition, the Commonwealth Procurement
Guidelines have been amended to reflect the requirements of the Senate Order.
In January 2005 Finance issued Guidance on the Mandatory Procurement
Procedures,* which stipulates that confidentiality arrangements should be
clearly articulated in Request For Tender (RFT) documentation, and the draft
contract made available at tender stage should identify relevant Australian
Government policies relating to confidentiality and accountability
requirements for disclosure of information.

1.3 Agency compliance with these requirements is subject to the following
terms (as set out in the June 2003 Government response to the Order):

J agencies will use the Department of the Prime Minister and Cabinet

guidelines on the scope of public interest immunity in Government
Guidelines for Official Witnesses before Parliamentary Committees and

Department of Finance and Administration. Guidance on the Listing of Contract Details on the Internet
(Meeting the Senate Order on Departmental and Agency Contracts), January 2004. Referred to as Finance
Guidance on Internet Listings, in this report. This guidance was drawn from the criteria contained in Audit
Report No.38, 2000—2001 The Use of Confidentiality Provisions in Commonwealth Contracts.

Department of Finance and Administration, Guidance on Confidentiality of Contractors’ Commercial
Information, February 2003. Referred to as Finance Guidance on Confidentiality in this report.

Department of Finance and Administration, Guidance on the Mandatory Procurement Procedures, January
2005.
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Related Matters to determine whether information regarding individual
contracts will be provided;

J agencies will not disclose information if disclosure would be contrary
to the Privacy Act 1988, or to other statutory secrecy provisions, or if the
Commonwealth has given an undertaking to another party that the
information will not be disclosed; and

J compliance with the Senate Order will be progressive as agencies
covered by the Financial Management and Accountability Act 1997 refine
arrangements and processes to meet the requirements.

1.4 Chief Executives are also required to advise portfolio Ministers of any
sensitivity in relation to disclosure before publishing information on contracts
entered into by their agency.

1.5 Clause 5 of the Order requests (and the Auditor-General has agreed)
that the Auditor-General report on agency compliance with the requirements
of the Order.

Audit requirements

Senate Order request for audit of agency compliance

1.6 The initial Senate Order had requested the Auditor-General to
undertake twice-yearly examinations of agency contracts required to be listed
on the Internet, and report whether there had been any inappropriate use of
confidentiality provisions and whether contracts not included in agency lists
should have been listed. The Auditor-General tabled reports on the
twice-yearly audits in February and September 2002, March and September
2003, and February and September 2004.

1.7 On 4 December 2003, the Order was amended to request the
Auditor-General to provide a report to the Senate annually (not later than
30 September each year), rather than twice yearly. The Auditor-General agreed
to this request on 22 December 2003.

This audit report

1.8 This audit is the seventh in a series of audits fulfilling the Senate’s
request. This report details the findings and conclusions of the audit in
response to the Senate Order, namely, the audit of the contract information
associated with the tabling of letters by Ministers, by no later than two months
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Introduction

after the last day of the 2004 calendar year, that is 28 February 2005, and
contracts entered into or not fully performed in the twelve months beginning
1 January 2004 and ending 31 December 2004.>

Audit Objectives
1.9 The objectives were, in the seven selected agencies, to examine:
J whether all the details as required by the Senate Order were included

in the agency’s Internet contract listing;

J the process by which the agency’s Internet listing was prepared, and
assess whether the process was likely to lead to the list of contracts
placed on the Internet being complete;

J the process by which the agency determined which contracts placed on
the Internet contained confidential provisions or were considered to be
confidential, and assess whether the process was likely to be
appropriate;

° a selection of contracts listed as confidential and determine whether the
use of such provisions was appropriate; and

° a selection of contracts which have been excluded from the Internet
listing because the whole contract was deemed to be confidential and
assess whether the contract should have been listed.

Audit scope and criteria

Scope

1.10 In the agencies subject to audit, the ANAO reviewed the processes used
to compile the Internet listings and the use of confidentiality provisions in
contracts. In relation to confidentiality provisions, the audit focussed on
commercial information that could reasonably be protected as confidential.®
However, the ANAO recognises that agencies may have agreed to protect
other types of information, for example, information with a national security
classification and/or personal information, as confidential information.

®  When the Senate Order refers to contracts entered into in the previous 12 months it ‘means the period of

12 months ending on either 30 June or 31 December in any year, as the case may be’.

The actual wording of the Senate Order does not specifically refer to commercial information. However,
the basis for the original Senate Motion and the holding of the Senate Finance and Public Administration
(FPA) References Committee’s inquiry was the Senate’s concern that information was being withheld
from the Parliament for reasons of commercial confidentiality.
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Audit criteria

1.11  Audit criteria were developed for each of the audit objectives using the
relevant Finance guidance referred to in paragraph 1.2 above. In summary, the
criteria represent the management environment and internal controls that an
agency would be expected to have in place to comply with the relevant
legislative requirements, government policies and accepted management
principles applicable to each objective.

Audit coverage and methodology

Selected agencies

1.12  The selection of agencies was based on an analysis of the previous six
audit reports tabled under the Senate Order, particularly where the ANAO
had identified that the agency required improvement in the following areas:

J the process for listing relevant contracts on the Internet;
J the appropriate use of confidential provisions; and
J the adoption of Australian Government reforms relating to

confidentiality in contracts in policies, procedures, requests for tenders,
contract templates and contract negotiation practices.

1.13  The seven agencies selected for detailed review were:

o Australian Customs Service (Customs);

o Australian Electoral Commission (AEC);

J Department of Family and Community Services (FaCS)

J Department of Immigration and Multicultural and Indigenous Affairs
(DIMIA);

o Department of the Prime Minister and Cabinet (PM&C)

J Department of Transport and Regional Services (DOTARS); and

o Department of Veterans’ Affairs (DVA).

Audit methodology
1.14 The audit methodology involved:

J for the agencies selected, accessing their Internet sites and downloading

relevant information from the contract listings;
ANAO Audit Report No.11 2005-06
The Senate Order for Agency and Departmental Contracts

(Calendar Year 2004 Compliance)

20



Introduction

° conducting interviews, examining files, records and contracts relating
to the contract listings at each of the selected agencies, and

J providing management reports on the detailed audit findings to the
selected agencies.

1.15 Where considered appropriate, legal advice was sought on the
appropriateness of identifying contract information as confidential.

Previous audit coverage of agency compliance with the
Senate Order

1.16 In the seven Senate Order audits undertaken to date, the ANAQO has
examined 35 agencies’ Senate Order listing processes in detail, and reviewed
281 contracts listed as containing confidential provisions to establish whether
the contracts were appropriately listed.

117 The audits have covered agencies that comprise the majority of
contracts and the majority of contracts listed as containing confidential
provisions. The 35 agencies audited accounted for approximately 94 per cent of
contracts entered into by Australian Government agencies and 97 per cent of
all contracts listed as containing confidential provisions.
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2. Content of Internet Listings and
Processes For Preparing Listings

This chapter reports on whether agencies’” listings met the requirements of the Senate
Order and the adequacy of agencies’ processes for preparing the listing.

Content of Internet listings

21 This element of the audit assessed whether agencies contract listings, as
published on the Internet, met the requirements of the Senate Order.

Audit evaluation criteria

2.2 Agencies were expected to have:

° laid on the table in the Senate, by their relevant Minister, no later than
28 February 2005, a letter of advice that a list of contracts has been
placed on the Internet, with access to the list available through the
agency’s home page;

o made the list available on the Internet by 28 February 2005;

J listed all the details as required by the Senate Order; and

J established a clear and readily accessible path to the listing on its home
page.

Findings

2.3 The ANAO found that, with one minor exception, all agencies had
published their listing by the due date 28 February 2005, and in accordance
with Finance guidance Listing of Contract Details on the Internet (Meeting the
Senate Order on Departmental and Agency Contracts). The minor exception was
DVA that did not include a column for ‘other requirements of confidentiality’.
DVA advised that this would be corrected in the next listing. Over the series of
Senate Order audits, the ANAO notes that agencies have steadily improved
both the timeliness and completeness of their Internet listings.

24 Two Ministers did not table in the Senate letters of advice for their
respective agencies by 28 February 2005. The Minister for Department of
Transport and Regional Services letter was tabled on 4 April 2005 and a letter
from the Acting Minister for Department of Immigration and Multicultural
and Indigenous Affairs was tabled on 14 June 2005.
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Content of Internet Listings and Processes For Preparing Listings

2.5 DoTARS and DIMIA both advised the ANAO that procedural
difficulties had resulted in the delay in the tabling of the letters by their
respective Ministers and that processes would be improved to ensure
compliance for future listings.

2.6 The audit found that the home page of each agency provided ready
access to their Internet listing.

Conclusion

2.7 Consistent with recent audits, the ANAO found that agencies had
published on their Internet website the listing by the time required by the
Senate Order, and that the presentation of listings was compliant with the
requirements of the Senate Order. Procedural breakdowns resulted in two
Minister’s not tabling letters of advice for their respective Departments’
Internet listings by the required date.

Process for compiling Internet listings

2.8 This element of the audit involved a review of the processes by which
agencies Internet listings were made, and assessed whether the processes were
likely to lead to the listing being complete.

Audit criteria

2.9 Agencies were expected to have:

J developed appropriate policies and procedures for the preparation of
the Internet listings consistent with Finance guidance;

J allocated responsibility for preparing and posting the contract listing
on the agency's website;

J implemented appropriate controls designed to ensure that the Internet
listing is complete in terms of the number of contracts and the details
provided; and

. presented the list in a way that enables a clear and complete

presentation of contracts for the purposes of compliance with the
Senate Order.
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Audit findings
Policies and procedures for preparing the Internet listing

210 The majority of the agencies audited had included the requirement to
complete the Internet listing in their Chief Executive’s Instructions (CEls). The
CEIs were also supplemented in some cases with more detailed procedures
that were incorporated into general procurement documentation. PM&C
advised relevant staff of the Senate Order requirements via email at the time
the Internet listing was due to be compiled. PM&C advised it has amended its
contract templates and will enhance its guidance to staff on the Senate Order.
Although DVA’s CEIs did not refer to the Senate Order, DVA had developed a
comprehensive better practice guide that included reference to the Senate
Order requirements. DVA advised that the relevant CEI was in the process of
being updated to reflect the Senate Order.

Responsibility for collating the Internet listing

211  All agencies had allocated responsibility for the publication of the
listing to their central procurement or coordination units, or in the case of
DoTARS, its legal services unit. Responsibility for negotiating the terms and
conditions of contracts, agreeing to maintain confidential information, and on-
going contract management was generally devolved to line areas, with the
central procurement unit having a policy and advising role.

212 The ANAO observed that in all agencies the degree to which
procurement was centralised or devolved varied, but all had devolved
procurement and contract management responsibilities to some extent, and as
such the collation of information to compile the Internet listing required the
input of relevant line areas.

Training

213  While the majority of agencies provided general procurement training,
in the case of FaCS, DoTARS and PM&C this training did not specifically
address the Senate Order requirements. The ANAO considers that training
and/or the conduct of staff awareness sessions on general procurement should
incorporate a segment on complying with the Senate Order. The above
agencies advised that steps had been taken to enhance the level of training in
respect of the Senate Order.
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Content of Internet Listings and Processes For Preparing Listings

Processes and controls for compiling the Internet listing

214 The ANAO found that all of the agencies audited had established
processes for compiling the Internet listing. In six of the seven agencies,
documentation of the process consisted of an e-mail sent by the central
procurement unit to staff in line areas advising them of the requirements for
preparing the Internet listing. In the other agency, Customs, the collation of
relevant information was undertaken progressively by a central procurement
unit during the contract negotiation and signing process, stored in databases,
and accessed by the central unit when compiling the Senate Order listing. The
processes followed were documented in Customs procurement procedures.

215 While the use of email can be a useful means of drawing to the
attention of relevant staff existing policies and procedures, the ANAO suggests
it is better practice to incorporate instructions such as these into existing
approved procurement procedures to increase the visibility and status of such
material.

216  The audit identified that agencies had implemented one or more of a
number of controls designed to ensure the completeness and accuracy of their
respective listings.

217  All agencies, except DoTARS, maintained a central contracts register
and this was used to prepare a draft listing that was then provided to relevant
line areas for verification. While these processes provided a reasonable level of
assurance about the veracity of the listings, the ANAO considers that,
consistent with the conclusion made in the previous Senate Order report,”
existing procedures should be enhanced by implementing additional controls
such as reconciling their Internet listings with contract details in their FMIS
and/or their AusTender listings. The decision about the most appropriate
additional controls to introduce will, in part, be dependent on the
configuration of agency FMISs and the manner in which details of contracts
and related payments are included in AusTender listings.

218 The processes and associated controls used by each agency to compile
the Internet listing, are summarised below. The results of ANAO testing is
reported on an exception basis.

7 Audit Report No.10 2004—2005 The Senate Order for Departmental and Agency Contracts (Calendar
Year 2003 Compliance), paragraph 3.41.
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Australian Customs Service

219  Customs Internet listing is generated by the central procurement unit
from the information contained in the agency’s contracts database, payment
listings included in the FMIS and a database of contracts gazetted. The
approach adopted by Customs, that involved the compilation of its listing from
two independent sources, was considered to be better practice.

Australian Electoral Commission

220 The central procurement unit maintained a contracts database, from
which a draft Internet listing was produced. The draft listing was
disseminated to relevant staff requesting them to verify the accuracy of
existing contract information, and to provide details of any new contracts that
were required to be reported. This information was used to update the
contracts register, and produce the final listing.

Department of Family and Community Services

2.21  The central procurement unit produced a draft listing from information
held in the contracts register. The draft listing was distributed to line managers
to verify its accuracy and to identify any changes or new contracts that should
be included in the listing. The updated draft listings were then checked by the
procurement unit and used to compile the final listing.

Department of Immigration and Multicultural and Indigenous Affairs

2.22  The central procurement unit compiled a draft Internet listing from
information held in the Department’s contract register, and this was compared
to a listing produced from the FMIS to identify contracts that may not be
included in the current listing. The central unit distributed the draft listings to
each division, accompanied by detailed instructions to verify the accuracy of
their respective listings.

2.23  Division heads were required to sign-off the listing for their respective
division as being accurate and complete. Divisional listings were then collated
by the central procurement unit to produce the final Internet listing.

224 ANAO testing identified two contracts that had been omitted from the
Internet listing. The Department agreed these would be included in the next
listing.

Department of the Prime Minister and Cabinet

2.25 The central coordination unit distributed a template Internet listing to
all divisions and branches within the Department, requesting it be updated
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with contract details relevant for the respective work area. Each work area was
responsible for ensuring the completeness and accuracy of its respective
listings. Approved listings were returned to the central procurement unit,
where they were collated into a single final listing.

226 ANAO testing identified details of a number of contracts that had been
omitted from the Internet listing. The Department advised these contracts
would be included in the next listing.

Department of Transport and Regional Services

2.27  The Department’s legal services unit requested each division to provide
details of contracts entered into and remaining to be completed for the
reporting period. The draft listing compiled by each division was checked by
their respective business managers for completeness. The legal services unit
then collated the divisional listing into a final listing for the Department.

228 ANAO testing identified a number of contracts, details of which were
included in the Department’s FMIS, that had not been included in the Internet
listing.

Department of Veterans’ Affairs

229 The Department’s central procurement unit produced a draft Internet
listing from its contract database and the previous listing. This was distributed
to procurement staff in line areas to verify the listing for completeness and
accuracy.

2.30  The head of each business unit was required to approve their respective
listing before returning it to the central procurement unit which was
responsible for producing the final listing.

2.31 The central procurement unit used an online contract registration form
that contained mandatory fields that required line area procurement staff and
contract managers to identify confidential provisions contained within each
contract during the contract registration process.

Conclusion

2.32  The ANAO concluded that, each of the seven agencies subject to audit
had controls in place designed to ensure the completeness and accuracy of
their respective Internet listings. Nevertheless, with the exception of Customs
that had comprehensive controls in place, the ANAO considered that the other
agencies should enhance their existing procedures by implementing additional
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controls such as reconciling their Internet listings with contract details in their
FMIS, and/or their AusTender listing. The inclusion into existing procedural
documents of agency processes for preparing the Internet listing would also
enhance agency compliance with the Senate Order. The agencies involved
advised the ANAO that processes for compiling future listings would be
improved.

233 The ANAO found that each agency, except DoTARS, maintained a
central contracts register, albeit in various forms, and the use of these registers
in compiling the listing played an important role in agencies producing an
Internet listing that was complete and accurate. For the contracts register to be
a reliable source of information for the listing process it needed to be
up-to-date with relevant information for Senate Order reporting.

2.34  Central procurement units also played an important role in collating
relevant contract details, and providing guidance to line area staff, on
complying with the requirements of the Senate Order.

Recommendation No.1

2.35 The ANAO recommends that agencies, that have not already done so,
implement additional controls designed to ensure the completeness and
accuracy of their Internet listings. These controls could include reconciling the
Senate Order listing to AusTender information and/or contract details included
in their FMIS.

Agencies’ responses

236 All agencies agreed with the recommendation. Specific comments
provided were:

Department of Family and Community Services

Agree. In recognition of the need for additional controls, enhancements
have already been made to the Department’s FMIS. Introduced on
1 July 2005, the enhancements enable improved reconciliation between
FaCS” Contracts Database, the FMIS and AusTender reporting.

Department of Prime Minister and Cabinet

Agreed. Additional training of staff involved in procurement and
contracting and providing guidance will assist in a more accurate and
complete Senate Order report.
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3. Confidential Provisions in Contracts

This chapter reports on the accountability environment relating to the use of
confidential provisions in contracts by the seven agencies audited, reports on the
adequacy of processes used by agencies in deciding which contracts should be listed as
containing confidentiality provisions, and details the results of an assessment of
whether a selection of contracts listed on the Internet as containing confidential
provisions had been listed appropriately.

Determining confidential provisions

3.1 In assessing whether agencies had appropriately identified contracts as
containing confidential information, the ANAO used, as the basis for analysis,
the contracting governance and accountability environment articulated in the
CPGs, the Senate Finance and Public Administration (FPA) References
Committee in its final report and relevant Finance guidance.

Audit evaluation criteria

3.2 The ANAO expected that agencies would have in place, a contracting
framework that:

o advised potential contractors at the time of tendering, or if no tender
process is undertaken, at the beginning of contract negotiations, that:

- the Australian Government’s position is that contractual
information is not to be protected as confidential unless there is a
good reason for confidentiality;

- contractual information may be required to be disclosed by law
even though the contractor and the Australian Government have
agreed that the information is confidential;

- accountability requirements of the Australian Government should
be met, including disclosure to Parliament and its committees and
the requirements of the Freedom of Information Act 1982 (FOI Act);

- they are required to indicate if they consider any information in the
tender or the contract to be confidential, and provide supporting
reasons; and

- the Australian Government will treat as confidential any
information provided by tenderers/prospective suppliers prior to
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the award of a contract and, in respect of unsuccessful tenderers,
after the contract is awarded,;

J provided agency officers with confidentiality criteria (based on, or
consistent with, Finance Guidance on Confidentiality) to assist them
assess, on a case-by-case basis, normally in conjunction with the
contractor, the merits or otherwise of the contractor’s claim that
particular contractual information is confidential and should be
protected;

J ensured that information agreed by the agency to be protected as
confidential information is identified as such in the contract; and

J established for relevant staff appropriate staff training on, and activities
to raise awareness of, the Australian Government’s accountability
environment, including the Senate Order requirements.

Contracts identified as containing confidential provisions

3.3 One of the main objectives of the Senate Order is to require agencies to
adopt a considered decision in relation to the inclusion of confidential
information in Australian Government contracts, and an integral aspect of the
Order is to require agencies’ Internet listings to identify contracts that contain
confidential provisions.

3.4 Table 3.1 sets out, in respect of each of the agencies audited, the
number of contracts listed on their respective Internet listing, the number and
percentage of these that contained confidential provisions and ‘other
requirements of confidentiality’.
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Confidential Provisions in Contracts

Table 3.1
Contracts listed on the Internet—selected agencies

Contracts
Contracts listed as
listed as o containing
Agency lit;r:tl::;tzf containing tf; t(:; ‘other
confidential requirements
provisions of
confidentiality’
Australian Customs Service | 281 29 10% | 4 1%
Austral_lar) Electoral 148 o8 199% NIL 0%
Commission
Fam[ly and Community 165 15 9% 16 10%
Services
Immlgra}tlon and Mulfucultural 755 85 119% | a77 63%
and Indigenous Affairs
Prime Minister and Cabinet 19 15 79% | 3 16%
Trangport and Regional 290 16 59% 8 3%
Services
Veterans’ Affairs 1066 320 30% | NIL 0%
TOTAL 2724 508 18% | 508 18%

Source: ANAO analysis of agency Internet listings for 2004 Calendar Year reporting period.

Factors affecting decisions about confidential provisions

3.5 Apart from the nature of the goods or services to be delivered in each
case, the three main factors that influence decisions about the number of
contracts containing confidential information are:

J the adequacy of guidance to agency staff in respect of confidentiality
provisions and the Australian Government’s policy and accountability
framework;

. the adequacy of tender and contract documentation in addressing the

Australian Government’s policy in relation to the inclusion of
confidential provisions in contracts; and

J the extent to which relevant agency staff had been provided with
training and/or have attended awareness raising sessions.
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Guidance to agency staff

3.6 All of the agencies subject to audit had CEIs or some other form of
formal guidance or procedures on procurement. The extent that this material
specifically included information relating to the Australian Government’s
policy on confidential information in contracts varied. In four of the agencies,
Customs, FaCS, DIMIA and DVA, such information had been included in their
procurement policies and procedures. In the other agencies, AEC, DoTARS
and PM&C, guidance to relevant agency staff consisted of an email sent from
their respective procurement units at the time the Senate Order was due to be
compiled. These emails generally outlined, as noted earlier, procedures for
preparing the Internet listing and to varying degrees, included guidance to
staff on how to assess whether information in contracts should be regarded as
confidential. The ANAO considers that use of email to provide guidance on
the detailed requirements of the Senate Order has the following inherent
limitations:

. providing guidance at a point in time via email is unlikely to ensure
that contract managers responsible for negotiating contracts have ready
access to the comprehensive guidance on the Australian Government’s
accountability framework, including the policy on the identification of
information as confidential and, importantly, the accountability regime
relating to the disclosure of information to the Parliament and its
committees; and

. email-based procedures and instructions generally lose visibility
quickly and often are seen as less permanent or authoritative than
instructions that are incorporated into existing procurement policy and
procedural documentation.

3.7 As indicated at paragraph 2.15 above, the ANAO considers that while
the use of email can be a useful means of drawing attention to existing policies
and procedures, such guidance material should be incorporated into agency
procurement procedures.

3.8 The audit also identified the following matters in two of the agencies
audited.
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Australian Electoral Commission

3.9 The audit identified that the Commission’s CElSs, specifically relating to
compliance with the Senate Order, included the following definition of
confidential information:

‘confidential information, that is information that can be withheld from
disclosure to Parliament and all committees of Parliament includes:

e a company’s internal costing information or information about its profit
margins;

e intellectual property;

e information that if made public could damage the company’s competitive
advantage; and

e trade secrets.”

310 The ANAO considered that this definition is contrary to the
Government’s policy on accountability and transparency, particularly as it
relates to the provision of information to the Parliament and its committees.
The AEC advised that it would update its CEIs to more accurately reflect the
Australian Government’s position on confidential information in contracts.

Department of Veterans’ Affairs

311 DVA had developed a better practice guide on classifying
confidentiality in DVA tender and contract documentation that was available
to all staff on the Department’s Intranet and provided guidance on how to
decide whether information in contracts should be classified as confidential.
While the ANAO considered that generally the guide provided useful and
appropriate guidance to staff including references to Finance guidance, the
guide included the following paragraph:

‘There may be individual circumstances in which DVA may wish to have
information kept confidential for example, discounts where the market is very
limited. Information should be classified as confidential if disclosure would
not be in the public interest, for example national security reasons or where the
ordinary business of government would be prejudiced. In the absence of any
concerns about disclosure by the other party, the onus is on DVA to justify that
the information is confidential information due to reasons of public interest.
For example disclosure of discount information would prejudice the ordinary
business of government, and in the case of DVA, impair its capacity to obtain
value for money in purchasing services.’
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312 The ANAO considered that the test of ‘the ordinary business of
government would be prejudiced” is not one of the categories of public interest
as outlined in the Government Guidelines for Official Witnesses before
Parliamentary Committees and Related Matters which is used to define the scope
of public interest. The ANAO also considered that the better practice guidance
was inconsistent with the Finance guidance relating to the confidentiality of
information in contracts. The Finance guidance, in particular, refers to
circumstances where a prospective provider can establish that it would suffer
detriment if the level of discount offered was disclosed and indicates that
officials should consider requests to maintain confidentiality of such
information on a case-by-case basis.

3.13 DVA advised that it had reviewed its guidance and had issued the
revised guidance to staff preparing the Spring 2005 Senate Order.

Tender and contract documentation

314 The audit identified that the standard RFT and contract templates
developed by each of the agencies subject to audit contained satisfactory
information and instructions relating to confidentiality of information in
contracts. In some instances the ANAO suggested that existing documentation
could be enhanced by, for example, explaining in more detail the procedures
which the agency would use in determining whether information was
considered confidential.

315 A key aspect of the Australian Government’s accountability
environment is that agencies” contracts provide for disclosure of information,
including confidential information, in response to a request by a House or
Committee of the Parliament. The audit found that each of the audited
agencies had a provision in their existing contract templates and in the
majority of contracts reviewed that provided for such disclosure.

316 The ANAO notes that the above situation is a considerable
improvement on the position found in relation to agencies that were subject to
audit as part of the ANAO’s sixth audit relating to calendar year 2003
compliance. That audit found that all the agencies in question needed to
improve their tender documentation and contract templates to better reflect the
Government’s accountability environment.
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Staff training and awareness

3.17  The audit identified that in four of the audited agencies, Customs, AEC,
DIMIA and DVA, procurement-related training material included relevant
information about the inclusion of confidential information in contracts. In the
remaining agencies, FaCS, DoTARS and PM&C, no specific training and/or
awareness sessions had been conducted for relevant staff to assist them in
appropriately identifying whether information in contracts could be
considered to be confidential.

318 The ANAO found that, generally, staff in central procurement units,
who were available to provide guidance on the requirements of the Senate
Order, had a good working knowledge of the Australian Government’s
accountability framework, including the policy relating to the inclusion of
confidential information in contracts. In a number of agencies, the ANAO
found that the need for agencies to update their procurement frameworks in
the context of the revised procurement guidelines, that took effect on
1 January 2005, and the need to provide training and/or awareness sessions on
the revised framework, also provided an opportunity for agencies to reinforce
these Senate Order requirements with relevant staff. In these agencies, the
overall extent of compliance with the Senate Order was greater than for those
agencies that did not adopt this approach.

Conclusion

319 The ANAO concluded that, at the time of the audit, all of the agencies
audited had included in their standard RFT documentation and contract
templates information on the Australian Government’s accountability
framework, including its policy in relation to confidential information and
disclosure to the Parliament and its Committees. The ANAO found, however,
that the adequacy of guidance material to staff was an area that needed
improvement in some agencies. The audit also identified that the extent and
timeliness of training and/or awareness sessions provided to staff, particularly
staff in line areas with procurement responsibilities, needed further attention
in a number of agencies.
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Recommendation No.2

320 The ANAO recommends that agencies provide further guidance,
together with training and/or awareness-raising sessions on the requirements
of the Senate Order, to all staff responsible for negotiating contracts.

Agencies’ responses

3.21 All agencies agreed with the recommendation. Specific comments
provided were:

Department of Family and Community Services

Agree. Additional guidance information on the Senate Order requirements is
being included in the Department’s procurement guides and training
materials.  Further guidance and training will be provided to staff with
contract assessment and reporting responsibilities to ensure that contracts are
reported appropriately.

The use of confidential provisions in contracts

3.22  This section of the chapter reports on the results of the ANAO's
examination, in the seven audited agencies, of a sample of contracts that were
listed on the Internet as containing confidential information, or ‘other
requirements confidentiality’, to assess whether the contract had been listed
appropriately.

323 In selecting the contracts for detailed examination, the ANAO
concentrated on recent contracts, recognising that agencies had access to
Finance guidance from February 2003 and that older contracts may have been
negotiated in circumstances where the Australian Government accountability
framework was still evolving.

3.24  Consistent with the approach adopted in previous audits, the ANAO in
making its assessments on whether information had been appropriately
identified as confidential, examined individual contracts, conducted interviews
with relevant agency staff and reviewed documentation available to support
the agencies’ decisions. The ANAO did not discuss with the supplier or
contractor whether there were any particular circumstances, not obvious from
reading the contract and related documentation, that might have made the
information confidential.

ANAO Audit Report No.11 2005-06
The Senate Order for Agency and Departmental Contracts
(Calendar Year 2004 Compliance)

36



Confidential Provisions in Contracts

Audit evaluation criteria

3.25 The ANAO assessed each of the contracts selected for examination
against the criteria for determining whether information in contracts could
properly be protected as confidential. The criteria for evaluation, as presented
in the Finance Guidance on Confidentiality and also in the Finance Guidance on

Internet Listings are described in full in Appendix 1 and are summarised in
Table 3.2.

Table 3.2
Department of Finance and Administration confidentiality criteria

Confidentiality Criteria

o The information to be protected must be identified in specific rather than
Criterion 1
global terms
Criterion 2 The information must have the necessary quality of confidentiality*
o The disclosure of information would cause detriment to the contractor or
Criterion 3 ;
other third party
Criterion 4 The _|nformat|on was provided under an understanding that it would remain
confidential

Useful tests to ascertain whether particular information has this quality are whether the information is
both ‘sufficiently secret’ and ‘significant’: secret in the sense that the information is generally not known,
and significant in the sense that the owner of the information would be likely to suffer some detriment if
the information were made public.

Source: Department of Finance and Administration. Guidance on Confidentiality of Contractors’
Commercial Information. February 2003. Section 3, ‘The Tests’.

3.26  All the criteria must be met for the information to be treated as
confidential. In previous audits the ANAO focussed on whether criteria 2 and
3 had been met. In view of the time the Senate Order has been in place and the
availability of Finance guidance, in this audit the ANAO assessed whether all
four criteria had been met.

Examples of what would, or would not, be considered confidential

3.27 The Finance Guidance on Confidentiality provides examples of
commercial information in a contract that may be considered confidential and
examples of information that would not generally be considered to be
confidential.
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3.28 This Guidance suggests that the types of commercial information that
may be legitimately protected by a confidentiality clause are:

° trade secrets;

J proprietary information, for example, information about how a
particular technical or business solution is to be provided;

J contractor’s internal costing information or information about its profit
margin;
J pricing structures (where this information would reveal whether a

contractor was making a profit or loss on the supply of a particular
good or service); and

J intellectual property matters where these relate to a contractor’s
competitive position.?

3.29 The types of commercial information that would not generally be
considered to be legitimately confidential are:

J performance and financial guarantees;

° indemnities;

. the price of an individual item or group of items of goods or services;

. rebate, liquidated damages and service credit clauses;

J performance measures that are to apply to the contract;

J clauses that describe how intellectual property rights are to be dealt
with; and

° payment arrangements.’

General audit findings

3.30 Table 3.3 provides a summary of the contracts listed as containing
confidential information that were reviewed by the ANAO, and the number
that the ANAO considered met the four tests of confidentiality.

& Department of Finance and Administration. Guidance on Confidentiality of Contractors’ Commercial

Information. February 2003 p. 11.
°  ibid., p. 12.
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Table 3.3

Summary of assessment against the four confidentiality tests '°-
selected contracts
Met test 1 Met test 2 Met test 3 Met test 4 Met all 4

tests
Number of contracts | 44 44 44 44 44
Contracts thatmet | pq 15 14 23 117
e B

Source: ANAO analysis of contracts reviewed.

3.31 Overall, the analysis suggests that some agencies need to pay further
attention to assessing whether each of the four tests that must be met in
determining whether any contract information should be identified as
confidential.

3.32 In respect of each of the individual tests, it is considered reasonable to
conclude that tests 1 and 4, being procedural in nature, should be able to be
met with minimal difficulty. Tests 2 and 3, by contrast, require judgements to
be made about the information contained in contracts. Nevertheless, the
ANAO expected that a much larger percentage of the contracts would also
have met these two tests.

Audit findings by agency

3.33 Table 3.4 provides details by agency of the number of contracts
reviewed that contained confidential provisions, and the number and
percentage considered by the ANAO to be appropriately listed. This table
should be read in conjunction with the comments that follow in respect of each
agency. These comments outline the reasons for the ANAO’s assessment of the
contracts reviewed.

These tests are outlined at Appendix 1.

The ANAO also reviewed nine contracts that were listed as containing ‘other requirements of
confidentiality’. Of these, three were considered to be appropriately listed.

When combined with the three contracts that contained ‘other requirements of confidentiality’, the
number of contracts considered to be appropriately listed totalled 14, or 27 per cent of the 53 contracts
reviewed.
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Table 3.4

ANAO assessment of confidential provisions for selected agency
contracts

Number of

Number of contracts Percentage of Paragraph
contracts ANAO contracts  references to
reviewed for considered considered explanations
each ; appropriately of

Agency appll'iose:(:;ltely listed assessments
/Australian Customs Service 6 3 50% 3.35 t0 3.36
/Australian Electoral Commission 8 6 75% 3.37 t0 3.39
Family and Community Services 8 2 25% 3.40
Immlgratlon anq Multicultural and 8 1 13% 3.41
Indigenous Affairs
Prime Minister and Cabinet 8 0 0% 3.421t0 3.44
[Transport and Regional Services 7 2 29% 3.451t0 3.46
Veterans’ Affairs 8 0* 0% 3.47 to 3.51
TOTAL 53 14 27%

Source: Source: ANAO analysis

* As explained in paragraphs 3.47 to 3.51, one of the contracts assessed was a hospital services contract
that contains confidential provisions consistent with DVA’s policy position relating to these contracts.
Nevertheless, the ANAO did not consider the contract met the four tests of confidentiality.

3.34 The results of the ANAQO'’s assessment of the individual contracts, by
each agency, are discussed below.

Australian Customs Service

3.35 The ANAO selected six contracts for detailed assessment. Of these, the
ANAO considered that three had been appropriately classified as containing
confidential information. Of the remaining three, the ANAO considered that
two contained information that should be not protected as confidential.
Although the information concerned consisted of hourly or daily rates, it did
not reveal the profit margins of the contractor. However, the audit identified
that these two contracts had been subject to considerable negotiations in an
attempt to reach agreement on the extent of information that should be treated
as confidential. The remaining contract was identified as having been

" The number of contracts reviewed in each agency was dependent, in part, on the number listed as

containing confidential provisions.
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incorrectly listed as containing confidential information. Customs advised that
this would be corrected in the next Senate Order listing.

3.36 The ANAO noted that, since the last audit at Customs, in relation to the
reporting period August 2001 to August 2002, there had been a marked
reduction in the number of contracts listed as containing confidential
information, and at the same time, a substantial increase in the percentage of
contracts that were considered to be appropriately listed. This outcome can be
directly attributed to the improvements made by Customs to their contract
policies and procedures and training regime.

Australian Electoral Commission

3.37  Of the eight contracts selected for examination, the ANAO agreed that
six of the contracts had been appropriately classified as containing confidential
information. The ANAQ’s assessment was made on the basis that pricing and
proprietary information included in the contracts, together with information
publicly available via the RFT process, could legitimately cause detriment to
the contractor if made publicly available. Of the remaining two contracts
reviewed, the AEC agreed that one of the contracts had been incorrectly listed
as containing confidential provisions and the ANAO considered that the
remaining contract should not have been identified as containing confidential
provisions.

3.38  While the ANAO agreed with the AEC’s assessment in the majority of
instances, the ANAO found that the AEC had generally not documented the
basis on which decisions had been made to identify certain information as
being confidential.

3.39  In relation to the contract the ANAO considered did not meet the tests
of confidentiality, the AEC advised the ANAO of the reasons why the
contractor was insistent that the pricing schedules should be treated as
confidential. The AEC also advised that in future it would obtain written
documentation from suppliers when accepting claims of confidentiality.

Department of Family and Community Services

3.40 The ANAO selected eight contracts listed on the Department’s Internet
listing as containing confidential provisions. Of these, the ANAO considered
that six did not meet the four tests of confidentiality. The ANAO considered
that it would have been more appropriate for these contracts to have been
identified as containing ‘other provisions of confidentiality” as these contracts
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contained standard clauses on confidentiality and in all but one instance did
not identify specific information that was regarded as confidential. This
assessment illustrated that there may have been some confusion about the
difference between provisions of a contract that could be considered to be
confidential, and contracts that contained standard requirements of
confidentiality. It is the existence of these latter provisions that identify
contracts as containing ‘other requirements of confidentiality’. FaCS advised
that further guidance and training would be provided to staff with assessment
responsibilities to ensure contracts are appropriately classified.

Department of Immigration and Multicultural and Indigenous
Affairs

3.41 Of the eight contracts selected for examination, the ANAO considered
that only one was appropriately listed as containing confidential information.
The ANAO also considered that the remaining seven contracts should have
been listed as containing ‘other requirements of confidentiality’. This situation
again illustrated some confusion existed about the difference between
confidential provisions and standard requirements of confidentiality referred
to above. DIMIA agreed to revise its guidance and training material with a
view to clarifying this distinction.

Department of the Prime Minister and Cabinet

3.42 Of the eight contracts selected for detailed examination, the ANAO
considered that none met the four tests of confidentiality and, therefore were
incorrectly listed as containing confidential provisions.

3.43 The ANAO considered that this situation demonstrates a need for staff
with contract management responsibilities to have an increased understanding
of the Senate Order reporting requirements, particularly the appropriate use of
confidential information provisions in contracts.

3.44 The Department advised that guidance material on template contracts
had been revised to provide additional information on the identification of
contractors confidential information, and that relevant Finance guidance had
been reissued to line managers.

Department of Transport and Regional Services

3.45 The ANAO selected seven contracts for detailed examination. The
ANAO considered that five of the contracts were inappropriately listed as
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containing confidential information. In addition, one contract had been listed
as containing ‘other requirements of confidentiality’, although the ANAO
considered it contained information that could be considered to be confidential
and therefore should have been listed accordingly.

346 The ANAO considered that the above situation resulted from the
inadequacy of guidance material provided to contract managers who were
responsible for identifying whether any information in contracts should be
regarded as confidential. The Department acknowledged there was scope for
improving its processes for the preparation of the Senate Order contract listing
and advised that it had initiated a number of enhancements to its procurement
and reporting arrangements, including the establishment of a procurement
advisory unit that, amongst other things, would take responsibility for
preparing future Senate Order listings.

Department of Veterans’ Affairs

3.47 The ANAO selected eight contracts for detailed examination. Of these
contracts, the ANAO agreed with DVA’s revised assessment, undertaken
during the course of the audit, that two contracts did not contain confidential
provisions. The ANAO considered that the remaining six contracts were not
appropriately identified as containing confidential provisions. In the ANAO's
view the information identified as being confidential did not meet the four
tests of confidentiality. One of these contracts is a hospital services contract.
Further commentary in relation to this type of contract is outlined in
paragraphs 3.48 to 3.51 below.

3.48 The ANAO noted that approximately 30 per cent of contracts listed had
pricing information listed as being confidential, with the majority being for
hospital services. DVA provided the following explanation of its policy
position:

DVA advised the ANAO that it classifies pricing information in contracts for
hospital services as confidential at the request of the hospital provider and is
consistent with the industry norms. The Department indicated that, given the
nature of the market for hospital services, it is reasonable to apply a decision
about confidentially to this group of like contracts to achieve the requirements
of the FMA Act to ensure a value for money outcome for the provision of
hospital services for entitled veterans.

DVA procures $900m of private hospital services per year. There is
considerable variation in current pricing schedules between hospital
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3.49

providers, both between regional, rural and remote providers and
metropolitan providers; and between different metropolitan providers. Each
Hospital is basically providing unique services in a discrete market and we are
seeking to place them into a competitive environment to achieve competitive
pricing. Further, the differences in payment are due to such things as reflecting
the complexity of the infrastructure used by each provider in providing the
hospital services and having regard to whether the providers were for profit
and not for profit and to remove monopolistic type approaches. Pricing for
hospital contracts is vigorously negotiated, irrespective of the geographic
location of the provider.

Unlike many markets where suppliers will attempt to undercut a competitor's
pricing, there is evidence in the hospital sector that suppliers will attempt to
seek the same price as a competitor, where that pricing information is known
to maximise revenue and use this Government program as a funder rather
than a competitively priced purchaser.

DVA would not generally approach the market and seek to negotiate contracts
in all states and territories simultaneously. Transparency of pricing
information in hospital contracts following an approach to the market in one
state or territory would severely undermine DVA's negotiating position, (and
therefore our ability to maximise outcomes from available resources) in
subsequent approaches to the market.

Further, transparency of our pricing information may adversely influence our
relationships with other key stakeholders in the marketplace, i.e. Medibank
Private and the private health funds whose agreements with private hospitals
contain similar confidentially clauses.

DVA argues that we appropriately balance our classification of hospital
contracts as containing provisions that should be protected as confidential by
listing the contract on the Internet, listing the total estimated value of the
contract, and including a clause within the agreement stating that DVA may
need to disclose any information upon request from parliament.

The ANAO acknowledges the complexity of the market in which DVA

is procuring hospital services, and notes that DVA has reached a considered
position that the market conditions in which hospital services contracts are
negotiated are such that the disclosure of pricing information in these contracts

could cause detriment to contractors and could, potentially, also impact the
Department’s ability to obtain value for money outcomes. The ANAO also
noted that these contracts included a clause that in effect provided for the
disclosure of confidential information to Parliamentary Committees.
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Confidential Provisions in Contracts

3.50 No documentation was, however, available that clearly demonstrated
that, at the time contracts were negotiated, the pricing information contained
in hospital contracts met the four tests of confidentiality.

3.51 DVA advised that it would prepare a separate document detailing the
rationale for its position on confidentiality of pricing information in private
hospital contracts and seek Executive management approval by the end of
September 2005.

ANAO assessment over time

3.52 Table 3.5 details, for the seven audits undertaken, the number of
contracts reviewed that were listed as containing confidential provisions, and
the number, and percentage of contracts considered by the ANAO to be
appropriately listed.

Table 3.5

Summary of contracts reviewed and the percentage of contracts
considered to be appropriately listed in accordance with the Senate
Order, for each of the seven audits undertaken

Number of contracts reviewed Percentage
Senate Order Audit Report and considered appropriately considered
(Tabling month) listed as containing confidential appropriately
provisions listed
February 2002 (Report No.33) 24 of 64 38%
September 2002 (Report No.8) 9 of 56 16%
March 2003 (Report No.32) 5 of 33 15%
September 2003 (Report No.5) 6 of 20 30%
February 2004 (Report No.31) 5 of 30 17%
September 2004 (Report No.10) 11 of 26 42%
September 2005 (Report No.11) 14 of 53 27%
Summary (total of all seven o

audits) 74 of 282 26%

Source: ANAO analysis

3.53 The ANAO acknowledges that direct comparisons cannot be made
between reporting periods. This is because of the varying nature of the
individual contracts reviewed over time and the different circumstances in
which agencies manage their contractual obligations. Overall, however, the
percentage of contracts, listed as containing confidential provisions and
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considered by the ANAO to be appropriately listed, is low, suggesting that
some agencies need to give higher priority to complying with this important
requirement of the Senate Order.

Conclusion

3.54 In applying the Finance tests for determining whether information
should be protected as confidential information, the ANAO considered that 14
of the 53 contracts examined, were appropriately listed.

3.55 As can be seen from Table 3.5, this result is consistent with the low
overall percentage for the last six audits. This situation again highlights the
need, in contract negotiations, for a more rigorous application of the principle
that, in order to provide greater transparency in government contracting,
contractors” information should not be protected unless there is a good reason
to do so.

3.56 One of the reasons why the ANAO considered agency’s assessments
about the inclusion of confidential provisions to be inappropriate was
reporting errors made by agencies in compiling the Internet listings. However,
a number of the inappropriate listings were the result of judgements made by
agencies at the time contracts were negotiated. In many of these cases there
was insufficient documentation of the reasons why agencies had made an
assessment that certain contract information should be treated as confidential.

3.57 Asindicated in previous audit reports the contractor must put a case to
the agency for protecting information as confidential based on sound reasons,
and the agency must be able to justify the use of a confidentiality clause. The
fact that contractors wish to protect information as confidential is not, by itself,
a sufficient reason for it to be protected. The same rigour must be applied in
relation to information that agencies wish to protect as confidential.

Recommendation No.3

3.58 The ANAO recommends that agencies ensure adequate documentation
of the reasons for agreeing to identify specified information in contracts as
being confidential.

Agencies’ responses

3.59 All agencies agreed with the recommendation. Specific comments
provided were:
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Confidential Provisions in Contracts

Department of Family and Community Services

Agree. While the need to ensure adequate documentation is already addressed
in the Department’s guidance documentation, specific mention will be made of
the need to document reasons in relation to confidentiality assessments.

Contracts excluded from Internet listings

3.60 One element of the Senate Order requires that the Minister’s letter of
advice indicate the extent of, and reasons for, non-compliance with the Senate
Order. Examples of non-compliance may include:

. the list not being up-to-date;
. not all relevant agencies being included; and
. contracts all of which are confidential not being included.

3.61 The Senate Order requested that the Auditor-General indicate that he
has examined a number of selected contracts that have not been included in

the Internet list, and to indicate whether the contracts should have been
listed.4

3.62 The ANAO examined all Ministers” letters and found that no contracts
had been excluded from agencies’ Internet listings due to commercial
sensitivity or national security reasons. The ANAO confirmed with the
selected agencies that none of their contracts had been intentionally excluded
from their listings.

Ian McPhee Canberra ACT
Auditor-General 29 September 2005

" Senate Order for Departmental and Agency Contracts (as amended December 2003), paragraph 3(6).
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Appendix 1: Senate Order (December 2003)

The Senate Order on Departmental and Agency Contracts

The Senate Order for Departmental and Agency Contracts, as at December
2003, is shown below.

The Senate Order on Departmental and Agency Contracts

1

)

©)

There be laid on the table, by each minister in the Senate, in respect of
each agency administered by that minister, or by a minister in the
House of Representatives represented by that minister, by not later than
2 calendar months after the last day of the financial and calendar year, a
letter of advice that a list of contracts in accordance with paragraph (2)
has been placed on the Internet, with access to the list through the
department's or agency's home page.

The list of contracts referred to in paragraph (1) indicate:

(@)  each contract entered into by the agency which has not been
fully performed or which has been entered into during the
previous 12 months, and which provides for a consideration to
the value of $100 000 or more;

(b) the contractor, the amount of the consideration, the subject
matter of each such contract, the commencement date of the
contract, the duration of the contract, the relevant reporting
period and the twelve-month period relating to the contract
listings;

() whether each such contract contains provisions requiring the
parties to maintain confidentiality of any of its provisions, or
whether there are any other requirements of confidentiality, and
a statement of the reasons for the confidentiality; and

(d) an estimate of the cost of complying with this order and a
statement of the method used to make the estimate.

If a list under paragraph (1) does not fully comply with the
requirements of paragraph (2), the letter under paragraph (1) indicate
the extent of, and reasons for, non-compliance, and when full
compliance is expected to be achieved. Examples of non-compliance
may include:
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(a) the list is not up to date;

(b) not all relevant agencies are included; and

(c) contracts all of which are confidential are not included.

(4)

()

(6)

@)

(8)
©)

Where no contracts have been entered into by a department or agency,
the letter under paragraph (1) is to advise accordingly.

In respect of contracts identified as containing provisions of the kind
referred to in paragraph (2)(c), the Auditor-General be requested to
provide to the Senate, by not later than 30 September each year, a
report indicating that the Auditor-General has examined a number of
such contracts selected by the Auditor-General, and indicating whether
any inappropriate use of such provisions was detected in that
examination.

In respect of letters including matter under paragraph (3), the Auditor-
General be requested to indicate in a report under paragraph (5) that
the Auditor-General has examined a number of contracts, selected by
the Auditor-General, which have not been included in a list, and to
indicate whether the contracts should be listed.

The Finance and Public Administration References Committee
consider and report on the first and second years of operation of this
order.

This order has effect on and after 1 July 2001.
In this order:

"agency” means an agency within the meaning of the Financial
Management and Accountability Act 1997; and

"previous 12 months" means the period of 12 months ending on either
31 December or 30 June, as the case may be.
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Appendix 2: Confidentiality criteria

Department of Finance and Administration (February 2003)
Criteria for the determination of whether commercial information
should be protected as confidential

Criterion 1:

That the information to be protected must be identified in specific rather than global
terms

Commonwealth officials are required to identify and consider what specific information, if any,
is legitimately protected from disclosure. A request for inclusion of a clause in a contract that
states that all information is confidential does not pass this test. Individual items of information,
for example pricing or intellectual property, must be separately considered.

Criterion 2:
That the information must have the necessary quality of confidentiality

The specific information must in fact be commercially ‘sensitive’, that is, it must not already be
in the public domain (such as price lists available on the Internet) and its continuing non-
disclosure must provide an ongoing commercial benefit to the ‘owner of the information.
Parties requesting that the confidentiality of such information be maintained would need to
show that there was an objective basis for their request, and not that they simply wished to
protect the information.

Criterion 3:
That disclosure would cause detriment to the contractor or other third party

The information must be such that the disclosure of which would cause harm to the ‘owner’ of
the information, also needs to be established on an objective basis. For example, disclosure of
Internet price lists could not harm the owner, but disclosure of pricing information that reveals
the contractor's margins may have this effect. The party seeking to maintain confidentiality
would normally need to identify some real risk of commercial damage to its interests flowing
from the disclosure.

Criterion 4:

That the information was provided under an understanding that it would remain
confidential

That the information was provided on an understanding that it remains confidential requires
consideration of the circumstances in which the information was provided and a determination
of whether there was a mutual express or implied understanding that confidentiality is to be
maintained. The circumstances include such matters as tendering documentation and contract
negotiations. For example, a tender condition and draft contract which included specific
confidentiality provisions would support an assertion of such an understanding with respect to
the information specified.
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Appendix 3: Agencies’ responses to the audit report

This Appendix contains any general comments received on the audit report that are
not shown in the body of the report.

Each of the agencies selected for audit and Finance were provided with the
opportunity to comment on the proposed audit report (or extracts of the
proposed report, where applicable) in accordance with the provisions of
section 19 of the Auditor-General Act 1997.

Agencies’ responses to the recommendations have been included in the main
body of the report under the subheading “Agencies’ responses” directly
following each recommendation.

General responses are reproduced below.

Australian Electoral Commission
The Commission advised as follows:

The AEC will amend its relevant Chief Executive Instruction and policy and
procedures to incorporate the specific recommendations in relation to the
AEC. In addition, the AEC will also incorporate any other appropriate
suggestions or recommendations in the whole report with a view to improving
its Chief Executive Instruction and policy and procedures.

Department of Finance and Administration
Finance advised as follows:

The Department supports the recommendations contained in the report. As is
our usual practice, Finance will promote these recommendations in its
discussions with agencies on procurement issues.

Department of Veterans’ Affairs
The Department of Veterans” Affairs advised as follows:

DVA notes that in determining the appropriateness of the use of
confidentiality provisions in contracts, ANAO appears to have stringently
applied the Department of Finance and Administration confidentiality criteria.
Notwithstanding the ANAO findings detailed in Table 3.4 that none of the
eight DVA contracts reviewed were appropriately listed as containing
confidential provisions, ANAO has acknowledged that DVA has reached a
considered position with respect to one of these contracts — a hospital contract.
ANAO acknowledge that the market conditions in which hospital services
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contracts are negotiated are such that the disclosure of pricing information in
these contracts could cause detriment to contractors and could, potentially,
also impact the Department’s ability to obtain value for money outcomes. The
ANADO also notes that the contracts included a clause that in effect provided
for the disclosure of confidential information to Parliamentary Committees.
DVA is of the view that a strict application of the confidentiality criteria, as
applied by the ANAO in the conduct of the audit, potentially limits the
capacity of the Commonwealth to maximise value for money outcomes in
some circumstances.
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Series Titles

Audit Report No.10 Performance Audit

Upgrade of the Orion Maritime Patrol Aircraft Fleet
Department of Defence

Defence Materiel Organisation

Audit Report No.9 Performance Audit
Provision of Export Assistance to Rural and Regional Australia through the TradeStart Program
Australian Trade Commission (Austrade)

Audit Report No.8 Performance Audit

Management of the Personnel Management Key Solution (PMKeyS)
Implementation Project

Department of Defence

Audit Report No.7 Performance Audit

Regulation by the Office of the Gene Technology Regulator
Office of the Gene Technology Regulator

Department of Health and Ageing

Audit Report No.6 Performance Audit
Implementation of Job Network Employment Services Contract 3
Department of Employment and Workplace Relations

Audit Report No.5 Performance Audit
A Financial Management Framework to support Managers in the Department of
Health and Ageing

Audit Report No.4 Performance Audit
Post Sale Management of Privatised Rail Business Contractual Rights and Obligations

Audit Report No.3 Performance Audit
Management of the M113 Armoured Personnel Carrier Upgrade Project
Department of Defence

Audit Report No.2 Performance Audit
Bank Prudential Supervision Follow-up Audit
Australian Prudential Regulation Authority

Audit Report No.1 Performance Audit
Management of Detention Centre Contracts—Part B
Department of Immigration and Multicultural and Indigenous Affairs
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Better Practice Guides

Public Sector Audit Committees

Fraud Control in Australian Government Agencies
Security and Control Update for SAP R/3
AMODEL Illustrative Financial Statements 2004
Better Practice in Annual Performance Reporting

Management of Scientific Research and Development
Projects in Commonwealth Agencies

Public Sector Governance
Goods and Services Tax (GST) Administration
Managing Parliamentary Workflow

Building Capability—A framework for managing
learning and development in the APS

Internal Budgeting

Administration of Grants

Performance Information in Portfolio Budget Statements
Life-Cycle Costing

Some Better Practice Principles for Developing
Policy Advice

Rehabilitation: Managing Return to Work

Internet Delivery Decisions

Planning for the Workforce of the Future

Contract Management

Business Continuity Management

Building a Better Financial Management Framework
Building Better Financial Management Support

Managing APS Staff Reductions
(in Audit Report No.49 1998-99)

Commonwealth Agency Energy Management

Feb 2005
Aug 2004
June 2004
May 2004
Apr 2004

Dec 2003
July 2003
May 2003
Apr 2003

Apr 2003
Feb 2003
May 2002
May 2002
Dec 2001

Nov 2001
June 2001
Apr 2001
Mar 2001
Feb 2001
Jan 2000
Nov 1999
Nov 1999

June 1999
June 1999
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Cash Management

Security and Control for SAP R/3
Selecting Suppliers: Managing the Risk
New Directions in Internal Audit
Controlling Performance and Outcomes
Management of Accounts Receivable

Protective Security Principles
(in Audit Report No.21 1997-98)

Public Sector Travel

Audit Committees

Management of Corporate Sponsorship
Telephone Call Centres Handbook
Paying Accounts

Asset Management Handbook
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Mar 1999
Oct 1998
Oct 1998
July 1998
Dec 1997
Dec 1997

Dec 1997
Dec 1997
July 1997
Apr 1997
Dec 1996
Nov 1996
June 1996



