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Dear Mr President
Dear Mr Speaker
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across agencies in accordance with the authority contained in the
Auditor-General Act 1997. I present the report of this audit and the
accompanying brochure to the Parliament. The report is titled Managing
Security Issues in Procurement and Contracting.
Following its tabling in Parliament, the report will be placed on the Australian
National Audit Office’s Homepage—http://www.anao.gov.au.
Yours sincerely

Ian McPhee
Auditor-General

The Honourable the President of the Senate
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Glossary
Approachȱtoȱtheȱ
marketȱ

Aȱnoticeȱorȱrequestȱthatȱinvitesȱprospectiveȱcontractorsȱtoȱ
submitȱ proposalsȱ forȱ theȱ performanceȱ ofȱ specifiedȱ
servicesȱorȱtheȱsupplyȱofȱspecifiedȱgoods.ȱ

Conditionsȱforȱ
participationȱ

Mandatoryȱrequirementsȱorȱstandardsȱtoȱbeȱmetȱbeforeȱaȱ
prospectiveȱ contractors’ȱ submissionȱ orȱ proposalȱ canȱ beȱ
consideredȱforȱaȱplannedȱprocurement.ȱ

Contractȱ

Aȱ legallyȱ enforceableȱ agreementȱ betweenȱ twoȱ parties,ȱ
whichȱ contains,ȱ amongstȱ otherȱ things,ȱ termsȱ andȱ
conditionsȱ relevantȱ toȱ theȱ agreement,ȱ rightsȱ andȱ
obligationsȱ orȱ responsibilitiesȱ ofȱ eachȱ partyȱ andȱ theȱ
agreedȱoutcomesȱofȱtheȱrelationship.

Contractorȱ

Aȱ personȱ orȱ businessȱ entityȱ thatȱ hasȱ enteredȱ intoȱ aȱ
contractȱ withȱ anȱ Australianȱ Governmentȱ agencyȱ forȱ theȱ
performanceȱ ofȱ servicesȱ for,ȱ orȱ supplyȱ ofȱ goodsȱ to,ȱ thatȱ
agency.ȱ

Evaluationȱcriteriaȱ

Theȱ factorsȱ orȱ requirementsȱ thatȱ eligibleȱ submissionsȱ
fromȱprospectiveȱcontractorsȱareȱassessedȱagainst.ȱ

Protectiveȱsecurityȱ

Policies,ȱ principles,ȱ standardsȱ andȱ proceduresȱ toȱ beȱ
followedȱ byȱ allȱ Australianȱ Governmentȱ agenciesȱ inȱ theȱ
protectionȱofȱofficialȱresources.ȱ

Securityȱclearanceȱ

Theȱ processȱ ofȱ assessingȱ aȱ person’sȱ eligibilityȱ andȱ
suitabilityȱ forȱ accessȱ toȱ securityȱ classifiedȱ informationȱ
throughȱ aȱ comprehensiveȱ evaluationȱ ofȱ theirȱ history,ȱ
attitudes,ȱvaluesȱandȱbehaviour.ȱ

Securityȱclassifiedȱ
informationȱ

Officialȱ informationȱ thatȱ mustȱ beȱ affordedȱ aȱ levelȱ ofȱ
protectionȱ toȱ safeguardȱ itȱ fromȱ compromiseȱ orȱ
unauthorisedȱ useȱ becauseȱ itȱ couldȱ causeȱ harm,ȱ orȱ haveȱ
adverseȱconsequences.ȱ
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Securityȱincidentȱ

Aȱ securityȱ event,ȱ includingȱ anȱ accidentalȱ failureȱ toȱ
observeȱ securityȱ requirements,ȱ aȱ recklessȱ orȱ deliberateȱ
act,ȱ orȱ anȱ unauthorisedȱ attemptȱ toȱ obtainȱ officialȱ
informationȱthatȱleads,ȱorȱcouldȱleadȱto,ȱtheȱloss,ȱdamageȱ
orȱcompromiseȱofȱofficialȱinformation.ȱ

Securityȱriskȱ

Anȱ eventȱ thatȱ couldȱ resultȱ inȱ theȱ compromiseȱ ofȱ officialȱ
resources.ȱ ȱ Securityȱ risksȱ areȱ measuredȱ inȱ termsȱ ofȱ theirȱ
probabilityȱandȱconsequences.

Thirdȱpartyȱ
interestȱ

Anyȱlegalȱright,ȱinterestȱorȱpowerȱinȱfavourȱofȱanyȱpersonȱ
inȱconnectionȱwithȱtheȱpartiesȱtoȱaȱcontract,ȱincludingȱanyȱ
rightȱ ofȱ access,ȱ repossession,ȱ receivership,ȱ control,ȱ orȱ
otherȱinterest.ȱ

ANAO Audit Report No.43 2006–07
Managing Security Issues in Procurement and Contracting
8

Summary and
Recommendations

ANAO Audit Report No.43 2006–07
Managing Security Issues in Procurement and Contracting
9

ANAO Audit Report No.43 2006–07
Managing Security Issues in Procurement and Contracting
10

Summary
Background
1.
Australianȱ Governmentȱ agenciesȱ haveȱ aȱ responsibilityȱ toȱ protectȱ theȱ
resourcesȱ theyȱ manageȱ onȱ behalfȱ ofȱ allȱ Australians.ȱ Theseȱ resourcesȱ areȱ
considerable.ȱ Forȱ example,ȱ inȱ 2005–06ȱ theȱ generalȱ governmentȱ sector 1 ȱ heldȱ
assetsȱworthȱ$206ȱbillion. 2 ȱAustralianȱGovernmentȱagenciesȱalsoȱgenerateȱandȱ
holdȱ extensiveȱ informationȱ relatingȱ toȱ theirȱ activities,ȱ whichȱ theyȱ needȱ toȱ
safeguardȱforȱprivacy,ȱcommercial,ȱandȱotherȱreasons.
2.
Protectiveȱ securityȱ describesȱ theȱ policiesȱ andȱ practicesȱ usedȱ byȱ anȱ
agencyȱ toȱ protectȱ itsȱ resources,ȱ includingȱ theȱ officialȱ informationȱ itȱ generatesȱ
andȱreceives.ȱAȱsoundȱprotectiveȱsecurityȱenvironmentȱisȱanȱimportantȱelementȱ
inȱ theȱ managementȱ ofȱ anȱ agency’sȱ human,ȱ informationȱ andȱ physicalȱ
resources. 3 ȱ Theȱ Protectiveȱ Securityȱ Manualȱ (PSM)ȱ isȱ theȱ mainȱ sourceȱ ofȱ
protectiveȱ securityȱ policies,ȱ principlesȱ andȱ responsibilitiesȱ forȱ Australianȱ
Governmentȱ agencies.ȱ Theȱ PSMȱ providesȱ guidanceȱ onȱ theȱ policiesȱ andȱ
practicesȱ importantȱ inȱ theȱ developmentȱ ofȱ anȱ effectiveȱ protectiveȱ securityȱ
function.ȱ Itȱ alsoȱ prescribesȱ theȱ minimumȱ protectiveȱ securityȱ standardsȱ forȱ
AustralianȱGovernmentȱagenciesȱtoȱmaintain.ȱ
3.
Contractingȱ isȱ anȱ integralȱ partȱ ofȱ theȱ wayȱ Australianȱ Governmentȱ
agenciesȱ conductȱ business.ȱ Inȱ 2005–06,ȱ Australianȱ Governmentȱ agenciesȱ
enteredȱintoȱaroundȱ48ȱ000ȱcontractsȱworthȱ$14.8ȱbillionȱtoȱprovideȱaȱvarietyȱofȱ
businessȱandȱadministrativeȱ servicesȱacrossȱtheȱrangeȱofȱactivities. 4 ȱGivenȱ theȱ
largeȱ numberȱ ofȱ contractorsȱ providingȱ servicesȱ toȱ Australianȱ Governmentȱ
agencies,ȱ andȱ theȱ extensivenessȱ ofȱ theirȱ accessȱ toȱ theseȱ agencies’ȱ assetsȱ andȱ
information,ȱitȱisȱimportantȱthatȱagenciesȱmanageȱsecurityȱrisksȱassociatedȱwithȱ
theȱuseȱofȱcontractors.ȱ
4.
Whenȱ engagingȱ inȱ procurementȱ andȱ contractingȱ activities,ȱ Australianȱ
Governmentȱ agenciesȱ mustȱ actȱ inȱ accordanceȱ withȱ theȱ policyȱ frameworkȱ

1

The general government sector comprises those Australian Government departments and agencies that
provide non-market public services. They are predominantly funded through Parliamentary
appropriations.

2

Commonwealth of Australia, Consolidated Financial Statements for the year ended 30 June 2006,
December 2006, p. 76.

3

Attorney-General’s Department, Protective Security Manual 2005, Commonwealth of Australia, p. A3.

4

Extracted from AusTender—Contracts Reported. Viewed at <www.contracts.gov.au> on 17 April 2006.
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containedȱ inȱ theȱ Commonwealthȱ Procurementȱ Guidelinesȱ (CPGs).ȱ
Additionally,ȱ theyȱ mustȱ adhereȱ toȱ theȱ legislativeȱ requirementsȱ andȱ standardsȱ
encompassedȱinȱaȱrangeȱofȱAustralianȱGovernmentȱgeneralȱpolicies. 5 ȱProtectiveȱ
securityȱ isȱ oneȱ ofȱ theseȱ generalȱ policies,ȱ andȱ theȱ PSMȱ isȱ theȱ sourceȱ ofȱ furtherȱ
guidance.ȱ Theȱ PSMȱ specifies,ȱ inȱ Partȱ F,ȱ thatȱ Australianȱ Governmentȱ agenciesȱ
areȱ responsibleȱ forȱ managingȱ securityȱ issuesȱ andȱ risks,ȱ includingȱ theȱ riskȱ ofȱ
unauthorisedȱaccessȱto,ȱorȱtheȱlossȱof,ȱsecurityȱclassifiedȱinformation,ȱinvolvedȱ
inȱtheȱuseȱofȱcontractors.ȱ
5.
Forȱtheȱpurposesȱofȱthisȱaudit,ȱprocurementȱrefersȱtoȱagencies’ȱeffortsȱtoȱ
arrangeȱforȱtheȱpurchaseȱofȱservices,ȱupȱtoȱandȱincludingȱtheȱpointȱofȱsigningȱaȱ
contract.ȱ Contractingȱ refersȱ toȱ theȱ deliveryȱ ofȱ theseȱ servicesȱ byȱ theȱ provider,ȱ
subsequentȱtoȱtheirȱappointment.ȱAsȱsuch:ȱ
x

procurementȱ incorporates:ȱ planningȱ theȱ purchase;ȱ approachingȱ theȱ
market;ȱ evaluatingȱ tenderȱ responses;ȱ andȱ executingȱ theȱ contractȱ
(includingȱestablishingȱsecurityȱrequirementsȱinȱtheȱcontract);ȱandȱ

x

contractingȱ incorporates:ȱ providingȱ securityȱ trainingȱ toȱ contractors;ȱ
managingȱ theȱ contractors’ȱ performance,ȱ includingȱ theirȱ adherenceȱ toȱ
relevantȱ securityȱ requirements;ȱ andȱ theȱ mechanismsȱ usedȱ toȱ identify,ȱ
reportȱandȱrecordȱtheȱdetailsȱofȱanyȱsecurityȱbreachesȱbyȱcontractors.ȱ

Audit approach
6.
TheȱobjectiveȱofȱthisȱauditȱwasȱtoȱevaluateȱwhetherȱselectedȱAustralianȱ
Governmentȱagenciesȱwereȱeffectivelyȱmanagingȱsecurityȱrisksȱarisingȱfromȱtheȱ
useȱ ofȱ contractors.ȱ Toȱ addressȱ thisȱ objective,ȱ theȱ auditȱ evaluatedȱ relevantȱ
policiesȱ andȱ practicesȱ inȱ theȱ auditedȱ agenciesȱ againstȱ aȱ seriesȱ ofȱ minimumȱ
requirementsȱ inȱ theȱ managementȱ ofȱ securityȱ issuesȱ inȱ procurementȱ andȱ
contractingȱ activity.ȱ Theseȱ minimumȱ requirementsȱ wereȱ developedȱ fromȱ theȱ
guidanceȱ andȱ standardsȱ containedȱ inȱ theȱ PSMȱ andȱ alsoȱ fromȱ theȱ ANAO’sȱ
previousȱprotectiveȱsecurityȱaudits.ȱ

5

Department of Finance and Administration, Financial Management Guidance No.10—Guidance on
Complying with Legislation and Government Policy in Procurement, January 2005, p. 5.
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Summary

7.
Theȱ auditȱ focusedȱ onȱ twoȱ broadȱ typesȱ ofȱ contractingȱ arrangements:ȱ
contractingȱ ofȱ securityȱ functions;ȱ andȱ contractingȱ ofȱ anyȱ serviceȱ orȱ businessȱ
functionȱ thatȱ requires,ȱ orȱ whichȱ hasȱ theȱ potentialȱ toȱ require,ȱ contractorsȱ toȱ
accessȱsensitiveȱorȱsecurityȱclassifiedȱinformation.ȱ
8.
Theȱ followingȱ Australianȱ Governmentȱ agenciesȱ wereȱ involvedȱ inȱ thisȱ
audit:ȱ
x

AustralianȱCustomsȱServiceȱ(Customs);ȱ

x

CommonwealthȱSuperannuationȱAdministrationȱ(ComSuper);ȱ

x

DepartmentȱofȱFinanceȱandȱAdministrationȱ(Finance);ȱandȱ

x

DepartmentȱofȱForeignȱAffairsȱandȱTradeȱ(DFAT).ȱ

9.
Inȱ addition,ȱ theȱ AttorneyȬGeneral’sȱ Department,ȱ whichȱ isȱ responsibleȱ
forȱ theȱ maintenanceȱ ofȱ theȱ PSMȱ andȱ forȱ providingȱ adviceȱ onȱ contemporaryȱ
protectiveȱsecurityȱpoliciesȱandȱpractices,ȱwasȱconsultedȱduringȱtheȱaudit.ȱ

Audit conclusion
10.
Overall,ȱ theȱ ANAOȱ concludedȱ thatȱ theȱ auditedȱ agenciesȱ wereȱ
effectivelyȱ managingȱ securityȱ risksȱ duringȱ theȱ procurementȱ phaseȱ whenȱ
contractingȬoutȱsecurityȱfunctionsȱorȱfunctionsȱthatȱmayȱrequireȱcontractorsȱtoȱ
accessȱ sensitiveȱ information.ȱ However,ȱ theȱ auditȱ identifiedȱ scopeȱ toȱ improveȱ
theȱmanagementȱofȱsecurityȱrisksȱonceȱcontractorsȱhadȱbeenȱappointed.ȱ
11.
Whileȱtheȱauditedȱagenciesȱtypicallyȱcouldȱhaveȱimprovedȱguidanceȱtoȱ
staffȱ aboutȱ addressingȱ securityȱ risksȱ inȱ procurement,ȱ theȱ agencies,ȱ
nevertheless,ȱ generallyȱ adequatelyȱ consideredȱ securityȱ risksȱ when:ȱ planningȱ
procurements;ȱ approachingȱ theȱ market;ȱ executingȱ contracts;ȱ and,ȱ toȱ aȱ lesserȱ
extent,ȱevaluatingȱtenders.ȱȱ
12.
Theȱ auditedȱ agenciesȱ generallyȱ providedȱ adequateȱ securityȱ awarenessȱ
trainingȱ programmesȱ forȱ newȱ contractors.ȱ Overall,ȱ however,ȱ theyȱ couldȱ haveȱ
improvedȱ processesȱ andȱ practicesȱ to:ȱ ensureȱ thatȱ appointedȱ contractorsȱ
attendedȱ securityȱ training;ȱ monitorȱ contractors’ȱ adherenceȱ toȱ securityȱ
requirementsȱ inȱ contracts;ȱ andȱ reassessȱ securityȱ risksȱ inȱ contractsȱ whenȱ
circumstancesȱ changedȱ substantially,ȱ orȱ whenȱ contractsȱ wereȱ extendedȱ
significantlyȱbeyondȱtheirȱoriginalȱlife.ȱ
13.
TheȱANAOȱfoundȱthatȱatȱtheȱfourȱauditedȱagencies,ȱthereȱwasȱaȱrecordȱ
ofȱ onlyȱ oneȱ recentȱ securityȱ breachȱ involvingȱ aȱ contractȱ examinedȱ duringȱ theȱ
audit.ȱ Whileȱ thisȱ suggestsȱ thatȱ contractorsȱ mayȱ haveȱ largelyȱ adheredȱ toȱ
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securityȱ requirements,ȱ theȱ ANAOȱ notesȱ thatȱ securityȱ breachesȱ areȱ sometimesȱ
notȱreported.ȱInȱthisȱregard,ȱoneȱofȱtheȱauditedȱagenciesȱdidȱnotȱhaveȱaȱsystemȱ
toȱeffectivelyȱmonitorȱandȱreportȱsuchȱincidents.ȱ
14.
Thereȱwasȱconsiderableȱvariationȱbetweenȱtheȱagenciesȱinȱtheȱextentȱtoȱ
whichȱ theyȱ adheredȱ toȱ theȱ minimumȱ requirementsȱ forȱ theȱ managementȱ ofȱ
securityȱ risksȱ inȱ procurementȱ andȱ contractingȱ examinedȱ asȱ partȱ ofȱ thisȱ audit.ȱ
Theȱ ANAOȱ assessedȱ oneȱ ofȱ theȱ agenciesȱ asȱ meetingȱ virtuallyȱ allȱ ofȱ theseȱ
requirements,ȱ twoȱ agenciesȱ asȱ meetingȱ mostȱ ofȱ theseȱ requirements,ȱ butȱ theȱ
remainingȱagencyȱasȱmeetingȱfewȱofȱtheseȱminimumȱrequirements.ȱ
15.
Amongstȱ theȱ auditedȱ agencies,ȱ theȱ ANAOȱ identifiedȱ severalȱ practicesȱ
thatȱ itȱ consideredȱ toȱ beȱgoodȱ examplesȱ ofȱ managingȱ securityȱ risksȱ andȱ issuesȱ
involvedȱinȱprocurementȱandȱcontractingȱactivity.ȱTheseȱpracticesȱareȱshownȱinȱ
Tableȱ1.ȱ

Table 1
Better practices to manage security risks in procurement and
contracting activity
Component of procurement
and contracting activity

Procurement planning

Orientation and training

Managing contracts

Source:

Better practice
One agency included a reference to its security policy on
managing security risks in procurement activity in its
procurement and contracting policy material.
One agency included guidance notes in its model Request for
Tender template to assist staff develop the security
requirements and obligations to be imposed on prospective
contractors.
One agency required staff and contractors to acknowledge, in
writing, their security responsibilities every year.
Two agencies had induction activities in individual work-areas
to supplement agency-wide security awareness training
programmes.
Two agencies required all staff and contractors to attend
security awareness refresher training.
One agency included details of attendance at security
awareness training in reports to its executive.
At two agencies, contractors were required (and did) submit
regular reports on progress or performance against securityrelated obligations.

ANAO.
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Summary

Key findings
Managing security issues in procurement
Policies and guidance material
16.
Eachȱ ofȱ theȱ auditedȱ agenciesȱ hadȱ promulgatedȱ aȱ numberȱ ofȱ detailedȱ
procurementȱandȱcontractȬrelatedȱpoliciesȱandȱguidanceȱmaterial.ȱInȱeachȱcase,ȱ
thisȱinformationȱincludedȱreferencesȱtoȱapplicableȱlegislation,ȱregulations,ȱandȱ
otherȱ relevantȱ aspectsȱ ofȱ theȱ Australianȱ Governmentȱ procurementȱ policyȱ
frameworkȱ (suchȱ asȱ theȱ CPGs).ȱ Generally,ȱ however,ȱ theseȱ procurementȱ andȱ
contractȬrelatedȱ policyȱ documentsȱ containedȱ onlyȱ aȱ limitedȱ amountȱ ofȱ
informationȱonȱmanagingȱsecurityȱissuesȱandȱrisks.ȱ
17.
Threeȱ ofȱ theȱ auditedȱ agenciesȱ did,ȱ however,ȱ includeȱ informationȱ onȱ
managingȱsecurityȱissuesȱandȱrisksȱinvolvedȱwithȱprocurementȱandȱcontractingȱ
activitiesȱ inȱ theirȱ securityȱ policies.ȱ Ofȱ these,ȱ theȱ ANAOȱ consideredȱ thatȱ onlyȱ
oneȱ agencyȱ hadȱ properlyȱ addressedȱ theȱ scopeȱ ofȱ theȱ PSMȱ regardingȱ theȱ
managementȱofȱsecurityȱissuesȱinȱprocurementȱandȱcontractingȱactivity.ȱȱ
Model tender and contract templates
18.
Eachȱ ofȱ theȱ auditedȱ agenciesȱ hadȱ developedȱ modelȱ Requestȱ forȱ Tenderȱ
andȱ contractȱ templatesȱ andȱ hadȱ madeȱ theseȱ availableȱ toȱ staffȱ involvedȱ inȱ theȱ
engagementȱofȱcontractors.ȱȱ
19.
Threeȱofȱtheȱauditedȱagencies’ȱtenderingȱtemplatesȱcontainedȱdetailsȱof,ȱ
andȱ obligedȱ respondentsȱ toȱ adhereȱ to,ȱ applicableȱ securityȱ requirements.ȱ Forȱ
theȱmostȱpart,ȱtheȱauditedȱagencies’ȱmodelȱcontractȱtemplatesȱdesignedȱforȱuseȱ
inȱ theȱ moreȬcomplexȱ andȱ higherȬriskȱ procurementsȱ containedȱ clausesȱ
consistentȱ withȱ mostȱ ofȱ theȱ requirementsȱ ofȱ theȱ PSMȱ (Partȱ F—Securityȱ
FrameworkȱforȱProcurement).ȱȱ
Procurement planning
20.
Atȱthreeȱofȱtheȱauditedȱagencies,ȱnearlyȱallȱofȱtheȱprocurementȱplanningȱ
documentationȱ examinedȱ containedȱ anȱ assessmentȱ ofȱ securityȱ issuesȱ relevantȱ
toȱ theȱ proposedȱ procurement.ȱ Inȱ mostȱ cases,ȱ theȱ assessmentsȱ relatedȱ toȱ
whetherȱ theȱ contractor(s)ȱ would,ȱ orȱ may,ȱ requireȱ accessȱ toȱ securityȱ classifiedȱ
information,ȱ andȱ alsoȱ consideredȱ theȱ attendantȱ securityȱ clearanceȱ
requirements.ȱ Atȱ theȱ remainingȱ agency,ȱ whileȱ procurementȱ planningȱ
documentationȱ consideredȱ aȱ rangeȱ ofȱ pertinentȱ businessȱ risks,ȱ itȱ didȱ notȱ
specificallyȱidentify,ȱorȱassess,ȱsecurityȱrisks.ȱȱ
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Approaching the market
21.
Acrossȱtheȱauditedȱagencies,ȱmostȱofȱtheȱRequestȱforȱTenderȱorȱequivalentȱ
documentationȱexaminedȱduringȱtheȱauditȱcontainedȱreferencesȱtoȱtheȱsecurityȱ
requirementsȱ relevantȱ toȱ theȱ proposedȱ engagement.ȱ Typically,ȱ thisȱ
documentationȱ includedȱ aȱ referenceȱ toȱ theȱ agency’sȱ securityȱ policiesȱ orȱ
instructions,ȱandȱhighlightedȱthatȱtheȱcontractorȱwould,ȱorȱmay,ȱrequireȱaccessȱ
toȱ securityȱ classifiedȱ informationȱ andȱ thereforeȱ wouldȱ requireȱ aȱ securityȱ
clearance.ȱ
Evaluating tenders
22.
Theȱ ANAOȱ foundȱ thatȱ tenderȱ evaluationȱ processesȱ hadȱ properlyȱ
consideredȱtheȱsecurityȱrequirementsȱcontainedȱinȱdocumentationȱprovidedȱtoȱ
theȱmarketȱinȱallȱbutȱtwoȱofȱtheȱ30ȱcontractsȱexaminedȱinȱthisȱpartȱofȱtheȱaudit.ȱ
Inȱ theȱ twoȱ contrastingȱ cases,ȱ theȱ agenciesȱ reliedȱ solelyȱ onȱ assurancesȱ fromȱ
prospectiveȱ contractorsȱ thatȱ securityȱ requirementsȱ hadȱ beenȱ met.ȱ Theȱ ANAOȱ
considered,ȱ inȱ bothȱ ofȱ theseȱ casesȱ thatȱ theȱ agenciesȱ shouldȱ haveȱ confirmedȱ
throughȱ review,ȱ orȱ otherwiseȱ obtainedȱ positiveȱ assuranceȱ atȱ theȱ timeȱ ofȱ
evaluation,ȱthatȱtheȱsecurityȱrequirementsȱhadȱbeenȱproperlyȱmet.ȱȱ
23.
AtȱthreeȱofȱtheȱauditedȱagenciesȱtheȱANAOȱfoundȱthatȱaȱmemberȱofȱtheȱ
agency’sȱprotectiveȱsecurityȱteamȱhadȱbeenȱinvolved,ȱorȱconsulted,ȱinȱmanyȱofȱ
theȱtenderȱevaluationȱprocessesȱexamined.ȱInȱtheȱotherȱcasesȱexaminedȱatȱtheseȱ
agencies,ȱ theȱ ANAOȱ consideredȱ theȱ staffȱ involvedȱ inȱ theȱ evaluationȱ processȱ
demonstratedȱ aȱ goodȱ understandingȱ ofȱ theȱ pertinentȱ securityȱ issuesȱ andȱ
requirements.ȱ Atȱ theȱ fourthȱ agency,ȱ thereȱ wasȱ noȱ evidenceȱ thatȱ tenderȱ
evaluationȱ processesȱ hadȱ involvedȱ aȱ person(s)ȱ withȱ knowledgeȱ ofȱ protectiveȱ
securityȱissuesȱorȱstandards.ȱȱ
Content of contracts
24.
Overall,ȱmostȱofȱtheȱcontractsȱexaminedȱaddressedȱmostȱofȱtheȱrelevantȱ
requirementsȱ containedȱ inȱ theȱ PSM.ȱ Forȱ example,ȱ allȱ butȱ oneȱ ofȱ theȱ contractsȱ
reviewedȱwereȱfoundȱtoȱcontainȱdetailsȱofȱtheȱsecurityȱrequirementsȱrelevantȱtoȱ
theȱservicesȱbeingȱcontractedȬout.ȱInȱaddition,ȱmostȱofȱtheȱcontractsȱexaminedȱ
alsoȱstatedȱthatȱtheseȱsecurityȱrequirementsȱcouldȱbeȱamendedȱduringȱtheȱlifeȱ
ofȱtheȱcontact.ȱȱ
25.
Despiteȱ theȱ reasonablyȱ comprehensiveȱ coverageȱ ofȱ securityȱ
requirementsȱ inȱ mostȱ ofȱ theȱ contractsȱ examined,ȱ aroundȱ halfȱ ofȱ theȱ contractsȱ
examinedȱdidȱnot:ȱ
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x

containȱ aȱ clause(s)ȱ dealingȱ withȱ theȱ riskȱ ofȱ accessȱ toȱ theȱ agency’sȱ
informationȱthroughȱaȱthirdȱpartyȱinterest;ȱandȱ

x

explicitlyȱ identifyȱ aȱ breachȱ ofȱ securityȱ requirementsȱ asȱ aȱ reasonȱ toȱ
terminateȱtheȱcontract.ȱ

26.
Oneȱofȱtheȱreasonsȱwhyȱmanyȱcontractsȱexaminedȱdidȱnotȱcontainȱtheseȱ
twoȱ clausesȱ isȱ likelyȱ toȱ beȱ thatȱ mostȱ ofȱ theȱ auditedȱ agencies’ȱ modelȱ contractȱ
templatesȱdidȱnotȱcontainȱtheseȱclauses.ȱȱ

Managing security issues in contracting
Orientation and training
27.
Atȱ threeȱ ofȱ theȱ auditedȱ agencies,ȱ contractorsȱ wereȱ requiredȱ toȱ attendȱ
theȱ agency’sȱ formalȱ securityȱ awarenessȱ trainingȱ forȱ ‘newȱ starters’.ȱ ȱ However,ȱ
oneȱagencyȱhadȱonlyȱmadeȱitȱmandatoryȱforȱnewȱcontractorsȱtoȱattendȱsecurityȱ
awarenessȱtrainingȱinȱlateȬ2006.ȱȱAtȱtheȱremainingȱagency,ȱalthoughȱcontractorsȱ
wereȱ notȱ requiredȱ toȱ attendȱ securityȱ awarenessȱ trainingȱ providedȱ toȱ ‘newȱ
starters’,ȱ theȱ agencyȱ advisedȱ theȱ ANAOȱ thatȱ theyȱ mayȱ haveȱ beenȱ providedȱ aȱ
securityȱbriefingȱatȱtheȱtimeȱtheyȱcommencedȱwork.ȱ
28.
Overall,ȱ theȱ ANAOȱ foundȱ thatȱ theȱ auditedȱ agenciesȱ wereȱ deliveringȱ
securityȱ awarenessȱ trainingȱ programmesȱ thatȱ addressedȱ mostȱ ofȱ theȱ keyȱ
securityȱissues.ȱForȱexample,ȱtheȱtrainingȱatȱeachȱagency:ȱexplainedȱtheȱreasonsȱ
whyȱ securityȱ awarenessȱ wasȱ important;ȱ promotedȱ anȱ understandingȱ ofȱ theȱ
agency’sȱ securityȱ policies;ȱ andȱ providedȱ clarityȱ onȱ attendantȱ rolesȱ andȱ
responsibilities.ȱ
29.
Atȱ theȱ timeȱ ofȱ theȱ audit,ȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ hadȱ aȱ rangeȱ ofȱ
processesȱforȱidentifyingȱthoseȱstaffȱandȱcontractorsȱrequiredȱtoȱattendȱsecurityȱ
awarenessȱ training.ȱ Eachȱ ofȱ theȱ auditedȱ agenciesȱ alsoȱ maintainedȱ recordsȱ ofȱ
thoseȱ staffȱ andȱ contractorsȱ attendingȱ securityȱ awarenessȱ training.ȱ However,ȱ
testingȱ ofȱ attendanceȱ recordsȱ hasȱ suggestedȱ thatȱ aȱ significantȱ numberȱ ofȱ
contractorsȱ engagedȱ underȱ theȱ contractsȱ beingȱ examinedȱ mayȱ notȱ haveȱ
attendedȱsecurityȱawarenessȱtraining.ȱȱ
Contract management
30.
Inȱ threeȱ ofȱ theȱ auditedȱ agencies,ȱ nearlyȱ allȱ theȱ contractsȱ reviewedȱ
containedȱ aȱ clause(s)ȱ relatingȱ toȱ theȱ managementȱ ofȱ theȱ contractor’sȱ
performance.ȱInȱtheȱremainingȱagency,ȱonlyȱfourȱofȱtheȱ13ȱcontractsȱreviewedȱ
containedȱsuchȱaȱclause(s).ȱ
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31.
Forȱ theȱ mostȱ part,ȱ contractȱ managementȱ provisionsȱ inȱ theȱ contractsȱ
examinedȱ relatedȱ toȱ theȱ provisionȱ ofȱ reportsȱ on,ȱ andȱ theȱ conductȱ ofȱ regularȱ
meetingsȱ about,ȱ theȱ servicesȱ beingȱ provided.ȱ Specifically,ȱ inȱ relationȱ toȱ theȱ
managementȱofȱsecurityȱissuesȱandȱrequirements,ȱtheȱANAOȱfoundȱthat:ȱ
x

severalȱcontractsȱatȱoneȱagencyȱlistedȱpenaltiesȱ(otherȱthanȱterminatingȱ
theȱcontract)ȱforȱtheȱfailureȱtoȱmeetȱsecurityȱrequirements;ȱ

x

atȱ oneȱ agency,ȱ allȱ ofȱ theȱ contractsȱ providedȱ thatȱ contractorsȱ mustȱ
submitȱ securityȱ reportsȱ andȱ participateȱ inȱ securityȱ reviews,ȱ whenȱ
requestedȱtoȱdoȱso;ȱ

x

severalȱ ofȱ theȱ contractsȱ examinedȱ atȱ twoȱ agenciesȱ requiredȱ theȱ
contractorsȱ toȱ submitȱ regularȱ reportsȱ onȱ securityȱ progressȱ orȱ
performance;ȱandȱ

x

sixȱofȱtheȱcontractsȱexaminedȱatȱanotherȱagencyȱrequiredȱcontractorsȱtoȱ
participate,ȱ atȱ leastȱ annually,ȱ inȱ reviewsȱ ofȱ theȱ operationȱ ofȱ securityȱ
requirements.ȱ

32.
Acrossȱ theȱ fourȱ auditedȱ agencies,ȱ theȱ ANAOȱ observedȱ aȱ varietyȱ ofȱ
mechanismsȱtoȱmanageȱtheȱperformanceȱofȱcontractors.ȱThisȱincludedȱholdingȱ
regularȱ meetings,ȱ reviewingȱ statusȱ reports,ȱ inspectingȱ workȱ and,ȱ inȱ aȱ fewȱ
cases,ȱ monitoringȱ resultsȱ againstȱ serviceȱ standardsȱ orȱ keyȱ performanceȱ
indicators.ȱHowever,ȱtheȱuseȱofȱsuchȱsystematicȱmechanismsȱwasȱnotȱcommonȱ
orȱconsistent.ȱ
33.
Theȱ ANAOȱ found,ȱ inȱ onlyȱ sevenȱ ofȱ theȱ 43ȱ contractsȱ examinedȱ inȱ thisȱ
partȱ ofȱ theȱ audit,ȱ thatȱ agenciesȱ wereȱ systematicallyȱ assessingȱ securityȱ
performanceȱorȱmeasuringȱcomplianceȱwithȱsecurityȱrequirements.ȱGenerally,ȱ
theȱ auditedȱ agenciesȱ indicatedȱ thatȱ securityȱ mattersȱ wereȱ onlyȱ consideredȱ if,ȱ
andȱ when,ȱ mattersȱ arose.ȱ Someȱ ofȱ theȱ contractȱ managersȱ interviewedȱ
suggestedȱtheyȱreliedȱonȱtheȱagency’sȱbroaderȱsecurityȱprogramsȱandȱpoliciesȱ
toȱ provideȱ themȱ assuranceȱ thatȱ securityȱ requirementsȱ wereȱ beingȱ compliedȱ
with.ȱȱ
Review of security risks/requirements
34.
Whileȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ requiredȱ riskȱ assessmentsȱ toȱ beȱ
undertakenȱtoȱsupportȱspendingȱproposalsȱrelatedȱtoȱcontractȱextensions,ȱnoneȱ
specificallyȱ addressed,ȱ inȱ relevantȱ policyȱ documents,ȱ theȱ needȱ toȱ considerȱ
securityȱissuesȱduringȱsuchȱassessments.ȱInȱaddition,ȱnoneȱofȱtheȱagenciesȱhadȱ
policiesȱrequiringȱsecurityȱrisksȱtoȱbeȱreviewedȱwhenȱthereȱhasȱbeenȱaȱchangeȱ
inȱaȱcontract’sȱcircumstancesȱthatȱisȱlikelyȱtoȱaffectȱtheseȱrisks.ȱȱ
ANAO Audit Report No.43 2006–07
Managing Security Issues in Procurement and Contracting
18

Summary

35.
Fourteenȱ ofȱ theȱ contractsȱ examinedȱ hadȱ eitherȱ beenȱ extendedȱ beyondȱ
theirȱ originalȱ term,ȱ orȱ theȱ servicesȱ beingȱ providedȱ hadȱ beenȱ affectedȱ byȱ aȱ
significantȱ changeȱ inȱ circumstances.ȱ Theȱ ANAOȱ found,ȱ inȱ onlyȱ halfȱ ofȱ theseȱ
cases,ȱthatȱtheȱdecisionȱtoȱextendȱorȱcontinueȱtheȱcontractualȱarrangementȱwasȱ
supportedȱbyȱaȱreȬassessmentȱofȱtheȱsecurityȱrisksȱandȱrequirementsȱinvolved.ȱȱ
Security incidents
36.
Mostȱ ofȱ theȱ contractsȱ reviewedȱ duringȱ theȱ auditȱ containedȱ aȱ clause(s)ȱ
requiringȱtheȱcontractorȱtoȱadviseȱtheȱagencyȱofȱanyȱsecurityȱincidents.ȱThreeȱofȱ
theȱ auditedȱ agenciesȱ hadȱ agencyȬwideȱ processesȱ forȱ identifying,ȱ reporting,ȱ
recordingȱ andȱ monitoringȱ breachesȱ ofȱ securityȱ andȱ otherȱ securityȱ incidents.ȱ
Theȱ fourthȱ agencyȱ didȱ notȱ haveȱ aȱ systemȱ forȱ effectivelyȱ capturingȱ detailsȱ ofȱ
securityȱincidents.ȱ

Agencies’ comments
37.
Eachȱ ofȱ theȱ auditedȱ agencies,ȱ togetherȱ withȱ theȱ AttorneyȬGeneral’sȱ
Department,ȱ agreedȱ withȱ theȱ recommendationsȱ inȱ thisȱ report.ȱ ȱ Theȱ agencies’ȱ
responsesȱtoȱeachȱofȱtheȱrecommendationsȱareȱshownȱinȱtheȱbodyȱofȱtheȱreport.ȱȱ
Whereȱprovided,ȱagencies’ȱgeneralȱcommentsȱareȱshownȱatȱAppendixȱ2.ȱȱ
ȱ
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Recommendations
Theȱ followingȱ recommendationsȱ areȱ basedȱ onȱ theȱ findingsȱ ofȱ theȱ fieldworkȱ atȱ theȱ
auditedȱagencies.ȱTheȱANAOȱconsidersȱthatȱtheseȱrecommendationsȱareȱrelevantȱtoȱallȱ
Australianȱ Governmentȱ agencies.ȱ Therefore,ȱ allȱ Australianȱ Governmentȱ agenciesȱ
shouldȱassessȱtheȱbenefitsȱofȱimplementingȱtheȱrecommendationsȱinȱlightȱofȱtheirȱownȱ
circumstances,ȱ includingȱ theȱ extentȱ thatȱ eachȱ recommendation,ȱ orȱ partȱ thereof,ȱ isȱ
addressedȱbyȱpracticesȱalreadyȱinȱplace.ȱ
Recommendation
No. 1

Toȱ assistȱ staffȱ toȱ manageȱ securityȱ risksȱ duringȱ
procurementȱ andȱ contractingȱ activities,ȱ theȱ ANAOȱ
recommendsȱthatȱAustralianȱGovernmentȱagencies:ȱ

Paragraph 2.27

(a)

includeȱ
inȱ
protectiveȱ
securityȱ
andȱ
procurement/contractingȱ policyȱ documents,ȱ
informationȱ onȱ theȱ securityȱ risksȱ ofȱ usingȱ
contractorsȱ thatȱ isȱ appropriateȱ forȱ theirȱ
operations;ȱandȱ

(b)

updateȱ modelȱ procurementȱ andȱ contractȱ
templatesȱtoȱfullyȱreflectȱtheȱrequirementsȱofȱtheȱ
PSMȱ(PartȱF—SecurityȱFrameworkȱforȱProcurement).ȱ

Recommendation
No. 2
Paragraph 3.29

Asȱ partȱ ofȱ ongoingȱ contractȱ management,ȱ theȱ ANAOȱ
recommendsȱ thatȱ Australianȱ Governmentȱ agenciesȱ
adoptȱ aȱ riskȬbasedȱ approachȱ toȱ monitoringȱ andȱ
evaluatingȱ theȱ performanceȱ ofȱ contractors,ȱ includingȱ
theirȱadherenceȱtoȱsecurityȱrequirements.ȱThisȱapproachȱ
shouldȱ requireȱ agenciesȱ toȱ reȬevaluateȱ securityȱ risksȱ ofȱ
contractsȱ thatȱ areȱ affectedȱ byȱ aȱ significantȱ changeȱ inȱ
circumstances,ȱ orȱ whichȱ areȱ extendedȱ significantlyȱ
beyondȱtheirȱoriginalȱterm.

Agencies’ responses to the recommendations
38.
Eachȱ ofȱ theȱ auditedȱ agencies,ȱ togetherȱ withȱ theȱ AttorneyȬGeneral’sȱ
Department,ȱagreedȱtoȱtheȱrecommendations.ȱȱTheȱagencies’ȱresponsesȱtoȱeachȱ
recommendationȱareȱshownȱinȱtheȱbodyȱofȱtheȱreport.ȱȱ
ȱ
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1. Introduction
Thisȱchapterȱprovidesȱbackgroundȱinformationȱaboutȱtheȱaudit,ȱincludingȱanȱoverviewȱ
ofȱprotectiveȱsecurityȱrequirementsȱforȱcontractors,ȱandȱdetailsȱofȱtheȱauditȱapproach.ȱ

Protective security
1.1
Australianȱ Governmentȱ agenciesȱ haveȱ aȱ responsibilityȱ toȱ protectȱ theȱ
resourcesȱtheyȱmanageȱonȱbehalfȱofȱtheȱAustralianȱpopulation.ȱTheseȱresourcesȱ
areȱconsiderable.ȱForȱexample,ȱinȱ2005–06,ȱtheȱgeneralȱgovernmentȱsector 6 ȱheldȱ
assetsȱ worthȱ $206ȱ billion,ȱ includingȱ $93ȱ billionȱ inȱ cashȱ andȱ investments,ȱ $41ȱ
billionȱ relatingȱ toȱ itemsȱ ofȱ plantȱ andȱ equipment,ȱ andȱȱ
$21ȱbillionȱworthȱofȱlandȱandȱbuildings. 7 ȱAustralianȱGovernmentȱagenciesȱalsoȱ
generateȱandȱholdȱextensiveȱinformationȱrelatingȱtoȱtheirȱactivities,ȱwhichȱtheyȱ
needȱ toȱ safeguardȱ forȱ privacy,ȱ safety,ȱ goodȱ governance,ȱ commercialȱ andȱ inȱ
someȱcases,ȱnationalȱsecurityȱreasons.ȱ
1.2
Protectiveȱ securityȱ describesȱ theȱ policiesȱ andȱ practicesȱ usedȱ byȱ anȱ
agencyȱtoȱprotectȱitsȱhuman,ȱinformationȱandȱphysicalȱresources. 8 ȱAnȱeffectiveȱ
protectiveȱ securityȱ environmentȱ encompassesȱ aȱ rangeȱ ofȱ complementaryȱ
measuresȱacrossȱtheȱfollowingȱdimensions:
x

physicalȱsecurity:ȱcomprisingȱequipmentȱandȱotherȱmeasuresȱdesignedȱ
toȱ preventȱ andȱ detectȱ unauthorisedȱ accessȱ toȱ officialȱ informationȱ andȱ
resources;ȱ suchȱ asȱ closedȱ circuitȱ televisionȱ systems,ȱ alarms,ȱ secureȱ
containersȱandȱaccessȬcontrolȱdevicesȱorȱbarriers;

x

informationȱ security:ȱ comprisingȱ proceduresȱ designedȱ toȱ protectȱ
officialȱinformationȱfromȱcompromise,ȱloss,ȱcorruptionȱorȱunauthorisedȱ
disclosure.ȱ Theseȱ measuresȱ includeȱ theȱ classificationȱ ofȱ information,ȱ
applyingȱprotectiveȱmarkingsȱandȱadoptingȱspecialȱhandlingȱmeasuresȱ
forȱtheȱuse,ȱstorage,ȱtransmissionȱandȱdisposalȱofȱinformation;ȱȱ

6

The general government sector comprises those Australian Government departments and agencies that
provide non-market public services. They are predominantly funded through Parliamentary
appropriations.

7

Commonwealth of Australia, Consolidated Financial Statements for the year ended 30 June 2006,
December 2006, p. 76.

8

Attorney-General’s Department, Protective Security Manual 2005, Commonwealth of Australia, p. A3.
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x

personnelȱ security:ȱ theȱ conductȱ andȱ ongoingȱ maintenanceȱ ofȱ securityȱ
clearancesȱ forȱ thoseȱ peopleȱ requiringȱ accessȱ toȱ securityȱ classifiedȱ
information.ȱ Otherȱ essentialȱ aspectsȱ ofȱ personnelȱ securityȱ areȱ theȱ
maintenanceȱ ofȱ securityȱ awarenessȱ levelsȱ andȱ upholdingȱ theȱ ‘needȱ toȱ
know’ȱprinciple;ȱ

x

informationȱ andȱ communicationsȱ technologyȱ security:ȱ comprisingȱ
activitiesȱ designedȱ toȱ protectȱ theȱ integrityȱ ofȱ informationȱ andȱ
communicationsȱtechnologyȱsystemsȱandȱ theȱinformationȱ theyȱcontainȱ
orȱ transmit.ȱ Criticalȱ controlsȱ includeȱ systemȱ certificationȱ andȱ
accreditation,ȱ logicalȱ accessȱ restrictions,ȱ auditȱ trails,ȱ storageȱ protocols,ȱ
dataȱ encryption,ȱ authenticatingȱ transmissionsȱ andȱ connectivityȱ
standards;ȱandȱ

x

securityȱ incidentsȱ andȱ investigations:ȱ comprisingȱ proceduresȱ toȱ
identify,ȱ report,ȱ recordȱ and,ȱ asȱ appropriate,ȱ investigateȱ incidentsȱ
involvingȱ aȱ failureȱ toȱ observeȱ securityȱ requirements,ȱ orȱ ofȱ actionsȱ orȱ
behaviourȱ thatȱ couldȱ leadȱ toȱ theȱ loss,ȱ damage,ȱ corruptionȱ orȱ
unauthorisedȱdisclosureȱofȱofficialȱresources.ȱ

1.3
Theseȱelementsȱneedȱtoȱbeȱsubjectȱtoȱrobustȱoversightȱandȱcoordinationȱ
toȱhelpȱensureȱtheyȱareȱdeliveredȱinȱaȱconsistentȱandȱcomplementaryȱmanner.ȱ
Thisȱisȱoftenȱbestȱachievedȱwhenȱprotectiveȱsecurityȱisȱmanagedȱtogetherȱwithȱ
otherȱ criticalȱ functions,ȱ suchȱ asȱ riskȱ management,ȱ toȱ formȱ aȱ keyȱ elementȱ ofȱ
eachȱagency’sȱgovernanceȱframework.ȱ
1.4
TheȱProtectiveȱSecurityȱManualȱ(PSM)ȱisȱtheȱmainȱsourceȱofȱprotectiveȱ
securityȱ policies,ȱ principlesȱ andȱ responsibilitiesȱ forȱ Australianȱ Governmentȱ
agencies. 9 ȱTheȱPSMȱprovidesȱguidanceȱandȱadviceȱonȱtheȱpoliciesȱandȱpracticesȱ
importantȱ inȱ theȱ developmentȱ ofȱ anȱ effectiveȱ protectiveȱ securityȱ function.ȱ Itȱ
alsoȱ prescribesȱ theȱ minimumȱ protectiveȱ securityȱ standardsȱ forȱ Australianȱ
Governmentȱagenciesȱtoȱmaintain.ȱ

9

The latest version of the PSM was released by the Attorney-General in August 2005, replacing the
October 2000 edition. Unless otherwise indicated, references to the PSM in this report refer to the new
version. In the few instances where this report refers to the previous PSM, it draws on descriptions
contained in that document of ways agencies can satisfy certain security requirements.
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Protective security requirements for procurement and
contracting
1.5
Procurementȱandȱ contractingȱ isȱ anȱintegralȱ partȱ ofȱtheȱwayȱAustralianȱ
Governmentȱ agenciesȱ conductȱ business. 10 ȱ Inȱ 2005–06,ȱ Australianȱ Governmentȱ
agenciesȱenteredȱintoȱaroundȱ48ȱ000ȱcontractsȱworthȱ$14.8ȱbillion,ȱtoȱprovideȱaȱ
varietyȱ ofȱ businessȱ andȱ administrativeȱ servicesȱ acrossȱ theȱ rangeȱ ofȱ
responsibilities. 11 ȱ
1.6
Forȱtheȱpurposesȱofȱthisȱaudit,ȱprocurementȱrefersȱtoȱagencies’ȱeffortsȱtoȱ
arrangeȱforȱtheȱpurchaseȱofȱgoodsȱandȱservices,ȱupȱtoȱandȱincludingȱtheȱpointȱ
ofȱsigningȱaȱcontract.ȱContractingȱrefersȱtoȱtheȱdeliveryȱofȱgoodsȱandȱservicesȱ
byȱtheȱprovider,ȱsubsequentȱtoȱtheirȱappointment.ȱAsȱsuch:ȱ
x

procurementȱ incorporates:ȱ planningȱ theȱ purchaseȱ ofȱ goodsȱ andȱ
services;ȱ approachingȱ theȱ market;ȱ evaluatingȱ tenderȱ responses;ȱ andȱ
executingȱ contractsȱ (includingȱ establishingȱ securityȱ requirementsȱ
containedȱinȱtheȱcontract);ȱandȱ

x

contractingȱ incorporates:ȱ providingȱ securityȱ trainingȱ toȱ contractors;ȱ
managingȱ theȱ contractors’ȱ performance,ȱ includingȱ theirȱ adherenceȱ toȱ
relevantȱ securityȱ requirements;ȱ andȱ theȱ mechanismsȱ usedȱ toȱ identify,ȱ
reportȱandȱrecordȱtheȱdetailsȱofȱanyȱsecurityȱbreachesȱbyȱcontractors.ȱ

1.7
Givenȱ theȱ largeȱ numberȱ ofȱ contractorsȱ providingȱ businessȱ andȱ
administrativeȱservicesȱtoȱtheȱAustralianȱGovernmentȱagenciesȱatȱanyȱpointȱinȱ
time,ȱ andȱ theȱ extensivenessȱ ofȱ theirȱ accessȱ toȱ Australianȱ Governmentȱ assetsȱ
andȱinformation,ȱitȱisȱimportantȱthatȱagenciesȱmanageȱsecurityȱrisksȱassociatedȱ
withȱtheȱuseȱofȱcontractors.ȱ
1.8
Whenȱ engagingȱ inȱ procurementȱ andȱ contractingȱ activities,ȱ Australianȱ
Governmentȱ agenciesȱ mustȱ actȱ inȱ accordanceȱ withȱ theȱ policyȱ frameworkȱ
containedȱ inȱ theȱ Commonwealthȱ Procurementȱ Guidelinesȱ (CPGs).ȱ
Additionally,ȱ theyȱ mustȱ adhereȱ toȱ theȱ legislativeȱ requirementsȱ andȱ standardsȱ
encompassedȱ inȱ aȱ rangeȱ ofȱ Australianȱ Governmentȱ generalȱ policies.ȱ Financialȱ
Managementȱ Guidanceȱ No.10—Guidanceȱ onȱ Complyingȱ withȱ Legislationȱ andȱ
GovernmentȱPolicyȱinȱProcurement 12 ȱlistsȱtheȱgeneralȱpoliciesȱthatȱareȱrelevantȱtoȱ
10

ANAO Better Practice Guide: Developing and Managing Contracts—Getting the Right Outcome, Paying
the Right Price, February 2007, p. 2.

11

Extracted from AusTender—Contracts Reported. Viewed at <www.contracts.gov.au> on 17 April 2006.

12

Department of Finance and Administration, Financial Management Guidance No.10—Guidance on
Complying with Legislation and Government Policy in Procurement, January 2005, Part 4.
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procurementȱactivity.ȱItȱalsoȱidentifies,ȱforȱeachȱpolicy,ȱtheȱattendantȱlegislationȱ
orȱauthority.ȱItȱidentifiesȱprotectiveȱsecurityȱamongstȱtheȱgeneralȱpolicies,ȱandȱ
listsȱtheȱPSMȱasȱtheȱsourceȱofȱfurtherȱguidance.ȱȱ
1.9
Partȱ Fȱ ofȱ theȱ PSM,ȱ Securityȱ Frameworkȱ forȱ Procurement,ȱ discussesȱ theȱ
principlesȱinvolved,ȱandȱoutlinesȱtheȱstandardsȱtoȱbeȱmet,ȱtoȱminimiseȱtheȱrisksȱ
toȱ officialȱ Australianȱ Governmentȱ resourcesȱ duringȱ procurementȱ andȱ
contractingȱ activity.ȱ Inȱ particular,ȱ theȱ PSMȱ statesȱ thatȱ outsourcingȱ aȱ functionȱ
doesȱnotȱrelinquishȱAustralianȱGovernmentȱagenciesȱfromȱtheirȱresponsibilityȱ
orȱ accountabilityȱ forȱ theȱ effectiveȱ performanceȱ ofȱ thatȱ function.ȱ Theȱ PSMȱ
requiresȱ securityȱ issuesȱ toȱ beȱ consideredȱ andȱ managedȱ throughoutȱ theȱ keyȱ
stagesȱofȱprocurementȱandȱcontractingȱactivity.ȱFigureȱ1.1ȱillustratesȱtheȱmainȱ
componentsȱofȱmanagingȱsecurityȱissuesȱduringȱprocurementȱandȱcontractingȱ
activityȱcoveredȱinȱtheȱPSM.ȱȱ
Figure 1.1
Managing security issues during procurement and contracting activities

Planning

Security issues
and risks
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security
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ANAO, based on the PSM (Part F).

Audit approach
Background to protective security audits
1.10
Followingȱ aȱ recommendationȱ fromȱ theȱ 1979ȱ Inquiryȱ intoȱ Protectiveȱ
Security,ȱundertakenȱbyȱMrȱJusticeȱHope,ȱtheȱAustralianȱNationalȱAuditȱOfficeȱ
(ANAO)ȱ commencedȱ aȱ programȱ ofȱ auditsȱ toȱ evaluateȱ protectiveȱ securityȱ
arrangementsȱ inȱ Australianȱ Governmentȱ agencies.ȱ Inȱ theȱ majorityȱ ofȱ cases,ȱ
theseȱauditsȱwereȱconductedȱandȱreportedȱonȱanȱindividualȱorganisationȱbasisȱ
(thatȱ is,ȱ independentlyȱ fromȱ eachȱ other).ȱ Inȱ 1995,ȱ theȱ ANAOȱ includedȱ
protectiveȱ securityȱ auditsȱ inȱ itsȱ crossȬagencyȱ generalȱ performanceȱ auditȱ
programme,ȱwhichȱisȱundertakenȱpursuantȱtoȱsectionȱ18ȱofȱtheȱAuditorȬGeneralȱ
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Actȱ 1997.ȱ Thisȱ sectionȱ providesȱ thatȱ theȱ ANAOȱ mayȱ examineȱ aȱ particularȱ
aspectȱ ofȱ theȱ operationsȱ ofȱ theȱ whole,ȱ orȱ ofȱ aȱ partȱ ofȱ theȱ Australianȱ
Governmentȱsector.ȱȱ
1.11
Thisȱ isȱ theȱ eighthȱ crossȬagencyȱ protectiveȱ securityȱ auditȱ conductedȱ byȱ
theȱ ANAOȱ underȱ theseȱ arrangements.ȱ Appendixȱ 2ȱ listsȱ theȱ earlierȱ protectiveȱ
securityȱauditsȱundertakenȱbyȱtheȱANAO.ȱ

Audit objectives and criteria
1.12
Theȱ objectiveȱ ofȱ thisȱ auditȱ wasȱ toȱ assessȱ whetherȱ selectedȱ Australianȱ
Governmentȱagenciesȱwereȱeffectivelyȱmanagingȱtheȱsecurityȱrisksȱarisingȱfromȱ
theȱ useȱ ofȱ contractors.ȱ Toȱ addressȱ thisȱ objective,ȱ theȱ auditȱ evaluatedȱ theȱ
policiesȱ andȱ practicesȱ atȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ againstȱ aȱ seriesȱ ofȱ
minimumȱ requirementsȱ relatingȱ toȱ theȱ managementȱ ofȱ securityȱ issuesȱ inȱ
procurementȱ andȱ contractingȱ activity.ȱ Theseȱ minimumȱ requirementsȱ wereȱ
developedȱ fromȱ theȱ guidanceȱ andȱ standardsȱ containedȱ inȱ theȱ PSMȱ andȱ alsoȱ
fromȱtheȱANAO’sȱpreviousȱprotectiveȱsecurityȱaudits.ȱȱ
1.13

Tableȱ1.1ȱshowsȱtheseȱrequirements,ȱgroupedȱintoȱfourȱcomponents.ȱȱ
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Table 1.1
Minimum requirements in managing security issues during procurement
and contracting activities
Component

Minimum requirement

Procurement
planning and
approaching the
market

Policy and guidance documents, including model tendering and contract
templates, are available to inform and assist staff to deal with the security
risks and requirements involved in contracting-out functions.
The security risks and requirements associated with the contracted function
are identified and assessed as part of procurement planning.
The security requirements or obligations associated with the contracted
function, including relevant minimum standards in the PSM, are included in
the approach to the market.

Evaluating tenders

The contractor’s ability to meet the security requirements relevant to the
engagement has been evaluated.

Orientation/training

Contractors are provided with agency-specific protective security awareness
training, including advice about the agency’s security-related policies and
procedures.

Managing the
contractor’s securityrelated performance

Contracts detail the security requirements associated with the contracted-out
function and meet other minimum requirements contained in the PSM.
Regular assessments are undertaken as to whether contractors have
adhered to the security requirements and related obligations contained in the
contract.
The agency monitors security risks and associated requirements during the
life of each contract, particularly if there have been any changes in
contractual arrangements.ȱ

Source:

ANAO, based mainly on the PSM.

Audit scope
1.14

Theȱauditȱfocusedȱonȱtwoȱbroadȱtypesȱofȱcontractingȱarrangements:ȱȱ

x

contractingȱ ofȱ protectiveȱ securityȱ servicesȱ orȱ functions:ȱ forȱ example;ȱ
guardingȱ services;ȱ theȱconductȱofȱsecurityȱ clearances;ȱtheȱmaintenanceȱ
ofȱsecurityȱequipment;ȱorȱtheȱconductȱofȱsecurityȱinvestigations;ȱandȱ

x

contractingȱ ofȱanyȱ serviceȱ orȱ businessȱfunctionȱ thatȱrequires,ȱ orȱ whichȱ
hasȱ theȱ potentialȱ toȱ require,ȱ contractorsȱ toȱ accessȱ sensitiveȱ orȱ securityȱ
classifiedȱ information:ȱ forȱ example;ȱ engagingȱ informationȱ andȱ
communicationsȱ technologyȱ contractors;ȱ recordsȱ management;ȱ payrollȱ
processing;ȱ orȱ propertyȱ managementȱ servicesȱ suchȱ asȱ cleaning,ȱ orȱ theȱ
disposalȱofȱclassifiedȱwaste.ȱȱ

Audit coverage
1.15
Theȱ followingȱ Australianȱ Governmentȱ agenciesȱ wereȱ involvedȱ inȱ thisȱ
audit:ȱ
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x

AustralianȱCustomsȱServiceȱ(Customs);ȱ

x

CommonwealthȱSuperannuationȱAdministrationȱ(ComSuper);ȱ

x

DepartmentȱofȱFinanceȱandȱAdministrationȱ(Finance);ȱandȱ

x

DepartmentȱofȱForeignȱAffairsȱandȱTradeȱ(DFAT).ȱ

1.16
Atȱ eachȱ ofȱ theseȱ agencies,ȱ fieldworkȱ involvedȱ aȱ seriesȱ ofȱ interviewsȱ
withȱ keyȱ staff,ȱ aȱ reviewȱ ofȱ relevantȱ policyȱ andȱ associatedȱ guidanceȱ
documentation,ȱ andȱ theȱ examinationȱ ofȱ filesȱ andȱ otherȱ recordsȱ relatingȱ toȱ aȱ
sampleȱofȱcontractsȱenteredȱintoȱbyȱtheȱagency.ȱFollowingȱtheȱconductȱofȱauditȱ
fieldwork,ȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ wasȱ providedȱ withȱ aȱ managementȱ
reportȱ detailingȱ theȱ auditȱ findings,ȱ conclusionsȱ and,ȱ whereȱ appropriate,ȱ
recommendationsȱforȱimprovementȱspecificȱtoȱthem.ȱ
1.17
Acrossȱ theȱ fourȱ auditedȱ agencies,ȱ theȱ ANAOȱ examinedȱ aȱ totalȱ ofȱȱ
44ȱcontracts.ȱContractsȱwereȱselectedȱforȱexaminationȱbasedȱonȱtheirȱvalueȱandȱ
theȱ natureȱ ofȱ theȱ serviceȱ provided.ȱ Inȱ particular,ȱ asȱ mentionedȱ atȱ paragraphȱ
1.14,ȱtheȱauditȱfocussedȱonȱcontractsȱinvolvingȱsecurityȱfunctions,ȱorȱcontractsȱ
thatȱrequired,ȱorȱpotentiallyȱrequired,ȱcontractorsȱtoȱaccessȱsensitiveȱorȱsecurityȱ
classifiedȱ information.ȱ Aȱ breakȬdownȱ ofȱ theȱ natureȱ ofȱ theȱ contractedȱ servicesȱ
examinedȱduringȱtheȱauditȱisȱshownȱinȱTableȱ1.2.ȱ
Table 1.2
Nature of contracted services examined in the audit
Nature of contracted services

Number of contracts tested

A protective security-related function, including IT security

16(1)

Property management

5

Records or information management

3

Other IT-related services
Payroll-related
Total

18
2
44

Notes:

(1) One of the contracts selected for examination was still being finalised and had not been
signed at the time of the audit. Accordingly, it was only evaluated against the following
requirements in Chapter 2: procurement planning; approaching the market; and evaluating
tenders.

Source:

ANAO, based on testing.

1.18
Theȱ AttorneyȬGeneral’sȱ Department,ȱ whichȱ isȱ responsibleȱ forȱ theȱ
maintenanceȱofȱtheȱPSMȱandȱforȱprovidingȱadviceȱonȱcontemporaryȱprotectiveȱ
securityȱpoliciesȱandȱpractices,ȱwasȱconsultedȱduringȱtheȱaudit.ȱ
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1.19
TheȱauditȱengagedȱCourageȱPartnersȱPtyȱLtdȱtoȱassistȱwithȱtheȱconductȱ
ofȱ auditȱ fieldworkȱ andȱ theȱ productionȱ ofȱ managementȱ reportsȱ atȱ twoȱ ofȱ theȱ
auditedȱ agencies.ȱ Theȱ auditȱ wasȱ conductedȱ inȱ accordanceȱ withȱ theȱ ANAO’sȱ
AuditingȱStandardsȱandȱwasȱcompletedȱatȱaȱcostȱofȱapproximatelyȱ$270ȱ000.ȱȱ

Audit reporting and structure
1.20
Theȱ auditȱ recommendationsȱ inȱ protectiveȱ securityȱ auditȱ reportsȱ areȱ
framedȱ toȱ haveȱ generalȱ applicationȱ andȱ theȱ auditȱ findingsȱ areȱ reportedȱ toȱ
Parliamentȱ inȱ genericȱ terms,ȱ withoutȱ beingȱ attributedȱ toȱ particularȱ agencies.ȱ
Whereȱ appropriate,ȱ thisȱ reportȱ alsoȱ includesȱ referencesȱ toȱ soundȱ andȱ betterȱ
practicesȱidentifiedȱduringȱtheȱaudit.ȱȱ
1.21
Theȱresultsȱofȱtheȱaudit,ȱtogetherȱwithȱrecommendationsȱforȱimprovingȱ
theȱ managementȱ ofȱ securityȱ issuesȱ involvedȱ inȱ procurementȱ andȱ contractingȱ
activity,ȱareȱsetȱoutȱinȱChaptersȱ2ȱandȱ3.ȱChapterȱ2ȱdealsȱwithȱtheȱmanagementȱ
ofȱ securityȱ issuesȱ relatingȱ toȱ theȱ procurementȱ phase:ȱ procurementȱ planning;ȱ
approachingȱ theȱ market;ȱ evaluatingȱ tenders;ȱ andȱ executingȱ contracts.ȱ
Chapterȱ3ȱ dealsȱ withȱ theȱ managementȱ ofȱ securityȱ issuesȱ afterȱ theȱ
commencementȱ ofȱ eachȱ contract:ȱ orientationȱ andȱ trainingȱ ofȱ contractors;ȱ
managingȱperformance,ȱincludingȱadherenceȱtoȱrelevantȱsecurityȱrequirements;ȱ
andȱ theȱ mechanismsȱ usedȱ toȱ identifyȱ andȱ recordȱ detailsȱ ofȱ anyȱ securityȱ
breaches.ȱ
1.22
Commentsȱprovidedȱbyȱeachȱofȱtheȱauditedȱagencies,ȱtogetherȱwithȱtheȱ
AttorneyȬGeneral’sȱ Departmentȱ areȱ shownȱ inȱ Appendixȱ 1.ȱ Asȱ mentionedȱ
earlier,ȱ Appendixȱ 2ȱ listsȱ theȱ protectiveȱ securityȱ auditsȱ previouslyȱ undertakenȱ
byȱtheȱANAO.ȱ
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2. Managing Security Issues in
Procurement
This chapter discusses audit findings and better practices identified in the
agencies audited relating to managing security issues during the procurement
phase. It examines procurement planning, approaching the market, evaluating
tenders, and the inclusion of security requirements in contracts.

Procurement planning and approaching the market
2.1
Toȱ effectivelyȱ manageȱ securityȱ risksȱ whenȱ contractingȬoutȱ securityȱ
functionsȱ orȱ functionsȱ thatȱ mayȱ requireȱ contractorsȱ toȱ accessȱ sensitiveȱ
information,ȱ itȱ isȱ importantȱ thatȱ agenciesȱ considerȱ securityȱ requirementsȱ
duringȱtheȱprocurementȱplanningȱphase.ȱ
2.2
Theȱ extentȱ toȱ whichȱ agenciesȱ considerȱ securityȱ mattersȱ duringȱ
procurementȱ planningȱ willȱ dependȱ onȱ theȱ risksȱ involvedȱ inȱ theȱ proposedȱ
procurement.ȱ Factorsȱ impactingȱ onȱ theȱ levelȱ ofȱ securityȱ riskȱ includeȱ whetherȱ
contractor(s)ȱmay:ȱ
x

beȱrequiredȱtoȱaccessȱanyȱclassifiedȱorȱsensitiveȱinformation;ȱȱ

x

beȱ workingȱ atȱ theȱ agency’s,ȱ orȱ theirȱ own,ȱ premisesȱ orȱ atȱ anotherȱ
externalȱlocation;ȱandȱ

x

requireȱ accessȱ toȱ theȱ agency’sȱ informationȱ andȱ communicationsȱ
technologyȱsystems,ȱincludingȱthroughȱremoteȱaccessȱfacilities.ȱ

2.3
Toȱ assessȱ theȱ adequacyȱ ofȱ theȱ managementȱ ofȱ securityȬrelatedȱ issuesȱ
duringȱ procurementȱ planningȱ andȱ theȱ approachȱ toȱ theȱ market,ȱ theȱ ANAOȱ
considered:ȱ
x

whetherȱ theȱ auditedȱ agenciesȱ developedȱ andȱ promulgatedȱ sufficientȱ
policyȱandȱguidanceȱmaterial,ȱincludingȱwellȬdesignedȱmodelȱtenderingȱ
andȱ contractȱ templates,ȱ toȱ assistȱ securityȬrelatedȱ decisionȬmakingȱ
duringȱprocurementȱactivity;ȱandȱ
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x

forȱeachȱofȱtheȱselectedȱcontracts,ȱwhether:ȱ


procurementȱ planningȱ includedȱ theȱ identificationȱ andȱ
assessmentȱ ofȱ securityȬrelatedȱ risksȱ associatedȱ withȱ theȱ
proposedȱcontractualȱarrangements; 13 ȱandȱ



theȱapproachȱtoȱtheȱmarketȱcontainedȱdetailsȱofȱrelevantȱsecurityȱ
requirementsȱ and,ȱ whereȱ necessary,ȱ referredȱ toȱ theȱ minimumȱ
standardsȱ inȱ theȱ PSMȱ coveringȱ theȱ handlingȱ ofȱ securityȱ
classifiedȱinformation. 14 ȱ

Policy and guidance material
2.4
Toȱ assistȱ staffȱ manageȱ securityȱ risksȱ involvedȱ inȱ procurementȱ andȱ
contracting,ȱ agenciesȱ shouldȱ haveȱ appropriateȱ andȱ upȬtoȬdateȱ policyȱ andȱ
guidanceȱmaterial.ȱAȱlackȱofȱsuitableȱpolicyȱandȱguidanceȱmaterialȱcanȱleadȱtoȱ
inconsistenciesȱ andȱ misunderstandingsȱ inȱ relationȱ toȱ theȱ issuesȱ andȱ risksȱ
involved,ȱresultingȱinȱpoorȱdecisionȬmaking.ȱ
2.5
Theȱ natureȱ andȱ contentȱ ofȱ policyȱ andȱ guidanceȱ materialȱ relatingȱ toȱ
theȱ managementȱ ofȱ securityȱ risksȱ inȱ procurementȱ andȱ contractingȱ shouldȱ
reflect:ȱtheȱnatureȱofȱtheȱagency’sȱworkȱandȱinformationȱholdings;ȱtheȱsecurityȱ
risksȱ itȱ isȱ exposedȱ to;ȱ andȱ theȱ natureȱ andȱ significanceȱ ofȱ relevantȱ securityȱ
incidentsȱthatȱhaveȱoccurred.ȱAtȱaȱminimum,ȱtheȱANAOȱexpectedȱthatȱpolicyȱ
andȱ guidanceȱ materialȱ dealingȱ withȱ theȱ managementȱ ofȱ securityȱ risksȱ inȱ
procurementȱ andȱ contractingȱ shouldȱ containȱ aȱ referenceȱ toȱ theȱ minimumȱ
standardsȱinȱtheȱPSMȱ(PartȱF).ȱInȱadditionȱtheȱANAOȱconsidersȱthatȱagencies’ȱ
policyȱandȱguidanceȱmaterialȱshouldȱassistȱofficersȱto:ȱ
x

assessȱsecurityȬrisksȱduringȱprocurementȱplanning;ȱ

x

considerȱ theȱ securityȱ issuesȱ involvedȱ withȱ theȱ proposedȱ contractualȱ
arrangementsȱ whenȱ developingȱ theȱ Requestȱ forȱ Tenderȱ (RFT),ȱ
including,ȱforȱexample,ȱwhetherȱcontractorsȱmayȱbeȱrequiredȱtoȱaccessȱ
securityȱclassifiedȱinformationȱorȱholdȱsecurityȬrelatedȱaccreditations;ȱ

x

developȱ tenderȱ evaluationȱ plans,ȱ whichȱ reflect,ȱ andȱ provideȱ for,ȱ dueȱ
considerationȱtoȱbeȱgivenȱtoȱrelevantȱsecurityȱrequirements;ȱ

x

incorporateȱ clausesȱ inȱ contractsȱ thatȱ requireȱ contractorsȱ toȱ adhereȱ toȱ
securityȱrequirements,ȱincludingȱtheȱagency’sȱspecificȱsecurityȱpolicies,ȱ

13

As required under Part F of the PSM, paragraph 2.4.

14

As required under Part F of the PSM, paragraphs 2.5 and 4.4.
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andȱ provideȱ forȱ theȱ terminationȱ ofȱ theȱ contractȱ forȱ aȱ failureȱ toȱ meetȱ
securityȱrequirements;ȱandȱ
x

establishȱrobustȱcontractȱmanagementȱarrangements,ȱincludingȱsettingȬ
upȱsecurityȬrelatedȱreporting,ȱauditingȱandȱreviewȱmechanisms.ȱȱȱȱ

2.6
Thisȱ informationȱ shouldȱ beȱ containedȱ inȱ one,ȱ ifȱ notȱ both,ȱ ofȱ theȱ
agencies’ȱ procurement/contracting,ȱ andȱ protectiveȱ securityȱ policyȱ documents.ȱ
Atȱ theȱ veryȱ least,ȱ however,ȱ theseȱ policyȱ documentsȱ shouldȱ beȱ consistent,ȱ beȱ
crossȬreferencedȱ toȱ eachȱ other,ȱ andȱ togetherȱ provideȱ guidanceȱ onȱ theȱ
informationȱoutlinedȱabove.ȱ
Procurement and contracting policy and guidance material
2.7
Whenȱ agencyȱ staffȱ commenceȱ procurementȱ activities,ȱ anȱ initialȱ stepȱ
typicallyȱ isȱ toȱ examineȱ procurementȱ andȱ contractingȱ policiesȱ andȱ guidanceȱ
material.ȱ Itȱ isȱ thereforeȱ importantȱ thatȱ thisȱ guidanceȱ materialȱ addressesȱ theȱ
managementȱofȱsecurityȱrisksȱinȱcontracting,ȱeitherȱdirectlyȱorȱwithȱreferenceȱtoȱ
theȱagency’sȱsecurityȱpolicyȱandȱguidanceȱmaterial.ȱȱ
2.8
Reflectingȱ theȱ importanceȱ ofȱ procurementȱ andȱ contractingȱ activityȱ toȱ
theirȱ operations,ȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ hadȱ promulgatedȱ aȱ numberȱ ofȱ
detailedȱ procurementȱ andȱ contractȬrelatedȱ policiesȱ andȱ guidanceȱ material.ȱ Inȱ
eachȱ case,ȱ thisȱ informationȱ includedȱ referencesȱ toȱ applicableȱ legislation,ȱ
regulations,ȱ andȱ otherȱ relevantȱ aspectsȱ ofȱ theȱ Australianȱ Governmentȱ
procurementȱpolicyȱframeworkȱ(suchȱasȱtheȱCPGs).ȱȱ
2.9
Generally,ȱ however,ȱ theȱ procurementȱ andȱ contractȬrelatedȱ policyȱ
documentsȱ reviewedȱ duringȱ theȱ auditȱ containedȱ onlyȱ aȱ limitedȱ amountȱ ofȱ
informationȱ onȱ managingȱ securityȱ issuesȱ andȱ risks.ȱ Onlyȱ twoȱ ofȱ theȱ auditedȱ
agenciesȱ highlighted,ȱ inȱ theirȱ procurementȱ andȱ contractȬrelatedȱ policyȱ
documents,ȱ informationȱ onȱ theȱ needȱ toȱ manageȱ securityȱ risksȱ whenȱ involvedȱ
inȱ procurementȱ andȱ contractingȱ activity.ȱ Further,ȱ onlyȱ oneȱ agencyȱ includedȱ aȱ
referenceȱ toȱ itsȱ relevantȱ securityȱ policyȱ documentȱ inȱ itsȱ procurementȱ andȱ
contractȬrelatedȱpolicies.ȱ
Security policy and guidance material
2.10
Securityȱ policyȱ andȱ guidanceȱ materialȱ informȱ staffȱ aboutȱ theȱ policiesȱ
andȱpracticesȱemployedȱbyȱanȱagencyȱtoȱaddressȱsecurityȱrisksȱassociatedȱwithȱ
itsȱoperationsȱandȱfunctions.ȱInȱmostȱagencies,ȱthisȱshouldȱincludeȱinformationȱ
onȱmanagingȱsecurityȱrisksȱinvolvedȱinȱprocurementȱandȱcontractingȱactivity.ȱȱ
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2.11
Theȱ ANAOȱ foundȱ thatȱ threeȱ ofȱ theȱ auditedȱ agenciesȱ includedȱ
informationȱ onȱ theȱ managementȱ ofȱ securityȱ issuesȱ andȱ risksȱ inȱ procurementȱ
andȱ contractingȱ activitiesȱ inȱ theirȱ securityȱ policies.ȱ Theȱ fourthȱ agency,ȱ
however,ȱdidȱnotȱincludeȱanyȱrelevantȱinformationȱorȱguidanceȱmaterialȱinȱitsȱ
securityȱ policies.ȱ Norȱ didȱ thisȱ agencyȱ haveȱ anyȱ suchȱ guidanceȱ materialȱ inȱ itsȱ
procurement/contractingȱpolicies.ȱ
2.12
Overall,ȱ however,ȱ theȱ ANAOȱ consideredȱ thatȱ onlyȱ oneȱ ofȱ theȱ auditedȱ
agenciesȱ hadȱ securityȱ policyȱ documentsȱ containingȱ informationȱ onȱ managingȱ
securityȱissuesȱinȱprocurementȱandȱcontractingȱactivityȱthatȱfullyȱaddressedȱtheȱ
scopeȱofȱtheȱPSMȱ(PartȱF).ȱ
2.13
Ofȱ theȱ twoȱ otherȱ agenciesȱ thatȱ includedȱ informationȱ onȱ theȱ
managementȱ ofȱ securityȱ issuesȱ andȱ risksȱ inȱ procurementȱ andȱ contractingȱ
activitiesȱinȱtheirȱsecurityȱpolicies:ȱ
x

oneȱ agency’sȱ securityȱ policyȱ documentationȱ highlightedȱ theȱ needȱ toȱ
manageȱsecurityȱrisksȱduringȱprocurementȱactivityȱandȱalsoȱcontainedȱaȱ
referenceȱ toȱ theȱ PSMȱ (Partȱ F).ȱ However,ȱ itȱ didȱ notȱ containȱ anyȱ
discussionȱ on,ȱ norȱ didȱ itȱ illustrate,ȱ theȱ securityȱ issuesȱ andȱ risksȱ
involvedȱinȱtheȱuseȱofȱcontractors;ȱwhileȱ

x

theȱ otherȱ agency’sȱ relevantȱ securityȱ policyȱ documentȱ didȱ notȱ addressȱ
fourȱmajorȱaspectsȱofȱprocurementȱandȱcontractingȱcoveredȱinȱtheȱPSM:ȱ
procurementȱ planning;ȱ approachingȱ theȱ market;ȱ evaluationȱ processes;ȱ
andȱcontractȱmanagement.ȱ

Model tender and contract documentation
2.14
Aȱ commonȱ wayȱ toȱ assistȱ staffȱ involvedȱ inȱ procurementȱ activitiesȱ isȱ toȱ
promulgateȱ modelȱ tenderingȱ andȱ contractingȱ templates.ȱ Theseȱ templatesȱ
shouldȱ beȱ alignedȱ toȱ relevantȱ guidanceȱ material.ȱ Theseȱ modelȱ templatesȱ canȱ
coverȱaȱrangeȱofȱissues,ȱsuchȱasȱmanagingȱtheȱsecurityȱrisksȱinȱcontracts,ȱevenȱifȱ
broaderȱguidanceȱdoesȱnot.ȱ
2.15
Theȱ ANAOȱ foundȱ thatȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ hadȱ developedȱ aȱ
rangeȱ ofȱ modelȱ RFTȱ andȱ contractȱ templatesȱ andȱ madeȱ themȱ availableȱ toȱ staffȱ
involvedȱ inȱ theȱ engagementȱ ofȱ contractors.ȱ Atȱ oneȱ agency,ȱ theȱ ANAOȱ wasȱ
advisedȱ thatȱ individualȱ businessȬlinesȱ alsoȱ maintainedȱ procurementȬrelatedȱ
templatesȱdesignedȱtoȱmeetȱtheirȱownȱprocurementȱrequirements.ȱ
2.16
Eachȱ ofȱ theȱ agenciesȱ hadȱ aȱ specialisedȱ sectionȱ orȱ teamȱ responsibleȱ forȱ
assistingȱlineȱareasȱduringȱtheȱprocurementȱprocess,ȱincluding,ȱwhereȱrelevant,ȱ
providingȱ adviceȱ onȱ theȱ mostȱ relevantȱ templateȱ toȱ use.ȱ Theseȱ sectionsȱ wereȱ
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alsoȱ responsibleȱ forȱ reviewingȱ theȱ reasonablenessȱ ofȱ draftȱ tendersȱ andȱ
contractsȱinȱlightȱofȱtheȱrisks,ȱcomplexityȱandȱvalueȱofȱproposedȱprocurements.ȱ
Amongstȱ otherȱ things,ȱ theseȱ reviewsȱ assessedȱ whetherȱ theȱ agency’sȱ securityȱ
requirementsȱhadȱbeenȱaddressed,ȱandȱconsideredȱwhetherȱadditionalȱsecurityȱ
requirementsȱmayȱbeȱrequired. 15 ȱȱ
2.17
Theȱ ANAOȱ alsoȱ assessedȱ whetherȱ theȱ modelȱ tenderȱ andȱ contractȱ
templatesȱ atȱ theȱ auditedȱ agenciesȱ containedȱ clausesȱ addressingȱ theȱ keyȱ
requirementsȱ ofȱ theȱ PSM,ȱ shownȱ inȱ Tableȱ 2.1ȱ atȱ pageȱ 41.ȱ ȱ Atȱ threeȱ ofȱ theȱ
auditedȱagencies,ȱtheȱmodelȱRFTȱtemplatesȱexaminedȱcontainedȱdetailsȱof,ȱandȱ
obligedȱ respondentsȱ toȱ adhereȱ to,ȱ applicableȱ securityȱ requirements.ȱ Inȱ
addition,ȱ theseȱ modelȱ tenderȱ templatesȱ alsoȱ containedȱ referencesȱ toȱ theȱ
standardsȱ inȱ theȱ PSMȱ andȱ toȱ theȱ respectiveȱ agencies’ȱ securityȱ standards,ȱ
including,ȱforȱexample,ȱsecurityȱclearanceȱrequirements.ȱ
2.18
Theȱ standardȱ RFTȱ templateȱ atȱ theȱ fourthȱ agencyȱ didȱ notȱ containȱ anyȱ
detailsȱofȱsecurityȱrequirementsȱnorȱdidȱitȱcontainȱreferencesȱtoȱtheȱPSMȱorȱtheȱ
agency’sȱsecurityȱpoliciesȱorȱrequirements.ȱThatȱagencyȱwasȱdeveloping,ȱatȱtheȱ
timeȱ ofȱ theȱ audit,ȱ anȱ RFTȱ templateȱ toȱ betterȱ reflect,ȱ amongstȱ otherȱ things,ȱ
contemporaryȱsecurityȱpoliciesȱandȱrequirements.ȱ
2.19
Theȱ ANAOȱ found,ȱ forȱ theȱ mostȱ part,ȱ thatȱ thoseȱ modelȱ contractȱ
templatesȱdesignedȱforȱuseȱinȱtheȱmoreȬcomplexȱandȱhigherȬriskȱprocurementsȱ
(commonlyȱ knownȱ asȱ longȬformȱ contractȱ templates) 16 ȱ containedȱ clausesȱ thatȱ
addressedȱmostȱofȱtheȱrequirementsȱofȱtheȱPSMȱshownȱinȱTableȱ2.1.ȱTheȱmainȱ
exceptionsȱwereȱthat:ȱ
x

whileȱ allȱ theȱ templatesȱ containedȱ terminationȱ clauses,ȱ mostȱ didȱ notȱ
specificallyȱ identifyȱ aȱ breachȱ ofȱ securityȱ requirementsȱ asȱ aȱ reasonȱ toȱ
terminateȱtheȱcontractȱ(PartȱF,ȱparagraphȱ4.17);ȱandȱ

x

mostȱ didȱ notȱ containȱ aȱ clause(s)ȱ dealingȱ withȱ theȱ riskȱ ofȱ accessȱ toȱ theȱ
agency’sȱ officialȱ informationȱ throughȱ aȱ thirdȱ partyȱ thatȱ has,ȱ orȱ
potentiallyȱ has,ȱ anyȱ controlȱ orȱ rightsȱ overȱ theȱ contractorȱ (Partȱ F,ȱ
paragraphȱ4.8).ȱ

15

16

In one agency, the protective security section also provided advice on the development of securityrelated clauses in tenders and contracts.
Three of the audited agencies also had a range of model contract templates for use in minor, lesscomplex or lower value procurements. These templates are commonly known as short-form contract
templates. Generally, the security requirements in these templates were found to be less extensive than
in the long-form templates. The content of these short-form templates was not assessed against the
requirements in the PSM.
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Procurement planning
2.20
Theȱ development,ȱ implementationȱ andȱ monitoringȱ ofȱ aȱ procurementȱ
planȱisȱaȱcentralȱ componentȱ ofȱanȱ effectiveȱ procurementȱ exercise.ȱTheȱ ANAOȱ
expectedȱ thatȱ procurementȱ planningȱ documentationȱ shouldȱ haveȱ definedȱ theȱ
procurement’sȱ specifications,ȱ andȱ identifiedȱ andȱ assessedȱ itsȱ risks,ȱ includingȱ
securityȱ risks.ȱ Procurementȱ planningȱ typicallyȱ also:ȱ identifiesȱ resourceȱ
requirementsȱandȱkeyȱstakeholders;ȱprovidesȱaȱtimeframeȱofȱkeyȱdeliverables;ȱ
andȱrecommendsȱtheȱproposedȱprocurementȱapproach.ȱ
2.21
Atȱthreeȱofȱtheȱauditedȱagencies,ȱnearlyȱallȱofȱtheȱprocurementȱplanningȱ
documentationȱ examinedȱ containedȱ anȱ assessmentȱ ofȱ theȱ securityȱ issuesȱ
relevantȱtoȱtheȱproposedȱprocurement.ȱInȱmostȱcases,ȱtheȱassessmentȱrelatedȱtoȱ
whetherȱ theȱ contractor(s)ȱ would,ȱ orȱ may,ȱ requireȱ accessȱ toȱ securityȱ classifiedȱ
information,ȱ andȱ alsoȱ consideredȱ theȱ attendantȱ securityȱ clearanceȱ
requirements.ȱInȱthoseȱcasesȱwhereȱitȱwasȱrelevant,ȱprocurementȱplanningȱalsoȱ
considered:ȱ theȱ needȱ forȱ contractorsȱ toȱ haveȱ securityȬrelatedȱ qualificationsȱ orȱ
accreditations;ȱ andȱ theȱ securityȱ issuesȱ involvedȱ inȱ theȱ contractor(s)ȱ workingȱ
offȬsite.ȱ
2.22
Inȱ theȱ remainingȱ agency,ȱ whileȱ procurementȱ planningȱ documentationȱ
consideredȱaȱrangeȱofȱpertinentȱbusinessȱrisks,ȱitȱdidȱnotȱspecificallyȱidentifyȱorȱ
assessȱanyȱsecurityȬrelatedȱissuesȱorȱrisks.ȱȱ

Approaching the market
2.23
Whenȱ approachingȱ theȱ marketȱ toȱ inviteȱ organisationsȱ toȱ bidȱ forȱ
contractingȱwork,ȱitȱisȱimportantȱthatȱdocumentationȱassociatedȱwithȱtheȱRFTȱ
setsȱ outȱ theȱ specificȱ requirements,ȱ includingȱ anyȱ securityȱ requirements,ȱ
relatingȱtoȱtheȱprocurement.ȱTheseȱdocumentsȱshouldȱalsoȱclearlyȱindicateȱtheȱ
minimumȱconditionsȱorȱcriteriaȱprospectiveȱcontractorsȱareȱrequiredȱtoȱmeet.ȱ
2.24
Acrossȱ theȱ auditedȱ agencies,ȱ mostȱ ofȱ theȱ RFTȱ orȱ equivalentȱ
documentationȱ examinedȱ duringȱ theȱ auditȱ containedȱ referencesȱ toȱ securityȱ
requirementsȱ relevantȱ toȱ theȱ proposedȱ engagement.ȱ Typicallyȱ thisȱ
documentation:ȱ
x

includedȱaȱreferenceȱtoȱtheȱagency’sȱsecurityȱpoliciesȱorȱinstructions;ȱ
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x

includedȱreferencesȱtoȱtheȱminimumȱstandardsȱinȱtheȱPSM,ȱandȱwhereȱ
applicable,ȱ toȱ theȱ Australianȱ Governmentȱ Informationȱ andȱ
CommunicationsȱTechnologyȱSecurityȱManualȱ(ACSIȱ33); 17 ȱ

x

indicatedȱthatȱtheȱrespondents’ȱcomplianceȱwithȱtheȱnominatedȱsecurityȱ
requirementsȱ wasȱ eitherȱ aȱ conditionȱ forȱ participationȱ inȱ theȱ tenderȱ orȱ
wouldȱbeȱassessedȱasȱpartȱofȱtheȱtenderȱevaluationȱcriteria;ȱandȱ

x

highlightedȱ thatȱ theȱ contractorȱ would,ȱ orȱ may,ȱ requireȱ accessȱ toȱ
securityȱ classifiedȱ information,ȱ andȱ wouldȱ thereforeȱ requireȱ aȱ securityȱ
clearance.ȱ

2.25
Amongstȱ thoseȱ approachesȱ toȱ theȱ marketȱ thatȱ didȱ notȱ containȱ anyȱ
securityȬrelatedȱinformation,ȱnorȱidentifyȱanyȱsecurityȱrequirements,ȱtheȱmostȱ
noteworthyȱ exampleȱ relatedȱ toȱ theȱ provisionȱ ofȱ securityȱ clearanceȱ servicesȱ
(albeitȱforȱaȱshortȱperiodȱonly).ȱGivenȱtheȱnatureȱofȱtheȱservicesȱrequiredȱinȱthisȱ
case,ȱ theȱ ANAOȱ consideredȱ thatȱ aȱ rangeȱ ofȱ securityȬrelatedȱ requirementsȱ
shouldȱ haveȱ beenȱ includedȱ inȱ theȱ approachȱ toȱ theȱ market.ȱ Thisȱ couldȱ haveȱ
included,ȱ forȱ example,ȱ detailsȱ ofȱ theȱ prospectiveȱ contractors’ȱ securityȱ
clearances,ȱ theȱ securityȬrelatedȱ accreditationsȱ andȱ qualificationsȱ ofȱ theȱ
personnelȱ undertakingȱ theȱ clearances,ȱ andȱ detailsȱ ofȱ theȱ physicalȱ securityȱ
controlsȱoverȱtheȱprotectionȱofȱinformationȱatȱtheȱcontractor’sȱpremises.ȱȱ
2.26
Theȱ ANAOȱ acknowledges,ȱ however,ȱ thatȱ inȱ thisȱ caseȱ theȱ agencyȱ
obtainedȱaȱrangeȱofȱadditionalȱinformationȱpriorȱtoȱfinalisingȱits’ȱassessmentȱofȱ
theȱ preferredȱ contractors.ȱ Theȱ ANAOȱ considersȱ thisȱ additionalȱ informationȱ
wasȱcriticalȱtoȱmitigateȱtheȱsecurityȬrisksȱinvolvedȱinȱtheȱproposedȱcontractȱandȱ
toȱ supportȱ theȱ agency’sȱ assessmentsȱ concerningȱ theȱ prospectiveȱ contractors’ȱ
abilityȱtoȱprovideȱtheȱrequiredȱservices.ȱ

17

ACSI 33, produced by the Defence Signals Directorate, provides policies and guidance to Australian
Government agencies on how to protect their information and communications technology systems.
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Recommendation No. 1
2.27
Toȱ assistȱ staffȱ toȱ manageȱ securityȱ risksȱ duringȱ procurementȱ andȱ
contractingȱ activities,ȱ theȱ ANAOȱ recommendsȱ thatȱ Australianȱ Governmentȱ
agencies:ȱ
(a)

includeȱ inȱ protectiveȱ securityȱ andȱ procurement/contractingȱ policyȱ
documents,ȱinformationȱonȱtheȱsecurityȱrisksȱofȱusingȱcontractorsȱthatȱisȱ
appropriateȱforȱtheirȱoperations;ȱandȱ

(b)

updateȱ modelȱ procurementȱ andȱ contractȱ templatesȱ toȱ fullyȱ reflectȱ theȱ
requirementsȱofȱtheȱPSMȱ(PartȱF—SecurityȱFrameworkȱforȱProcurement).ȱ

Agencies’ responses
Attorney-General’s Department, ComSuper and DFAT
2.28

Agreed.ȱ

Customs
2.29
Customsȱ agreesȱ withȱ theȱ recommendation.ȱ Customsȱ performedȱ
satisfactorilyȱ againstȱ bothȱ (a)ȱ andȱ (b)ȱ ofȱ theȱ recommendationȱ andȱ Customs’ȱ
policyȱ documentsȱ areȱ consideredȱ toȱ beȱ usefulȱ guidesȱ toȱ staffȱ inȱ theȱ
managementȱofȱsecurityȱrisksȱinȱprocurementȱandȱcontractingȱactivity.ȱ
Finance
2.30
Agreed.ȱȱFinanceȱisȱcurrentlyȱreviewingȱandȱredevelopingȱsecurityȱandȱ
procurement/contractingȱ policyȱ documentationȱ andȱ procurementȱ andȱ
contractingȱtemplates.ȱ

Evaluating tenders
2.31
Theȱ evaluationȱ ofȱ tenderȱ responsesȱ shouldȱ includeȱ anȱ assessmentȱ ofȱ
eachȱ prospectiveȱ contractor’sȱ abilityȱ toȱ meetȱ relevantȱ securityȱ standards.ȱ Theȱ
extentȱthatȱsecurityȱissuesȱareȱconsideredȱwhenȱevaluatingȱtendersȱshouldȱvaryȱ
accordingȱ toȱ theȱ securityȱ risksȱ involvedȱ inȱ theȱ proposedȱ contract,ȱ includingȱ
whetherȱcontractorsȱrequireȱaccessȱtoȱsensitiveȱorȱclassifiedȱinformation.ȱ
2.32
Paragraphȱ4.3ȱofȱtheȱPSMȱ(PartȱF)ȱrequiresȱthatȱprocurementȱevaluationȱ
plansȱ properlyȱ reflectȱ securityȱ requirementsȱ containedȱ inȱ theȱ approachȱ toȱ theȱ
market.ȱTheȱpreviousȱPSMȱ(PartȱF)ȱcontainedȱmoreȱdetailedȱguidanceȱtoȱassistȱ
agenciesȱsatisfyȱthisȱrequirement.ȱForȱexample,ȱparagraphȱ5.31ȱofȱtheȱpreviousȱ
PSMȱsuggestedȱthatȱtheȱfollowingȱelementsȱcouldȱformȱpartȱofȱtheȱassessmentȱ
ofȱsecurityȱissuesȱduringȱtenderȱevaluationȱprocesses:ȱ
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x

personnel:ȱ ensuringȱ prospectiveȱ contractorsȱ haveȱ relevantȱ skillsȱ andȱ
experience;ȱholdȱrelevantȱqualificationsȱandȱaccreditations;ȱandȱhave,ȱorȱ
areȱwillingȱtoȱsubmitȱto,ȱaȱsecurityȱclearanceȱrecognisedȱbyȱtheȱagency;ȱ

x

facility:ȱ assessingȱ theȱ physicalȱ securityȱ mechanismsȱ andȱ proceduresȱ inȱ
placeȱatȱtheȱcontractor’sȱpremises.ȱThisȱelementȱisȱparticularlyȱrelevantȱ
inȱ thoseȱ casesȱ whereȱ contractor(s)ȱ willȱ beȱ handlingȱ and/orȱ storingȱ
sensitiveȱorȱsecurityȱclassifiedȱinformationȱatȱtheirȱpremises;ȱandȱ

x

informationȱ andȱ communicationsȱ technologyȱ (ICT):ȱ assessingȱ theȱ
securityȱ controlȱ frameworkȱ andȱ operationalȱ securityȱ controls 18 ȱ forȱ theȱ
contractors’ȱ ICTȱ systems.ȱ Thisȱ mayȱ includeȱ assessingȱ whetherȱ theseȱ
systemsȱ haveȱ beenȱ certifiedȱ orȱ accreditedȱ inȱ accordanceȱ withȱ theȱ
standardsȱ inȱ ASCIȱ 33.ȱ Thisȱ elementȱ isȱ relevantȱ inȱ thoseȱ casesȱ whereȱ
officialȱ informationȱ isȱ toȱ beȱ processed,ȱ stored,ȱ communicatedȱ orȱ
otherwiseȱtransmittedȱon,ȱorȱusingȱtheȱcontractor’sȱICTȱsystems.ȱȱ

2.33
Inȱthisȱregard,ȱtheȱANAOȱassessed,ȱforȱeachȱofȱtheȱcontractsȱselectedȱforȱ
testing:ȱ
x

theȱ extentȱ thatȱ complianceȱ withȱ securityȱ requirementsȱ wasȱ consideredȱ
inȱtheȱevaluationȱofȱtenders;ȱandȱ

x

whetherȱaȱmemberȱofȱtheȱagency’sȱprotectiveȱsecurityȱteam,ȱorȱsomeoneȱ
withȱ sufficientȱ knowledgeȱ ofȱ theȱ securityȱ issuesȱ involvedȱ inȱ theȱ
proposedȱ contractualȱ arrangement,ȱ wasȱ involvedȱ inȱ theȱ tenderȱ
evaluationȱprocess.ȱ

Confirming compliance with security requirements in the
evaluation of tenders
2.34
Acrossȱ theȱ fourȱ auditedȱ agencies,ȱ theȱ ANAOȱ foundȱ thatȱ tenderȱ
evaluationȱ processesȱ hadȱ properlyȱ consideredȱ theȱ securityȱ requirementsȱ
containedȱinȱtheȱdocumentationȱprovidedȱtoȱtheȱmarketȱinȱallȱbutȱtwoȱofȱtheȱ30ȱ
contractsȱexaminedȱinȱthisȱpartȱofȱtheȱaudit.ȱȱ
2.35
Inȱtheseȱtwoȱcontrastingȱcases,ȱbothȱapproachesȱtoȱtheȱmarketȱcontainedȱ
securityȱrequirementsȱrelatedȱtoȱtheȱfactȱthatȱtheȱcontractedȱservicesȱwereȱtoȱbeȱ
providedȱoffȬsite.ȱInȱbothȱcases,ȱhowever,ȱtheȱauditedȱagenciesȱreliedȱsolelyȱonȱ
assurancesȱ fromȱ prospectiveȱ contractorsȱ thatȱ theȱ respectiveȱ securityȱ
18

The terms ‘security control framework’ and ‘operational security controls’ are used to describe the broad
components of ICT security. The terms are taken from ANAO Audit Report No.23 2005–2006,
IT Security Management, December 2005, p. 22.
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requirementsȱ hadȱ beenȱ met.ȱ Theȱ ANAOȱ considered,ȱ particularlyȱ becauseȱ theȱ
contractorsȱwereȱnotȱtoȱbeȱworkingȱunderȱtheȱagencies’ȱdirectȱcontrol,ȱthatȱtheȱ
agenciesȱ shouldȱ haveȱ confirmedȱ throughȱ review,ȱ orȱ otherwiseȱ obtainedȱ
positiveȱassuranceȱatȱtheȱtimeȱofȱevaluation,ȱthatȱtheȱsecurityȱrequirementsȱhadȱ
beenȱadequatelyȱmet.ȱȱ

Contribution of security expertise to the tender evaluation process
2.36
Theȱevaluationȱofȱtenderȱresponsesȱshouldȱinvolveȱofficialsȱwithȱaȱmixȱ
ofȱ skillsȱ andȱ knowledgeȱ thatȱ areȱ relevantȱ toȱ theȱ function(s)ȱ beingȱ contractedȬ
out.ȱ Dependingȱ onȱ theȱ complexityȱ ofȱ theȱ issuesȱ involved,ȱ subjectȬmatterȱ
specialistsȱ mayȱ needȱ toȱ beȱ involvedȱ in,ȱ orȱ consultedȱ during,ȱ evaluationȱ
processes.ȱForȱexample,ȱinȱthoseȱcasesȱthatȱinvolveȱtheȱevaluationȱofȱresponsesȱ
toȱsecurityȬspecificȱstandards,ȱagenciesȱmightȱconsiderȱincludingȱaȱmemberȱofȱ
theȱprotectiveȱsecurityȱ team,ȱorȱsomeoneȱ withȱaȱsufficientȱ levelȱ ofȱknowledgeȱ
andȱunderstandingȱaboutȱthoseȱsecurityȱrequirements,ȱonȱtheȱevaluationȱteam.ȱ
2.37
AtȱthreeȱofȱtheȱauditedȱagenciesȱtheȱANAOȱfoundȱthatȱaȱmemberȱofȱtheȱ
agency’sȱprotectiveȱsecurityȱteamȱhadȱbeenȱinvolved,ȱorȱconsulted,ȱinȱmanyȱofȱ
theȱtenderȱevaluationȱprocessesȱexamined.ȱInȱtheȱotherȱcasesȱexaminedȱatȱtheseȱ
agencies,ȱ theȱ ANAOȱ consideredȱ theȱ staffȱ involvedȱ inȱ theȱ evaluationȱ processȱ
demonstratedȱ aȱ goodȱ understandingȱ ofȱ theȱ pertinentȱ securityȱ issuesȱ andȱ
requirements.ȱ Atȱ theȱ fourthȱ agency,ȱ thereȱ wasȱ noȱ evidenceȱ thatȱ tenderȱ
evaluationȱ processesȱ hadȱ involvedȱ aȱ person(s)ȱ withȱ knowledgeȱ ofȱ protectiveȱ
securityȱissuesȱorȱstandards.ȱȱ
2.38
Theȱ ANAOȱ considers,ȱ particularlyȱ forȱ thoseȱ evaluationȱ processesȱ
involvingȱassessmentsȱofȱcomplianceȱwithȱspecificȱsecurityȱrequirements,ȱthatȱ
someoneȱ withȱ aȱ sufficientȱ knowledgeȱ ofȱ theseȱ requirementsȱ shouldȱ beȱ
involvedȱin,ȱorȱconsultedȱduring,ȱtheȱevaluationȱprocess.ȱȱ

Security requirements in contracts
2.39
Contractsȱ formȱ theȱ basisȱ ofȱ theȱ relationshipȱ betweenȱ theȱ partiesȱ andȱ
provideȱtheȱbasisȱforȱtheȱcontrolȱandȱoversightȱofȱtheȱcontractor’sȱperformance.ȱ
AustralianȱGovernmentȱcontractsȱshouldȱcontainȱclausesȱaddressingȱaȱrangeȱofȱ
legislativeȱ andȱ policyȱ requirements,ȱ includingȱ detailsȱ ofȱ theȱ contractor’sȱ
securityȱobligationsȱandȱaȱrangeȱofȱotherȱmattersȱcontainedȱinȱtheȱPSMȱ(PartȱF).ȱ
2.40
Tableȱ 2.1ȱ outlinesȱ keyȱ securityȬrelatedȱ clausesȱ thatȱ agenciesȱ shouldȱ
includeȱ inȱ contracts.ȱ Itȱ isȱ basedȱ onȱ theȱ minimumȱ requirementsȱ setȱ outȱ inȱ theȱ
relevantȱ paragraphsȱofȱPartȱ Fȱofȱtheȱ PSM.ȱ Theȱtableȱ alsoȱreportsȱtheȱANAO’sȱ
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findingsȱ regardingȱ theȱ extentȱ toȱ whichȱ theȱ fourȱ auditedȱ agenciesȱ addressedȱ
theseȱissuesȱinȱtheȱcontractsȱthatȱwereȱexaminedȱinȱtheȱaudit.ȱ

Table 2.1
Key clauses in contracts relating to security
Contract contains a clause(s):

Number of the 43
tested contracts
that met this
requirement

Setting out the security requirements and obligations of the contractor.
(PSM, Part F, paragraph 4.5)

42

Providing that the agency can amend the security requirements during
the life of the contract. (PSM, Part F, paragraph 4.5)

34

Providing reasonable access, for both the agency and the ANAO, to the
contractor’s premises, records and equipment. (PSM, Part F,
paragraphs 4.10 and 4.18)

40

Requiring the contractor to consult before sub-contracting any of the
functions covered by the contract, particularly any functions requiring
access to security classified or sensitive information. (PSM, Part F,
paragraph 4.16)

40

Making the contractor responsible for ensuring that any sub-contractors
fully meet all security requirements in the contract. (PSM, Part F,
paragraph 4.15)

37

Requiring the contractor to implement procedures designed to restrict
access to the agency’s security classified information to those
employees who have the appropriate security clearance and who
require access to perform their work. (PSM, Part F, paragraph 4.14)

37

Dealing with the risk of access to the agency’s information through a
third party that has, or potentially has, any control or rights over a
contractor. (PSM, Part F, paragraph 4.8)

24

Identifying that the contract will/may be terminated for failure to comply
with the security requirements. (PSM, Part F, paragraph 4.17)

23(1)

Notes:

(1)

While all the contracts had termination clauses, only 23 specifically identified a breach of
security requirements as a reason for terminating the contract.

Source:

ANAO, based on Part F of the PSM.

2.41
Overall,ȱ theȱ ANAOȱ foundȱ thatȱ mostȱ ofȱ theȱ contractsȱ examinedȱ
addressedȱmostȱ ofȱtheseȱ requirements.ȱ Inȱ particular,ȱwithȱ onlyȱ oneȱ exception,ȱ
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allȱ ofȱ theȱ contractsȱ examinedȱ containedȱ clausesȱ settingȱ outȱ theȱ securityȱ
requirementsȱandȱobligationsȱrelatedȱtoȱtheȱcontractedȱfunction(s). 19 ȱ
2.42
However,ȱ theȱ securityȱ requirementsȱ containedȱ inȱ theȱ contractsȱ
examinedȱ variedȱ widely.ȱ Theyȱ rangedȱ from,ȱ inȱ aȱ fewȱ cases,ȱ aȱ generalȱ
requirementȱ toȱ complyȱ withȱ securityȱ directionsȱ to,ȱ alsoȱ inȱ aȱ fewȱ cases,ȱ veryȬ
detailedȱ andȱ specificȱ requirementsȱ relatingȱ toȱ theȱ functionȱ beingȱ contractedȬ
out.ȱTheȱsecurityȱrequirementsȱinȱtheȱcontractsȱexaminedȱtypicallyȱincludedȱtheȱ
needȱforȱtheȱcontractor(s)ȱto:ȱ
x

complyȱwithȱtheȱminimumȱstandardsȱinȱtheȱPSMȱandȱtheȱagencies’ȱownȱ
securityȱpoliciesȱorȱinstructions;ȱ

x

undertakeȱsecurityȱtraining;ȱ

x

obtainȱaȱsecurityȱclearance;ȱ

x

participateȱinȱsecurityȱreviewsȱorȱaudits,ȱifȱrequested;ȱ

x

provideȱdetailsȱofȱanyȱsecurityȱincidents;ȱ

x

adviseȱ ofȱ anyȱ changesȱ inȱ theȱ personalȱ circumstancesȱ ofȱ specifiedȱ
personnel;ȱ

x

provideȱ reportsȱ onȱ securityȱ matters,ȱ includingȱ detailsȱ ofȱ perceivedȱ
problemsȱandȱrecommendationsȱforȱimprovement;ȱandȱ

x

maintainȱrelevantȱsecurityȱaccreditations.ȱ

2.43
Inȱaddition,ȱmostȱofȱtheȱcontractsȱalsoȱstatedȱthatȱsecurityȱrequirementsȱ
couldȱbeȱamendedȱduringȱtheȱlifeȱofȱtheȱcontract.ȱAllȱofȱtheȱcontractsȱthatȱdidȱ
notȱexplicitlyȱstateȱthatȱsecurityȱrequirementsȱcouldȱbeȱamendedȱduringȱtheȱlifeȱ
ofȱ theȱ contractȱ relatedȱ toȱ oneȱ agency.ȱ Duringȱ theȱ audit,ȱ theȱ ANAOȱ observedȱ
thatȱthisȱagencyȱhasȱincludedȱsuchȱaȱclauseȱinȱitsȱrecentlyȱpromulgatedȱmodelȱ
‘longȬform’ȱcontractȱtemplate.ȱThisȱisȱexpectedȱtoȱresultȱinȱtheȱconsistentȱuseȱofȱ
suchȱaȱclauseȱinȱtheȱagency’sȱcontractsȱinȱtheȱfuture.ȱ
2.44
Despiteȱ theȱ reasonablyȱ comprehensiveȱ coverageȱ ofȱ securityȱ
requirementsȱ inȱ mostȱ ofȱ theȱ contractsȱ examined,ȱ aroundȱ halfȱ ofȱ theȱ contractsȱ
examinedȱdidȱnot:ȱ
x

19

containȱ aȱ clause(s)ȱ dealingȱ withȱ theȱ riskȱ ofȱ accessȱ toȱ theȱ agency’sȱ
informationȱthroughȱaȱthirdȱpartyȱthatȱhas,ȱorȱmayȱhave,ȱanyȱcontrolȱorȱ
The contract that did not contain any security provisions is due to expire during 2007. At the time of the
audit, the relevant agency advised that it was formalising the security obligations to be contained in the
proposed new contract as part of preparing a RFT.
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rightsȱoverȱtheȱcontractor. 20 ȱTheȱANAOȱexpectedȱthatȱallȱtheȱcontractsȱ
examinedȱ wouldȱhaveȱ includedȱ suchȱaȱ clause(s)ȱbecauseȱ thereȱ wasȱnoȱ
evidenceȱ thatȱ theȱ existence,ȱ orȱ absence,ȱ ofȱ suchȱ rightsȱ orȱ controlsȱ wasȱ
consideredȱ duringȱ tenderȱ evaluationȱ orȱ contractȱ negotiationȱ activities;ȱ
andȱȱ
x

specificallyȱidentifyȱaȱfailureȱtoȱmeetȱsecurityȱrequirementsȱasȱaȱreasonȱ
toȱ terminateȱ theȱ contract. 21 ȱ Theȱ ANAOȱ considersȱ identifyingȱȱ
nonȬcomplianceȱ withȱ securityȱ obligationsȱ asȱ anȱ explicitȱ reasonȱ toȱ
terminateȱaȱcontractȱtoȱbeȱaȱusefulȱwayȱtoȱemphasiseȱtheȱimportanceȱofȱ
securityȬmattersȱ toȱ contractors.ȱ Givenȱ theȱ natureȱ ofȱ theȱ servicesȱ
providedȱ underȱ theȱ contractsȱ examinedȱ duringȱ theȱ audit,ȱ theȱ ANAOȱ
consideredȱ thatȱ allȱ ofȱ theȱ contractsȱ shouldȱ haveȱ explicitlyȱ mentionedȱ
thatȱ theȱ contractȱ couldȱ beȱ terminatedȱ forȱ aȱ failureȱ toȱ complyȱ withȱ
securityȱrequirements.ȱ

2.45
Oneȱ ofȱ theȱ reasonsȱ whyȱ aȱ numberȱ ofȱ theȱ contractsȱ examinedȱ didȱ notȱ
containȱ theseȱ twoȱ clausesȱ isȱ likelyȱ toȱ beȱ thatȱ mostȱ ofȱ theȱ auditedȱ agencies’ȱ
modelȱ contractȱ templatesȱ didȱ notȱ containȱ theseȱ clausesȱ (seeȱ paragraphȱ 2.19).ȱ
TheȱimplementationȱofȱtheȱANAO’sȱrecommendationȱtoȱenhance,ȱasȱnecessary,ȱ
contractȱtemplatesȱtoȱbetterȱreflectȱtheȱrequirementsȱofȱtheȱPSM,ȱshouldȱresultȱ
inȱ agenciesȱ moreȱ frequentlyȱ includingȱ theseȱ twoȱ clausesȱ inȱ contracts.

20

Paragraph F4.8 of the PSM requires that agencies should consider the risks of access to their
information through any third party interests or rights regarding contractors, and as considered
necessary, address this matter in the contract.

21

Paragraph F4.17 of the PSM indicates that agencies should have the ability to terminate a contract for
security breaches committed by the contractor, or due to the contractors’ inability to remedy those
breaches.
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3. Managing Security Issues in
Contracting
This chapter discusses the audit findings and better practices identified in the
audited agencies relating to managing security issues after a contract has been
signed. It examines: the provision of security-related training to contractors;
managing the contractor’s performance, including adherence to relevant
security requirement; and the mechanisms used to identify, report and record
the details of any security breaches by contractors.

Orientation and training
Introduction
3.1
Providingȱemployeesȱandȱcontractors,ȱparticularlyȱthoseȱwithȱaccessȱtoȱ
anȱ agency’sȱ sensitiveȱ andȱ securityȱ classifiedȱ information,ȱ withȱ securityȱ
awarenessȱtrainingȱisȱanȱimportantȱpartȱofȱgoodȱsecurityȱmanagement andȱanȱ
essentialȱ toolȱ inȱ minimisingȱ securityȱ risks.ȱ WellȬdesignedȱ securityȱ awarenessȱ
trainingȱcanȱassistȱfosterȱaȱstrongȱsecurityȱcultureȱby:ȱ
x

promotingȱunderstandingȱaboutȱanȱagency’sȱprotectiveȱsecurityȱpoliciesȱ
andȱprocedures;ȱȱ

x

providingȱclarityȱonȱsecurityȬrelatedȱrequirementsȱandȱresponsibilities;ȱ
andȱ

x

highlightingȱtheȱrisksȱofȱpoorȱsecurityȱpractice.ȱȱ

3.2
Theȱ importanceȱ ofȱ promotingȱ securityȱ awarenessȱ isȱ highlightedȱ
throughoutȱtheȱPSM. 22 ȱȱ
3.3
Toȱ assessȱ theȱ adequacyȱ ofȱ theȱ orientationȱ andȱ trainingȱ ofȱ contractorsȱ
aboutȱsecurityȱissues,ȱtheȱANAOȱevaluated,ȱatȱeachȱofȱtheȱauditedȱagencies:ȱ
x

methodsȱtoȱpromoteȱsecurityȱawarenessȱamongstȱcontractors;ȱ

x

whetherȱsecurityȱawarenessȱtrainingȱisȱdesignedȱtoȱprovideȱcontractorsȱ
withȱdetailsȱofȱtheȱagency’sȱprotectiveȱsecurityȱpolicies;ȱ

x

whetherȱ theȱ contentȱ ofȱ securityȱ awarenessȱ trainingȱ accordedȱ withȱ
selectedȱrequirementsȱinȱtheȱPSM;ȱandȱ

22

For example, it is discussed at: Part C (information security), paragraph 3.15; Part D (personnel
security), paragraphs 10.41-42; Part E (physical security), paragraph 3.13; and Part G (security
incidents), paragraph 3.9.
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x

forȱ eachȱ ofȱ theȱ contractsȱ selectedȱ forȱ testing,ȱ whetherȱ theȱ specifiedȱ
contractor(s)ȱhadȱattendedȱsecurityȱawarenessȱtraining.ȱ

Promoting security awareness
3.4
Toȱ supportȱ theȱ establishmentȱ andȱ maintenanceȱ ofȱ aȱ strongȱ securityȱ
culture,ȱ agenciesȱ needȱ aȱ programȱ toȱ regularlyȱ andȱ consistentlyȱ promoteȱ
securityȱawarenessȱacrossȱeachȱofȱtheȱdimensionsȱofȱprotectiveȱsecurity.ȱ
3.5
TheȱANAOȱfoundȱthatȱeachȱofȱtheȱauditedȱagenciesȱregularlyȱprovidesȱ
formalȱsecurityȱawarenessȱtrainingȱforȱ‘newȱstarters’.ȱAtȱoneȱagency,ȱhowever,ȱ
contractorsȱ wereȱ notȱ requiredȱ toȱ attendȱ theȱ securityȱ awarenessȱ trainingȱ
providedȱ toȱ ‘newȱ starters’.ȱ Thisȱ agencyȱ advisedȱ thatȱ someȱ contractorsȱ mayȱ
haveȱ beenȱ providedȱ withȱ briefingsȱ onȱ securityȱ requirementsȱ relevantȱ toȱ theirȱ
engagementȱ priorȱ toȱ theirȱ engagement.ȱ However,ȱ theȱ agencyȱ providedȱ noȱ
evidenceȱ ofȱ this,ȱ orȱ ofȱ theȱ natureȱ ofȱ theȱ briefings.ȱ Toȱ strengthenȱ its’ȱ securityȱ
awarenessȱ trainingȱ arrangements,ȱ thisȱ agencyȱ advisedȱ theȱ ANAOȱ thatȱ itȱ
planned,ȱ inȱ theȱ future,ȱ toȱ provideȱ securityȱ awarenessȱ briefingsȱ toȱ allȱ newȱ
contractorsȱpriorȱtoȱtheirȱcommencingȱwork.ȱAtȱanotherȱagency,ȱtheȱattendanceȱ
ofȱnewȱcontractors’ȱatȱsecurityȱawarenessȱtrainingȱ wasȱonlyȱ madeȱ mandatoryȱ
fromȱNovemberȱ2006.ȱ
3.6
Asȱ wellȱ asȱ providingȱ securityȱ awarenessȱ training,ȱ aȱ numberȱ ofȱ otherȱ
goodȱpracticesȱforȱpromotingȱsecurityȱawarenessȱwereȱobservedȱatȱtheȱauditedȱ
agencies.ȱTheseȱincluded:ȱ
x

twoȱ agenciesȱ supplementedȱ formalȱ securityȱ awarenessȱ trainingȱ withȱ
workȬareaȱspecificȱinductionȱarrangements;ȱ

x

twoȱagenciesȱrequiredȱallȱstaffȱandȱcontractorsȱtoȱattendȱformalȱsecurityȱ
awarenessȱrefresherȱtrainingȱcourses;ȱandȱȱ

x

oneȱ agencyȱ requiredȱ allȱ staffȱ andȱ contractorsȱ toȱ acknowledge,ȱ inȱ
writingȱ eachȱ year,ȱ theirȱ responsibilitiesȱ inȱ aȱ rangeȱ ofȱ securityȬrelatedȱ
matters,ȱincluding:ȱ


notifyingȱchangesȱinȱpersonalȱcircumstances;ȱ



reportingȱbreachesȱofȱsecurity;ȱandȱ



handlingȱandȱdisposingȱofȱdocuments.ȱ

3.7
Inȱ addition,ȱ atȱ theȱ timeȱ ofȱ theȱ audit,ȱ twoȱ ofȱ theȱ agenciesȱ wereȱ
consideringȱ usingȱ onȬlineȱ securityȱ questionnairesȱ toȱ periodicallyȱ assessȱ theȱ
securityȱawarenessȱofȱcontractors.ȱȱ
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Content of security awareness training
3.8
Tableȱ 3.1ȱ outlinesȱ theȱ coreȱ contentȱ thatȱ agenciesȱ shouldȱ includeȱ inȱ
securityȱ awarenessȱ trainingȱ programmesȱ forȱ contractors.ȱ Itȱ isȱ basedȱ onȱ theȱ
minimumȱrequirementsȱcontainedȱinȱPartsȱC,ȱD,ȱFȱandȱGȱofȱtheȱPSM.ȱTheȱtableȱ
alsoȱ reportsȱ theȱ ANAO’sȱ findingsȱ ofȱ theȱ extentȱ toȱ whichȱ theȱ fourȱ auditedȱ
agenciesȱcoveredȱtheseȱissuesȱinȱtheirȱsecurityȱawarenessȱtrainingȱprogrammesȱ
forȱcontractors.ȱ
Table 3.1
Core content of security awareness training
Security awareness issues that contractors are
advised about in training:
Their responsibility for keeping the entity informed of
security incidents. (PSM, Part G, paragraph 3.6 and
Part F, paragraph 4.19)

Number of the four audited
agencies that addressed this
element
4
although at one agency the training
only covered the management of ICT
security incidents

Close of business standards and procedures.
(PSM, Part C, paragraph 7.8)

4

Standards for storing security classified information,
including the types of container to be used.
(PSM, Part C, paragraphs 7.42)

3

Standards for transmitting security classified
information. (PSM, Part C, paragraphs 7.43 to 7.72)

3

How to determine the appropriate security
classification to be placed on information.
(PSM, Part C, paragraphs 6.12 and 6.31 to 6.43)

4
although at one agency the training
only addressed the use of security
classifications in relation to e-mails

The use of protective markings.
(PSM, Part C, paragraph 6.28)

4
although at one agency the training
only addressed the use of protective
markings on e-mails

Their responsibility for notifying the entity about
changes in personal circumstances that may affect
their security clearance.
(PSM, Part D, paragraph 10.26)
Source:

3

ANAO, based on the PSM.

3.9
Overall,ȱ theȱ ANAOȱ foundȱ thatȱ theȱ auditedȱ agenciesȱ wereȱ deliveringȱ
securityȱ awarenessȱ trainingȱ programmesȱ thatȱ addressedȱ mostȱ ofȱ theȱ keyȱ
securityȱ issuesȱ toȱ contractors.ȱ Forȱ example,ȱ theȱ trainingȱ atȱ eachȱ agencyȱ
explainedȱ theȱ reasonsȱ whyȱ securityȱ awarenessȱ wasȱ important,ȱ promotedȱ anȱ
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understandingȱ ofȱ theȱ agency’sȱ securityȱ policies,ȱ andȱ providedȱ clarityȱ onȱ
attendantȱrolesȱandȱresponsibilities.ȱ

Attendance of contractors at security awareness training
3.10
Securityȱ awarenessȱ trainingȱ willȱ notȱ beȱ effectiveȱ inȱ managingȱ securityȱ
risksȱ associatedȱ withȱ contractors,ȱ unlessȱ most,ȱ ifȱ notȱ all,ȱ contractorsȱ areȱ
requiredȱtoȱattendȱit.ȱ
3.11
Atȱtheȱtimeȱofȱtheȱaudit,ȱtheȱauditedȱagenciesȱhadȱaȱrangeȱofȱprocessesȱ
forȱidentifyingȱnewȱstarters,ȱincludingȱcontractors,ȱrequiredȱtoȱattendȱsecurityȱ
awarenessȱtraining.ȱForȱexample,ȱinȱoneȱagency,ȱallȱnewȱstartersȱwereȱnotified,ȱ
byȱemail,ȱofȱtheȱagency’sȱmandatoryȱtrainingȱrequirements,ȱincludingȱsecurityȱ
awarenessȱtraining.ȱAtȱtheseȱagencies,ȱnewȱstaffȱandȱcontractorsȱwereȱadvisedȱ
ofȱ theȱ needȱ toȱ attendȱ securityȱ awarenessȱ trainingȱ eitherȱ whenȱ theyȱ obtainedȱ
theirȱbuildingȱaccessȬpassȱorȱwhenȱtheyȱreceivedȱconfirmationȱofȱtheirȱsecurityȱ
clearance.ȱȱ
3.12
Eachȱ ofȱ theȱ auditedȱ agenciesȱ alsoȱ maintainedȱ recordsȱ ofȱ theȱ staffȱ andȱ
contractorsȱattendingȱsecurityȱawarenessȱtraining.ȱAȱsoundȱandȱbetterȱpracticeȱ
observedȱ atȱ oneȱ agencyȱ wasȱ theȱ inclusionȱ ofȱ detailsȱ ofȱ attendanceȱ (andȱ nonȬ
attendance)ȱatȱsecurityȱawarenessȱtrainingȱinȱreportsȱtoȱtheȱagency’sȱexecutive.ȱȱ
3.13
TheȱANAO’sȱtestingȱhasȱindicated,ȱhowever,ȱthatȱaȱsignificantȱnumberȱ
ofȱ contractorsȱ engagedȱ underȱ theȱ contractsȱ beingȱ examinedȱ atȱ theȱ auditedȱ
agenciesȱ mayȱ notȱ haveȱ attendedȱ securityȱ awarenessȱ training.ȱ ȱ Atȱ oneȱ agency,ȱ
forȱ example,ȱ attendanceȱ recordsȱ indicatedȱ thatȱ mostȱ ofȱ theȱ contractorsȱ
currentlyȱ workingȱ underȱ theȱ contractsȱ examinedȱ hadȱ notȱ attendedȱ securityȱ
awarenessȱ training.ȱ ȱ Atȱ theȱ agencyȱ thatȱ onlyȱ introducedȱ mandatoryȱ securityȱ
awarenessȱ trainingȱ forȱ contractorsȱ inȱ lateȬ2006,ȱ thereȱ wasȱ noȱ evidenceȱ toȱ
indicateȱ thatȱ anyȱ ofȱ theȱ contractorsȱ workingȱ onȱ theȱ contractsȱ examinedȱ hadȱ
attendedȱ securityȱ awarenessȱ training.ȱ Discussionsȱ withȱ contractȱ managersȱ atȱ
thisȱ agencyȱ indicatedȱ thatȱ itȱ wasȱ likelyȱ thatȱ noneȱ ofȱ theseȱ contractorsȱ hadȱ
attendedȱsuchȱtraining.ȱȱ
3.14
Atȱ theȱ remainingȱ twoȱ agencies,ȱ theȱ reviewȱ ofȱ attendanceȱ recordsȱ
suggestedȱ thatȱ most,ȱ butȱ notȱ all,ȱ ofȱ theȱ contractorsȱ workingȱ forȱ theȱ agenciesȱ
underȱ theȱ contractsȱ selectedȱ forȱ testingȱ hadȱ attendedȱ securityȱ awarenessȱ
training.ȱ
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Managing contractors’ performance, including adherence
to security requirements
3.15
Itȱisȱimportantȱthatȱcontractsȱareȱactivelyȱmanagedȱthroughoutȱtheirȱlifeȱ
toȱ helpȱ ensureȱ contractors’ȱ performanceȱ isȱ satisfactory,ȱ stakeholdersȱ areȱ wellȱ
informed,ȱandȱallȱcontractȱrequirementsȱareȱmet. 23 ȱ
3.16
Australianȱ Governmentȱ agenciesȱ remainȱ accountableȱ forȱ theȱ
performanceȱofȱallȱcontractedȱservicesȱorȱfunctions.ȱThisȱincludesȱensuringȱthatȱ
theȱ workȱ isȱ undertakenȱ inȱ accordanceȱ withȱ theȱ requirementsȱ containedȱ inȱ aȱ
wideȬrangeȱofȱAustralianȱGovernmentȱgeneralȱpolicies,ȱincludingȱtheȱPSM.ȱToȱ
gaugeȱ theȱ performanceȱ ofȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ inȱ managingȱ ongoingȱ
securityȱrisksȱassociatedȱwithȱcontractors,ȱtheȱANAOȱevaluated,ȱforȱeachȱofȱtheȱ
selectedȱcontracts,ȱwhether:ȱ
x

theȱauditedȱagenciesȱwereȱregularlyȱmonitoringȱtheȱperformanceȱofȱtheȱ
contractor,ȱincludingȱadherenceȱtoȱsecurityȱrequirements;ȱȱ

x

securityȱissuesȱandȱrisksȱidentifiedȱduringȱprocurementȱplanningȱhaveȱ
beenȱ reassessedȱ duringȱ theȱ lifeȱ ofȱ theȱ contractȱ toȱ ascertainȱ ifȱ theyȱ
remainȱappropriateȱandȱrelevant;ȱandȱȱ

x

contractorsȱwereȱinvolvedȱinȱanyȱrecentȱsecurityȱincidents.ȱȱ

Monitoring contractors’ performance
3.17
Regularȱ monitoringȱ andȱ reviewȱ ofȱ contractors’ȱ performanceȱ canȱ beȱ aȱ
keyȱ elementȱ ofȱ anȱ agency’sȱ continuousȱ improvementȱ process.ȱ Regularȱ
monitoringȱ canȱ facilitateȱ theȱ promptȱ identificationȱ ofȱ potentialȱ securityȱ
weaknessesȱrelatingȱ toȱ contractorsȱ andȱ assistȱ inȱ theȱ timelyȱ implementationȱ ofȱ
remedialȱtreatments.ȱ
3.18
Theȱ natureȱ ofȱ contractȱ managementȱ processesȱ shouldȱ dependȱ onȱ theȱ
relativeȱ size,ȱ complexity,ȱ andȱ risksȱ involvedȱ inȱ eachȱ contract.ȱ Theȱ ANAO’sȱ
Betterȱ Practiceȱ Guideȱ Developingȱ andȱ Managingȱ Contractsȱ identifiesȱ theȱ
followingȱ factorsȱ asȱ importantȱ whenȱ determiningȱ theȱ natureȱ ofȱ contractȱ
managementȱprocesses:ȱstrategicȱimportanceȱofȱtheȱcontractedȱservices;ȱextentȱ
ofȱimpactȱonȱstakeholders;ȱvalueȱofȱtheȱcontract;ȱsecurityȱrequirements;ȱandȱtheȱ
experienceȱofȱcontractorȱstaff. 24 ȱ

23

ANAO, Better Practice Guide: Developing and Managing Contracts—Getting the Right Outcome, Paying
the Right Price, op. cit., p. 72.

24

ibid., p. 44.
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3.19
Theȱ PSMȱ indicatesȱ thatȱ asȱ wellȱ asȱ monitoringȱ performance,ȱ contractȱ
managementȱ processesȱ shouldȱ involveȱ monitoringȱ adherenceȱ toȱ theȱ securityȱ
obligationsȱ specifiedȱ inȱ theȱ contract.ȱ Partȱ Fȱ ofȱ theȱ previousȱ PSMȱ containedȱ
moreȬspecificȱ informationȱ inȱ thisȱ areaȱ andȱ suggestedȱ thatȱ theȱ followingȱ
mechanismsȱ shouldȱ formȱ partȱ ofȱ theȱ frameworkȱ forȱ monitoringȱ theȱ securityȬ
relatedȱperformanceȱofȱcontractors: 25 ȱ
x

clarityȱ inȱ theȱ contractȱ asȱ toȱ theȱ securityȱ requirementsȱ andȱ standardsȱ
applyingȱtoȱtheȱcontractor;ȱ

x

establishingȱaȱprojectȱofficerȱwithȱclearlyȱdefinedȱresponsibilities;ȱȱ

x

theȱprovisionȱofȱregularȱreportsȱonȱsecurityȱperformance;ȱ

x

conductingȱregularȱsecurityȱinspections;ȱandȱ

x

requiringȱcontractorsȱtoȱreportȱdetailsȱofȱanyȱsecurityȱincidentsȱrelevantȱ
toȱtheȱcontract.ȱ

Clauses in contracts concerning contractor’s performance
3.20
Theȱ ANAOȱ found,ȱinȱ threeȱ ofȱtheȱauditedȱ agencies,ȱ thatȱnearlyȱ allȱ theȱ
contractsȱ reviewedȱ containedȱ aȱ clause(s)ȱ relatingȱ toȱ theȱ managementȱ ofȱ theȱ
contractor’sȱ performance.ȱ Inȱ theȱ fourthȱ agency,ȱ onlyȱ fourȱ ofȱ theȱ 13ȱ contractsȱ
reviewedȱcontainedȱsuchȱaȱclause(s).ȱ
3.21
Forȱtheȱmostȱpart,ȱtheȱcontractȱmanagementȱprovisionsȱinȱtheȱcontractsȱ
examinedȱ relatedȱ toȱ theȱ provisionȱ ofȱ reportsȱ on,ȱ andȱ theȱ conductȱ ofȱ regularȱ
meetingsȱabout,ȱtheȱservicesȱbeingȱprovided.ȱInȱoneȱagency,ȱallȱofȱtheȱcontractsȱ
examinedȱalsoȱcontainedȱschedulesȱofȱperformanceȱindicatorsȱorȱserviceȱlevels,ȱ
includingȱ security.ȱ Specifically,ȱ inȱ relationȱ toȱ managingȱ theȱ securityȬrelatedȱ
performanceȱofȱcontractors,ȱtheȱANAOȱfoundȱtheȱfollowingȱgoodȱpractices:ȱ
x

severalȱofȱtheȱcontractsȱexaminedȱatȱoneȱagencyȱlistedȱpenaltiesȱ(otherȱ
thanȱ terminatingȱ theȱ contract)ȱ forȱ theȱ failureȱ toȱ meetȱ securityȱ
requirements;ȱ

x

atȱ oneȱ agency,ȱ allȱ ofȱ theȱ contractsȱ providedȱ thatȱ contractorsȱ mustȱ
submitȱ securityȱ reportsȱ andȱ participateȱ inȱ securityȱ reviews,ȱ whenȱ
requestedȱtoȱdoȱso;ȱ

x

atȱtwoȱagencies,ȱfiveȱofȱtheȱcontractsȱexaminedȱrequiredȱtheȱcontractorȱ
toȱsubmitȱregularȱreportsȱonȱsecurityȱprogressȱorȱperformance;ȱandȱ

25

See PSM paragraphs 5.41, 6.8, 6.16–17 and 6.19.
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x

sixȱ ofȱ theȱ contractsȱ examinedȱ atȱ oneȱ agencyȱ requiredȱ contractorsȱ toȱ
participate,ȱ atȱ leastȱ annually,ȱ inȱ reviewsȱ ofȱ theȱ operationȱ ofȱ securityȱ
requirements.ȱ

Mechanisms to manage the performance of contractors
3.22
Acrossȱ theȱ fourȱ auditedȱ agencies,ȱ theȱ ANAOȱ observedȱ aȱ varietyȱ ofȱ
mechanismsȱtoȱmanageȱtheȱperformanceȱofȱcontractors.ȱThisȱincludedȱholdingȱ
regularȱ meetings,ȱ reviewingȱ statusȱ reports,ȱ inspectingȱ workȱ and,ȱ inȱ aȱ fewȱ
cases,ȱ monitoringȱ resultsȱ againstȱ serviceȱ standardsȱ orȱ keyȱ performanceȱ
indicators.ȱHowever,ȱtheȱuseȱofȱsuchȱsystematicȱmechanismsȱwasȱnotȱcommonȱ
orȱconsistent.ȱForȱtheȱmostȱpart,ȱcontractȱmanagementȱprocesses,ȱincludingȱtheȱ
managementȱofȱsecurityȱissues,ȱtendedȱtoȱbeȱinformal,ȱunstructuredȱandȱwereȱ
oftenȱundocumented.ȱȱ
3.23
Thereȱ wasȱ noȱ evidence,ȱ forȱ mostȱ ofȱ theȱ contractsȱ reviewed,ȱ thatȱ
agenciesȱ wereȱ regularlyȱ assessingȱ contractors’ȱ adherenceȱ toȱ securityȱ
requirements.ȱForȱexample,ȱ theȱANAOȱidentifiedȱ thatȱagenciesȱsystematicallyȱ
assessedȱ securityȱ performance,ȱ orȱ measuredȱ complianceȱ withȱ securityȱ
requirements,ȱ inȱ onlyȱ sevenȱ ofȱ theȱ 43ȱ contractsȱ examinedȱ inȱ thisȱ partȱ ofȱ theȱ
audit.ȱTheȱauditedȱagenciesȱtypicallyȱadvisedȱtheȱANAOȱthatȱsecurityȱmattersȱ
wereȱ onlyȱ consideredȱ if,ȱ andȱ when,ȱ mattersȱ arose.ȱ Someȱ ofȱ theȱ contractȱ
managersȱinterviewedȱduringȱtheȱauditȱalsoȱsuggestedȱthatȱtheyȱreliedȱonȱtheȱ
agency’sȱ broaderȱ securityȱ functionsȱ andȱ policiesȱ toȱ provideȱ themȱ withȱ
assuranceȱthatȱcontractorsȱwereȱcomplyingȱwithȱsecurityȱrequirements.ȱȱ
3.24
Inȱ thoseȱ casesȱ whereȱ contractorsȱ workedȱ underȱ directionȱ orȱ control,ȱ
contractȱ managersȱ acrossȱ theȱ fourȱ auditedȱ agenciesȱ indicatedȱ thatȱ
performance,ȱ includingȱ securityȱ issues,ȱ wasȱ generallyȱ monitoredȱ throughȱ
observationȱandȱdiscussion,ȱasȱpartȱofȱongoingȱsupervisionȱandȱoversight.ȱTheȱ
ANAOȱ considersȱ thisȱ toȱ beȱ aȱ reasonableȱ approach.ȱ However,ȱ inȱ thoseȱ casesȱ
whereȱ contractorsȱ doȱ notȱ workȱ underȱ directȱ orȱ ongoingȱ supervision,ȱ theȱ
ANAOȱconsidersȱthatȱcontractȱmanagersȱshouldȱimplementȱprocessesȱtoȱobtainȱ
assuranceȱ aboutȱ theȱ performanceȱ ofȱ contractors,ȱ includingȱ theirȱ complianceȱ
withȱsecurityȱrequirements.ȱȱ

Review of security risks and requirements
3.25
Reviewingȱ securityȱ risksȱ duringȱ theȱ lifeȱ ofȱ certainȱ contractsȱ canȱ beȱ
importantȱ asȱ itȱ enablesȱ anȱ agencyȱ toȱ identifyȱ risksȱ thatȱ mayȱ haveȱ escalatedȱ
beyondȱ theirȱ originallyȱ assessedȱ levelȱ andȱ alsoȱ toȱ identifyȱ anyȱ newȱ andȱ
emergingȱrisks.ȱInȱparticular,ȱtheȱANAOȱconsidersȱthatȱsecurityȱrisksȱinvolvedȱ
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withȱhighȬvalueȱorȱhighȬriskȱcontractsȱshouldȱbeȱreviewedȱwheneverȱthereȱisȱaȱ
significantȱchangeȱinȱtheȱcircumstancesȱassociatedȱwithȱtheȱcontract,ȱorȱwhenȱaȱ
contractȱisȱextendedȱsignificantlyȱbeyondȱitsȱoriginalȱterm.ȱ
3.26
Whileȱ eachȱ ofȱ theȱ auditedȱ agenciesȱ requiredȱ riskȱ assessmentsȱ toȱ beȱ
undertakenȱtoȱsupportȱspendingȱproposalsȱrelatedȱtoȱcontractȱextensions,ȱnoneȱ
specificallyȱ addressed,ȱ inȱ relevantȱ policyȱ documents,ȱ theȱ needȱ toȱ considerȱ
securityȱ issuesȱ inȱ theȱ conductȱ ofȱ theseȱ assessments.ȱ Inȱ addition,ȱ noneȱ ofȱ theȱ
agenciesȱ hadȱ policiesȱ requiringȱ securityȱ risksȱ toȱ beȱ reviewedȱ whenȱ thereȱ hasȱ
beenȱaȱchangeȱinȱaȱcontract’sȱcircumstancesȱthatȱisȱlikelyȱtoȱaffectȱtheseȱrisks.ȱȱ
3.27
Oneȱ ofȱ theȱ auditedȱ agenciesȱ hadȱ aȱ formalȱ andȱ regularȱ processȱ toȱ
measureȱ securityȱ risksȱ andȱ identifyȱ potentialȱ securityȱ deficienciesȱ acrossȱ aȱ
broadȬrangeȱ ofȱ elementsȱ inȱ itsȱ operationalȱ environment.ȱ However,ȱ whileȱ thisȱ
processȱcapturesȱdetailsȱofȱtheȱnumberȱofȱcontractorsȱengagedȱbyȱtheȱagency,ȱitȱ
didȱ not,ȱ atȱ theȱ timeȱ ofȱ theȱ audit,ȱ obtainȱ otherȱ informationȱ thatȱ theȱ ANAOȱ
considersȱwouldȱcontributeȱtoȱanȱassessmentȱaboutȱtheȱstatusȱofȱsecurityȱrisksȱ
involvingȱtheȱuseȱofȱcontractors. 26 ȱ
3.28
Ofȱtheȱ43ȱcontractsȱexaminedȱinȱthisȱpartȱofȱtheȱaudit,ȱtheȱANAOȱfoundȱ
thatȱ fourteenȱ hadȱ eitherȱ beenȱ extendedȱ beyondȱ theirȱ originalȱ term,ȱ orȱ theȱ
servicesȱ beingȱ providedȱ hadȱ beenȱ affectedȱ byȱ aȱ significantȱ changeȱ inȱ
circumstances.ȱ Inȱ onlyȱ halfȱ ofȱ theseȱ casesȱ wasȱ theȱ decisionȱ toȱ extendȱ orȱ
continueȱ theȱ contractualȱ arrangementȱ supportedȱ byȱ aȱ reȬassessmentȱ ofȱ theȱ
securityȱrisksȱandȱrequirementsȱinvolved.ȱȱ

Recommendation No. 2
3.29
Asȱpartȱofȱongoingȱcontractȱmanagement,ȱtheȱANAOȱrecommendsȱthatȱ
Australianȱ Governmentȱ agenciesȱ adoptȱ aȱ riskȬbasedȱ approachȱ toȱ monitoringȱ
andȱ evaluatingȱ theȱ performanceȱ ofȱ contractors,ȱ includingȱ theirȱ adherenceȱ toȱ
securityȱ requirements.ȱ Thisȱ approachȱ shouldȱ requireȱ agenciesȱ toȱ reȬevaluateȱ
securityȱ risksȱ ofȱ contractsȱ thatȱ areȱ affectedȱ byȱ aȱ significantȱ changeȱ inȱ
circumstances,ȱorȱwhichȱareȱextendedȱsignificantlyȱbeyondȱtheirȱoriginalȱterm.ȱ

Agencies’ responses
Attorney-General’s Department, ComSuper, DFAT and Finance
3.30

26

Agreed.ȱ

This agency agreed to expand this tool to capture more pertinent information for assessing changes in
security risks involved in the use of contractors.
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Customs
3.31
Customsȱ agreesȱ withȱ theȱ recommendation.ȱ Customsȱ hasȱ appropriateȱ
proceduresȱ andȱ processesȱ inȱ placeȱ thatȱ ensuresȱ aȱ riskȬbasedȱ approachȱ toȱ
monitoringȱandȱevaluatingȱtheȱperformanceȱofȱcontractors.ȱ

Security incidents
3.32
Oneȱobjectiveȱofȱmanagingȱ securityȱ risksȱ inȱ contractingȱ isȱ toȱ minimiseȱ
theȱ frequencyȱ andȱ impactȱ ofȱ securityȱ breachesȱ byȱ contractorsȱ withoutȱ
detractingȱ fromȱ theȱ costȬeffectiveȱ deliveryȱ ofȱ services.ȱ Theȱ effectiveȱ
managementȱ ofȱ securityȱ incidentsȱ involvesȱ havingȱ policiesȱ andȱ practicesȱ toȱ
identify,ȱreportȱandȱrecordȱtheȱdetailsȱofȱallȱincidents.ȱInȱaddition,ȱappropriateȱ
remedialȱactionȱshouldȱbeȱtakenȱtoȱminimiseȱtheȱimpact,ȱandȱtoȱpreventȱtheȱreȬ
occurrence,ȱofȱfurtherȱsecurityȱincidents.ȱ
3.33
TheȱPSMȱ(PartȱG)ȱcontainsȱguidance,ȱandȱminimumȱstandards,ȱrelatingȱ
toȱ theȱ managementȱ ofȱ securityȱ incidentsȱ byȱ Australianȱ Governmentȱ agencies.ȱ
Specifically,ȱitȱhighlightsȱthatȱagenciesȱmustȱhaveȱprocessesȱforȱidentifyingȱandȱ
dealingȱ withȱ securityȱ incidentsȱ involvingȱ theȱ performanceȱ ofȱ contractedȱ
functions.ȱȱ
3.34
Mostȱ ofȱ theȱ contractsȱ theȱ ANAOȱ examinedȱ containedȱ aȱ clause(s)ȱ
requiringȱ theȱ contractorȱ toȱ adviseȱ theȱ respectiveȱ agencyȱ ofȱ theȱ detailsȱ ofȱ anyȱ
securityȱ incidents.ȱ Inȱ addition,ȱ securityȱ awarenessȱ trainingȱ programmesȱ inȱ
eachȱ ofȱ theȱ auditedȱ agenciesȱ providedȱ informationȱ aboutȱ reportingȱ securityȱ
incidents.ȱȱ
3.35
Theȱ ANAOȱ foundȱ thatȱ threeȱ ofȱ theȱ auditedȱ agenciesȱ hadȱ systemsȱ forȱ
identifying,ȱ recordingȱ andȱ monitoringȱ detailsȱ ofȱ securityȱ breachesȱ orȱ securityȱ
incidents.ȱInȱtheȱfourthȱagency,ȱalthoughȱpolicyȱdocumentsȱrequiredȱdetailsȱofȱ
informationȱandȱcommunicationsȱtechnologyȱsecurityȱincidentsȱtoȱbeȱreportedȱ
toȱ relevantȱ staff,ȱ theȱ agencyȱ didȱ notȱ haveȱ aȱ systemȱ forȱ effectivelyȱ capturingȱ
suchȱdetails.ȱ
3.36
Theȱ ANAOȱ foundȱ onlyȱ oneȱ recordȱ ofȱ aȱ recentȱ securityȱ incidentȱ
involvingȱ aȱ contractȱ examinedȱ duringȱ theȱ audit.ȱ Inȱ thisȱ case,ȱ theȱ ANAOȱ
consideredȱ thatȱ theȱ agencyȱ respondedȱ quicklyȱ andȱ appropriatelyȱ toȱ theȱ
incident.ȱTheȱactionsȱtakenȱnotȱonlyȱminimisedȱpotentialȱrisksȱatȱtheȱtime,ȱbutȱ
wereȱdesignedȱtoȱreduceȱtheȱlikelihoodȱofȱsimilarȱincidentsȱoccurringȱagain.ȱ
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3.37
Whileȱ thisȱ resultȱ suggestsȱ theȱ contractorsȱ involvedȱ withȱ theȱ contractsȱ
examinedȱhaveȱlargelyȱadheredȱtoȱsecurityȱrequirements,ȱtheȱANAOȱnotesȱthatȱ
securityȱ breachesȱ mayȱ notȱ alwaysȱ beȱ reported.ȱ Inȱ addition,ȱ asȱ mentionedȱ
above,ȱoneȱofȱtheȱauditedȱagenciesȱdidȱnotȱhaveȱaȱsystemȱtoȱeffectivelyȱmonitorȱ
andȱreportȱsuchȱincidents.ȱ
ȱ

Ian McPhee
Auditor-General

Canberra ACT
13 June 2007
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Appendix 1:

Agency comments

Eachȱ ofȱ theȱ auditedȱ agencies,ȱ togetherȱ withȱ theȱ AttorneyȬGeneral’sȱ
Department,ȱwereȱprovidedȱwithȱtheȱopportunityȱtoȱcommentȱonȱtheȱproposedȱ
auditȱreportȱinȱaccordanceȱwithȱsectionȱ19ȱofȱtheȱAuditorȬGeneralȱActȱ1997.ȱȱ
Agencies’ȱresponsesȱtoȱtheȱrecommendationsȱhaveȱbeenȱincludedȱinȱChaptersȱ2ȱ
andȱ 3ȱ ofȱ theȱ reportȱ directlyȱ followingȱ eachȱ recommendation.ȱ ȱ Otherȱ generalȱ
commentsȱareȱreproducedȱbelow.ȱ

Attorney-General’s Department (AGD)
AGDȱadvisedȱasȱfollows:ȱ
Iȱ noteȱ theȱ recommendationsȱ requireȱ greaterȱ adherenceȱ toȱ theȱ Protectiveȱ
SecurityȱManualȱprovisions,ȱparticularlyȱwithȱrespectȱtoȱongoingȱmanagementȱ
ofȱ contracts.ȱ ȱ Thisȱ issueȱ wasȱ highlightedȱ inȱ theȱ 2005ȱ Australianȱ Governmentȱ
Protectiveȱ Securityȱ Surveyȱ whichȱ identifiedȱ deficienciesȱ inȱ monitoringȱ
complianceȱwithȱsecurityȱrequirementsȱduringȱtheȱcontract.ȱȱTheȱ2006ȱSurveyȱ
hasȱ soughtȱ moreȱ detailȱ relatingȱ toȱ contracts,ȱ withȱ theȱ resultsȱ ofȱ theȱ surveyȱ
expectedȱtoȱbeȱsubmittedȱtoȱGovernmentȱinȱlateȱ2007.ȱ

Commonwealth Superannuation Administration (ComSuper)
ComSuperȱadvisedȱasȱfollows:ȱ
ComSuperȱ acknowledgesȱ theȱ outcomesȱ ofȱ theȱ reportȱ andȱ supportsȱ theȱ
findings.ȱComSuperȱhasȱrecentlyȱcommencedȱaȱnumberȱofȱprocessȱandȱpolicyȱ
improvementsȱ aroundȱ ourȱ complianceȱ withȱ theȱ Protectiveȱ Securityȱ Manual,ȱ
includingȱ theȱ engagementȱ ofȱ anȱ Agencyȱ Securityȱ Advisorȱ toȱ assistȱ usȱ inȱ
deliveringȱ onȱ theseȱ outcomes.ȱ ComSuperȱ confirmsȱ thatȱ weȱ willȱ beȱ
implementingȱ changesȱ toȱ ourȱ processesȱ andȱ policyȱ frameworkȱ toȱ reflectȱ theȱ
ANAO’sȱrecommendations.ȱ

Australian Customs Service (Customs)
Customsȱadvisedȱasȱfollows:ȱ
Customsȱ agreesȱ withȱ theȱ keyȱ findingsȱ andȱ conclusionsȱ andȱ notesȱ thatȱ theȱ
ANAOȱassessedȱCustomsȱasȱbeingȱsatisfactoryȱagainstȱallȱtheȱauditȱcriteriaȱandȱ
thatȱCustomsȱperformedȱwellȱinȱaȱnumberȱofȱaspects.ȱ
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Department of Foreign Affairs (DFAT)
DFATȱadvisedȱasȱfollows:ȱ
Asȱ hasȱ beenȱ acknowledgedȱ byȱ theȱ ANAO,ȱ DFATȱ isȱ managingȱ effectivelyȱ
securityȱ risksȱ involvedȱinȱtheȱ useȱ ofȱ contractors.ȱ ȱHowever,ȱ DFATȱ recognisesȱ
thatȱthereȱisȱscopeȱforȱimprovement.ȱȱWeȱareȱcurrentlyȱreviewingȱourȱsecurityȱ
arrangementsȱforȱcontractorsȱandȱlookingȱatȱwaysȱofȱimprovingȱmanagementȱ
ofȱvariousȱcontractsȱthatȱcontainȱaȱsignificantȱsecurityȱelement.ȱ

Department of Finance and Administration (Finance)
Financeȱadvisedȱasȱfollows:ȱ
Financeȱsupportsȱtheȱrecommendationsȱcontainedȱinȱtheȱproposedȱreport.ȱ

ȱ
ȱ
ȱ
ȱ
ȱ
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Appendix 2:

Protective Security Audits

Sinceȱ 1995,ȱ theȱ ANAOȱ hasȱ completedȱ theȱ followingȱ crossȬagencyȱ protectiveȱ
securityȱaudits:ȱ
x

AuditȱReportȱNo.21,ȱ1996–1997,ȱProtectiveȱSecurity;ȱ

x

Auditȱ Reportȱ No.7,ȱ 1999–2000,ȱ Operationȱ ofȱ theȱ Classificationȱ Systemȱ forȱ
ProtectingȱSensitiveȱInformation;ȱ

x

Auditȱ Reportȱ No.22,ȱ 2001–2002,ȱ Personnelȱ Security—Managementȱ ofȱ
SecurityȱClearances;ȱ

x

Auditȱ Reportȱ No.23,ȱ 2002–2003,ȱ Physicalȱ Securityȱ Arrangementsȱ inȱ
CommonwealthȱAgencies;ȱ

x

AuditȱReportȱNo.55,ȱ2003–2004,ȱManagementȱofȱProtectiveȱSecurity;ȱ

x

Auditȱ Reportȱ No.41,ȱ 2004–2005,ȱ Administrationȱ ofȱ Securityȱ Incidents,ȱ
includingȱtheȱConductȱofȱSecurityȱInvestigations;ȱandȱ

x

AuditȱReportȱNo.23,ȱ2005–2006,ȱITȱSecurityȱManagement.ȱ

ȱ
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Current Better Practice Guides
The following Better Practice Guides are available on the Australian National Audit
Office Website.
Administering Regulation

Mar 2007

Developing and Managing Contracts
Getting the Right Outcome, Paying the Right Price

Feb 2007

Implementation of Programme and Policy Initiatives:
Making implementation matter

Oct 2006

Legal Services Arrangements in Australian Government Agencies

Aug 2006

Preparation of Financial Statements by Public Sector Entities

Apr 2006

Administration of Fringe Benefits Tax

Feb 2006

User–Friendly Forms
Key Principles and Practices to Effectively Design
and Communicate Australian Government Forms

Jan 2006

Public Sector Audit Committees

Feb 2005

Fraud Control in Australian Government Agencies

Aug 2004

Security and Control Update for SAP R/3

June 2004

Better Practice in Annual Performance Reporting

Apr 2004

Management of Scientific Research and Development
Projects in Commonwealth Agencies

Dec 2003

Public Sector Governance

July 2003

Goods and Services Tax (GST) Administration

May 2003

Managing Parliamentary Workflow

Apr 2003

Building Capability—A framework for managing
learning and development in the APS

Apr 2003

Internal Budgeting

Feb 2003

Administration of Grants

May 2002

Performance Information in Portfolio Budget Statements

May 2002

Life-Cycle Costing

Dec 2001

Some Better Practice Principles for Developing
Policy Advice

Nov 2001

Rehabilitation: Managing Return to Work

June 2001
ANAO Audit Report No.43 2006–07
Managing Security Issues in Procurement and Contracting
65

Internet Delivery Decisions

Apr 2001

Planning for the Workforce of the Future

Mar 2001

Business Continuity Management

Jan 2000

Building a Better Financial Management Framework

Nov 1999

Building Better Financial Management Support

Nov 1999

Commonwealth Agency Energy Management

June 1999

Security and Control for SAP R/3

Oct 1998

New Directions in Internal Audit

July 1998

Controlling Performance and Outcomes

Dec 1997

Management of Accounts Receivable

Dec 1997

Protective Security Principles
(in Audit Report No.21 1997–98)

Dec 1997

ȱ
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