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Australian National

Audit Office

Canberra ACT
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Dear Mr President
Dear Mr Speaker

The Australian National Audit Office has undertaken a performance audit in the
Australian Bureau of Statistics, Department of Agriculture, Fisheries and
Forestry and the Department of Foreign Affairs and Trade in accordance with
the authority contained in the Auditor-General Act 1997. Pursuant to Senate
Standing Order 166 relating to the presentation of documents when the Senate
is not sitting, | present the report of this audit and the accompanying brochure.
The report is titled Government Agencies’ Management of their Websites.

Following its presentation and receipt, the report will be placed on the
Australian National Audit Office’s Homepage—http://www.anao.gov.au.

Yours sincerely

== 2=

lan McPhee
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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Abbreviations and Glossary

ABS

AGIMO

ANAO

Australian
Government
Online
Service Point

CAC Act

Channel

CIO
DAFF
DFAT

Domain

FMA Act
Home page

ICT

Australian Bureau of Statistics

Australian Government Information Management Office, a
division of the Department of Finance and Deregulation.

Australian National Audit Office

The Australian Government’s principal online service point
providing people with simple and convenient access to
government information, messages and services.

Commonwealth Authorities and Corporations Act 1997

A mechanism used by both government and customers to
interact. Examples include shops, media campaigns, call
centres, and websites.

Chief Information Officer
Department of Agriculture, Fisheries and Forestry
Department of Foreign Affairs and Trade

A collection of network devices that are organised under a
common network name. .au is the top level domain for
Australia. Any site that ends with an .au is a site built
specifically for website users with Internet Service Providers
located in Australia. Within the .au domain there are a number
of second level domains with specific purposes. Examples of
these are .gov.au, .com.au and .org.au. A domain commonly
includes a number of websites.

Financial Management and Accountability Act 1997
The main page of a website.

Information and Communication Technology
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Main website

Server

User

Web content

Web page

Website

WWW

An Australian Government’s agency’s home site.

A computer or a device that stores electronic data such as web
pages.

Refers to any individual able to access agency websites.

Refers to text, graphics and photos, video or audio, and
application code that interacts with the visitor to the website.

A web page is a document on the World Wide Web that is
defined by a unique address.

A set of interconnected web-pages, usually including a
homepage, generally located on the same server, and prepared
and maintained as a collection of information by a person,
group, or organisation.

World Wide Web
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Summary

Background

1. In 1997, the Australian Government ‘committed to all appropriate
services being deliverable on the Internet by 2001’.! Since then, government
agencies have increased their use of websites, accessible via the Internet, to the
point that, at the beginning of 2008, the Australian Government had more than
800 websites.?

2, Government agencies deliver a wide range of programs and services to
the community through various means, such as agencies’ shopfronts, call
centres, educational material, and via the Internet.

3. The most common role of agencies” websites is to provide information
about services to the public. However, recent technological improvements
have allowed agencies to deliver through their websites a wider range of
services. Examples include how the public can now access a wide range of
statistics, lodge tax returns and apply for Medicare cards online. In addition,
the Australian Government Online Service Point <www.australia.gov.au>
assists the public by providing links to information and services on its websites
as well as on selected state and territory resources. By accessing
<www.australia.gov.au> users can search over three million government web
pages. In addition the proportion of people who accessed a Government
website for their most recent contact with government has grown significantly
in recent times, from 19 per cent in 2004-05 to 29 per cent 2007.3

4. This increased reliance by agencies on websites to provide information
and services, brings with it a greater need for agencies to have sound
approaches to manage their sites. Poorly managed websites not only increase
the risk that information and services are not provided to website users at
reasonable cost to government, but can have adverse impacts on other service
channels such as extra work loads for call centres and inquiry outlets.

! Investing for Growth — The Howard Government’s Plan for Australian Industry, 1997. Available at

<http://pandora.nla.qov.au/pan/32884/20080307-
0000/backingaus.innovation.gov.au/docs/statement/invest growth.pdf>. Last accessed 4 December
2008.

2 AGIMO advice.

Australians’ Use of and Satisfaction with e-Government Services — 2007, December 2007. Available at
<http://www.finance.gov.au/publications/use-of-e-government-services-
2007/docs/31576 _AGIMO _Satisfaction-ALL.pdf>. Last accessed 4 December 2008.
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5. An agency’s website management approach should take into account
the function of each site in service delivery and/ or the number of sites it
manages. In general, agencies with large or multiple websites or websites with
significant numbers of transactions, especially financial transactions, would be
expected to have a more rigorous management regime in place than those
agencies with single and small sites.

e-Government strategy

6. The Department of Finance and Deregulation, through its Australian
Government Information Management Office (AGIMO), has overall
coordination responsibility for the use of Information and Communications
Technology (ICT) within government. AGIMO provides the Government and
agencies with information and guidance on the procurement, infrastructure,
management and use of ICT, including on agencies’ use of websites.

7. The Government’s ICT policy, Responsive Government A New Service
Agenda 2006 e-Government Strategy*, has four ICT strategic priorities: meeting
users’ needs, establishing connected service delivery, achieving value for
money, and enhancing public sector capability. One important policy objective
of the policy is to improve government service delivery via websites.
Therefore, addressing these four priorities in managing government websites
is critical to the success of the Government’s ICT policy.

8. In April 2008, the Government commenced a review of agencies’ use
and management of ICT. The review examined and reported on the ‘efficiency
and effectiveness of the Australian Government’s current use and management
of ICT to determine whether the Government was realising the greatest return
from its ICT investments’.> The review was also designed to consider ways in
which ICT can be used to meet the Government’s broader objectives and the
means by which the financial returns to Government might be increased. This
included the use of websites to deliver information and services. A report was
prepared for the Minister for Finance and Deregulation in September 2008.

Responsive Government A New Service Agenda 2006 e-Government Strategy, AGIMO, March 2006.
Available at <http://www.finance.gov.au/publications/2006-e-government-strategy/index.html>. Last
accessed 4 December 2008.

Review of the Australian Government’s use of ICT, 11 April 2008. Available at
<http://www.financeminister.gov.au/media/2008/mr_112008.htmI>. Last accessed 4 December 2008.
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Summary

Audit approach

Audit objective

9. The audit objective was to assess how well agencies manage their
websites. Particular attention was given to the audited agencies’ website
purposes, risk management and planning, policies, content management
procedures, and performance monitoring and reporting. These elements
provide the framework for the design, implementation and operation of
websites.

10. There are a range of other elements associated with website
management, including specifications development and testing through to
system management, technical support and security checks. These other
elements were not examined in this audit.

Audit coverage and methodology

11. The audit approach was divided into two parts. The first part of the
audit involved the ANAO surveying 40 agencies to obtain a broad
appreciation of agencies” website management practices. All agencies provided
a response to the survey.

12. The second part involved an examination of the management of five
websites in three agencies. The sites were the Australian Bureau of Statistics
website, the Department of Agriculture, Fisheries and Forestry website and its
e-Permits website, and the Department of Foreign Affairs and Trade website
and its Passports website.

13. To guide the assessments of agencies’ website management
documentation, the ANAO developed a ‘decision tree’ that categorises
websites based on their function and associated risk level. The ANAO
identified that agencies with critical or large sites have higher service delivery
risks. In these circumstances, an agency’s website management should be
underpinned and informed by its broader risk management framework. In
particular, management should be supported by specific consideration of
website risks, planning, policies, procedures, and performance monitoring and
reporting. In comparison, websites that are not critical or large would have
lower risks, and therefore it would be sufficient that their website governance
be incorporated within agency-wide ICT management documentation.

14. The ANAO assessed the level of the five websites’ management
documentation, having regard to its adequacy, scope, currency, and alignment.
ANAO Audit Report No.13 2008-09
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15. Deciding on where a website fits within the assessment model is a
decision for each agency to make. However, for the purposes of this audit, the
ANAO classified one of the five audited websites as being of significant risk to
agency service delivery, with the other four sites classified as moderate risk to
agency service delivery. The three agencies managing the five audited websites
had multiple websites.

Overall audit conclusion

16. Over the past decade Australian Government agencies” use of websites
to provide information and services has grown significantly, to the point that,
at the beginning of 2008, the Australian Government had more than 800
websites accessible via the Internet. Websites are now an integral part of
program delivery for many agencies in contributing to program outcomes.

17. Effective website risk management, content management and
monitoring provide a sound basis for the design, implementation and
operation of websites, helping to ensure that appropriate and current
information and services are delivered at planned levels. Sound website
management will be underpinned by a clearly stated purpose developed in
association with an agency’s business goals and risk management. Such an
approach allows the significance of a website to service delivery to be taken
into account by agencies in making decisions on website management.

18. Overall, the ANAO concluded that, for the five websites examined in
the three audited agencies, management processes and practices provided an
adequate level of support for the delivery of information and services via those
websites. However, given the increasing emphasis on the use of websites for
service delivery, the audit identified scope to improve the three agencies’
website management.

19. While the audited websites each had a purpose, for most it was not
clearly stated and there was little documentation showing how the purpose
guided decisions on website use. This made it difficult for the owner agencies
to monitor the contribution and impact of each website to the relevant
program and agency outcomes.

20. The survey data identified considerable diversity in the number, size,
and type of websites and supported the importance of website management
being tailored, taking into consideration risks. For example, one large agency
had 96 websites, and the surveyed agencies” websites varied in size from 35 to
900 000 pages. Agencies with multiple or large websites faced increased risks
ANAO Audit Report No.13 2008-09
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Summary

associated with opening and closing websites, and managing growth in
website content. The level of supporting website risk management
documentation could be improved given each website’s risk profile, and that
each of the agencies had multiple sites.

21. A majority of the website risk management documentation for the
audited agencies was covered in ICT security documentation, but varied in
both the scope and type of the risks covered. In addition, two of the audited
websites had not reviewed their website risks for up to three years. In this
time, one of these sites had changed from an information-only site to a
transactional site, while another site’s purpose also had changed. Periodic
review and treatment of risks, specifically where the website has undergone
significant change, reduces the likelihood or consequence of new or emerging
weaknesses or threats to the achievement of program outcomes. This is
particularly important for websites that are integral to service delivery given
the key role of websites with customers and other stakeholders.

22. The audit also identified that government websites are growing in size,
which by its nature influences the risks of websites containing inaccurate,
superfluous and or outdated information. Four of the five websites examined
had adequate processes to record changes to website content, archive these
changes, and to record approvals. However, one of the websites, important to
the provision of information to the public, had no documentation to specify
content management processes. This increased the risk of the agency
publishing misleading information.

23. Also, agencies with large or high risk websites can benefit by
introducing automated content management systems. These systems provide
assurance that website content will not be published without approval, and
they store website content changes, and retain copies of documents prior to
changes being made.

24. All of the audited agencies monitored website user activity and
satisfaction. However, none of the audited agencies reported specifically on
how their websites were meeting their respective purposes and how they were
contributing to agency business goals. Also, most agencies had little
information on the costs of operating and maintaining their websites. Agencies
with websites that pose significant risks to service delivery or that have
multiple websites would benefit from an improved understanding of their
website user activity, performance, and cost information.
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25. The ANAO has made four recommendations aimed at improving the
management of websites which are integral to agencies’ service delivery. In
particular: the development of a clearly stated purpose for each website;
strengthening agencies” decision making through improved risk management;
reviewing content management processes and practices; and strengthening
performance monitoring and reporting.

Key findings

Website Management Framework (Chapter two)

26. Four of the websites examined did not have a clearly stated purpose,
and there was little documentation showing if the purpose for each of those
websites had been met, and how the purpose aligned with each agency’s
business strategy. Clearly stating a website purpose assists each agency to
manage its website risks, monitor, evaluate and report on website
performance, and/ or its contribution to the program’s outcomes.

27. The audited agencies would benefit from improving their website risk
management and policies. For example:

J two of the sites categorised as being of moderate risk to service delivery
had not reviewed their website risk documents for up to three years. In
this time, one of these sites had changed from an information-only site
to a transactional site, while the other site’s purpose also had changed;

. four of the sites, three assessed by the ANAO as of moderate risk and
one of significant risk to service delivery, had a variety of website
management policy documents that were managed by different areas
within the agency. This complicated website management; and

. three agencies did not have policy on opening and closing websites.
Agencies with criteria for opening and closing websites are more likely
to reduce the likelihood of an agency duplicating some of its services
through multiple sites, and are more likely to control their website
costs.

28. The three audited agencies had multiple websites, with only one
having a website plan to manage its websites and a list of its websites. They
had five, 52 and six sites respectively. The survey responses showed that — of
the 40 agencies — 26 had multiple websites, of which 20 had not planned the
future of their websites over the next three to five years. The extent of some
agencies’ reliance on websites is evident, for instance, in how one large agency
ANAO Audit Report No.13 2008-09
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Summary

with multiple programs had 96 sites. The nature of an agency’s website
planning depends upon the number of sites, their complexity, changing
technology, and costs. The findings from the three agencies and the survey
responses showed a majority of agencies did not plan the future of their
websites over the short to medium term.

29. The 40 surveyed agencies had 504 websites of which 99 agency sites
had a domain name® other than .gov.au, with sites varying in size from 35 to
900 000 web-pages. This shows that agencies are increasingly using websites to
provide information and services, with some agencies relying more heavily
than others on this channel to provide information and services. It also shows
that the Government’s website presence includes domain names other than
.gov.au. There is very little information available about non .gov.au sites: for
example, on whether non .gov.au sites are increasing and why they exist
outside the .gov.au domain.

30. Four of the five websites had adequate documentation to support their
content management, and had processes and procedures to approve changes
to website information and to archive the latter. The fifth site, which was large
and important to service delivery, changed its content while not having
documented processes to approve those changes. This agency advised that it
was reviewing its website management and investigating whether specialist
software can improve its website content management.

31. The two agencies using well developed specialist software had an
increased capacity to manage changes to web content and the approvals for
that content. Agencies with large and/ or multiple websites that do not use
specialist software to manage content are encouraged to examine the benefits
and costs of introducing specialist software for that purpose.

Website Performance Information (Chapter three)

32. The three audited agencies monitored and prepared reports for
management on website user activity and performance. However, the three
agencies mainly used raw user activity data in their reports to their
management, with little explanation as to what the data meant. This type of
reporting provided minimal benefits. For example, one agency recorded

A domain name is an address used to clarify and locate computers and web pages on the Internet, and
ends with, for example, .au. Any site that ends with an .au is a site built specifically for Internet users with
Internet Service Providers located in Australia. Within the .au domain there are a number of second level
domains with specific purposes. Examples of these are .gov.au, .com.au and .org.au. AGIMO is the
delegated authority to assess individual domain name applications for the Commonwealth.
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weekly the number of website hits, and provided this raw information to
management. The data showed a steady increase in the number of hits on its
website. This information was not accompanied by an explanation or analysis.
Improved analysis and reporting of website performance is most useful when
it informs management of how, over time, the website is meeting its purpose
and contributing to program and agency outcomes. The information is also
useful when it identifies operational and management areas for improvement.

33. Websites are now an integral component of program delivery for most
agencies, particularly for agencies with significant or multiple websites.
Therefore, it is advisable that agency executives understand how their websites
are performing, and how they contribute to program and agency outcomes.
The audit identified that several of the surveyed agencies that had significant
or multiple websites did not report website performance to their Chief
Information Office (CIO) or Executive. Performance reports for key agency
staff, such as, the CIO, Executive and website owner, would benefit agencies
by identifying roles and responsibilities, providing advice on user activity and
identifying issues that required action to improve services.

34. It would be beneficial for the three agencies to further develop and
document their website monitoring and evaluation methods, including the
development of performance targets.

35. The survey results highlighted that only six of the 40 agencies
maintained firm website cost data. Based on estimates provided, website costs
across the 40 agencies ranged from $10 000 for a small information-only
website, to $15 million per annum for an agency with one large site with
significant transactions. The ANAO noted there are other costs involved in
using websites, such as in the development and administration of content. This
limited information on the total cost of websites pointed to how only a small
number of agencies monitored their website costs, and compared them with
the costs of other service delivery channels.

36. The amount spent by the Australian Government in managing its
websites is significant. Survey cost data for 35 of the 40 agencies shows total
expenditure on websites was $51.5 million in 2005-06 and $55 million in
2006-07. This represented an increase of approximately six per cent. In
addition, the survey showed that website costs averaged about seven per cent
of total ICT expenditure.
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Summary

Summary of agencies’ responses

37. Each of the audited agencies, together with AGIMO, agreed with the
four recommendations. Where provided, agencies” additional responses to the
recommendation are included in the body of the report, and agencies” general
comments are included in Appendix 1.
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Recommendations

The following recommendations are based on findings from fieldwork at the audited
agencies and survey results, and are likely to be relevant to all APS agencies.
Therefore, all APS agencies should assess the benefits of implementing the
recommendations in light of their own circumstances, including the extent that each

recommendation, or part thereof, is addressed by practices already in place.

Recommendation
No.1

Para 2.15

Recommendation
No.2

Para 2.29

Recommendation
No.3

Para 2.86

Recommendation
No.4

Para 3.54

The ANAO recommends that agencies develop a clearly
stated purpose for each of their websites that aligns with
the agency’s business goals, and periodically review
whether they have achieved the purpose.

The ANAO recommends that agencies with websites
that are integral to service delivery, consider the risks to
these websites in the preparation of organisational risk
management plans.

To assist agencies manage the content on their websites,
the ANAO recommends agencies:

(a) periodically review, remove and archive website
content that is inaccurate, superfluous or
outdated;

(b) document roles and responsibilities; and

(©) develop and implement arrangements to

approve and record changes, and subsequently
archive them.

To assist agencies manage the costs of multiple or large
websites that are integral to an agency’s service delivery,
the ANAO recommends agencies periodically monitor
and report on website costs, and, in the context of
program performance compare website costs against
other service delivery channels.
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Audit Findings
and Conclusions
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1. Background and Context

Background

1.1 In 1997, the Australian Government ‘committed to all appropriate
services being deliverable on the Internet by 2001".7 Since then, government
agencies have increased their use of websites, accessible via the Internet to the
point that, at the beginning of 2008, the Australian Government had more than
800 websites.8

1.2 Government agencies deliver a wide range of programs and services to
the community through various means, such as agencies’ shopfronts, call
centres, educational material, and via the Internet.

1.3 The most common role of agencies” websites is to provide information
about services to the public. However, recent technological improvements
have allowed agencies to deliver through their websites a wider range of
services. Examples include how the public can now access a wide range of
statistics, lodge tax returns and apply for Medicare cards online. In addition,
the Australian Government Online Service Point <www.australia.gov.au>
assists the public by providing links to information and services on its websites
as well as on selected state and territory resources. By accessing
<www.australia.gov.au> users can search over three million government web

pages.
1.4 Agencies are using websites increasingly for their work because of its

speed and widening acceptability. A more complete snapshot of the growing
importance of websites in delivery of government information and services is

shown in Figure 1.1.

Investing for Growth — The Howard Government’s Plan for Australian Industry, 1997. Available at
<http://pandora.nla.gov.au/pan/32884/20080307-
0000/backingaus.innovation.gov.au/docs/statement/invest growth.pdf>. Last accessed 4 December
2008.

& AGIMO advice.
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Figure 1.1
Snapshot of Australian Government Internet use’
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Source: ANAO analysis of AGIMO information.

1.5 An agency’s website management approach should take into account
the significance of its sites to service delivery and/ or the number of sites it
manages. In general, agencies with large or multiple websites or websites with
significant numbers of transactions, especially financial transactions, would be
expected to have a more rigorous management regime in place than those
agencies with single and small sites.

1.6 With the increased investment and user reliance on government
websites to obtain information and services, it is important for agencies to
develop and implement sound approaches to manage their websites. Poorly
managed websites not only increase the risk that information and services are

A domain name is an address used to clarify and locate computers and web pages on the Internet, and
ends with, for example, .au. Any site that ends with an .au is a site built specifically for Internet users with
Internet Service Providers located in Australia. Within the .au domain there are a number of second level
domains with specific purposes. Examples of these are .gov.au, .com.au and .org.au. Domain names
other than .gov.au were not included in the estimate of 1100 registered .gov.au. domain names, and
some of the .gov.au domain names are redirects, mail servers and some are not operational, (AGIMO,
April 2008). AGIMO is the delegated authority to assess individual domain name applications for the
Commonwealth.
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not provided to website users at reasonable cost to government, but also by

their nature can have adverse impacts on other service channels such as extra

work loads for call centres and inquiry outlets.

The benefits of delivering government information and services
using websites

1.7

Agency websites, if managed properly, can be an effective, efficient and

economical way of providing information and services to users. Well managed
websites benefit both users!® and agencies by:

Delivering services that are responsive to user needs. Improvements
in Information and Communication Technology (ICT), including
websites, allow agencies to provide services that better meet the
requirements of individual users. For example, registrations allow
users to ‘“personalise’ their contact with agencies. In turn, this allows
users to receive or request information on their entitlements and
responsibilities, and other information of relevance to them.

Integrating related services. Agencies can work cooperatively using
websites to deliver services to users. Agencies are now able to use
websites to ‘bundle’ their services and reduce the need for users to
repeat the same, or similar, processes with different agencies. For
example, the Department of Human Services allows citizens to use their
accounts with either Centrelink, the Child Support Agency or Medicare
Australia, to access the services of the other two agencies. This is done
through a form of account linking.

Delivering information and services to users economically. Well
managed websites allow agencies to deliver information and services to
users, at reduced cost. That is, agencies are able to supplement
potentially more expensive service delivery methods, such as telephony
and direct user contact, with potentially less expensive websites.

Ensuring convenient access to government services and information.
The availability of website information at any time makes accessing
government services more convenient for users. This is particularly
useful for rural communities; persons with certain disabilities; and
persons who are not able to access government offices during business
hours.

10

For the purposes of this Report, ‘users’ refers to any individual able to access agency websites.
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Figure 3.7

Average of total website costs as a percentage of total ICT costs by
agency group for 2005—-06 and 200607
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3.41 Figure 3.7dhows: 1

X the &verage tf Website ¢ostsds 4 $hare tf fotal ICT tostsfbr #achagency 1
group that frovided &ufficient Information: 431

website tostsdveraged 8.1 der tent bf fotal ICT tostsih 2005-06,1
falling dlightly o Z.3der éentih 2006-07;1

for bw tost dgencies,ebsite tostsdveraged 6.7 der gent &f fotal 1
ICT tostsih 2005-06falling fio 5.3 der tentih 2006—-071

for inedium tost dgencies,vebsite tostsdveraged 1.4 fer tent bf 1
total 1CT tostsih 2005-06,teclining 10 8.5 fer tent in 2006-0771
and 1

2 Website costs include all hardware, software and staff costs for website development, operation,

maintenance, gateway, and decommissioning.

3 28 agencies provided sufficient information for this calculation for 2005-06 and 29 agencies for 2006-07.
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- for high cost agencies, websites costs as a share of total ICT costs
averaged 10.2 per cent in both 2005-06 and 2006-07.

3.42  Survey data for the 35 agencies that provided the information showed
total expenditure on websites was $51.5 million in 2005-06 and
$55 million in 2006-07. This represents an increase of approximately six per
cent. In addition, the survey results for these agencies showed that website
costs averaged over seven per cent of total ICT expenditure.

Agency reporting on website performance

3.43  Effective reporting of website performance allows agency staff and
executives to make informed decisions regarding website management even if
they are not experts in the operations of the websites. It also allows agencies to
effectively assess the performance of the channel.

3.44 The ANAO examined website reporting to management for the five
sites.

Figure 3.8

Assessment of agency website performance reporting

'g’ Comprehensive 1 site
=

?l). Moderate 2 sites

% Minor 2 sites

o

(]

= None

Low Moderate | Significant

Assessment of website risk to
agency service delivery

3.45 Figure 3.8 shows that the performance reports prepared on the five
websites varied in quality and content. The agency managing the website
categorised as being of significant risk to service delivery prepared detailed
reports on website performance. One such report, prepared on a quarterly
basis, covered:

. key satisfaction measures such as content, visual presentation,
structure, search functionality, and navigation;

. summary of the quarter including changes from the previous quarter,
product releases, and media coverage;
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. other key measures such as top query topics and top google search
terms;

. customer feedback from completing the online comment form; and

. other research conducted by an external organisation relating to

availability and quality of the website.

3.46  The three agencies reported on website performance to their executive
using raw user activity data, with little explanation as to what the data meant.
Also, none of the audited agencies reported specifically on how their websites
were meeting their respective purposes and how they were contributing to
agency business goals. Also, one agency, managing a website that provides
large amounts of information for public use, reported only on page views and
most downloaded pages to the executive with little explanation of what it
meant. The case study below illustrates this agency’s use of raw website user
activity data with little explanation of the user activity data.

Use of website hits as a performance measure

An agency which relied heavily on its website to provide information to users had
three key performance measures to assess website performance. One of its key
performance measures was website hits.

Website hits refer to the number of times all website files (including images) have been
viewed, and each hit is a single entry on a server log file. A single web page could
include 50 files (1 html file, 49 graphic files) and generate 50 hits.#

The agency recorded the number of website hits it receives each week and provided
this information to the secretary of the agency on a monthly basis. Over two years the
data showed a steady increase in the number of hits on its website. This website hit
information was not accompanied by an explanation or analysis. Did an increase in the
number of website hits mean an improvement in the success of the website as a
mechanism to provide information to users?

If website hits are used as a measure of website performance, statistics should be
accompanied by an explanation of potential causes for increases and decreases in hits.
The reason for this is that increases in website hits may:

J not represent an increase in the number of visitors to the website. For example,
if an agency increased the amount of graphics or other files on its website
homepage it would receive more hits, even if the number of users visiting the
site remained the same over time; and

o be an indication of a poorly functioning website. If it is difficult to find

“  AGIMO Better Practice Checklist, 11 Website Usage Monitoring and Evaluation, version 1, p. 8,

Canberra, 2004. Available at <http://www.finance.gov.au/e-government/better-practice-and-
collaboration/better-practice-checklists/website-monitoring.html>. Last accessed 4 December 2008.
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information on a website, users may access several pages that are not relevant
to their information search. This increases the number of website hits.

For the website hit data provided to the agency’s staff and executives to be meaningful,
ideally the agency would investigate the reasons behind variations in the data.
Without this analysis, the raw website hit data is not a useful measure of the
effectiveness of the website, and can be potentially misleading.

Consequently, agency staff and executives were not advised on whether the increase in
hits was an improvement in the success of the website as a mechanism to provide
information to users, or a measure of an ill-designed site.

3.47  This case study shows that collecting website user activity data and
reporting it as collected provides limited benefits. It would be more beneficial
to analyse data to understand what factors influenced users.

3.48 The other website, a small transactional site, important to its target
audience, reported information on manual versus electronic lodgement of
applications, on a weekly and annual basis. It would be beneficial for these two
agencies to better analyse the website information they collect and present it in
a way that will assist management to identify weaknesses or risks, make
decisions, and improve service delivery.

3.49 In addition, one of the agencies had developed a website performance
measurement framework, although it was in draft format and not complete at
the time of the audit. This framework outlined measures to be used, their
objectives, sources, and key performance indicators. Also, one of the agency’s
reporting of website performance contained mainly raw user activity data
encompassing numbers of hits, website pages viewed, top pages viewed, and
file downloads, with little interpretation of the results.

3.50 The consequence of poor performance reporting for websites that are
significant to service delivery or agencies with multiple websites is that
agencies will not fully understand how their sites are meeting their purposes,
achieving their program outcomes, and meeting user needs.

Survey results

3.51 The survey identified that several of the surveyed agencies that had
significant or multiple websites did not report website performance to their
Chief Information Officer or Executive.

3.52 As websites are now an integral component of program delivery for
most agencies, particularly for agencies with significant or multiple websites, it
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is advisable that agency executives understand how their websites are
performing, and how they contribute agency outcomes.

3.53 In complete reporting of website user activity and satisfaction data
increases the risk that where changes are required to improve website service
delivery they are neither made nor implemented in an effective manner. This
could lead to unsatisfied users seeking services through another means, such
as counter service, or ignoring the agency’s services.

Recommendation No.4

3.54 To assist agencies manage the costs of multiple or large websites that
are integral to an agency’s service delivery, the ANAO recommends agencies
periodically monitor and report on website costs, and, in the context of
program performance compare website costs against other service delivery
channels.

Agencies’ responses

3.55 Each of the audited agencies and AGIMO agreed with the
recommendation.

Australian Bureau of Statistics

3.56 As a strategic information asset ABS ensures that website costs are
monitored and reported and that investment plans are aligned with ABS
strategic directions in relation to dissemination. ABS has recently invested in
enhanced website analytic software which when implemented will provide a
greater level of detail on who is using the website, how customers navigate the
site and how the site is being used. This information will be used to refine
investment decisions and shape future developments for the ABS website.

Department of Foreign Affairs and Trade

3.57 The department has two websites which are integral to service delivery
— namely for passports and consular services (Smartraveller). Both the
Australian Passports Office and CPD will assess and report on website costs
against costs of other service delivery modes.
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Australian Government Information Management Office

3.58 Finance supports this recommendation, but considers that it should
apply to all agency websites, not only those that are deemed to be large or
integral to service delivery. It is also noted that the recent Gershon Review of
ICT Expenditure within FMA agencies found a wide variation in the reported
cost of websites across agencies.

== 2=

Ian McPhee Canberra ACT
Auditor-General 16 December 2008
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Appendix 1: Agencies’ responses

This Appendix contains general comments received on the audit report that are not
shown in the body of the report.

Each of the agencies selected for the audit and AGIMO were provided with the
opportunity to comment on the proposed audit report in accordance with the
provisions of section 19 of the Auditor General Act 1997.

Agencies’ responses to the recommendation have been included in the main
body of the report under the subheading ‘Agencies” responses” directly
following the recommendation.

General responses are reproduced below.
ABS advised as follows:

The ABS agrees with the findings of the ANAO report into Management of
Government Agencies websites. As the primary dissemination channel for
ABS publications, continued development of the website is integral to the
ABS’s mission to support informed decisions through the provision of high
quality statistical outputs. The ANAO audit findings provide a solid
governance framework for managing agency websites and the ABS has
undertaken a review of existing governance strategies to ensure that best
practices outlined in the ANAQ report are captured and implemented.

DAFF advised as follows:

The Department of Agriculture, Fisheries and Forestry welcomed the
opportunity to participate in the audit into Government Agencies” Management of
the Websites. The department notes the views formed by the ANAO and agrees
with its recommendations.

DFAT advised as follows:

The Department of Foreign Affairs and Trade (DFAT) welcomes the ANAO’s
report of its performance audit into Government Agencies’” Management of their
Websites. DFAT agrees with the main conclusions of the report. An important
challenge for DFAT is to manage the risks associated with the substantial
growth in website content in recent years — including the need to ensure that
material is accurate and up-to-date. DFAT hosts some websites which are
important to service delivery and note that some of the report’s
recommendations are targeted at such websites.
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DFAT accepts each of the ANAO’s recommendations.

The department is currently in the process of reviewing its website goals and
practices, and is developing a DFAT Website Strategic Plan to provide a
comprehensive framework for their management and operation.

The management of website content to ensure it is accurate and up-to-date is a
fundamental requirement of sound website management. DFAT proposes to
formalise improved management and control of website content through the
adoption of a Website Publishing Style Guide and supporting policies and
procedures. The department will encourage greater responsibility by line areas
in reviewing their web content.

DFAT will attach greater importance to the monitoring and reporting of
website costs. It considers that the internet represents a cost-effective means of
contributing to its goals, particularly given its websites are mostly devoted to
the provision of information.

In implementing the ANAQO’s recommendations DFAT proposes to
complement the proposed DFAT Website Strategic Plan and Website
Publishing Style Guide with other website policy and administrative
initiatives, including an audit and review of website content, and better
defining roles and responsibilities within the department for improved
website governance and operations.

AGIMO advised as follows:

Finance notes the two previous ANAO audit reports (No. 26, 2004-2005
Performance Audit - Measuring the Efficiency and Effectiveness of E-
Government and No 30, 2003-2004 Quality Internet Services for Government
Clients — Monitoring and Evaluation by Government Agencies) made findings
and recommendations similar to those in this audit report in respect to website
evaluation, monitoring and the use of website metrics, website objectives and
planning. This suggests that these issues have not been addressed
appropriately by many agencies and that they remain problematic.

While Finance, through AGIMO, has endeavoured to promote best practice, in
the management of agency websites, with the Web Publishing Guide and
Better Practice Checklists, it appears that a concerted whole of government
effort is required to resolve these problems. Such an approach may depend on
stronger governance arrangements for website management best practice and
guidance. The Gershon Review has proposed a stronger “opt-out” governance
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approach for whole of government approaches, which could be applied to the
management of government websites.
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Appendix 2: Government information and
communications technology policy

The Australian Government has been developing and revising ICT policy
relevant to agencies’ website management since 1997. This policy
documentation includes:

. Investing for Growth, the Howard Government’s Plan for Australian
Industry, 1997,
<http://pandora.nla.gov.au/pan/32884/20080307-0000/backingaus.
innovation.gov.au/docs/statement/invest growth.pdf>;

. Government Online — The Commonwealth Government’s Strategy, AGIMO,
April 2000, Federal Government,
<http://pandora.nla.gov.au/pan/30556/20020831-
0000/govonlin/projects/strategy/GovOnlin.htm>;

. Better Services, Better Government — The Federal Government’s
E-government Strategy, National Office for the Information Economy,
November 2002,

<http://pandora.nla.gov.au/pan/32511/20021216-
0000/www.noie.gov.au/publications/NOIE/better services-
better gov/index.htm>;

o Australia’s Strategic Framework for the Information Economy 2004-06 —
Opportunities and Challenges for the Information Age, Department of
Communications, Information Technology and the Arts, July 2004.
<http://www.dbcde.gov.au/ data/assets/pdf file/0018/20457/New SFI
E July 2004 final.pdf>;

. Responsive Government A New Service Agenda 2006 e-Government Strategy,
AGIMO, March 2006,
<http://www.finance.gov.au/publications/2006-e-government-
strategy/index.html>; and

. Defence Signals Directorate — Australian Government Information and
Communications Technology Security Manual — ACSI33, Department of
Defence — Intelligence, Security, and International Policy, September
2007, <http://www.dsd.gov.au/library/infosec/acsi33.html>.
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Appendix 3: ANAO’s reports and publications on

Internet use

This audit is one of a series of audits and other ANAO publications into
Internet related activity commencing from 2001. These audits and other
publications are:

ANAO Audit Report No. 39, 2007-2008, Managing e-Business
Applications — A Follow-up Audit;

ANAO Audit Report No. 45, 2005-2006, Internet Security in Australian
Government Agencies;

ANAO Audit Report No. 23, 2005-2006, ICT Security Management;

ANAO Audit report No. 26, 2004-2005, Measuring the Efficiency and
Effectiveness of E-Government;

ANAO Audit Report No. 30, 2003-2004, Quality Internet Services for
Government Clients — Monitoring and Evaluation by Government Agencies;

ANAO Audit Report No. 33, 2002-03, Management of e-business in the
Department of Education, Science and Training;

ANAO Audit Report No. 13, 2001-2002, Internet Security within
Commonwealth Government Agencies; and

ANAO Better Practice Guide, April 2001, Internet Delivery Decisions: A
Government Program Manager’s Guide.
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Agency Name

Department of Agriculture, Fisheries and
Forestry

Agencies surveyed“

Agency Name

Australian Centre for International Agricultural
Research

Department of Communications, Information
Technology and the Arts

Australian Communications and Media
Authority

Department of Defence

Australian Crime Commission

Department of Education, Science and
Training

Australian Prudential Regulation Authority

Department of Employment and Workplace
Relations

Australian Taxation Office

Department of Environment and Water
Resources

Australian Trade Commission

Department of Families, Community Services

and Indigenous Affairs Centrelink
Department of Finance and Administration Comsuper
Department of Foreign Affairs and Trade Crimtrac

Department of Health and Ageing

Family Court of Australia

Department of Human Services

Federal Court of Australia

Department of Immigration and Citizenship

Geoscience Australia

Department of the Prime Minister and Cabinet

National Blood Authority

Department of Transport and Regional
Services

National Competition Council

Department of the Treasury

National Offshore Petroleum Safety Authority

Department of Veterans’ Affairs

Office of the Commonwealth Ombudsman

Administrative Appeals Tribunal

Productivity Commission

Attorney-General’'s Department

Refugee Review Tribunal

Australian Bureau of Meteorology

Royal Australian Mint

Australian Bureau of Statistics

Therapeutic Goods Administration

45

The survey was sent to agencies in November 2007 before the Federal Government Election. The

agency names listed are prior to the November 2007 election.
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Appendix 5: Chapter 2 survey results

Website purpose

The survey sought advice from the agencies on two matters for each agency’s
main website:

J to indicate if there was a document setting out the purpose of the
website and whether the purpose had been achieved; and if so,

. to identify an purpose from the following options:
- reduced operating costs;
- increased awareness of the agency’s services;
- increased service levels for customers; and/or
- increased access to agency services.

The results for the main websites of the agencies surveyed showed that:

. 10 of the 40 agencies indicated they did not document their purpose;

. 27 of the 40 agencies advised they had achieved their website purpose;
and

. 27 of the 40 agencies advised that their main website purpose was to

increase awareness of agency services. One agency reported that the
main purpose of its website was to reduce operating costs.

Website planning

The survey also sought advice from the agencies on how many websites they
had, how many had a .gov.au and non .gov.au domain names. The following
figure shows the spread of websites across the 40 agencies from least to most.
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Agency .gov.au and non .gov.au websites
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Agencies

Website policy

The survey sought information from the agencies on whether their
documented website management policy aligned with the Government’s four
ICT policy priorities, meeting users’ needs, establishing connected service
delivery, achieving value for money, and enhancing public sector capability.

Only 21 of the forty agencies responded to the question on aligning their
website policy with the Government’s four ICT policy priorities. The results of
the survey showed:

18 agencies reported their website policy aligned with the activity
‘Meeting users’ needs’;

10 agencies reported their website policy aligned with the activity
‘Establishing connected service delivery’;

16 agencies reported their website policy aligned with the activity
‘Achieving value for money’; and

15 agencies reported their website policy aligned with the activity
‘Enhancing public sector capability’.
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Appendix 6:

Features of sound content management

Better practice features of website content management identified during the
examination of agency websites are shown below:

Reference

High quality process

Description

Descriptions and diagrams of website content management
processes that identify:

documentation . roles and responsibilities of agency areas and staff;
. system software for processing content;
. approvals and delegations; and
° connections between the steps above.
Detailed and Detailed procedures documentation for each agency area,
comprehensive person, and system/software. This should link to the process
procedures documentation descriptions discussed above.
documentation

Processes and
procedures for staff
who use that
documentation

Documentation for relevant staff. For example, where content
is drafted by a non-ICT technical staff member, documentation
will be in lay-person’s terms, while documentation for ICT staff
can be technical and detailed.

Sound documentation
management practices

A logical approach to managing and storing website change
management documentation that allows staff to access this
documentation easily.

The use of specialist
software to manage
website content

Specialist software provides agencies with greater control over
managing website content. This includes:

. content approval processes that prevent unapproved
material from being published;

. the ability to identify the staff member responsible for
changes and amendments to content; and

. archiving that allows agencies to ‘restore’ earlier

versions of the website if required.

Well documented
website content
changes and
approvals process

Where it is not cost effective to introduce a specialist system,
archiving processes that document all changes to content and
approvals processes provide assurance that inaccurate or
untimely information is not released.

A sound process generally contains:

a standardised content change request form;

a comprehensive description of the content change;
signatures of authorising officers; and

a system that stores approvals documentation.
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Current Better Practice Guides

The following Better Practice Guides are available on the Australian National Audit

Office Website.

Developing and Managing Internal Budgets
Agency Management of Parliamentary Workflow
Public Sector Internal Audit

An Investment in Assurance and Business Improvement
Fairness and Transparency in Purchasing Decisions

Probity in Australian Government Procurement
Administering Regulation
Developing and Managing Contracts

Getting the Right Outcome, Paying the Right Price
Implementation of Programme and Policy Initiatives:

Making implementation matter
Legal Services Arrangements in Australian Government Agencies
Preparation of Financial Statements by Public Sector Entities
Administration of Fringe Benefits Tax

User—Friendly Forms
Key Principles and Practices to Effectively Design
and Communicate Australian Government Forms

Public Sector Audit Committees

Fraud Control in Australian Government Agencies
Security and Control Update for SAP R/3

Better Practice in Annual Performance Reporting

Management of Scientific Research and Development
Projects in Commonwealth Agencies

Public Sector Governance
Goods and Services Tax (GST) Administration

Building Capability—A framework for managing
learning and development in the APS

Administration of Grants

June 2008
May 2008

Sep 2007

Aug 2007
Mar 2007

Feb 2007

Oct 2006
Aug 2006
Apr 2006
Feb 2006

Jan 2006
Feb 2005
Aug 2004
June 2004
Apr 2004

Dec 2003
July 2003
May 2003

Apr 2003
May 2002
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Performance Information in Portfolio Budget Statements

Some Better Practice Principles for Developing
Policy Advice

Rehabilitation: Managing Return to Work

Business Continuity Management

Building a Better Financial Management Framework
Building Better Financial Management Support
Commonwealth Agency Energy Management
Security and Control for SAP R/3

Controlling Performance and Outcomes

Protective Security Principles
(in Audit Report No.21 1997-98)
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May 2002

Nov 2001
June 2001
Jan 2000
Nov 1999
Nov 1999
June 1999
Oct 1998
Dec 1997

Dec 1997























