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Australian National

Audit Office

Canberra ACT
2 February 2016

Dear Mr President
Dear Mr Speaker

The Australian National Audit Office has undertaken an independent performance audit
in the Defence Science and Technology Group titled Managing Science and Technology
Work for Defence — Defence Science and Technology Group. The audit was conducted
in accordance with the authority contained in the Auditor-General Act 1997. | present the
report of this audit to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian
National Audit Office’s website—nhttp://www.anao.gov.au.

Yours sincerely

(. A e

Grant Hehir
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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Summary and recommendations

Background

1. The Defence Science and Technology Group (DSTG or the Group) is part of the
Department of Defence. Its purpose is to provide specialist science and technology services to
the Australian Defence Organisation (Defence). The Group’s core roles are to support the
Australian Defence Force (ADF) on operations, sustain and improve existing defence capabilities,
assist Defence to be a smart buyer of defence equipment and undertake research aimed at
future-proofing the ADF.

2. DSTG is led by the Chief Defence Scientist and employs some 2300 scientists, engineers,
information technology specialists and technicians. It is a geographically dispersed organisation
with its headquarters in Canberra and its largest facilities in Melbourne and Adelaide. DSTG's
budget for 2015-16 is $432 million, which is 1.4 per cent of the total Defence budget.

3. In April 2013, DSTG released a new strategic plan. While developing this plan the Group
identified that it needed to: more effectively address the longer-term science and technology
needs of Defence, be more agile in its response to the changing science and technology needs of
Defence, and collaborate more effectively with external organisations. Following the release of its
strategic plan, DSTG has been undertaking an active process of reform to address these issues.

Audit objective and criteria

4. The objective of this audit was to assess how effectively DSTG administers the science
and technology work it undertakes for the Australian Defence Organisation (Defence).

5. To form a conclusion against this objective, the ANAO adopted the following high-level
criteria:

° DSTG’s strategic plan supports the effective delivery of science and technology work for
Defence. In particular: DSTG’s strategic plan addresses the Group’s key challenges; and
DSTG has procedures in place to implement its strategic plan and monitor its progress in
doing so.

° DSTG recognises Defence’s strategic priorities for science and technology work. DSTG
has aligned its science and technology capabilities with these priorities and has sound
processes for aligning its science and technology work with these priorities.

° DSTG has sound processes for defining, monitoring and delivering individual pieces of
science and technology work. These processes include regularly reviewing and reporting
on individual pieces of work and considering the need to continue with them.

° DSTG has a strategy for effectively collaborating and partnering with other science
organisations and industry to deliver science and technology work to Defence.

° DSTG measures outputs and outcomes from its science and technology work and how
satisfied its clients are.
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Conclusion

6. Since 2013, the Defence Science and Technology Group has implemented a number of
key initiatives to improve the effectiveness with which it administers the science and technology
work it undertakes for the Australian Defence Organisation. In April 2013, the Group released a
new strategic plan, with a focus on becoming more innovative and collaborative, and better
aligning its work with wider Defence priorities. Following the release of this plan, DSTG
implemented a significant organisational restructure to embed a more client-focused strategic
direction.

7. There remains scope for DSTG to build on these reforms by improving the use of its
Management Information System and strengthening the Group’s performance monitoring and
reporting framework. In particular, DSTG’s Management Information System captures valuable
business data regarding client requirements, tasks and deliverables, but DSTG does not
effectively harness this data to inform senior management’s oversight and review of the Group’s
science and technology work at a strategic level.

Supporting findings

DSTG’s strategic plan

8. DSTG consulted widely, between April 2012 and April 2013, to develop its new strategic
plan. During this consultation process the Group identified that: not enough of its science and
technology work was addressing the longer-term needs of Defence; it was difficult for the Group
to quickly grow a new science and technology capability or divest itself of an existing capability;
and its dealings with external organisations were more transactional than strategic.

9. To address these challenges DSTG's strategy is to be a more valued, collaborative and
innovative organisation. DSTG has also articulated 10 roles that it performs, four of them core
roles:

° supporting Australian Defence Force operations;

° supporting the acquisition of new major Defence capability;

° supporting the sustainment of current Defence capability; and

° future proofing the Australian Defence Force.

10. These core roles provide a useful framework for DSTG to demonstrate how its work

aligns with key Defence activities.

11. To implement its strategic plan DSTG developed 10 strategic initiatives and allocated
$24 million to implement these initiatives over five years. DSTG’s senior managers review the
progress of these initiatives every three months.

12. Following the release of its strategic plan DSTG restructured its organisation to better
align its science and technology capabilities with the major areas of Defence that need science
and technology support.
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Summary and recommendations

Administering DSTG’s science and technology work

13. DSTG records information about its science and technology work in its Management
Information System using three key attributes: client requirements, tasks, and deliverables. The
system provides a sound structure for DSTG to manage its science and technology work.
However, DSTG mostly uses its system to record, organise, track and report on individual pieces
of work and does not use it effectively to group individual pieces of work together and link them
to a strategic goal. DSTG advised the ANAO that it recognises this shortcoming and is intending
to address it through one of its strategic initiatives.

14. The Group’s deliverables vary widely in terms of the type of work undertaken and the
level of management oversight needed to ensure delivery. DSTG does not differentiate between
different types of deliverables and has not identified the appropriate level of management
oversight required for each type of deliverable.

15. DSTG does not have a consistent approach to managing individual pieces of science and
technology work, instead the Group relies on a variety of processes developed locally within its
Major Science and Technology Capabilities. These processes do not provide DSTG, at a strategic
level, with assurance that the progress of individual pieces of work is assessed against planned
milestones or other metrics, or how issues arising from such assessments are addressed.

Collaborating and partnering with external organisations

16. DSTG has established a sound strategic framework for collaborating with external
organisations. This framework includes strategic alliances with industry organisations, and
partnerships with universities and other research organisations.

17. DSTG is trialling a set of metrics to measure the performance of its collaborations and
partnerships with external organisations.

18. DSTG is developing a culture of collaborating with external organisations by:

° training an external engagement manager for each division to support staff in developing
and managing relationships with external organisations;

° seeking to simplify the process by which small-to-medium enterprises can use DSTG's
intellectual property; and

° establishing an industry secondment program for DSTG staff.

19. DSTG has recently changed the way it manages risks associated with collaborating with

external organisations. In 2013 DSTG disbanded its Probity Board, which was responsible for
providing advice on the probity of collaborations and partnerships. At that time, some functions
of the Probity Board were taken up by DSTG’s Advisory Board. In 2015, DSTG also abolished its
Advisory Board. Following the abolition of these boards, DSTG has adopted Defence’s probity
arrangements. There would be merit in DSTG updating its strategic plan, which contains
references to the Probity Board, to reflect these new arrangements.
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Demonstrating organisational performance

20. DSTG consults extensively within Defence to develop a prioritised list of Defence’s
science and technology needs. However, DSTG has recognised that shortcomings with the data
held in its Management Information System make it difficult for the Group to demonstrate
quantitatively the extent to which its portfolio of science and technology work aligns with
Defence’s strategic priorities.

21. In 2014 DSTG introduced a structured program of benchmarking its Major Science and
Technology Capabilities (MSTCs). This program consists of annual internal reviews of all MSTCs,
and a program of rolling external reviews for a quarter of the Group’s MSTCs each year.

22. The Group also conducted client satisfaction surveys in 2013 and 2014. The surveys
indicated that DSTG’s clients were generally satisfied with DSTG but had specific concerns
relating to: DSTG’s approach for reporting the progress of work; the length of time DSTG took to
complete deliverables; and DSTG’s approach to project managing deliverables.

23. DSTG has traditionally described the value of its science and technology work in terms of
high-level outcomes such as: lives saved, risks reduced, money saved and capability enhanced.
In line with this approach, DSTG recently engaged ACIL Allen to undertake an economic
assessment of 10 selected DSTG projects. This assessment calculated the economic benefit to
Australia of these projects to be $5.1 billion.

24, DSTG could strengthen its performance management framework by also reporting
internally on its efficiency and administrative effectiveness in managing science and technology
work, having regard to time and cost expectations.
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Summary and recommendations

Recommendations

Recommendation To better support the management and oversight of DSTG’s science and
No.1 technology work, the ANAO recommends that DSTG establishes
Paragraph 3.23 minimum corporate requirements for the:

(a) consistent recording of key information in DSTG’s Management
Information System;

(b) processes used by DSTG’s Major Science and Technology
Capabilities to monitor and manage the progress of individual
pieces of work; and

(c) use of DSTG’s Management Information System data for
performance monitoring and reporting purposes.

Defence response: Agreed.

Summary of entity response
The Department of Defence’s response to the proposed report is provided below.

Defence welcomes and acknowledges the findings contained in the audit report on Managing
science and technology work for Defence — Defence Science and Technology Group and agrees with
the one recommendation.

Defence has made significant progress on improving management and oversight of science and
technology [S&T] work since the introduction of DST Group’s Strategic Plan. Work has been
progressing to improve transparency and traceability of how DST Group manages S&T capabilities,
program planning and the execution of the program.

Defence has assigned resources to deliver enhanced client engagement, program planning,
consistent project management and governance, and changes to the supporting management
information system.
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Audit Findings
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1. Background

Introduction

1.1 The Defence Science and Technology Group (DSTG or the Group) is part of the Department
of Defence." Its purpose is to provide scientific advice and technological solutions to support the
Australian Defence Organisation (Defence). The Group’s core roles are to: support the Australian
Defence Force (ADF) on operations; sustain and improve existing defence capabilities; assist
Defence to be a smart buyer of defence equipment; and undertake research aimed at future-
proofing the ADF.

1.2 DSTG is led by the Chief Defence Scientist and employs some 2300 scientists, engineers,
information technology specialists and technicians.? It is a geographically dispersed organisation
with its headquarters in Canberra and its two largest facilities in Melbourne and Edinburgh (near
Adelaide). It also has facilities in Brisbane, Sydney, Rockingham (near Perth), Scottsdale (in
Tasmania) and Innisfail (in northern Queensland). DSTG’s 2015-16 budget is $432 million, which is
1.4 per cent of the total Defence budget.?

1.3 Figure 1.1 shows DSTG’s organisational structure. Reporting to the Chief Defence Scientist
are three Chiefs in corporate roles and seven Chiefs of Division. DSTG’s science and technology
work is undertaken in its seven divisions. Each division is divided into Major Science and
Technology Capabilities (MSTC) and, in turn, these MSTCs are made up of Science and Technology
Capabilities (STC). For example, DSTG’s Land Division has four MSTCs and 13 STCs.

1 A group is a major organisational unit within Defence. Until July 2015, DSTG was known as the Defence
Science and Technology Organisation (DSTO).

2 As at 23 September 2015, DSTG employed 2297 people. As some of these people worked part-time, the
number of full-time equivalent DSTG employees at that time was 2167.2.

3 Commonwealth of Australia, Portfolio Budget Statements 2015-16, Defence Portfolio, pp. 13 and 69.
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Figure 1.1: DSTG high-level organisational structure

CEO DSTG

Chief Defence Scientist
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Chief Science Strategy Chief Partnerships Chief Research
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— i Lo National Security and
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Intelligence, Surveillance —
and Reconnaissance
Division
L Chief
Land Division
Chief
Cyber and Electronic —
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Chief Weapons and Combat | —
—  Joint and Operations Systems Division
Analysis Division

Source: DSTG.
1.4  The Chief Defence Scientist reports to the Secretary of the Department of Defence.

Recent reviews of DSTG

1.5 In June 2013, the then newly appointed Chief Defence Scientist requested that an external
panel® conduct a review of how well DSTG manages: its collaborations with external
organisations; the intellectual property it creates; and the transfer of technology to other parties.

1.6 The panel concluded that:

° DSTG’s high-level strategy was disconnected from the day-to-day practices and culture
further down in the organisation;

4 The panel was chaired by Professor Rod Hill from Rod Hill Innovation P/L and comprised of two members
from the former Defence Material Organisation, and one member each from CSIRO, National ICT Australia,
NewSouth Innovations (an organisation that focuses on transforming research discoveries and inventions
created at the University of New South Wales into successful innovations and products), and defence
industry.
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Background

° collaborating with external organisations and commercialising technology are secondary
functions for DSTG and a move to increase these activities will need to be accompanied
by greater recognition of their value and importance across DSTG;

° to improve how DSTG collaborates with industry and other external organisations DSTG
should set up a consultancy unit, a customer feedback survey and an external
engagement advisory committee; and

° DSTG should measure the outputs, outcomes and impacts of its activities.

1.7 In October 2013, the Australian Government established a National Commission of Audit
to review and report on the performance, functions and roles of the Commonwealth government.
The Commission recommended that the Government consider outsourcing DSTG.”

The Commission supports the Government’s commitment to undertake a first-principles review
of Defence’s departmental structure and major processes. Opportunities for further
rationalisation of 25 Defence non-principal bodies should be considered in this context.

The Defence Science and Technology Organisation should be assessed for its outsourcing
potential.

First Principles Review of Defence

1.8 The report of the First Principles Review of Defence, released in April 2015, stated that
DSTG ‘is valued by Defence and national security agencies for its contribution to saving lives,
reducing risk, saving money and enhancing capabilities.’® The report considered that DSTG
‘provides a range of specialised and technical services across both Defence and the national
security community and has developed state-of-the-art technology that is being used across the
world today.”” The report also stated that, on the basis of information reviewed by the review
team, ‘there is no clear case for outsourcing the Defence Science and Technology Organisation
and, in fact, this approach may be detrimental to the support it offers to Defence.’®

1.9  That said, the report concluded that DSTG ‘struggled to articulate clearly to the review
team the value that it contributes to Defence outcomes’.’ As a consequence the report
recommended that DSTG ‘clearly articulate its value proposition. This would include examples and
actual amounts of value created’.'® The report also recommended that DSTG:

° become part of the proposed Capability Acquisition and Sustainment Group™’;
° rationalise its senior leadership;
° establish strong partnerships with key academic and research institutions to leverage the

knowledge of scientists and create pathways into and out of academia and industry; and

5 Commonwealth of Australia, Towards Responsible Government: The Report of the National Commission of
Audit, Phase Two, March 2014, p. 90.

6 Defence, First Principles Review: Creating One Defence, April 2015, pp. 41-42.

7 ibid.

8 ibid.

9 ibid.

10 ibid.

11  This new Group was established to replace the Defence Materiel Organisation, which was abolished in
July 2015.
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° disband its Advisory Board.

1.10 More broadly, the report recommended that Defence review its developmental research
priorities, how these priorities align with future force requirements, and how Defence could use
allied partners to promote innovation and make the most valuable contribution to future Defence
capability.

1.11 The Government agreed with all but one of the recommendations in the report. It did not
accept the recommendation to move DSTG into Defence’s Capability Acquisition and Sustainment
Group, and DSTG remains a separate Group within Defence, albeit with a name change.

Audit approach

1.12  The objective of this audit was to assess how effectively DSTG administers the science and
technology work it undertakes for the Australian Defence Organisation (Defence).

1.13 To form a conclusion against this objective, the ANAO adopted the following high-level
criteria:

° DSTG’s strategic plan supports the effective delivery of science and technology work for
Defence. In particular: DSTG’s strategic plan addresses the Group’s key challenges; and
DSTG has procedures in place to implement its strategic plan and monitor its progress in
doing so.

° DSTG recognises Defence’s strategic priorities for science and technology work. DSTG
has aligned its science and technology capabilities to address these priorities and has
sound processes for aligning its science and technology work with these priorities.

° DSTG has sound processes for defining, monitoring and delivering individual pieces of
science and technology work. These processes include regularly reviewing and reporting
on individual pieces of work and considering the need to continue with them.

° DSTG has a strategy for effectively collaborating and partnering with other science
organisations and industry to deliver science and technology work to Defence.

° DSTG measures outputs and outcomes from its science and technology work and how
satisfied its clients are.

1.14 DSTG has been undertaking an active process of reform, following the release of its new
strategic plan in April 2013. The audit focused on the progress DSTG has made in reforming the
way it: administers its science and technology work; collaborates with external organisations; and
demonstrates its organisational performance.

1.15 The audit focused on the interface between DSTG and Defence and did not consider the
interface between DSTG and other national security organisations. The audit did not examine
DSTG’s Strategic Research Investment program®, instead focusing on how DSTG addresses the
more immediate science and technology needs of Defence.

12 Through this program DSTG conducts strategic research in key areas that are likely to provide game-changing
capability for Defence in the longer term.
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Background

Audit method

1.16 The audit team reviewed Defence records and visited DSTG’s head office in Canberra and
its two largest facilities at Fisherman’s Bend in Melbourne and Edinburgh, near Adelaide. During
these visits, the audit team conducted interviews with DSTG managers and scientists.

1.17 The audit was conducted in accordance with the ANAO auditing standards at a cost to the
ANAO of approximately $461 127.
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2. Defence Science and Technology Group’s
strategic plan

Areas examined
This chapter examines whether:

e DSTG’s strategic plan addresses the Group’s key challenges;

e DSTG has sound processes for implementing its strategic plan and monitoring its progress in
doing so; and

e DSTG has aligned its science and technology capabilities to address the strategic priorities of
Defence.

Conclusion

DSTG’s new strategic plan marks a more strategic approach in the way the Group operates. To
implement this plan, DSTG has embarked on an active process of reform. A significant first step
in this process was a major organisational restructure to better align DSTG’s science and
technology capabilities with the major areas of Defence that need science and technology
support. DSTG has also sought to align its core roles with key Defence activities. DSTG’s senior
managers review the Group’s progress towards implementing its new strategic plan every three
months.

Does DSTG’s strategic plan address the Group’s key challenges?

DSTG consulted widely, between April 2012 and April 2013, to develop its new strategic plan.
During this consultation process the Group identified that: not enough of its science and
technology work was addressing the longer-term needs of Defence; it was difficult for the
Group to quickly grow a new science and technology capability or divest itself of an existing
capability; and its dealings with external organisations were more transactional than strategic.

To address these challenges DSTG’s strategy is to be a more valued, collaborative and
innovative organisation. DSTG has also articulated 10 roles that it performs, four of them core
roles:

° supporting Australian Defence Force operations;

° supporting the acquisition of new major Defence capability;

° supporting the sustainment of current Defence capability; and
° future proofing the Australian Defence Force.

These core roles provide a useful framework for DSTG to demonstrate how its work aligns
with key Defence activities.

2.1 DSTG's Science Strategy and Policy Branch, with the assistance of a major consulting firm
and an internal steering committee, designed a thorough process for developing DSTG’s new
strategic plan. This process included gathering information using four ‘radars’:

° a tactical radar to understand the Defence and whole-of-government environment in

which DSTG would operate over the next five years;
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2.2

Defence Science and Technology Group’s strategic plan

a strategic radar to gain insights from external organisations;
a people radar to gauge staff attitudes; and

a technical radar to determine the broad direction DSTG’s science and technology
capabilities would take over the next five years.

DSTG developed its strategic plan over a year and assigned more than 50 people from

across the Group to gather the information needed.™® During this process DSTG identified the
following key challenges that needed to be addressed by the plan:

2.3

DSTG’s overall strategy was not well understood within the Group and different areas of
DSTG did not easily share knowledge with each other;

DSTG’s science and technology work was mostly focused on addressing the short-term
needs of Defence, and not enough of its work was focused on the longer-term needs of
Defence;

DSTG found it difficult to respond quickly to marked changes in Defence’s needs by
either quickly growing a new science and technology capability or divesting itself of an
existing capability;

DSTG’s business processes varied significantly across the Group, and these processes
were not well documented, communicated or followed by DSTG personnel; and

DSTG’s dealings with external organisations (such as universities, defence industry
organisations, and other research organisations) were driven by short-term needs rather
than longer-term goals.

DSTG’s strategic plan also describes important external challenges facing the Group. The

plan states that:

2.4

Key challenges facing DSTO include the increased blurring of state and non-state threats, military
modernisation in the Asia-Pacific region, global access to commercial off-the-shelf technology
and the rapid progression of cyber capabilities and other disruptive technologies. These external
challenges coincide with a tightening resource environment for Defence.™

DSTG released its draft strategic plan in December 2012. The Group then consulted further

with staff and stakeholders, and amended the plan based on this feedback. The Secretary of the
Department of Defence and the Chief of the Defence Force endorsed DSTG’s strategic plan on
13 March 2013 and the Minister for Defence Science and Personnel endorsed it on 12 April 2013.

DSTG’s vision and strategy

2.5

To address the challenges facing the Group, DSTG’s strategic plan sets out its vision and

strategy. DSTG’s vision is:

... to be a world leader in defence science and technology — indispensable in supporting and
transforming Australia’s defence and national security.”

13
14
15

For example, to undertake its strategic radar, DSTG conducted more than 300 interviews.
DSTO, Strategic Plan 2013-18, 2013, (2014 Update) p. 8.
ibid, p. 10.
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2.6 DSTG’s strategy is to be more valued, collaborative and innovative. In particular, DSTG's
goal is to be a valued advisor to government, support current Australian Defence Force
operations, and play a vital role in ensuring Australia’s defence and national security capabilities
remain at the leading edge by:

collaborating more with industry; and

more effectively integrating a number of innovations to address a Defence science and
technology problem.

2.7 DSTG’s strategy also includes becoming a more efficient and effective organisation that
supports and develops its workforce. To underpin this vision and strategy, the strategic plan
articulates 10 roles for DSTG (see Table 2.1).

Table 2.1: DSTG’s roles

Role Description

Operations Support Australlar] Defence Force operations with science and
technology expertise.
o | Sustainment Provide support to Defence to sustain and improve current capability.
S
8 e Provide support throughout the genesis, development, acquisition
Acquisition . . . . 'l
and introduction to service of a new major defence capability.
Future proofing Investigate client-focussed future concepts, contexts and capability.
@ | Advice to government Shape defe_nce ar)d natlgnal security strategic policy by providing
° expert and impartial advice.
(8}
B | National secu rity Qoordlnate and deliver the science and techr_wology needed to
3 improve whole-of-government national security.
[ . o
X | strategic research S:::;;ilci:ttyresearch into high-impact areas for future Defence

Source: DSTG Strategic Plan 2013—18.

2.8 The core roles set out in DSTG's strategic plan provide a useful framework for DSTG to
demonstrate how its portfolio of science and technology work aligns with key Defence activities.

2.9 DSTG's strategic plan lists DSTG’s attributes which provide value to its stakeholders across
these 10 roles. The attributes most frequently identified are the Group’s: defence domain
expertise, science and technology skills, facilities, and partnerships and linkages with industry and
academia. The plan also mentions DSTG's ‘rigorous independence’ as an important attribute.
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Defence Science and Technology Group’s strategic plan

Box 1: What is defence domain expertise?

into practical use.

Defence domain expertise refers to a deep knowledge of how Defence operates; and of the
science and technology aspects of specific topics of interest to Defence. Such topics include
explosives and aeronautics, and categories and particular types of Defence equipment, for
example, of submarines generally, and Australian Collins Class submarines in particular.
Domain expertise differentiates a scientist from a defence scientist. As well as knowing the
science, a defence scientist has a deep knowledge of how that science can be applied in a
defence domain, and a deep understanding of the defence culture and how to get the science

Does DSTG have sound processes for implementing its strategic plan
and monitoring its progress in doing so?

To implement its strategic plan DSTG developed 10 strategic initiatives and allocated
$24 million to implement these initiatives over five years. DSTG’s senior managers review the
progress of these initiatives every three months.

2.10 DSTG's strategic initiatives are arranged into four themes (see Table 2.2).

Table 2.2:

Theme

Deliver to Defence

DSTG’s strategic initiatives

Initiatives

D1.
D2.

Science and technology excellence
Strategic engagement with client focus

Funding allocated
($°000)

$1 900 over five years
$430 over five years

Shape defence and
national security

S1.
S2.

Big picture analysis on shape of Defence
Grand challenges for safeguarding Australia

$1 200 over five years
$60 over two years

Create and anticipate
tomorrow

T1.
T2.

Fostering innovation

Invigorating Australia’s research efforts in
national security

$1 165 over five years
$73 over two years

Being a valued
organisation with a
more collaborative and
innovative culture

O1.

02.

0s.

0O4.

Leadership, accountability and performance
management

Talent, diversity and career development
pipeline

Transformation of ICT to drive innovation and
collaboration

Best practices for business processes and
administration

$400 over one year
$1 500 over five years
$19 097 over five years

$300 over one year

Source: DSTG.
2.11

DSTG has developed project plans for its 10 strategic initiatives and assigned project teams

to implement these plans. As of January 2015, DSTG had allocated $24 million to implement its
strategic initiatives over the five years covered by the strategic plan, 2013-18.

2.12

Every three months since the launch of the plan, DSTG’s senior managers have reviewed

the status of every strategic initiative. During these reviews, management has heard presentations
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from the project teams, assessed the current and prospective status of the initiatives, considered
likely issues and risks, and agreed any actions or refocusing of effort. Records of these reviews
indicate that senior management has been active and willing to candidly discuss areas of concern
and make adjustments. For example, in respect to strategic initiative D2, strategic engagement
with a client focus, in December 2014, the review process indicated that:

The initiative appears to be heading towards becoming too process-driven. A more strategic
approach is required that involves greater engagement from Divisions, particularly the Senior
Leadership Team. Membership of the working group needs broadening in order to seek input
and support from Divisions, particularly Research Leaders.

2.13 To address these concerns DSTG restructured strategic initiative D2 and developed a new
project plan to implement it. The DSTG Leadership team approved this new project plan in
July 2015.%°

2.14 In addition, the DSTG Leadership Team often discusses the status of the strategic initiatives
at its monthly meetings, and updates of how the initiatives are progressing are regularly provided
to all staff.

Box 2: Updating and changing DSTG’s strategic initiative project plans

The ANAO reviewed changes DSTG made to four of its strategic initiative project plans
between mid-2013 and mid-2015." Typical changes to the plans included summarising
previous achievements, developing more detailed actions for the near future, and organising
the actions into themes to help focus effort.

2.15 To measure progress in implementing its 10 strategic initiatives, DSTG has developed
qualitative success measures for each initiative. Examples of these measures include:

° ‘measurable improvement in research quality and client outcomes’ for strategic initiative
D1;
° ‘processes for planning, managing and reporting of the science and technology program

are consistent and efficient’ for strategic initiative D2; and

° ‘recognition of DSTO as an innovative organisation, both within Defence and externally’
for strategic initiative T1.

2.16 Including quantitative as well as qualitative measures would make it easier for DSTG to
monitor and report on its progress in implementing the 10 strategic initiatives. Between
August 2013 and April 2015, DSTG’s senior managers assessed the status of each strategic
initiative as being on track, or broadly on track.

16  See paragraph 3.10 for further discussion of the work DSTG is undertaking to implement strategic initiative
D2.

17 The ANAO reviewed four of the ten plans with particular relevance to the audit scope: Initiatives D1 and D2
which focused on science priorities, and initiatives O1 and 02 which covered performance reporting and
science skills (see Table 2.2).
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Defence Science and Technology Group’s strategic plan

Has DSTG aligned its science and technology capabilities with
Defence’s strategic priorities?

Following the release of its strategic plan DSTG restructured its organisation to better align its
science and technology capabilities with the major areas of Defence that need science and
technology support.

2.17 DSTG'’s strategic plan states that the Group needs to build distinctive and sustainable
capabilities which demonstrably create impact. Strategic initiative D2 strategic engagement with a
client focus aims to improve the way DSTG takes into account Defence’s priorities at a strategic
level.'8

2.18 Following the release of its strategic plan, DSTG underwent two organisational
restructures. In July 2013, DSTG reduced the number of its divisions from 11 to seven. The
intention of this restructure was to better align the Group’s divisions with the major areas of
Defence that need science and technology support.”® Between March and June 2014, DSTG
introduced a standard approach for organising science and technology capabilities within the new
divisions.

2.19 A Major Science and Technology Capability (MSTC) is now the fundamental unit of
organisation within DSTG. DSTG named and defined each MSTC in defence science terms: that is,
the science the MSTC undertakes plus the defence domain in which the science is applied. With
the introduction of MSTCs, it was also DSTG’s intention to avoid any duplication of science and
technology capability across more than one MSTC.

18 See paragraph 3.10 for further discussion of the work DSTG is undertaking to implement strategic initiative
D2.

19  Five of the divisions focus on a single major area of support: Land, Maritime, Air, Joint, and Intelligence and
National Security. The other two Divisions focus on weapons and cyber-electronics warfare across these five
major areas of support.
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3. Administering Defence Science and
Technology Group’s science and technology
work

Areas examined
This chapter considers the progress DSTG has made in applying a more strategic approach to the
way the Group administers its science and technology work. The ANAO examined whether DSTG:

o effectively uses its Management Information System; and

e has sound processes for monitoring, managing and delivering its science and technology
work.

Conclusion

DSTG has yet to fully embed a more strategic approach to the way it administers its science and
technology work. The Group is able to capture valuable business data regarding client
requirements, tasks and deliverables in its Management Information System (MIS), but does not
effectively use this data to inform senior management oversight and review processes. DSTG
advised the ANAO that it intends to address this shortcoming through one of its strategic
initiatives.

There is also scope for DSTG to improve the quality of data in its MIS and develop a consistent
approach to managing individual pieces of science and technology work. At present, DSTG relies
on processes developed locally within its Major Science and Technology Capabilities for
monitoring and managing this work. In particular, determining the level of oversight appropriate
to the size and type of each piece of science and technology work would assist DSTG to better
manage this work.

Area for improvement
The ANAO has made a recommendation aimed at strengthening the management and oversight
of DSTG's science and technology work.

31 DSTG undertakes a wide range of science and technology work, in a range of scientific
fields, across a geographically dispersed organisation. During audit fieldwork, the ANAO consulted
with scientists from 11 of DSTG’s Major Science and Technology Capabilities (MSTC) and four of its
Science and Technology Capabilities (see Figure 3.1 — the MSTCs visited by ANAO are coloured
light blue). The diversity of science undertaken within these MSTCs includes researching: threats
posed by weapons; aircraft structures; mobile communications; electromagnetic and
environmental signatures made by ADF platforms; high frequency radar; patterns in data; and
human/technology interactions. A summary of the science and technology work undertaken in
each of the 11 MSTCs visited by the ANAO is in Appendix 2.

3.2 To support its staff in administering their science and technology work, DSTG developed
a Management Information System (MIS) in 1987. This system is used to define work, store
information, generate progress reports, and track spending. In 2007, DSTG upgraded its MIS to a
web-based tool, accessed from DSTG’s intranet.
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3.3 DSTG’s strategic plan recognises the importance of improving the Group’s processes for
planning, managing and reporting its science and technology work. One of the success measures
for strategic initiative D2, strategic engagement with a client focus, is to make these processes
more efficient, and ensure they are used consistently across DSTG.*

3.4 In the first year of strategic initiative D2, between April and July 2014, DSTG engaged an
external contractor, Ernst and Young, to assess the current state of its business processes. Ernst
and Young found that:

° DSTG’s business processes varied significantly across the Group, and these processes
were not well documented, communicated or followed;

° to report on the progress of their work, DSTG personnel often needed to manually
manipulate data from various spreadsheets and reconcile data between various
databases of DSTG’s MIS; and

° Secret and Top Secret information cannot be stored on DSTG’s MIS resulting in the
details of work which contained classified information being stored elsewhere.**

Does DSTG effectively use its Management Information System?

DSTG records information about its science and technology work in its Management
Information System using three key attributes: client requirements, tasks, and deliverables.
The system provides a sound structure for DSTG to manage its science and technology work.
However, DSTG mostly uses its system to record, organise, track and report on individual
pieces of work and does not use it effectively to group individual pieces of work together and
link them to a strategic goal. DSTG advised the ANAO that it recognises this shortcoming and
is intending to address it through one of its strategic initiatives.

The Group’s deliverables vary widely in terms of the type of work undertaken and the level of
management oversight needed to ensure delivery. DSTG does not differentiate between
different types of deliverables and has not identified the appropriate level of management
oversight required for each type of deliverable.

Management Information System

3.5  Within its MIS, DSTG uses client requirements to record Defence’s science and technology
needs. DSTG then assigns these client requirements to either a new or existing task. Tasks are the
basic unit DSTG uses to manage its program of work; they are managed by a Task Leader and
usually involve coordinating the work of scientists from different MSTCs and divisions. More than
one client requirement can be attached to a task. The task’s activities describe the work that
needs to be done to produce the deliverables, and the deliverables are DSTG’s products.
Deliverables address a specific client requirement and are intended to be unique and verifiable
(see Figure 3.2).

20 This initiative links with two other initiatives: O3, transformation of ICT to drive innovation and collaboration
and 04, best practices for business processes and administration. The initiatives are listed in Table 2.2.

21 See paragraph 3.10 for details about what DSTG is doing to address the issues raised in the Ernst and Young
report.
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Administering Defence Science and Technology Group’s science and technology work

Figure 3.2: DSTG’s client requirement, task and deliverable structure

—>| Deliverable 1.1
—> Activity 1 :

Client ——>| Deliverable 1.2

Requirement 1

> Activity 2 —>| Deliverable 2.1

——>| Deliverable 2.2
> Task 1 — -

> Activity 5 |————>| Deliverable 5.1

> Activity 8 —>| Deliverable 8.1
(_:"e”t | ———>| Deliverable 8.2

Requirement 2

——>| Deliverable 8.3

Client Task 2 SN Activity 1 Deliverable 1.1
Requirement 3

Y

Client R m—> Deliverable 1.1
Requirement 4

Source: ANAO analysis of DSTG data.

3.6 The MIS provides a sound structure for recording, organising, tracking and reporting on
DSTG’s science and technology work. As at March 2015, DSTG had 1033 approved client
requirements, 133 tasks and 1211 deliverables in its MIS.

DSTG’s use of its Management Information System

3.7 To assess DSTG’s use of its MIS, the ANAO analysed data from the MIS and reviewed, in
more depth, a sample of 60 deliverables and associated client requirements.?

DSTG is not effectively using the hierarchical structure in its Management Information
System

3.8 DSTG mostly uses its MIS to record, organise, track and report on individual pieces of
science and technology work. As a result of this focus on individual items of work:

° as at March 2015, there were a similar number of client requirements and deliverables in
the MIS;
° between February 2013 and February 2015, 47 per cent of client requirements in the

MIS had just one deliverable associated with them; and

° in the sample of 60 deliverables and client requirements reviewed by the ANAO, 15 per cent
of the client requirements were defined so specifically they were indistinguishable from
their associated deliverable.

22 The sample was stratified by DSTG division, by the status of the deliverable (that is, whether it was reported
as on-track, behind schedule or completed), and by the different types of tasks undertaken (as identified in
Table 3.1).
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3.9 DSTG does not effectively use its MIS to group individual pieces of work and link each
group to a strategic goal. This makes it difficult for DSTG’s senior managers to use information in
the MIS to oversee the strategic direction of the Group’s science and technology program and to
understand how DSTG's resources are being allocated and used to achieve its strategic goals.

3.10 DSTG recognises that it needs a more tiered approach to structuring its work. As part of
strategic initiative D2, DSTG is proposing to establish a process for managing the investment of
resources across the Group. DSTG intends that MSTCs would have between one and five
investment goals, which convey the strategic intent of each MSTC, rather than the large number
of client requirements each MSTC currently manages.”> DSTG also recognises that it needs to
regularly review these investment goals and determine whether each goal should continue, be
changed, completed or terminated.

DSTG does not distinguish between different types of deliverables

3.11 DSTG’s deliverables vary widely in terms of type of work undertaken and the length of
time allocated to complete them. The ANAO identified five main types of deliverables in DSTG’s
MIS (see Table 3.1). These five deliberable types would benefit from different management
approaches to ensure successful delivery. However, DSTG has not defined, at a strategic level, the
management oversight appropriate to each type, and the five deliverable types are not
differentiated within the MIS. Of the deliverables captured in DSTG’s MIS in March 2015, the
length of time DSTG had allocated to complete them varied from less than a year to over nine
years. In total, 87 per cent of deliverables were expected to take more than a year to complete.

Table 3.1: Five types of deliverables

Examples of deliverables from
DSTG’s MIS

Type of deliverable

Science and technology projects® e Developing a model of anthrax progression in an individual.

e Urgently developing a device to protect soldiers on operations
from remotely activated improvised explosive devices.

On-going quality assurance testing | ¢ Running a quality assurance program to batch test canisters,
which will be used by Australian Defence Force personnel, for
chemicals of concern.

Activity based work e Attending a scientific trial or a meeting on behalf of a client.

Providing science and technology e Being able to contribute to aircraft accident investigations when
capability at short notice and required.

responding to requests from clients
for science and technology advice
as required e Providing ad hoc advice on surface ship sonar.

e Providing ad hoc support for Project JP 2099.

Supporting long-running major e Supporting Project SEA 1000: Future Submarines.
capital acquisition projects

Note a: A project has a defined beginning and end and is undertaken to accomplish a specific goal.
Source: ANAO analysis of DSTG data.

23 During 2014-15, each of the 11 MSTCs that ANAO visited during fieldwork were, on average, responsible for
27 client requirements. The smallest number of client requirements managed by one of these MSTCs was six
and the largest number was 53.
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Administering Defence Science and Technology Group’s science and technology work

Poorly defined deliverables

3.12 The ANAO also assessed whether the deliverable descriptions used in the MIS clearly
defined the output that DSTG intended to deliver to Defence and its purpose. Some 60 per cent of
DSTG’s deliverables in the sample examined by the ANAO were either poorly or only partially
defined. Examples of poorly defined, partially defined, and well defined deliverables are shown in
Table 3.2. Including unclear or inconsistent deliverable descriptions in the Management
Information System reduces the system’s value as a source of key management information.

Table 3.2: Examples of poorly defined, partially defined and well defined deliverables

DSTG deliverable description

ANAO assessment of deliverable description

lonospheric optical measurements.

Poorly defined

This deliverable does not describe the scope of the
measurements to be taken or define what is specifically to
be delivered to the client.

Delivery of reports, advice and attendance
at meetings requiring DSTO technical
input.

Poorly defined

This deliverable describes a set of activities to be
undertaken, not what is to be delivered to the client.

Investigate the potential for [developing]
image processing algorithms for the
analysis of fatigue fracture surfaces, and
[report] on developments.

Partially defined

This deliverable only partially defines what is to be
delivered to the client and for what purpose.

Provide [science and technology] advice
on simulation assisted techniques to
enhance navy training and competency
certification.

Partially defined

This deliverable is expected to take five years to
complete. For a piece of work of that length, this
description only partially defines what is to be delivered to
the client.

Timely delivery of the Technical Risk
Assessment for [Project] SEA 1439
second-pass [approval].

Well defined

This deliverable specifically describes what is to be
delivered to the client and for what purpose. The
Technical Risk Assessment will be used by Defence to
make decisions about how to progress the project through
the government’s two-pass approval process.

360 degree digital images of ADF aircraft
cockpits to be produced to aid component
identification on accident sites.

Well defined

This deliverable specifically describes what is to be
delivered to the client and for what purpose.

Source: ANAO analysis of DSTG data.
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Does DSTG have sound processes for monitoring, managing and
delivering its science and technology work?

DSTG does not have a consistent approach to managing individual pieces of science and
technology work, instead the Group relies on a variety of processes developed locally within its
Major Science and Technology Capabilities. These processes do not provide DSTG, at a strategic
level, with assurance that the progress of individual pieces of work is assessed against planned
milestones or other metrics, or how issues arising from such assessments are addressed.

3.13 As discussed, DSTG has not determined, at a strategic level, appropriate management
oversight arrangements for its science and technology work. In practice, DSTG relies on processes
developed locally in its MSTCs for this important management function.

3.14 During 2014-15, each of the 11 MSTCs that ANAO visited was responsible for
60 deliverables on average. Of those 60 deliverables, on average, 11 were new to each MSTC and
eight were completed by each MSTC in that year. The ANAO discussed with these 11 MSTCs the
processes they use to monitor and review deliverables, and report progress to clients.?*

3.15 Appropriately, all the MSTCs placed an emphasis on communicating the progress of work
to clients. This communication took place through various means, including:

° annual task reviews and client science and technology conferences;

° other formal meetings including steering groups, working groups, project teams and
committees; and

° frequent interactions between desk officer and DSTG scientists by phone, email or in
person.

3.16 The 11 MSTCs also described to the ANAO the internal processes they use for monitoring
and reviewing work (see Table 3.3). These processes mostly involve face-to-face meetings of the
MSTC leader and the leaders of the Science and Technology Capabilities (STC) within the MSTC, or
meetings of all staff in each STC. The outcomes of these meetings are mostly documented in
notebooks, meeting minutes, briefings or spreadsheets.

Table 3.3: Examples of process used by MSTCs to monitor and review science and
technology work.

MSTC Internal review process for science and technology work

Non-Acoustic This MSTC holds weekly meetings of all STC leaders, monthly meetings within

Signature each STC, for all the STC'’s staff, and an annual MSTC review of each STC'’s

Management work.

Undersea Command & | This MSTC holds weekly meetings of all STC leaders and monthly meetings

Control within each STC, for all the STC’s staff.

Land Vehicles & The most significant form of internal review for this MSTC is its regular science

Systems and technology workshops and presentations. These are held almost
fortnightly.

24  DSTG refers to the areas of Defence who request DSTG to undertake a piece of science and technology work
for them as clients.
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Administering Defence Science and Technology Group’s science and technology work

MSTC Internal review process for science and technology work

Chemical and This MSTC reviews its work through its annual client review.
Biological Defence

Aerospace System This MSTC conducts a range of reviews, comprising: annual MSTC task
Effectiveness reviews; annual helicopter science and technology reviews; an annual ADF
Training Program review; and ad hoc science and technology reviews
conducted by the MSTC leaders.

Aircraft Structures An Aircraft Structures Branch Steering Committee, comprised of senior branch
personnel, reviews each new proposed task for the MSTC. Formal reviews of
the MSTC program occur twice a year. MSTC staff also attend strategic
planning sessions with Defence’s Director-General Technical Airworthiness.

Intelligence Analytics The leader of this MSTC meets weekly with each STC leader individually. The
MSTC also frequently meets with clients and participates in client reviews of
their work.

High Frequency Radar | This MSTC holds weekly executive meetings, attended by the MSTC leader
and the STC leaders and annual Internal Technical Task Reviews.

Assured This MSTC currently has no formal review processes. Informal reviews are
Communications conducted by the MSTC leader and STC leaders.

Electronic Warfare This MSTC conducts reviews on an ad hoc basis. The MSTC stated that this is
Operations due to the nature of research they undertake, which cannot operate to a fixed

timetable. The focus of these reviews is on the way people are doing their
work, and on providing mentoring, guidance and encouragement.

Combat Mission The MSTC leader and STC leaders review the MSTC’s work monthly. The
Systems MSTC did not provide detail of how this occurs.

Source: ANAO analysis of DSTG information.

3.17 Individual scientists consulted by the ANAO were able to speak knowledgeably about the
progress of their science and technology work. However, the differences in local processes limits
the assurance that DSTG can obtain, at a strategic level, that the progress of individual pieces of
science and technology work is being consistently assessed against planned milestones or other
metrics, or how issues arising from such assessments are addressed. Action to address issues may
involve, for example, changing a project’s scope or timeline, or delaying, transitioning or
cancelling a project.

3.18 To supplement these local processes, DSTG personnel are required to generate formal
reports on the progress of their work using information in the MIS three times per year. These
reports, known as ‘desk officer’, ‘one-star’ and ‘two-star’ reports, are reviewed by senior DSTG
managers and are provided to appropriate one-star and two-star managers within each Defence
client.”

25 DSTG provides three levels of reports to its clients. The ‘desk officer’ reports describe the progress of
deliverables, and the ‘one-star’ and ‘two-star’ reports summarise the progress DSTG has made against client
requirements and highlight key achievements.
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3.19 The desk officer reports include information on the status of deliverables. There is a status
field in DSTG’s MIS for deliverables that includes the options: on-track, behind schedule, cancelled
and completed. For deliverables reported in DSTG’s MIS as at March 2015:

° 76 per cent were recorded as on-track or ahead of schedule;

° 11 per cent were recorded as late;

° 8 per cent were recorded as having been completed; and

° 5 per cent were recorded as having been transferred or cancelled.

3.20 For the sample of 60 deliverables reviewed, the ANAO observed that:

° For most of the deliverables in the sample reported as being either ‘on-track’ or ‘ahead
of schedule’, the value of this status report was diminished because:

- the description of the deliverable itself was poorly defined and it was not clear
what was to be delivered;

- the time-frame given for the deliverable to be completed was several years and
no intermediate milestones were identified;

— the due date for completing the deliverable had passed; or

— the type of work being undertaken (for example, on-going quality assurance
testing, activity based work or responding to requests from clients for science
and technology advice as required) did not fit with a status report of ‘on-track’.

° For many of the deliverables in the sample reported as being behind schedule, the status
had been agreed to by the client to allow DSTG to undertake higher priority work for
them. However, there was no clear distinction made between deliverables where
lateness was a concern for the client (and therefore needed closer monitoring by DSTG
management) and those deliverables where the client had agreed to a longer schedule.

3.21 DSTG has been aware of problems with the data collected in its MIS since at least 2009. At
that time, DSTG commissioned a Rapid Prototyping Development and Evaluation®® Quicklook to
review whether DSTG’s MIS was comparable to industry best practice. The review found that the
quality of data in DSTG’s MIS varied greatly and that this variety reduced the quality and accuracy
of the reporting that came out of the MIS. The review also found that DSTG staff often use local
processes and systems to manage their work and viewed the need to enter data into the MIS as
additional work. The review concluded that in similar industries, information systems are the
primary source of information for reporting to management, but this was not the case with
DSTG’s MIS. Furthermore, the review found that there was not corporate acceptance of the value
of the MIS across DSTG. It recommended that DSTG undertake additional work to improve its MIS,
focusing on:

° the metrics needed at different levels of management within DSTG and how the MIS can
be used to measure these metrics; and

° the reliability and accessibility of data held in the MIS.

26  RPDE is a collaboration between Defence, industry and academia which is funded by Defence. It conducts two
main types of activities: Quicklooks and Tasks. Quicklooks involve bringing together an expert panel to
investigate and advise Defence on a specific issue. The panel delivers a report, usually in less than three months.
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Administering Defence Science and Technology Group’s science and technology work

3.22 The ANAO’s findings in this audit indicate that MIS data quality remains variable and this
variability limits the value of the system in supporting strategic oversight of DSTG’s science and
technology work.

Recommendation No.1

3.23 To better support the management and oversight of DSTG’s science and technology
work, the ANAO recommends that DSTG establishes minimum corporate requirements for the:

(a) consistent recording of key information in DSTG’s Management Information System;

(b) processes used by DSTG’s Major Science and Technology Capabilities to monitor and
manage the progress of individual pieces of work; and

(c) use of DSTG’s Management Information System data for performance monitoring and
reporting purposes.

Entity response: Agreed.

3.24 Defence accepts the recommendation. DST Group has commenced a program of work to
enhance the program management system.
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4. Collaborating and partnering with external
organisations

Areas examined
This chapter examines whether DSTG:

e is applying a more strategic approach to the way it collaborates with industry and other
science organisations;

e s actively developing a culture of collaborating with external organisations; and
e has sound governance arrangements for collaborating with external organisations.

Conclusion

DSTG has established a sound strategic framework for collaborating with external organisations,
and is trialling methods to measure the performance of its external collaborations and
partnerships. The Group has also aligned its probity arrangements with those applying more
generally in Defence.

Area for improvement
The ANAO has suggested that DSTG update its strategic plan to reflect changes to its probity
arrangements.

4.1 One of the key goals of DSTG's strategic plan is for DSTG to become more collaborative.
The plan states that DSTG will leverage world-class capabilities, and gain access to a wide variety
of skills through strategic alliances and partnerships with defence industry organisations,

a

cademia and other research organisations, and that these partnerships will assist DSTG in

developing and commercialising its inventions.

4.2 In April 2013%’, the Chief Defence Scientist appointed an external panel®® to conduct a
review of DSTG’s external collaborations and provide guidance on how the Group could improve
them. In July 2013, the panel made 52 recommendations. In summary, the panel recommended
that DSTG:

reform its Business and Commercialisation Office;
improve its external engagement culture;

make its systems and processes for engaging with external organisations more active
and efficient;

use performance measures to monitor outputs, outcomes and impacts of engagement
activities; and

retain some commercial revenue from its inventions.

2
2

7  This was the same time that DSTG was finalising its strategic plan.

8 The panel was chaired by Professor Rod Hill from Rod Hill Innovation P/L and comprised of two members
from the former Defence Material Organisation, and one member each from CSIRO, National ICT Australia,
NewSouth Innovations (an organisation that focuses on transforming research discoveries and inventions
created at the University of New South Wales into successful innovations and products), and defence
industry.
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Collaborating and partnering with external organisations

4.3 DSTG accepted 49 of the 52 recommendations, with some modifications to 13 of them.
DSTG developed 10 engagement initiatives’® to address these recommendations and, in
December 2013, began a three year plan to implement these initiatives. To date, DSTG has revived
its strategic frameworks for collaborating with industry, developed processes to oversee its
participation in collaborations with external organisations, and replaced its Business and
Commercialisation Office with its Technology Partnerships Office. This new Office is intended to
be a hub of engagement expertise within DSTG and, in particular, it is to:

° professionalise and simplify collaboration practices;
° establish a strategic framework for collaborating with external organisations;*° and
° improve DSTG’s processes for collaborating with external organisations.

Is DSTG applying a more strategic approach to the way it collaborates
with industry and other science organisations?

DSTG has established a sound strategic framework for collaborating with external
organisations. This framework includes strategic alliances with industry organisations, and
partnerships with universities and other research organisations.

DSTG is trialling a set of metrics to measure the performance of its collaborations and
partnerships with external organisations.

Strategic alliances with industry

4.4 Since August 2013, DSTG has signed nine new strategic alliances with strategically
important industry organisations. The purpose of these alliances is to formalise long-term
relationships between DSTG and these organisations. Each alliance identifies particular areas of
cooperation between the two parties®® which have the potential to form the basis of joint
projects. As at October 2015, DSTG had nine such projects underway (see Table 4.1) and has
approved a further 14 projects, which have not yet started.

29 These 10 engagement initiatives are in addition to DSTG’s 10 strategic initiatives.
30 Asdiscussed in paragraphs 4.4 to 4.17.

31 For example, the BAE Systems strategic alliance lists nine areas, comprising: submarines; cyber security;
intelligence, surveillance and reconnaissance enterprise; space; electronic warfare and passive radar;
hypersonics; land vehicles; autonomous systems; and corrosion health monitoring and prognostics.
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Table 4.1: DSTG’s strategic alliances with industry

Strategic partner Date alliance signed Projects underway

ASC 13 August 2013 e Main propulsion motor armature bands

e Diesel engine reliability and performance
improvement

e Vibration isolators

Saab Systems 11 September 2013 e ANZAC Class Frigate operations room cyber
vulnerability study

e Maritime command and control

BAE Systems 24 September 2013 No projects currently underway

Australia

Thales Australia 30 September 2013 e 3D models for implementation into a digital human
modelling assessment tool for solider combat
ensemble

Lockheed Martin 3 December 2013 e Autonomous Systems

Australia

Northrop Grumman | 14 January 2014 e Maritime multi-mission unmanned airborne systems

Australia performance and logistics modelling

Boeing Defence 20 January 2014 No projects currently underway

Australia

IBM Australia 10 February 2014 No projects currently underway

Airbus Group 16 December 2014 e ARH fuel tank cap

Australia Pacific

Source: DSTG.

4.5 In September 2015, DSTG'’s Technology Partnership Office advised the ANAO that during
the first 12 months of the alliances, the following key outcomes were achieved: a greater
understanding by industry organisations about DSTG’s future research priorities, and the
relationship between these priorities and Defence projects; and a greater understanding by DSTG
of industry’s capabilities and its research and business priorities. DSTG’s Technology Partnerships
Office stated that:

[Strategic] alliances are long term partnership relationships, which take time to develop. This is
particularly [the case] when alliance projects do not involve the transfer of [money] between the
organisations, but rely [instead] on in-kind and collaborative engagement. For alliance
relationships to be successful, the key foundations ... must be established. As the relationship
builds, business and research interests intersect and joint projects commence.

4.6 Overall, while the fundamentals of the DSTG’s strategic alliances are sound, the alliances
are still in the very early stages of producing science and technology work for Defence. DSTG also
acknowledges that there are challenges in attracting industry partners to collaborate on projects.

Measuring the performance of DSTG's strategic alliances

4.7 DSTG runs a graduate program in science leadership and in 2014, a group of graduates on
this program developed, as a project, a comprehensive set of metrics to measure the performance
of DSTG's collaborations with external organisations. Following on from this work, DSTG is currently
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Collaborating and partnering with external organisations

trialling a set of 61 metrics to measure the performance of each project undertaken within a
strategic alliance and the overall health of each alliance. These metrics are based on five tenets of
collaborative success: communication; trust; commitment to the collaboration; leadership and
governance; and outputs and outcomes. Performance of these tenets is assessed at three levels—
line worker, middle management and senior management—using a five point scale.

4.8 As at October 2015, DSTG had discussed with two of its strategic alliance partners, BAE
and ASC, trialling these metrics before the end of 2015. DSTG intends to roll out the metrics to
other alliances during 2016. Using these metrics will provide DSTG with useful data for managing
and reviewing the performance of its strategic alliances.

Defence Science Partnerships with universities

4.9 In August 2013, the DSTG Leadership Team noted the importance of the Group developing
closer ties with the university sector. Consequently DSTG developed a Defence Science
Partnerships Program which outlines a system of collaborating with universities to produce
mutually beneficial research. DSTG expects:

that these long term partnerships will allow academics to better understand Defence needs and
priorities, will result in research outcomes with greater impact and relevance, and will achieve
more efficient use of national resources by aligning with other research funding sources.

4.10 Defence Science Partnerships are bilateral agreements between DSTG and a particular
research institution. Each Defence Science Partnership is managed by an executive committee,
composed of equal numbers of members from each party, and is to meet at least twice a year.
The committee provides strategic and policy direction and will evaluate the partnerships against
agreed performance measures.*

4.11 The parties to each Defence Science Partnership negotiate activity agreements which lead
to joint projects. These activity agreements generally use one of 12 standard templates. If there is
no relevant template, the parties negotiate a speciality agreement. As at September 2015, DSTG
was conducting work, through 159 activity agreements, with 28 universities.>*> These agreements
are in addition to the 222 agreements between DSTG and universities that were in place before
the Defence Science Partnerships were introduced.

4.12  In May 2015, at DSTG’s Partnerships Week?*, DSTG’s Director of University Engagement>>
noted that DSTG has experienced some difficulty in implementing its new Defence Science
Partnerships in a timely fashion due to: personnel in both DSTG and universities still familiarising
themselves with processes; some universities undertaking extensive legal reviews of the

32 The executive committee positions are: the university partnership manager; the commonwealth partnership
manager; and other persons, preferably with technical and business expertise.

33 Examples of completed work include: improvements to the production of combat ration pack rice, with the
University of Tasmania; and a preliminary flatrack study in support of Land 121, with the University of
New South Wales.

34  DSTG held its first Partnership Week in May 2015. The aim of this event was to open DSTG’s doors to industry
and research organisations in order to: provide them with information on DSTG’ s Major Science and
Technology Capabilities and future research priorities; create new and strengthen existing partnerships;
promote DSTG’s engagement initiatives; and give them access to senior DSTG scientists.

35 DSTG’s Director of University Engagement is a position in DSTG’s Technology Partnership Office.
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partnership agreements; and delays in securing all signatures. In spite of these difficulties,
processing times for new agreements have fallen from an average of 86 days in 2013-14 to
38 days in 2014-15. DSTG advised the ANAO that it started a review of its Defence Science
Partnerships in July 2015.

Strategic relationship agreements with publicly funded research entities

4.13 DSTG has established strategic relationship agreements with several publicly funded
research entities—the Commonwealth Scientific and Industrial Research Organisation (CSIRO) in
June 2013, the Australian Nuclear Science and Technology Organisation (ANSTO) in 2006, and the
Bureau of Meteorology (BOM) in August 2013. These strategic relationship agreements involve
sharing resources, personnel and facilities to perform collaborative projects and are overseen by a
senior steering committee. To date, DSTG has undertaken a number of joint research projects
with CSIRO and ANSTO®, exchanged staff with CSIRO through a secondment program, developed
training programs with ANSTO, and conducted forums with BOM.

4.14 DSTG’s Technology Partnerships Office advised the ANAO that it intends to introduce
standard agreements for DSTG’s publicly funded research entity collaborations, similar to the
Defence Science Partnerships.

International collaborations

4.15 At the time of the audit, DSTG’s mechanisms for collaborating with international
organisations mainly took the form of Memoranda of Understanding, treaties, or similar
instruments to participate in bilateral and multilateral research projects with other countries.?’
Several senior DSTG scientists informed the ANAO that, for relatively little investment, DSTG is
able to access significant benefits through these agreements, including access to new
technologies, research and facilities. In 2012—-13 DSTG spent $24.1 million on its international
collaborations, increasing to $27.2 million in 2013-14.

4.16 In October 2014, the DSTG Leadership Team identified that while the international
engagement arrangements:

serve the purpose for which they were designed, what is currently missing from all of DSTO’s
international activities is a holistic system for managing all of DSTO’s international relationships,
aligned to strategic direction, to meet desired outcomes.

4.17 To this end, DSTG is developing an international engagement framework to:

° align DSTG’s international engagement to DSTG's strategic direction;

° support Defence’s international policy initiatives, and its Capability Plan and the
Approved Major Capability Investment Program;

° support formal international agreements; and

36 For example, DSTG has undertaken research on fuel cells and battery storage capacity for submarines and the
development of sustainable aviation fuels with CSIRO; and DSTG has collaborated with ANSTO to integrate a
radiological sensor with a robotic platform to identify the location of radioactive material.

37 DSTG collaborates with four coalition partners: the US, Canada, the UK and New Zealand. These
collaborations involve the exchange of sensitive, leading edge technologies between the partners.
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° build relationships that will support new capabilities, and will strengthen regional ties
and security in Australia’s region.

Is DSTG actively developing a culture of collaborating with external
organisations?

DSTG is developing a culture of collaborating with external organisations by:
° training an external engagement manager for each division to support staff in
developing and managing relationships with external organisations;

° seeking to simplify the process by which small-to-medium enterprises can use DSTG's
intellectual property; and

° establishing an industry secondment program for DSTG staff.
4.18 To help promote a culture of external collaboration, DSTG has trained one person in each

division to become an external engagement manager. These managers are responsible for
supporting staff to develop and manage external relationships. In particular, they:

° coordinate the divisions’ external agreements with industry, academia and government
bodies;

° run staff training sessions on collaborating with external organisations;

° assist in implementing strategic initiative T1, fostering innovation; and

° update and maintain the divisional agreements in DSTG’s web-based customer

relationship management system.

4.19 DSTG has had difficulty collaborating with small-to-medium enterprises (SME) to
commercialise its inventions. Traditionally, DSTG used licenses that were up to 30 pages long, to
enable industry to use its research to support Defence capability and the Australian economy.
DSTG considers that SMEs often found these licenses to be a prohibitive barrier to collaboration.

4.20 To enable SMEs to more easily commercialise some of DSTG’s inventions, the Technology
Partnerships Office has refreshed its suite of collaboration and commercialisation agreement
templates. One of these templates simplifies access to DSTG’s intellectual property whilst
complying with the Commonwealth and Defence policies, in a document of three pages.®®
Another innovation is a collaborative R&D template which DSTG has recently rewritten using plain
language with the intention of making it easier for SMEs to use.>

4.21 Furthermore, in May 2015, DSTG replaced its numerous divisional contracting panels with
a single point of contact for SMEs wanting to collaborate with DSTG. The Research, Scientific,
Engineering and Other Technical Services (ReSET) panel consists of a number of SMEs that provide

38 The template draws on the principles of ‘easy access IP’ as operated by the University of NSW (UNSW). Under
this arrangement intellectual property is offered for free, provided that the organisations using it can
demonstrate that they will: create value for society and the Australian economy; acknowledge UNSW as the
originator of the IP; provide updates on progress; transfer the IP back to UNSW if it has not been exploited in
three years; and accept that there will be no limitations on UNSW continuing to use the IP for its own
research.

39 Asat November 2015, DSTG had not yet used its new collaborative R&D template with an SME.
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standing offers of services to DSTG in 22 skill categories. The intention of this panel is to make it
easier for DSTG to use the capabilities of these SMEs. As at October 2015, DSTG had arranged 133
contracts valued at $17.6 million with SMEs using the ReSET panel.

4.22 In January 2014, DSTG started to offer its staff opportunities for secondment to industry
for up to 36 months. The aim of these secondments is to build stronger links with industry, give
industry access to DSTG’s research capability, and increase the skills of DSTG staff. During the
secondment the salary of the DSTG employee is paid for by the host organisation, and any
intellectual property generated by the DSTG employee remains the property of the host
organisation. As at September 2015, DSTG had seven staff on industry placements.

Does DSTG have sound arrangements to manage risk when
collaborating with external organisations?

DSTG has recently changed the way it manages risks associated with collaborating with
external organisations. In 2013 DSTG disbanded its Probity Board, which was responsible for
providing advice on the probity of collaborations and partnerships. At that time, some
functions of the Probity Board were taken up by DSTG’s Advisory Board. In 2015, DSTG also
abolished its Advisory Board. Following the abolition of these boards, DSTG has adopted
Defence’s probity arrangements. There would be merit in DSTG updating its strategic plan,
which contains references to the Probity Board, to reflect these new arrangements.

Defence internal audit of procurement practices

4.23 In March 2015, Defence Internal Audit prepared an audit of aspects of DSTG's interactions
with external parties. The audit focussed on working-level practices, rather than DSTG’s strategic
framework for collaborating with external organisations. The report concluded that:

DSTO’s achievements at a strategic level ... have been undermined by poor procurement practices,
which have exposed Defence to unnecessary risk, cost and non-compliance with the
[Commonwealth Procurement Rules].

4.24 The audit made seven recommendations and in June 2015, DSTG advised ANAO that it had
completed implementing five of the seven recommendations, and parts of another one. While
DSTG has made good progress in addressing the recommendations of the internal audit, the
Group needs to maintain its focus on improving procurement practices.

4.25 In addressing these recommendations, DSTG promoted its Defence Science Partnerships
program as a way in which DSTG is applying more rigour to its interactions with external parties.
DSTG highlighted the good practice of the program’s standardised templates, common costing
model and intellectual property arrangements. DSTG also noted that it has developed
procurement and evaluation plans. These plans walk staff through the steps required for carrying
out simple and complex procurements, and evaluating tender responses. DSTG has also
committed to improving its process for approving prepayments of equipment or services and
signing and amending contracts.
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DSTG’s probity arrangements

4.26 In 2011, DSTG established the DSTO Probity Board to produce a probity framework for its
interactions with industry, and to provide risk management advice to the Chief Defence Scientist
on specific industry engagements. The Board produced a guide which provided: advice on when to
engage with industry; a set of guiding probity principles and examples of where conflicts of
interest could arise; and examples of the types of industry interactions in which probity concerns
might arise.

4.27 Once the guide was delivered DSTG abolished the Board, at the request of the then
Assistant Minister for Defence, as a savings measure.*® The Chief Defence Scientist proposed that
its functions be replaced by:

° introducing an agenda item for consideration of probity issues at DSTO Advisory Board
Meetings“;

° having the chair of the Probity Board join the DSTO Advisory Board;

° seeking advice on probity issues from former members of the Probity Board; and

° having the DSTO Advisory Board consider advice received on probity issues.

4.28 The Assistant Minister for Defence agreed to the Advisory Board considering probity
issues, but did not agree to the chair of the Probity Board joining the advisory board. In April 2015,
the report of the First Principles Review of Defence recommended that DSTG disband its Advisory
Board and Defence agreed with this recommendation.

4.29 In October 2015, DSTG advised the ANAO that it is now using Defence’s probity
arrangements. These arrangements comprise guidance from the Department of Finance and
specific Defence policies which address areas such as managing conflicts of interest and accepting
gifts and hospitality. At the time of the audit, DSTG also had specific probity measures in place for
some of its engagement mechanisms. For example, strategic alliance management committee
meetings consider probity issues as a standing agenda item and DSTG advised that the Chief
Defence Scientist can request probity advice on specific issues from independent experts.*? There
would be merit in DSTG updating its strategic plan to align with these revised arrangements, as
the plan currently identifies an ‘innovative framework for engagement that actively uses advice
from the DSTO Probity Board’ as a success measure for implementing its partnership role.*?

40 The cost saving to Defence of abolishing the DSTO Probity Board was estimated at $12 000 per annum

41 The DSTO Advisory Board provides advice and support to the Chief Defence Scientist, and contains members
from Defence, CSIRO, industry and academia.

42  Asat October 2015, the Chief Defence Scientist had not requested such advice.
43 For further discussion of DSTG’s roles, see paragraphs 2.7-2.9 and Table 2.1.
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5. Demonstrating organisational performance

Areas examined
This chapter considers how DSTG demonstrates its organisational performance. It examines
whether DSTG has sound processes for:

e demonstrating the alignment of its science and technology work with Defence's strategic
priorities;

e assessing its science and technology capabilities and client satisfaction; and

e demonstrating the outputs and outcomes from its science and technology work.

Conclusion
DSTG has a sound process for consulting within Defence to develop a prioritised list of
Defence’s science and technology needs.

DSTG currently seeks to demonstrate the Group’s performance by benchmarking its Major
Science and Technology Capabilities, conducting client satisfaction surveys and undertaking
periodic economic assessments of the value DSTG delivers to Defence in terms of cost savings,
capability enhancements and Australian export sales.

Area for improvement
The ANAO has suggested that DSTG improve its performance framework by also reporting on its
efficiency and administrative effectiveness in managing its science and technology work.

Does DSTG have sound processes for demonstrating how its science
and technology work aligns with Defence’s strategic priorities?

DSTG consults extensively within Defence to develop a prioritised list of Defence’s science and
technology needs. However, DSTG has recognised that shortcomings with the data held in its
Management Information System make it difficult for the Group to demonstrate
quantitatively the extent to which its portfolio of science and technology work aligns with
Defence’s strategic priorities.

5.1 One of DSTG’s key performance indicators in Defence’s Portfolio Budget Statement 2014—
15 addressed the alignment of DSTG’s science and technology work with Defence’s strategic
priorities. The key performance indicator was that:**

[DSTG's] applied research program is strategically balanced and aligned with the needs of
Defence in support of operations, the current force, capability development and acquisition, and
the needs of national security agencies.

5.2 Defence reported in its Annual Report 2014-15 that DSTG met this key performance
indicator.*

44  Commonwealth of Australia, Portfolio Budget Statements 2014-15, Defence Portfolio, p. 55.
45  Paragraph 5.26 outlines how Defence arrived at this assessment.
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5.3 DSTG undertakes an annual process to develop its program of science and technology
work for the coming financial year. To improve how well its science and technology work aligns
with the strategic priorities of Defence, in July 2013, DSTG organised its clients*® into six domains
and appointed Domain Program Managers, who are at a Chief of Division level, to oversee the
science and technology program for each domain.*” The role of the Domain Program Managers
during this annual process is to consult with two-star level managers within Defence to develop a
prioritised list of science and technology needs for each domain.

5.4  As discussed in Chapter3, DSTG records its science and technology work in its
Management Information System (MIS) as a cascading series of records: client requirements, tasks
and deliverables. As part of DSTG’s annual planning process, DSTG’s clients review their existing
client requirements and determine whether these requirements are still relevant and prioritised
correctly, or whether they need to be amended or cancelled.

5.5 The list of updated client requirements is then reviewed by DSTG’s Chief of Program Office
and his staff who consider the impact of whole-of-government and Defence strategic priorities on
each client requirement. In its MIS, DSTG then:

° links each client requirement to one of the ten DSTG roles listed in its strategic plan®®;
° assigns the client’s priority to each client requirement (priority one, two or three)*; and
° describes the Defence and whole-of-government priority of each client requirement.

5.6 While this is a sound process, DSTG has a large number of client requirements and
deliverables in its MIS and it does not effectively aggregate information about these client
requirements and deliverables to quantitatively demonstrate the extent to which its science and
technology program, as a whole, aligns with the strategic priorities of Defence. DSTG recognises
this shortcoming and, as discussed in Chapter 3, the Group intends to introduce a more tiered
approach to structuring its work. DSTG advised the ANAO that this approach would involve each
MSTC identifying a small number of investment goals, between one and five, which would convey
the strategic intent of each MSTC more clearly than the large number of client requirements that
each MSTC currently manages.

46  DSTG refers to the areas of Defence who request DSTG to undertake a piece of science and technology work
for them as clients.

47 DSTG’s domains are Maritime, Land, Aerospace, Intelligence, Joint and National Security.

48 See Table 2.1.

49  Asat March 2015, DSTG's clients had assigned a priority one ranking to 73 per cent of DSTG’s client
requirements.
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Box 3: Demonstrating alignment with Defence’s strategic priorities at the divisional level

Demonstrating alignment between client requirements and clients’ strategic priorities is
easier for DSTG’s divisions than it is for DSTG as a whole. This is because the divisions have a
more manageable number of client requirements and Defence clients. The ANAO found
examples within the Weapons and Combat Systems Division and the Maritime Division of
clear attempts to demonstrate alignment between each of the division’s client requirements
and Defence’s strategic priorities.

° MSTCs in the Maritime Division use a spreadsheet to clearly track the links between
client requirements, tasks, activities and deliverables. Each deliverable is linked to a
DSTG role and a Navy science and technology strategic requirement.

° The Weapons and Combat Systems Division is currently piloting a set of client program
goals, to group together related client requirements and deliverables.

Does DSTG have sound processes for assessing its science and
technology capabilities and client satisfaction?

In 2014 DSTG introduced a structured program of benchmarking its Major Science and
Technology Capabilities (MSTCs). This program consists of annual internal reviews of all MSTCs,
and a program of rolling external reviews for a quarter of the Group’s MSTCs each year.

The Group also conducted client satisfaction surveys in 2013 and 2014. The surveys indicated
that DSTG’s clients were generally satisfied with DSTG but had specific concerns relating to:
DSTG’s approach for reporting the progress of work; the length of time DSTG took to
complete deliverables; and DSTG’s approach to project managing deliverables.

5.7 One of DSTG’s key performance indicators in Defence’s Portfolio Budget Statement 2014—
15 addressed DSTG's processes for assessing its science and technology capabilities and its client
satisfaction. The key performance indicator>® was that:

[DSTG’s] science and technology capability is contributed to by a workforce with world-class
expertise and facilities, measured through benchmarking and client feedback.

5.8 Defence reported in its Annual Report 2014—15 that DSTG had met this key performance
indicator.*

Benchmarking program of MSTCs

5.9 A key action of DSTG’s strategic initiative D1, science and technology excellence is to
implement an annual rolling program to benchmark DSTG’s Major Science and Technology
Capabilities (MSTCs). DSTG started its benchmarking program in 2014. The program consists of
annual internal reviews of all MSTCs, and a program of rolling external reviews for a quarter of
MSTCs each year. DSTG intends this benchmarking program to inform its MSTC investment

50 Commonwealth of Australia, Portfolio Budget Statements 2014-15, Defence Portfolio, p. 55
51 Paragraph 5.26 outlines how Defence arrived at this assessment.
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decisions, assist MSTC leaders to manage their capability, and to inform the Group’s Leadership
Team about the overall health of each MSTC.

5.10 The internal review involved 22 questions addressing the following six dimensions, rated
from1-5:

° strategy, planning and leadership including business and governance processes;

° delivery and impact to Defence, National Security and other areas outside the MSTC;

° quality and technical review of research including its intrinsic merit and peer recognition;
° engagement and partnering with internal and external stakeholders;

° research infrastructure and capabilities to undertake current and future work; and

° innovation and future focus including the balance between fundamental scientific

research and research applied to client work.

5.11 The MSTC leader, in consultation with their staff, conducts the internal review of their own
MSTC. Table 5.1 shows the combined average results for all MSTCs of internal benchmarking
against each of the six dimensions assessed.

Table 5.1: Internal benchmarking results against the six dimensions
Dimension Description
Strategy, planning and leadership 2.6 Capability is favourable
Delivery and impact 3.4 Capability is favourable
Quality and technical 3.1 Capability is favourable
Engagement and partnering 3.5 Benchmark capability
Facilities 24 Capability is tenable
Innovation and future focus 2.9 Capability is favourable
Overall 3.0 Capability is favourable

Source: DSTG.

5.12 Of the 22 questions, the highest scoring question was the one dealing with client
satisfaction, with an average score of 3.9. The lowest scoring question dealt with training, with an
average score of 1.7.

5.13 The external assessments are undertaken by a panel of reviewers, comprising external
experts and a number of MSTC leaders from other MSTCs. The panels also address the six
dimensions, using the same 22 sub-questions as the internal reviews. In 2015, nine MSTCs were
reviewed by an external panel.

5.14 The panels examine background materials prepared by the MSTC leader, which
appropriately do not include the results of the MSTC'’s internal review. In 2015, each external
assessment was conducted over a week, and included a pre-review meeting between the Chief
Defence Scientist and the panel, discussions with and presentations from the MSTC's staff, and a
further meeting with the Chief Defence Scientist on the last day of the assessment.
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5.15 Figure 5.1 shows the combined average results for the nine MSTCs externally reviewed
against each of the six dimensions assessed. The external review results are broadly consistent
with the internal benchmarking results.

Figure 5.1:  External benchmarking results
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Source: ANAO analysis of DSTG data.

Measuring client satisfaction

5.16 DSTG regularly consults with, and seeks feedback from, its clients. To formalise this
feedback, one action of DSTG’s strategic initiative, D2 strategic engagement with a client focus, is
to ‘implement an improved client feedback loop on the quality and timeliness of DSTG support by
the end of 2013-14’.

DSTG’s 2013 client satisfaction survey

5.17 DSTG conducted its first client survey of Defence desk officers in November 2013. Desk
officers are the first point of contact for DSTG Task Leaders when discussing the work they are
undertaking.*?

52  DSTG surveyed the Desk Officers listed in its MIS as the primary contact for each client requirement.
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5.18 DSTG surveyed 265 desk officers, and 30 per cent responded. DSTG attributed this low
response rate, in part, to conducting the survey at the end of the year. The survey addressed:

° how well DSTG communicates and engages with its clients;
° how well DSTG is organised and managed;

° the quality and timeliness of DSTG’s outputs; and

° the quality of DSTG’s outcomes.

5.19 The survey responses indicated that DSTG’s clients were satisfied with DSTG. Desk officers
were very satisfied with their working-level relationships with DSTG personnel and in particular,
they rated having DSTG liaison personnel posted within Defence as extremely useful. Desk officers
commented on difficulties in electronically sharing Top Secret information with DSTG personnel
and noted this has become more of an issue with DSTG’s reduced travel budgets.

5.20 The desk officers were concerned with the length of time DSTG took to complete
deliverables. Related to this concern, desk officers were also critical of DSTG’s project
management of deliverables, citing scope creep as a particular problem. In response to this
feedback, DSTG refreshed its Task Leader training and delivered it to Task Leaders in the first
quarter of 2015. DSTG intends to deliver this training annually to Task Leaders.

DSTG’s 2014 client satisfaction survey

5.21 DSTG next surveyed Defence’s desk officers a year later and the response rate increased to
40 per cent. The survey addressed similar themes as canvassed in the previous year.

5.22 Again, the survey responses indicated that desk officers were very satisfied with their
working-level relationship with DSTG personnel. Desk officers were concerned about DSTG's
approach to reporting the progress of work, the length of time DSTG took to complete
deliverables, and DSTG’s approach to project managing deliverables.

Canvassing the perspectives of senior management within Defence

5.23 Between May and August 2014, DSTG’s Domain Program Managers held discussions with
two-star level Defence leaders to understand how satisfied they were with DSTG. These
discussions were less useful than expected as senior defence personnel were not always available
and did not fully engage with the process.

5.24 In December 2014, the Group’s Leadership Team decided that discussions with senior
defence managers would, in future, form part of the annual planning discussions between senior
defence managers and the DSTG Domain Program Managers (see paragraph 5.4).
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Does DSTG have sound processes for demonstrating the outputs and
outcomes of its science and technology work?

DSTG has traditionally described the value of its science and technology work in terms of high-
level outcomes such as: lives saved, risks reduced, money saved and capability enhanced. In
line with this approach, DSTG recently engaged ACIL Allen to undertake an economic
assessment of 10 selected DSTG projects. This assessment calculated the economic benefit to
Australia of these projects to be $5.1 billion.

DSTG could strengthen its performance management framework by also reporting internally
on its efficiency and administrative effectiveness in managing science and technology work,
having regard to time and cost expectations.

5.25 Three of DSTG’s key performance indicators in the Defence Portfolio Budget Statement
2014-15 addressed the outputs and outcomes of DSTG’s science and technology work. These key
performance indicators®* were that:

° [DSTG’s] advice to Defence and the Government on science and technology matters is
valued through its contribution to improved Defence and national security outcomes;

° [DSTG's] research program outputs enable enhanced Defence and national security
capability, treat risks and resources; and

° [DSTG’s] program outcomes are delivered on time, in scope and within agreed resources.

5.26 The Defence Annual Report 2014-15 reported that DSTG met the first two of these key
performance indicators during that year. Defence also reported that DSTG had only substantially
met the third of these key performance indicators, observing that ‘budget management and
rebalancing within the department led to Defence clients agreeing to some medium and lower
priority tasks being cancelled or deferred.”** DSTG advised the ANAO that it arrived at this
assessment of its performance by considering formal and informal client feedback and the
outcomes of its:

° annual planning process;

° ongoing arrangements for renegotiating use of the Group’s resources and capabilities
with its clients; and

° MSTC benchmarking program.

5.27 In March 2015, DSTG engaged ACIL Allen Consulting to undertake an economic study of
the value DSTG delivers to Defence in terms of cost savings, capability enhancements and
Australian export sales. DSTG had previously undertaken a similar economic study in 2003. That
study calculated that the economic benefit resulting from six exemplar DSTO projects over the
previous 10 years was $6.5 billion.

53 Commonwealth of Australia, Portfolio Budget Statements 2014—15, Defence Portfolio, p. 55.
54  Commonwealth of Australia, Defence Annual Report 2014-15, p. 59.
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5.28 In 2015, ACIL Allen assessed the economic benefits of 10 selected projects DSTG had
undertaken since 2003. ACIL Allen calculated the economic benefits of these projects as
$5.1 billion. ACIL Allen acknowledged several limitations in its estimates of the economic benefits
and costs of the projects. In particular, the limitations included that the consultants had:

° valued the benefits and costs in 2015 dollars, because it was difficult to establish the
actual year the cost occurred or benefit was realised;

° used only unclassified data, and so could not make a complete assessment of the
benefits of the projects;

° undertaken limited work to determine the value of DSTG’s options portfolio (that is, the
value arising out of DSTG’s work when it generates new options to support Defence
capability and decision making); and

° found costs of projects more difficult to estimate than benefits due to the poor quality of
DSTG's records.

Opportunities to strengthen reporting arrangements

5.29 Calculating the economic benefit of DSTG’s science and technology work in terms of cost
savings, capability enhancements and Australian export sales is a measure of the value DSTG
produces, but these high-level outcomes are difficult to measure. In part, this is because these
outcomes are realised when DSTG’s science and technology work is being used by Defence. As
such, they can only be measured some time after DSTG has delivered work to Defence.

5.30 To mitigate the difficulty of making timely assessments of high-level outcomes, as an
intermediate activity, DSTG could also report on its efficiency and administrative effectiveness in
managing science and technology work. For example, there is scope to report on: the number of
products DSTG delivers to Defence in a given period of time; and the time taken and resources
used to deliver these products. Such information should be available in DSTG’s Management
Information System. This reporting activity would usefully complement DSTG’s periodic economic
assessment of the high-level outcomes of its work, the benchmarking of its science and
technology capabilities, and client satisfaction surveys. Improvements in the performance
monitoring and reporting framework would also assist DSTG to address issues raised by its clients
in relation to the Group’s approach to project management. By implementing Recommendation 1
in Chapter 3 of this audit report, DSTG would have a sound basis for this improved reporting.

O . A e

Grant Hehir Canberra ACT
Auditor-General 2 February 2016
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Appendix 1 Defence’s response

AF23762517

SEC/OUT/2015/ 3n
CDF/OUT/2015/v595°

Dr Thomas Clarke

Executive Director

Australian National Audit Office
PO Box 707

Canberra ACT 2601

AUSTRALIAN NATIONAL AUDIT OFFICE PROPOSED AUDIT REPORT ON
MANAGING SCIENCE AND TECHNOLOGY WORK FOR DEFENCE

1. We refer to your email dated Tuesday, 1 December 2015 which contained the
Proposed Report for the subject audit. We thank you for undertaking this audit, and
appreciate the opportunity to review and comment on the Proposed Report.

2. Attached to this letter are Defence’s Proposed Amendments, Editorials and
Comments (Enclosure 1); Agency Response (Enclosure 2); and Response to

Recommendation (Enclosure 3).
3. Defence remains committed to assisting you with the successful completion of this
audit.
[0 -
Dennis Richardson MD Binskin, AC
Secretary Air Chief Marshal
Chief of the Defence Force
| b December 2015 J6 December 2015
R1-5-CDF Suite
PO Box 7900
Canberra BC ACT 2610
Enclosures:
1. Proposed Amendments Editorials and Comments
2. Agency Response
3. Response to Recommendation
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Appendix 2

Major Science and Technology Capabilities visited by

ANAO during audit fieldwork

Major Science and

Technology Capability
(MSTC)

Electronic
Warfare Operations

Description of science undertaken by MSTC

This MSTC undertakes work to improve the Australian Defence Force’s
(ADF’s) defence against weapons. This involves improving the ADF’s
capability in being able to detect a threat, then find its location, track it and
use a countermeasure against it.

Aircraft Structures

This MSTC has expertise in aircraft structural integrity and supports the
ADF to fully exploit the safety, durability and cost effectiveness of its
current and future fleets of fixed and rotary wing aircraft.

Intelligence Analytics

This MSTC applies analytics — the science of finding meaningful patterns
in data — to support the intelligence analysis capabilities of Defence,
national security and law enforcement agencies.

Assured Communications

This MSTC researches specialist military communications. It focuses on
the communication requirements of the ADF which are not addressed by
commercial products. Using their knowledge of mobile communications,
this MSTC has also developed techniques and devices to protect ADF
personnel from radio-controlled improvised explosive devices.

High Frequency Radar

This MSTC undertakes work in all facets of high frequency radar. The
ADF uses high frequency radar for wide-area surveillance of air and sea,
detecting and tracking missiles, undertaking surveillance of space, and
intelligence applications.

Aerospace
System Effectiveness

This MSTC undertakes research into the interaction between humans and
air platforms. This includes developing and improving air platform
simulators for the ADF. These simulators are used for training ADF
personnel, particularly in the use of advanced capabilities of air platforms
which cannot be used in non-operational environments.

Land Vehicles
and Systems

This MSTC supports the ADF to undertake land combat. It researches:
e improvements to armour mechanics and vehicle protection;

e battle management systems and individual vehicle systems which
communicate with the battle management system; and

e logistics and vehicle support to improve the availability of the ADF’s
land vehicles.

Combat Mission System

This MSTC supports the ADF’s capability to undertake tactical warfare.
For example, it undertakes work to improve:

o the integration of electronic systems into the ADF’s air, sea and land
platforms;

e operator decision-making; and
o the interoperability between ADF and coalition platforms.

Undersea Command
and Control

This MSTC supports the Navy’s undersea warfare capability. It
undertakes research to improve how submarines collect, process and use
tactical information. It does this by analysing the physical, functional and
human elements of undersea combat and weapon systems.
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Appendix 2

Major Science and Description of science undertaken by MSTC

Technology Capability

(MSTC)

Non-Acoustic This MSTC supports the Navy in managing the electromagnetic and
Signature Management environmental signatures of its platforms. Managing these signatures

leads to the reduced probability of platforms being detected, identified and
targeted. It also researches the corrosion of Navy’s platforms and
coatings and sealants to manage this. This improves platform durability.

Chemical and This MSTC undertakes research into the defence against chemical and
Biological Defence biological weapons. This includes:

e understanding the threat posed by chemical materials;
o developing capabilities to detect and assess biological threats;

e developing medical countermeasures against chemical and biological
threats; and

e protecting and decontaminating individuals from chemicals of concern.

Source: ANAO analysis of DSTO information.
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