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Australian National

Audit Office

Canberra ACT
5 May 2016

Dear Mr President
Dear Mr Speaker

The Australian National Audit Office has undertaken an independent performance audit
in the Department of Defence titled Defence’s Management of Credit and other
Transaction Cards. The audit was conducted in accordance with the authority contained
in the Auditor-General Act 1997. | present the report of this audit to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian
National Audit Office’s website—http://www.anao.gov.au.

Yours sincerely

(. A e

Grant Hehir
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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Summary and recommendations

Background

1. Credit cards offer an efficient means to pay for goods and services purchased for official
purposes, and their reporting arrangements provide a basis for managing risks of misuse and
fraud.

2. In mid-2015, Defence had over 100 000 credit and other transaction cards on issue. The
main official credit cards are:

° the Defence Travel Card, issued by Diners under a whole-of-government arrangement;

° the Defence Purchasing Card, a Visa card issued by the National Australia Bank; and

° Cabcharge ‘eTickets’ and Cabcharge cards (‘Fastcards’) to pay for taxi fares.

3. Defence also uses fuel cards for both its commercial vehicle fleet (‘white fleet’) and

military vehicle fleet (‘green fleet’); however, these are not credit cards.

Audit objective and criteria

4. The objective of the audit was to assess whether Defence is effectively managing and
controlling the use of Commonwealth credit and other transaction cards for official purposes in
accordance with legislative and policy requirements.

5. To form a conclusion against the audit objective, the ANAO adopted the following high-
level criteria:

° Defence has effective arrangements to control the issue and return of credit cards;

° controls over individual purchases are sound and operating effectively; and

° Defence has a sound framework in place to provide evidence-based assurance that

controls over relevant card issue, use and return are effective.

Conclusion

6. Defence does not have a complete and effective set of controls to manage the use of
credit and other transaction cards. An active management process and use of IT-based analytical
techniques would help Defence to develop its control framework and provide better assurance
over the use of these cards to purchase goods and services.

7. In response to emerging audit findings, Defence introduced new governance
arrangements for credit card management in January 2016 to improve its monitoring and control
arrangements. This work was under way at the conclusion of the audit and will require ongoing
senior leadership attention to firmly establish it. Defence also advised the ANAO in April 2016 that
it now undertakes a range of analytical activities to investigate expenditure on a regular basis,
including forensic accounting work and a newly developed credit card work program.

1 See Appendix 3.
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Supporting findings

Controls on the Defence Travel Card and Defence Purchasing Card

8. Defence has identified risks from the use of credit cards and incorporated these in its
fraud control plans. It has also documented relevant controls in its fraud control plans.

9. The suite of preventative controls used by Defence to control spending on credit cards is
not complete and has limited effectiveness: it has not used blocking in any substantial way;
access to cash advances for purchasing was not properly authorised until after this audit
commenced; a 2009 plan to lower default limits on available credit was not implemented until
January 2016; and Defence has issued thousands of credit cards that have never been used.

10. Defence has implemented a range of detective controls, including cardholder verification,
independent reviews and spot checks, but their effectiveness is undermined by, for example, a
lack of rigour in the independent monthly review process. Defence’s controls would benefit, in
particular, from greater clarity and emphasis on the role of the CMS Supervisor, the person who
regularly performs an independent review of a cardholder’s credit card transactions.

Defence’s use of its Travel Card and Purchasing Card

11. Defence was responsible for around 41 per cent of all Commonwealth travel card
expenditure in 2014-15. Compared with other entities, Defence expenditure is proportionately
greater for cash advances, car rental and taxis. Defence staff have spent between $10 million
and $40 million a month using the Purchasing Card over the last three years. This expenditure
exhibits a peak in May—June each year.

12. Defence has not been drawing upon management information in its extensive credit
card records or those of credit card suppliers to monitor or analyse credit card activity. The
audit identified transaction types where analysis by Defence of available data could have helped
it to identify and manage risks such as those arising from payment of personal traffic
infringement penalties on the Purchasing Card; non-compliance with AusTender requirements;
and non-compliance with a range of Defence policies including those for cash withdrawal.

Cabcharge Fastcards and eTickets

13. Defence has not effectively managed the issuing of Cabcharge Fastcards to staff. Defence
decided to terminate the use of Fastcards some years ago, but a number remained on issue at
the time of this audit. At the commencement of the audit, Defence was not aware, centrally, of
the Fastcards it had issued, to whom or when.

14. The ANAO identified records of 261 158 taxi trips paid by eTicket at a total cost of
$16.28 million over the three years examined in the audit. Defence has not effectively managed
the issuing of eTickets to its staff. At the commencement of the audit, Defence had no central
awareness of how many eTicket accounts it held with Cabcharge. Some 303 accounts were
opened without proper authority, reflecting a lapse in the control framework intended to
ensure that only persons delegated by the Finance Minister may enter into borrowing
arrangements on behalf of the Commonwealth. Defence has commenced taking corrective
action to authorise its issuing of eTickets.
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Summary and recommendations

15. Defence has not systematically monitored or managed activity on Cabcharge accounts.
Analysis done within Defence has shown that eTickets have frequently been used where the
Travel Card could have been used, as expected by internal policy. However, Defence had no
internal system to help it monitor or manage activity on Cabcharge accounts. Defence’s internal
analyses and risk assessments have pointed to a need to introduce better systems to monitor and
manage eTicket use. Defence advised the ANAO that it has a plan to use the existing Cabcharge
module in its Card Management System, which should enable it to satisfy this requirement.

16. Active analysis of eTicket data would help Defence manage the risks it has identified with
eTicket use. The ANAO’s analysis identified patterns of usage of potential interest in managing
eTicket use, such as high use of particular taxis, multiple expensive fares and ‘small hours’
travel. In some cases, the ANAO has referred particular analyses to Defence’s Fraud Control and
Investigations Branch.

Fuel cards

17. There are new controls in place on the use of Defence fuel cards for vehicles,
administered for Defence by a private company, SG Fleet, which provides Defence with useful
exception reports listing irregularities in the operation of the vehicle fleet.

18. Defence has advised the Senate in June 2015 that an arm’s length assurance framework
has been in place since April 2015, and included compliance testing. However, that testing did
not begin until September 2015 and Defence will not gain assurance as to the effectiveness of
the framework until it has completed audits of the implementation of the framework at Defence
bases. Defence expects this to occur between September 2015 and June 2016.

19. The number and volume of fuel overfills—where the fuel obtained and paid for exceeds
the recorded capacity of the fuel tank—was substantial during 2014 and 2015, but declined over
the last six months of available records. There is also evidence of ill-discipline in the provision of
odometer readings by Defence personnel. However, the number of irregular odometer
readings—where an odometer reading is not in sequence with previous readings held or
otherwise appears incorrect—is also declining.

Recommendations

20. Recommendations Nos 1 and 2 are made in the context of Defence advice that it
commenced implementation of a governance reform of credit cards in the course of this audit.

Recommendation To improve its management of credit cards, the ANAO recommends

No.1 that Defence:
Paragraph 2.71 S . . o . .
(a) identifies the risks associated with its credit cards and its current
control framework;
(b) implements enterprise-wide control arrangements aligned to
key risks; and
(c) implements arrangements to provide assurance that the control

arrangements are working as intended.
Defence’s response: Agreed.
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Recommendation  To provide assurance that credit card use is consistent with Defence

No.2

policies, the ANAO recommends that Defence:

Paragraph 3.33

(a) undertakes periodic analysis of credit card transactions,
targeting key areas of risk; and
(b) takes corrective action, where necessary.

Defence’s response: Agreed.

Recommendation To help ensure that the new fuel management arrangements are

No.3

operating satisfactorily and have addressed the risks identified in this

Paragraph 5.27 performance audit report and in its 2012 internal audit on fuel cards

and fuel management, the ANAO recommends that Defence conduct a
follow-up review of progress in the 2016—17 financial year.

Defence’s response: Agreed.

Summary of entity responses

21.

The proposed audit report was provided to Defence, with extracts provided to

Cabcharge and SG Fleet. Defence’s letter of response is at Appendix 1 and its summary response
is set out below. Cabcharge also provided a response which is at Appendix 2. SG Fleet provided
comments but no formal response. Relevant comments received from Defence, Cabcharge and
SG Fleet have been incorporated into the report.

Defence’s summary response

Defence thanks the ANAO for their audit and acknowledges the findings contained in the audit
report on the Management of Credit and Other Transaction Cards and agrees with the three
recommendations.

Defence has made significant progress on improving its current and future management of credit
and other transaction cards. The Chief Finance Officer has already revised the Department of
Defence credit card governance arrangements to address issues identified by the ANAO, as well
as implementing a suite of investigative analytics covering all aspects of credit cards within
Defence.

Defence welcomes the acknowledgement of the improvement in fuel card management and the
work that has been completed to support the new fuel card arrangements, particularly since the
formation of the new Fuel Services Branch in early 2015.

Defence will aggressively continue the implementation and refinement of the new fuel card
assurance framework across all Defence transport management units. Defence will continue to
work closely with SG Fleet and commercial fuel card providers to streamline exception reporting,
introduce appropriate innovative IT solutions and put in place additional preventative and
detective controls as necessary.
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Audit Findings
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1. Background

Introduction

11 Credit cards offer a transparent, flexible and efficient way for Australian Government
officials to obtain cash, goods or services to meet business needs.

1.2 In mid-2015, Defence had over 100 000 credit and other transaction cards on issue. The
main official credit cards are:

° the Defence Travel Card, issued by Diners under a whole-of-government arrangement;
° the Defence Purchasing Card, a Visa card issued by the National Australia Bank; and
° Cabcharge ‘eTickets’ and Cabcharge cards (‘Fastcards’) to pay for taxi fares.

1.3 Defence also uses fuel cards for both its commercial vehicle fleet (‘white fleet’) and
military vehicle fleet (‘green fleet’); however, these are not credit cards for the purposes of the
Public Governance, Performance and Accountability Act 2013 (PGPA Act).’

1.4 Defence expenditure on each of these types of card is set out below for each of the last
three financial years (Table 1.1).

Table 1.1:
Card type

Defence’s credit cards and fuel card: numbers of cards and expenditure

Expenditure
201415

No. of cards Purpose of card
on issue’

Expenditure
2012-13

Expenditure
201314

Fuel card—
vehicle®

23 262

Fuel for Defence
vehicles

$9 995 102

Travel Card 70 016 | Official travel $240 929 188 | $263 650 607 = $287 781 633
(Diners)” expenses

Purchasing 7 378 | Official purchases = $243 451 575 | $208 383 686 | $247 122 431
Card (Visa) under $10 000

Fastcards 34 | Pay taxi fares $232 $1265 $2 908
ETickets — | Pay taxi fares $5 259 240 $5 279 388 $4 460 401

$9 092 308

$9 107 350

Note a: As at March 2015. The numbers of travel, purchasing and vehicle fuel cards fluctuate.

Note b: Where travel is expected to occur in locations where Diners Cards are not accepted, a companion
Mastercard may be issued to the Defence cardholder.

Note c: Defence’s fuel card arrangements are managed by Fuel Services Branch in Joint Logistics Command.
A summary of Defence’s fuel cards is included in Appendix 7.

Source: Data provided by Defence.

15 The Australian Defence Organisation (Defence) comprises the Department of Defence, the
Australian Defence Force and, until 1 July 2015, the Defence Materiel Organisation (DMO).? It has
a budget of $33 billion (2015-16) and employs some 19 000 civilian and 58 000 military personnel.

2 Defence also had 793 Telecards on issue during the early period covered by this audit. Telstra withdrew the
Telecards from use in September 2013. They were not considered further in the audit.
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Audit approach

1.6 The objective of the audit was to assess whether Defence is effectively managing and
controlling the use of Commonwealth credit and other transaction cards for official purposes in
accordance with legislative and policy requirements.

1.7 To form a conclusion against the audit objective, the ANAO adopted the following high-
level audit criteria:

° Defence has effective arrangements to control the issue and return of credit cards;
° controls over individual purchases are sound and operating effectively; and
° Defence has a sound framework in place to provide evidence-based assurance that

controls over relevant card issue, use and return are effective.

1.8 The audit focused on the Defence Travel Card, Defence Purchasing Card, vehicle fuel card,
Fastcard, and Defence use of eTickets, over three financial years (2012—-13 to 2014-15).

1.9 The ANAO extracted card transaction data from 1 July 2012 to 30 June 2015 from
Defence’s Credit Card Management System (CMS) to examine the records for the Travel Card and
Purchasing Card using software tools. The audit also considered management arrangements for
Defence’s use of Fastcards, eTickets, and fuel cards and analysed detailed data obtained by
Defence for our analysis from Cabcharge.

1.10 The audit reviewed Defence’s controls on card use by reference to both those generally
accepted as good or standard practice and those established by the Financial Management and
Accountability Act 1997 (FMA Act) and its successor, the PGPA Act, which came into effect on
1July 2014.% This legislation and associated policies and guidance set out the legislative
requirements and regulatory framework for the proper use and management of public resources
by Commonwealth entities. This includes official use of credit and other transaction cards.

1.11  The audit was conducted in accordance with the ANAO auditing standards at a cost to the
ANAO of approximately $677 000.

3 From 1 July 2015, the role of DMO—to purchase and maintain military equipment for Defence—was
transferred to Defence’s Capability Acquisition and Sustainment Group.

4 Research across multiple jurisdictions established that a core set of controls is applied consistently in
reviewing and auditing credit control arrangements in public sector bodies. A similar set is advocated among
non-government organisations. These formed a point of reference for the audit.
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2. Controls on the Defence Travel Card and the
Defence Purchasing Card

Areas examined

This chapter examines Defence’s use of controls to manage expenditure on its Travel Cards and
Purchasing Cards. The examination of Defence’s controls considered whether Defence had
identified risks of credit card misuse and put preventative and detective controls in place.

Conclusion

Defence has identified a range of controls for the use of its Travel and Purchasing cards, but
implementation of these controls has been variable. This limits the assurance that Defence, at
an enterprise-level, can take from its control framework. In particular:

e key preventative controls have either been inconsistently applied or have not been
implemented at all; and

e key detective controls, such as reviews of transactions, have been implemented in a manner
that limits their effectiveness.

The recent move to place responsibility for the management of all credit cards in Defence’s
Chief Finance Officer (CFO) Group presents Defence with an opportunity to develop and
implement an enterprise-wide approach for the control of credit card use. In January 2016, the
Chief Finance Officer revised the Defence credit card governance arrangements to address
issues identified by the ANAO.>

Areas for improvement

To improve Defence’s management of credit cards, the ANAO has recommended that Defence
develops and implements enterprise-wide control arrangements for credit card use which
reflect the risks associated with that use—including those it had already identified—and
implements arrangements to provide assurance that the controls are working as intended.

The guidance provided by Defence for the independent review of each cardholder’s
transactions by their CMS Supervisor, would be improved by a more complete specification,
with examples, of Defence’s expectations of the CMS Supervisor’s check of the transactions.

2.1 This audit considered whether Defence had identified the risks associated with widespread
credit card use by staff and whether it had put controls in place to address these risks. Broadly,
the risks fall into two categories: waste (using public resources uneconomically) and fraud
(dishonestly obtaining a benefit, or causing a loss, by deception or other means). The ANAO drew
on the Defence Chief Executive’s Instructions and Accountable Authority Instructions under the
FMA and PGPA Acts (each of which encompasses part of the period audited) and the subsidiary
Defence internal policy. Within that context, Defence’s controls were considered against a list of
preventative and detective controls in widespread use in other organisations.

5 The new Defence credit card governance arrangements are set out at Appendix 3.
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Has Defence identified risks and documented key elements of the
control framework to guide its management of credit cards?

Defence has identified risks from the use of credit cards and incorporated these in its fraud
control plans. It has also documented relevant controls in its fraud control plans.

Defence’s Fraud Control Plan

2.2 The Defence Fraud Control Plan sets out the fraud control framework within which
Defence seeks to prevent, detect and respond to fraud. Defence Fraud Control Plan No.10, first
issued in June 2013, was in place for most of the period on which the audit focuses. It was
updated several times, including to reflect replacement of the FMA Act with the PGPA Act. It was
succeeded by Defence Fraud Control Plan No.11 in June 2015.

2.3 Defence Fraud Control Plan No.10 identifies ‘fraudulent use of the Defence Travel Card by
Defence personnel or third parties’ in its summary of enterprise-wide fraud risks (no other specific
credit card risks are identified at this level).® It identifies current key controls at a summary level
and a ‘risk steward’. The risk steward is expected to manage the risk and ensure that critical
controls for each risk are identified, actively monitored and that their status is reported to the
Defence Audit and Risk Committee.’

2.4 Sitting below the Defence Fraud Control Plan, each Defence Group® has been required to
have a Group Fraud Control Plan to document how the respective Group will prevent, detect and
respond to fraud. For example, the Chief Finance Officer (CFO) Group, which now manages credit
cards in Defence, provided a relevant excerpt from its Group Fraud Control Plan, listing the risks,
controls and proposed controls set out in Table 2.1.°

6 Defence advised the ANAO that Defence Fraud Control and Investigations Branch staff are working with Chief
Finance Officer Group representatives to update the Defence Enterprise-wide fraud risk register to better
reflect the fraud risks associated with the use and management of Defence credit and other transaction cards.

7 Defence advice of 21 April 2016.

Defence comprises 11 groups, major organisational units headed by a band 3/three star officer.

9 Defence advised in April 2016 that, in accordance with Defence Fraud Control Plan No. 11, Group Fraud
Control Plans were no longer required, as the Group prevention, detection and response actions were to be
documented in the Group Fraud Risk Assessments.

(o]
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Table 2.1:

Controls on the Defence Travel Card and the Defence Purchasing Card

Risks, controls and proposed controls in the CFO Group Fraud Control Plan

for ‘Misuse of Defence Purchasing Card (DPC) Defence Travel Card (DTC) or
Diners Master Card (DMC)’

Controls

Risks

Used for unauthorised
purchases: cardholder uses
card to purchase items for
personal use or sale.

Collusion between CMS
Supervisor and cardholder.

Retaining entitlements
when circumstances
change.

Withdrawing additional
funds on DTC when not
entitled.

DPC/DTC/DMC cardholder
disputes transaction to hide
fraud.

Inadequate understanding
of DTC/DPC/DMC card use
policy.

Rushing processing and
approvals.

Credit card misuse by
outsider fraud attack by a
hacker.

QA [Quality Assurance] check and data
analysis.

Transactions are monitored by card
providers, supervisors, resource and
governance areas, cost centre managers,
and the Inspector-General.

Periodic audit of DTC cardholder trans-
actions by independent auditors, testing of
internal financial controls.

DPC/DTC card limits maintained at minimum
levels.

Staff undertake mandatory learning and
awareness training relating to ethical
behaviour.

CFO Group Business Rules and procedures.
Staff Awareness Training.

Annual audit of cardholders.

Regular review of card use.

Monthly reconciliation reports.

Testing of internal financial controls.

Credit limits.

Two-person approval process.

Proposed controls

e Reduce credit limits
to $10k.

e Development of CMS
[Card Management
System] Travel
module to work-flow
travel approvals,
automated matching
of expenses to travel
budget and
automated
compliance testing
and reporting.

Note:
controls in the second.

There is no specific relationship between the order in which the risks are listed in the first column and the

Source: Extract from Defence CFO Group Fraud Risk Assessment, provided by Defence, May 2015.

Defence’s advice to Parliament on controls

2.5

Defence has regularly received questions on notice about credit cards at Senate Estimates

hearings in recent years. Senators have asked how Defence monitors credit card use and what
action it takes to prevent credit card misuse. Defence has responded, in writing, each time in
similar terms. Part of each answer has included the statement:

Other mechanisms in place to guard against credit card misuse include:

a. delegate approval and funds availability sign off prior to the commitment of Commonwealth

monies;

b. credit card limits, cash advance controls and card merchant blockings;

c. a two-step process (involving both the card-holder and supervisor) for acquittal of expenditure
that includes the provision of expenditure documentation to the supervisor.™

10 See, for example, Senate, Defence Supplementary Budget Estimates, November 2013, Answer to Question on
Notice No. 100. <http://www.aph.gov.au/Parliamentary Business/Senate Estimates/fadtctte/estimates/

sup1314/def/defenceqonsindex>. Viewed 10 March 2016.
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Has Defence implemented effective preventative controls on the use
of credit cards?

The suite of preventative controls used by Defence to control spending on credit cards is not
complete and has limited effectiveness: it has not used blocking in any substantial way; access
to cash advances for purchasing was not properly authorised until after this audit commenced;
a 2009 plan to lower default limits on available credit was not implemented until January 2016;
and Defence has issued thousands of credit cards that have never been used.

2.6 Preventative controls work by reducing the likelihood of inappropriate spending before a
transaction has been completed. Preventative controls include: blocking certain categories of
merchant; issuing cards only to those with an established business need; placing limits on
available credit and regulating the availability of cash advances.

Merchant category code blocking

2.7 Credit card blocks prevent transactions with merchants identified by certain merchant
category codes.** For example, an entity may prohibit access to merchant category codes such as
7273 (Dating and Escort Services) because such merchants are unlikely to be offering goods or
services required for official purposes. Where an entity wishes to block a merchant category it
must ask its credit card supplier to put the block in place.

2.8 If a cardholder tries to make a purchase—whether deliberately or by mistake—from a
merchant in a blocked category, the transaction is automatically declined. If the cardholder needs
to make a proper purchase from a blocked merchant, then specific pre-authorisation can be
arranged.

2.9 At the time of the audit, Defence had no categories blocked on its Purchasing Card and
only one on its Travel Card: 7997, Clubs; Country Clubs, Membership (Athletic, Recreation, Sports),
Private Golf Courses, Entertainment. The ANAQO’s analysis shows that Defence’s attempt to block
this merchant category on the Travel Card has not worked. Review of Defence transactions over
the last three years found 24 Travel Card transactions in the blocked category, with a total cost of
over $15 000. Also, the audit identified over 1900 Purchasing Card transactions in that period in
the same category, with a total cost of about $3.3 million.*? Defence advised the ANAO that it
cannot now retrieve from its records its rationale for blocking this merchant category on the
Travel Card, which has been in place for at least eight years.

2.10 Defence also advised the ANAO that, generally, it had not blocked merchant categories
because of ‘the inconsistencies in the merchant categories when compared to the goods and
services that are provided by the actual merchant’. This advice is inconsistent with the assurance
Defence gave in its response to Senate Estimates questions that card merchant blockings are
among the mechanisms in place to guard against card misuse (see paragraph 2.5).

11 The merchant category code is a four-digit number assigned to a merchant by major credit card companies
when that merchant begins to accept one of these cards for payment. The merchant category code of each
merchant or supplier reveals, broadly, the nature of the goods and services purchased with credit cards.

12 Defence informed the ANAO that a review of its fraud reporting records had not identified any records of
allegations or investigations relating to ‘Country Clubs’.
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Controls on the Defence Travel Card and the Defence Purchasing Card

2.11 In response to the audit, Defence introduced new credit card governance arrangements
(18 January 2016) and has now blocked two merchant categories—gambling transactions and
dating and escort agencies—on both the Travel Card and Purchasing Card. Defence also advised
that it would monitor over 50 merchant category codes for inappropriate transactions.™

Approving and reviewing the need to hold a credit card

2.12  Another well-established preventative control on misuse is to confine access to credit
cards to those persons in the organisation with an established business need. Access must also be
limited to those legally permitted to use a credit card and, where access to cash is needed, those
who are authorised under Defence’s Accountable Authority Instructions.

2.13 That many credit cards are not being used indicates a lack of a business need and the
acceptance of an avoidable risk. A Defence internal audit in late 2006 found that 20 873 Travel
Cards of the 56 840 that had then been issued (nearly 37 per cent) had never been used. The then
Defence Management Audit Branch wrote to all Defence Groups to draw this to attention, and
with a view to cards being cancelled where they would not be used.**

2.14 The current audit identified over 16 300 cards, issued before April 2015, that had not been
used by the cardholder in the three years covered by this audit (July 2012 to June 2015):

° For the Travel Card, Defence assumes all personnel need to travel. The current audit
found over 15 500 Travel Cards (over 20 per cent) had not been used in the period.

° For the Purchasing Card, Defence requires a line manager’s authorisation as part of an
application for the card. Some 830 Purchasing Cards (over 10 per cent) had not been
used in the period.

2.15 On 20 January 2016, in response to this audit, Defence contacted some 12 500 cardholders
whose cards had not been activated since issue (where more than 90 days had elapsed since
issue), and informed them that if they did not activate their card within seven days, it would be
cancelled. Defence advised the ANAO that 9217 cards were cancelled initially, followed by a
second tranche of 814 cards being cancelled. A third tranche of 2070 inactivated cards had been
identified and cardholders given 30 days to activate or the card would be cancelled. Further,
Defence’s new credit card governance arrangements, introduced in the course of this audit,
include a new policy to cancel all credit cards that are not activated within 90 days of issue.

Restricting the issue of credit cards to Defence officials

2.16  Before July 2014, under the FMA Act and the Defence Chief Executive’s Instructions (CEls)
then in force, contractors could be issued with a credit card, in particular, a Purchasing Card. From
the commencement of the PGPA Act on 1 July 2014, the issue of credit cards to contractors has
been prohibited as they can be provided only to officials. Under the transitional arrangements
between the FMA Act and PGPA Act, Defence contractors who already held credit cards have
been able to continue to hold and use them.

2.17 From 1 July 2015 contractors may be prescribed as officials, and therefore hold and use a
Commonwealth credit card, provided they meet all the conditions set out in section 9(1)1A of the

13 See Appendix 3.

14 Defence was unable to advise what further action it took in response to the internal audit finding and
communication from Audit Branch.
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Public Governance, Performance and Accountability Rule 2014. ANAO testing identified 18
Defence credit cards currently issued to contractors. Contractors have spent S8 million using
Defence credit cards over the last three years.

2.18 ANAO testing also identified some $942 700 spent by foreign exchange or foreign military
personnel who are not permanent Defence employees (78 credit cards). Defence advised the
ANAO as follows:

Defence has had a number of foreign exchange and foreign military personnel that held Defence
credit cards during the [period] 2012-15. These personnel have been treated as officials under
the PGPA Act, as they are required to operate under the direction of the Accountable Authority.
We are seeking to clarify this issue with the Department of Finance to amend the PGPA rule.

Review of ongoing business need

2.19 In addition to issuing a credit card only to those with a business need, a further control is
to review from time to time whether that need continues. A business need may cease should the
holder, for example, change position within the entity or leave the entity. The ANAQ’s review
showed that:

° Defence had no procedure for the general review of a cardholder’s business need for a

Purchasing Card.'>*®

° Defence had a procedure for annual review and reconfirmation of the need for cash
access through the Purchasing Card (see below).

2.20 When a credit card is no longer required, Defence places primary responsibility for card
cancellation on the cardholder and their manager. Defence’s Credit Card Support Centre has a
procedure to carry out cancellation requests received as a result of staff members separating from
Defence. Acknowledging that ‘the risk associated with ex-employees retaining active cards is high’
the Credit Card Support Centre also has a procedure intended to be run monthly ‘to identify
employee [Card Management System] users who may have left the Department and should have
their DPC or DTC cancelled’. This approach should identify instances where a request for a card
cancellation has not been made. Defence has provided copies of completed quality assurance
reports for November and December 2015 indicating that the card cancellation work was done for
those months. Defence has not provided evidence that the work was done during or for the
remainder of the period covered by the audit.

Setting and reviewing expenditure limits

2.21 Credit card limits cap the expenditure that can be made on a credit card. Any transaction
that requires credit to exceed a limit is declined. This controls the risk of financial loss to the
organisation by ensuring that an individual with a credit card cannot spend more than the limit
allows. Defence has referred to expenditure limits in its answers to Senate Estimates questions
(paragraph 2.5) and, in its CFO Group Fraud Control Plan (see Table 2.1), to their being maintained
at minimum levels.

15 Under Defence’s business rules prevailing at the time of the audit, all personnel continued to need a Travel
Card while engaged by Defence.

16 In April 2016, Defence advised the ANAO that it now ‘has in place a procedure to ensure the cardholders are
reviewed by Group CFOs to ensure a continued business requirement for having a DPC.’
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Purchasing Card

2.22 The rules set out in Defence’s Financial Manual require that the Defence Purchasing Card
‘be used for low value, low risk purchases’.'” At the point of original application for a Purchasing
Card, a Credit Card Support Centre officer is required to approve a specific credit limit for the
applicant. The credit limit is intended to ‘reduce exposure towards potential fraud’. High limits
(over $250 000) can be approved ‘on the basis the request has come from a Defence manager of
an appropriate level who is not the cardholder, and the case for the high limit is a reasonable one’.

ANAO analysis showed that, among records examined for the Purchasing Card:

o the approved limits ranged from $500 (one card) up to $2 million (one card);

o three cards had approved limits of $1 million or more, and a further 107 had a limit of
$250 000 or more; and

. over 900 had limits of $100 000 or more.
2.23 Defence advised the ANAO that:

The Corporate Card Support Centre QA [quality assurance] report 2.1.10, which is conducted
every 12 months, identifies cards which have a limit of over $250,000.01. All cardholders
identified are contacted by email and requested to respond as to whether the high limit is still
required.

2.24 Defence provided evidence of this review taking place in 2015." It also provided evidence
that, for a limit to be increased on the Purchasing Card, justification was required, as was the
approval of the cardholder’s supervisor.

Travel Card

2.25 A control on Travel Card expenditure is pre-travel approval by a delegate of a travel
budget. The cardholder is expected to ensure their expenditure is within the approved limit.

2.26 A sub-plan to Defence’s 2009 Fraud Control Plan (July 2009) for the Travel and Purchasing
cards noted that the Travel Card had ‘a series of standard limits which is currently under review
and will be reduced in the future’:

The current default limit of $30 000 was identified when the program commenced as a limit that
was not likely to impact on normal card use. Now that the program has been in place for several
years we have a significant data set available which shows that a reduction in the base credit
limit would not impact the majority of travellers. Accordingly, [the former Defence Support
Group] intends to reduce default credit limits significantly and in doing so will further limit the
amount of potential loss due to fraudulent activity. ... Regular travellers ... will be able to request
an increase to their limit.

2.27 Notwithstanding the intention to reduce Travel Card limits, Defence’s default spending
limit for newly-issued Travel Cards remained at $30 000 (standard), $50 000 (overseas travel) and

17  FINMAN 5, version of 9 January 2015, item 5.2.9.2. The 100 highest-value Defence Purchasing Card
transactions over the three years considered by the audit ranged from about $97 000 to $692 000. These
would not ordinarily be considered low-value transactions. For example, the Commonwealth Procurement
Rules establish an $80 000 (GST inclusive) procurement threshold which triggers the application of
competitive requirements.

18 The documentation showed that in 25 of the 32 such cases, the limit was required to be maintained, five
limits were reduced, one card was cancelled and one case was unresolved.
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$100 000 (senior leadership group). Reducing credit limits to $10 000 remains a ‘proposed control’
in the CFO Group Fraud Control Plan (Table 2.1).

2.28 There have been other proposals to reduce Travel Card limits. The Review of Defence
Travel Services for Defence Support and Reform Group in February 2014 recommended (among
other things) that Defence ‘Review Defence Travel Card limits to align with actual need’. This
recommendation was to be implemented by December 2015. By March 2015, this had been given
low priority and no action had been taken.

2.29 InJanuary 2016 Defence informed the ANAO that, in response to this audit, Defence:

° is progressively reviewing existing credit card limits (including considering actual
patterns of expenditure by the cardholder);

° has established default card limits to apply to new Travel Cards ($10 000) and Purchasing
Cards (S30 000);

° has introduced a business rule requiring that business cases for increased card limits be

provided to the appropriate Defence Group Chief Finance Officer for approval; and

° has introduced a business rule requiring Defence Group Chief Finance Officers to
conduct annual reviews of credit card spending limits, credit card cash access, merchant
categories, and unused credit cards.

Approving access to cash advances

2.30 Cash withdrawn using a Defence credit card, except for entitlements such as meals and
incidentals allowances associated with travel, is an advance of relevant money.'® To withdraw
cash using a Defence credit card, officials must have the authority to operate that advance in
accordance with Defence’s Accountable Authority Instructions.

Purchasing Card

2.31 Purchasing Cards are issued without cash access being available at the outset. Defence’s
Accountable Authority Instructions require written approval from the First Assistant Secretary,
Resource and Assurance Division, to permit access to a cash advance on the Purchasing Card.

2.32  CFO Group advised the ANAO in May 2015 that it had ‘recently discovered that members
were able to request cash access from the Defence Corporate Card Support Centre (CCSC) ... with
no approval from the Group CFOs, Treasury & Banking and no delegate approval from [the Acting
First Assistant Secretary, Resource and Assurance Division]'.

2.33  InJuly 2015, CFO Group formally sought nominations from Group CFOs for personnel who
needed ‘ongoing access’ to cash advances, based on a list of cardholders who it knew held that
access. No approvals had been in place until this time, though cash advances had long been made.
In authorising access to cash on the Purchasing Card, CFO Group made no enquiries (for example,
on a risk basis) to verify that those nominated had previously made proper use of their cash access
privileges before authorising continued access.”

19 Section 8 of the PGPA Act defines ‘relevant money’ as money held by the Commonwealth or standing to the
credit of any bank account of the Commonwealth.

20 In April 2016, Defence advised that ‘this process will be strengthened for the next review.”
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o As at July 2015, 125 Purchasing Card holders had cash withdrawal access approved with
limits ranging from $5000 to $1 million. Collectively these cardholders could access
about $13 million in cash.

. On 12 November 2015, following a review of cash access on the Purchasing Card, 115
Purchasing Card holders had cash withdrawal access with limits ranging from $5000 to
$500 000. Through those 115 cards, the cardholders collectively could access about
$10 million in cash.

2.34 Inresponse to this audit, Defence stated in April 2016 that the CFO had removed access to
cash from Purchasing Cards with the exception of cases approved by the relevant Group or ADF
Service CFO.

Travel Card

2.35 The sub-plan to the July 2009 Defence Fraud Control plan stated that ‘the single greatest
risk to the [Defence Travel Card] program is the unauthorised use of cash’. Defence staff access
cash using the Travel Card to withdraw allowances for meals and incidentals. Once the travel has
been approved and, subject to it taking place as envisaged at approval, this withdrawal of cash
requires no separate authorisation.

2.36 Defence personnel can access cash from the Travel Card greater than the amount
provided as allowances. Withdrawal of cash amounts greater than the approved allowances
represents a cash advance, in a similar fashion to the Purchasing Card (this is considered further in
Chapter 3).

2.37 Defence’s Card Management System (CMS) processes are not well suited to acquitting
cash taken in advance. Cash advances are processed through CMS in the same manner as any
other credit card expenditure. They are not identified as advances that need to be acquitted at a
later stage through presentation of receipts, and Defence relies on the cardholder and the
independent reviewer of their transactions (CMS Supervisor) to ensure the cash advance is
appropriately acquitted. As discussed in Chapter 3, ANAO testing identified instances of cash
advances that have not been adequately acquitted. This risk was not yet identified in Defence’s
risk plans.?

Has Defence implemented effective detective controls on credit card
use?

Defence has implemented a range of detective controls, including cardholder verification,
independent reviews and spot checks, but their effectiveness is undermined by, for example, a
lack of rigour in the independent monthly review process. Defence’s controls would benefit, in
particular, from greater clarity and emphasis on the role of the CMS Supervisor, the person
who regularly performs an independent review of a cardholder’s credit card transactions.

2.38 Detective controls work after a transaction has occurred by identifying if there is a risk that
it may have been inappropriate. Detective controls can include:

o cardholder verification—this is acceptance or rejection by the cardholder that each
transaction attributed to them has actually been incurred by them. This mainly controls

21 In April 2016, Defence advised that its risk register had been updated to include this risk.
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third-party fraud or error (such as card theft, vendor fraud or duplicate transactions).
Defence refers to a rejected transaction as a ‘dispute’;

° monthly review—this is review of all the cardholder’s transactions by a second person—
either the cardholder’s supervisor or someone at arm’s length from the cardholder—to
form a view on whether the cost and character of the transactions is proper. Defence
refers to this as ‘acceptance’ of the transactions; and

° spot-checking—a further independent review of a proportion of transactions, selecting
them either at random or by targeting high-risk areas. This can be done using IT
techniques to detect suspicious practices such as transaction-splitting.*

Cardholder verification

2.39 In Defence, cardholder verification is a standard detective control on credit card misuse.
Defence requires that when a cardholder detects a transaction they do not recognise as theirs, the
cardholder must lodge a dispute within a defined period.”® Where a dispute is raised within
agreed timeframes, the matter may be settled at no cost to the Commonwealth. If, on the other
hand, it is not raised within agreed timeframes, the Commonwealth will bear the cost of the
transaction.

2.40 Defence requires cardholder verification for both Purchasing Card and Travel Card
transactions. ANAO testing shows that this occurs and that timeliness of verification has improved
slowly but continually in recent years: in 2012—-13, cardholders verified some 96.1 per cent of
transactions within two months, whereas in 2014-15 that figure had climbed to 98.1 per cent.?*

Review of transactions

2.41 Review of credit card transactions is a strong detective control on credit card misuse,
widely practised in organisations with corporate credit cards. Vigorous monthly review, if well
publicised, may also have some deterrent benefit.

2.42  For review of credit card transactions to work effectively:

° it must be done by someone other than the cardholder so as to introduce a second party
and a degree of independence into the process;

° it must be practicable for the reviewer to discharge the task. That is, it must be possible
for the reviewer to examine each transaction—if only briefly—and form a judgement. In
Defence, there are, overall, around 6000 transactions a day to be considered; and

° the reviewer must be in a position to exercise independent judgement;

- this means that they cannot be in a position which would constrain unreasonably
their capacity to question transactions that appear inappropriate; for example,
this may be difficult for a person junior to the cardholder; and

- reviewers need to be sufficiently familiar with the types and magnitude of
expenditure the cardholder is likely to make.

22 Transaction splitting may undermine controls over expenditure and authorisation limits.
23 Adispute must be lodged within 60 days for the Travel Card and 90 days for the Purchasing Card.
24  Defence requires transactions in CMS to be processed within 60 days.
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2.43  Each of these criteria has been recognised in Defence documentation. The degree to which
they are met in practice is discussed below.

Guidance on the responsibilities of CMS Supervisors

2.44 Defence documentation recognises that ‘To reduce the risk of misuse or abuse, a two
person process is required for card purchase processes’. To be fully effective, this approach needs
to be supported by a clear statement of the second person’s (reviewer’s) responsibilities in
identifying potential misuse. Defence documentation is ambiguous about those responsibilities,
which fall to the cardholder’s CMS Supervisor.

2.45 Defence rules require that, after the cardholder verifies the transaction in CMS, the
cardholder submits the transaction to their CMS Supervisor:

The CMS Supervisor plays an important part in reducing the risk of credit card misuse by
performing a ‘check’ on transactions verified by the cardholder. This check is not an approval of
the transaction, as this has already taken place through pre-purchase delegations, but is a quality
control measure. Ordinarily, this is done online using the CMS to ‘accept’ transactions.

2.46 To help the CMS Supervisor’s check of Travel Card transactions, the CMS Manual requires
that the cardholder provide the CMS Supervisor with a copy of the supporting documentation
(approved travel budget and CMS expense summary report signed by the cardholder) for the
travel. The guidance does not require Purchasing Card users to provide the CMS Supervisor with a
copy of the supporting documentation for Purchasing Card transactions: it requires only that the
documentation be available should the CMS Supervisor call for it.

2.47 Defence’s rules for CMS Supervisors are formulated as ‘Task Cards’. The documentation
would be improved by a more complete specification, with examples, of Defence’s expectations of
the CMS Supervisor’s check of the transactions.

Cardholders have reviewed and accepted their own transactions

2.48 ANAO testing identified instances where Defence cardholders had been able to review and
accept their own transactions. Specifically, audit testing found:

° some 173 transactions made using physical cards where the cardholder had verified and
reviewed their own transaction, including 14 cash withdrawals; and

o over 1300 transactions made using virtual cards where the individual responsible for the
virtual card (the account holder) verified and reviewed the transactions.”

2.49 Self-acceptance of transactions undermines the effectiveness of this control and detracts
from the integrity of Defence credit card processing.?®

Cardholders can choose their reviewer

2.50 A new user of either a Travel or Purchasing card, when first set up on CMS, can select a
CMS Supervisor. Defence does not require the CMS Supervisor to be the cardholder’s line

25 Defence issues both physical cards and ‘virtual’ cards. Physical cards are generally issued to an individual. The
purpose of virtual cards is to allow travel arrangers to pay travel costs associated with military exercises,
deployment and training that generally involve the movement of a large number of people. Defence informed
the ANAO that these accounts are generally set up with automatic acceptance.

26  Defence informed the ANAO that an error has been identified in CMS which allowed self-acceptance to occur
and which Defence is working with the system vendor to resolve.
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supervisor and leaves it to individual work areas to determine the most appropriate CMS
Supervisor. Also, the cardholder can change CMS Supervisor by sending a request to the CCSC.

2.51 Having a cardholder choose their own supervisor, whether permanently or temporarily,
introduces risks associated with collusion and fraud. Defence does not have a specific control in
place to mitigate this risk even though the same risk was identified in a Defence internal audit in
late 2007. That audit assessed the risk as a ‘systemic control weakness’ in relation to the ‘critical
function’ performed by the CMS Supervisor.

2.52 Defence informed the ANAO that it has now implemented a system-based process that
notifies incoming and outgoing supervisors when a change in supervisor occurs.

The auto-accept function limits independent review

2.53 CMS allows for automatic ‘acceptance’ of transactions under a predetermined dollar
value. The rationale is that CMS Supervisors with large numbers of transactions to ‘accept’ may
choose to request the auto-acceptance of transactions for their cardholders. Each CMS Supervisor
who seeks auto-acceptance is expected to perform an off-line review of transactions at the end of
the month using CMS reporting functionality. In practice, this means they are required to print a
report of auto-accepted transactions and check ‘a sample of, or all such transactions on a regular
basis, which should be at least monthly’. The purpose is explicitly to ensure that two people are
involved in processing the transaction.

2.54 This practice delays the review process or reduces the burden of acceptance duties to a
sampling exercise. The former CMS Manual describes this approach as the ‘the most efficient
scenario for CMS Supervisors with a higher volume of transactions’ but does not otherwise
document a clear rationale for the existence of the function. There is also no evidence of a means
to provide assurance that delayed or sample-based acceptance is done, or done satisfactorily.

2.55 Defence documentation is imprecise on the availability of this function, stating that it is an
option for ‘CMS Supervisors with a higher volume of transactions’, without offering any view on
what constitutes ‘higher’. Defence documentation states that the function is available only for
Purchasing Card transactions and ANAO testing found 484 physical Purchasing Cards with this
facility. ANAO testing also showed that the function exists for 4686 physical Travel Cards and 405
virtual Travel Cards.

2.56 Earlier documentation (2008) shows that Defence intended auto-approval to be restricted
to transactions under $5000 where the cardholder verifies their own transactions. However,
ANAO testing showed that most cards have auto-approval transaction thresholds over $1 million.
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Box 1 Analysis of auto-accept transactions

ANAO analysis of automatically accepted transactions identified some 67 747 such trans-
actions (approximately $80 million in transaction value) on physical Purchasing Cards.

Some 14517 of these transactions (over $22 million), were verified by the cardholder.
Verification constitutes only acknowledgement that a transaction was actually incurred by the
cardholder. Because the transactions are auto-accepted, there is no second-person check on
the integrity of these transactions in normal processing. The only opportunity to identify any
inappropriate use of the credit cards involved would lie with later spot-checking or audit.

In the case of the remainder of these transactions (about 75 per cent of them), the only
persons directly involved in their processing were the cardholder, who initiated the
transaction, and the account holder, who verified the transaction on behalf of the cardholder.
This would include scrutiny to identify and preclude any third-party fraud. On the other hand,
even though the account holder is a ‘second person’, there is no duty imposed on them by
any Defence policy to provide an independent check of the integrity of the transactions.

Similar issues arise for Travel Card transactions that are automatically accepted:

° Of the 906 655 auto-accepted transactions (about $253 million in transaction value)
made on virtual Travel Cards, 279 491 transactions (over $59 million) were verified by
the individual responsible for the virtual card (the account holder).

° Of the 319 435 auto-accepted transactions ($64 million) on physical Travel Cards,
some 4646 (about $775 000 in transaction value) were verified by the cardholder.

These processes precluded the involvement of a second person in the transaction.

2.57 Inresponse to this audit, Defence informed the ANAO that:

in accordance with Defence’s new credit card governance document of 18 January 2016, all
credit cards are to be validated by a CMS supervisor. The Group CFOs are required to determine
CMS supervisor and once this task has been completed the auto approve function [is] to be
switched off in [CMS].

Reviewer sometimes junior to the cardholder

2.58 The ANAO analysed CMS records to determine how often a reviewer of transactions is
junior in rank to the cardholder. That analysis shows that the reviewer is junior in over one-third
of transactions. Moreover, that proportion has been rising slowly in recent years (Table 2.2).

Table 2.2: How many transactions are approved by a person junior to the cardholder?

Calendar Year No. of approved No. approved by a Proportion approved
transactions junior person by a junior person

2012 (last six months) 780 858 254 207 32.6%
2013 1578 753 545 864 34.6%
2014 1641724 592 238 36.1%
2015 (first six months) 759 974 287 399 37.8%
Total 4761309 1679708 35.3%

Source: ANAO analysis of Defence records.
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2.59 The review process is the only opportunity built in to the workflow which enables arm’s
length review of transactions. The arrangements observed by the ANAO—involving review by
personnel more junior to the cardholder—are inconsistent with Defence’s answer to Senate
Estimates questions, discussed in paragraph 2.5, that acquittal of expenditure involves both a
cardholder and their supervisor. A person without a detailed understanding of the CMS Supervisor
arrangements would reasonably read ‘supervisor’ to mean a ‘superior’ or more senior person. A
2007 Defence internal audit also identified risks where ‘supervisors’ were subordinate or junior to
those they were reviewing:

Where the nominated CMS Supervisor is a junior member, there is the potential for the CMS
Supervisor to feel constrained in the degree to which they are able to perform their functions in
relation to verifying the transactions of more senior members. Controls are further weakened
when the CMS Supervisor is remote from the cardholder and does not have easy access to
source documentation.

Wide span of control limits capacity for reviewers to discharge their duties

2.60 Some of the guidance formerly available in Defence recognised that the CMS Supervisor
‘does need to have an understanding of the work being performed by the cardholder in order to
identify any “unusual transactions”. However, the span of control for independent review in
Defence can be too large for that to be practicable. Defence’s Fraud Control and Investigations
Branch pointed out at the commencement of this audit, for example, that there are at least three
ADF units where one reviewer has to process the transactions generated by 600 to 750
cardholders.?’ Similarly, the 2014 Review of Defence Travel Services concluded that ‘CMS
Supervisor acquittals can be ‘Tick and flick’ given large volumes and late timing’. The ANAO found
that, on over 1100 occasions in three years, individual CMS Supervisors had reviewed over 100
transactions in a day, with over 300 being approved in a day on 32 separate occasions.

Spot checks on the use of credit cards

2.61 Individual transactions and trends can be monitored by an independent party after the
event to detect misuse. For example, within Defence, the CIO Group’s taskcard on fraud tells
credit card users:

Your use of the CMS and the use of corporate cards in general is closely monitored, particularly
in relation to potentially fraudulent use. When the transactions are loaded to the CMS from
Diners and NAB each work day, all transactions are reviewed for suspected fraudulent activity.

2.62 Defence generates a large number of transactions—around 30 000 transactions a week on
the Purchasing and Travel Cards combined, or about 6000 each working day. To address
transaction loads of this size, checking can involve random and targeted sampling, data mining or
other more sophisticated IT techniques. These processes, if well publicised, can also deter card
misuse. The audit examined Defence’s current mechanisms for spot-checking transactions.

The Corporate Card Support Centre undertakes only limited checking

2.63 The Defence Factsheet ‘Use of the DTC and Cabcharge eTickets issued by DSO Customer
Service Centres’ states, under the heading ‘Fraud’: ‘It should be noted that the Corporate Card

27 A 2007 Defence internal audit of the implementation of the Travel Card had noted concerns at the number of
cardholders being assigned to CMS Supervisors because they ‘may not be able to clear CMS transactions in a
timely manner and provide appropriate attention to ensure transaction validity’.
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Centre has a formal process for monitoring and reviewing expenditure on DTC'. In response to
enquiries as to the nature of this formal process, Defence advised the ANAO that:

The Corporate Card Support Centre [CCSC] in Hobart through regular QA [quality assurance]
checks monitor[s] the administration of the DTC and DPC.

2.64 Defence has also advised Parliament that:

Corporate credit card transactions are monitored by ... Corporate Card Support Centre staff ...
The Corporate Card Support Centre also reviews a percentage of daily transactions to identify
any unusual trends.?®

2.65 A 2007 Defence internal audit found that ‘ongoing QA and fraud detection work has been
recognised as an important internal control’ and recommended that the fraud detection function
undertaken by the CCSC be formalised. This was agreed by management. However, the current
audit found that the procedures prescribed for quality control checks in the CCSC address only
card management operations (such as the issue of new cards and reviewing whether a person has
an ongoing requirement to hold a card at their current cash limit). None of the procedures
concerns monitoring or reviewing credit card transactions or trends. Moreover, the CCSC Quality
Assurance Manual (p. 18) explicitly states that:

The CCSC is not responsible for proactively scanning or looking for potentially fraudulent
transactions. ... Individual cardholders and CMS account holders are responsible for identifying
suspicious, unusual or unauthorised transactions.

Other mechanisms for detecting and reporting misuse

2.66  Other internal mechanisms with the potential to detect credit card misuse are managed by
the CFO Group, the Fraud Control and Investigations Branch, and the Audit Branch. The ANAO
found:

° There has been no systematic spot checking by management to date. During the audit,
CFO Group stated that it is introducing ‘Business Intelligence’ arrangements to review all
Defence credit card transactions to detect unauthorised or fraudulent use.

° There is limited spot-checking by the Fraud Control and Investigations Branch (FCIB).
Defence advised the ANAO that FCIB has only a limited capacity to detect suspicious
credit card transactions, particularly given the high volume generated.?

° No recent checking by auditors. The audit found no recent record of any ‘periodic audit
of DTC cardholder transactions by independent auditors’, a control identified in the CFO
Group Fraud Control Plan (Table 2.1). The last relevant internal audit identified was that
by Defence’s (then) Management Audit Branch in late 2007.

28 See, for example, Senate, Defence Supplementary Budget Estimates, November 2013, Answer to Question on
Notice No. 100. <http://www.aph.gov.au/Parliamentary Business/Senate Estimates/fadtctte/estimates/
sup1314/def/defenceqonsindex>. Viewed 10 March 2016.

29 Defence advised that it ‘has three data analysts responsible for fraud detection across the agency. Due to the
high number of programs, projects, systems and functions within Defence, FCIB [Fraud Control and
Investigations Branch] adopts a risk-based approach when allocating resources to monitoring CMS.
Monitoring is focused on specific fraudulent behaviours that have, in the past, been realised and which have a
high probability of occurring (for example, regular monitoring of cash withdrawals on Defence Travel Cards
during the Christmas and New Year periods)’.
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2.67 Since the Certificate of Compliance process was introduced, the Department of Finance’s
annual Certificate of Compliance reports to the Parliament show that Defence has reported an
average of only 117 instances a year of non-compliance against financial framework requirements
relating to credit cards (Table 2.3).%° Given that, in the case of the Travel Card, Defence accounts
for over 40 per cent of expenditure across the Commonwealth (see Chapter 3), Defence’s share of
reported non-compliance is lower than might be expected.

Table 2.3: Certificate of Compliance report, Category 3: non-compliance
with the proper use of financial resources, Defence portfolio group

No. of reported instances of Defence’s share of the

Defence non-compliance reported across all

non-compliance portfolios

2008-09 126 16.8%
2009-10 107 15.6%
2010-11 155 25.5%
2011-12 99 15.1%
2012-13 125 13.8%
2013-14 88 13.4%

Note:  Category 3—the proper use of financial resources—included reported instances of non-compliance with
section 60 of the FMA Act (which provided that an official must not use a Commonwealth credit card to obtain
cash, goods or services otherwise than for the Commonwealth) and FMA Regulation 21 (which regulated the
use of a Commonwealth credit card to pay for coincidental private expenditure).

Source: Department of Finance, http://www.finance.gov.au/publications/certificate-of-compliance-report/

2.68 Defence has provided information to the Parliament from time to time in response to
specific questions about Defence credit card management, including fraud and breaches of
departmental guidelines. For example, an answer to a question about fraud in Defence identified
five cases in 2014-15 which were attributed to the Defence Travel Card.*

Strengthening Defence’s credit card controls

2.69 Defence’s CFO Group has had responsibility for managing the Purchasing Card since July
2012. It took responsibility for Defence’s Travel Card management framework in May 2015, and
Defence advised the ANAO in January 2016 that, in response to emerging audit findings, it was
implementing revised operational governance arrangements aimed at strengthening controls
around the use of its credit cards. Consolidation of management arrangements within CFO Group
in May 2015, and the reform agenda, present Defence with an opportunity to develop and
implement a consistent, enterprise-wide approach to the control of credit card use. Such an
approach should be aligned to assessed risks and should include arrangements to provide
reasonable assurance that credit card controls are complete and working as intended.

30 The Certificate of Compliance process involved agency Chief Executives preparing a self-assessment of their
agency’s compliance with the Commonwealth financial framework. The Department of Finance prepared a
public report providing aggregate analysis of agency results annually, covering 2008-09 to 2013-14.

31 House of Representatives, Questions in Writing, Department of Defence: Instances of fraud or theft (Question
No. 1771), 2 February 2016.
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Controls on the Defence Travel Card and the Defence Purchasing Card

2.70 In addition, Defence internal audit and the Defence Audit and Risk Committee could give
attention to implementation of the new governance arrangements and Defence’s credit card
control framework, to provide additional assurance to the Secretary.>

Recommendation No.1

2.71 Toimprove its management of credit cards, the ANAO recommends that Defence:

(a) identifies the risks associated with its credit cards and its current control framework;
(b) implements enterprise-wide control arrangements aligned to key risks; and
(c) implements arrangements to provide assurance that the control arrangements are

working as intended.

Defence’s response: Agreed.

32 The Compliance Reporting process under the PGPA Act (like the Certificate of Compliance process under the
former FMA Act) requires the accountable authority of a Commonwealth entity to certify, having regard to
advice provided by the agency’s internal control mechanisms, management and the audit committee, the
agency’s compliance during the previous financial year with the PGPA framework requirements.
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3. Defence’s use of its Travel Card and
Purchasing Card

Areas examined
This chapter considers how Defence uses its Travel Card and Purchasing Card and examines
trends and areas of higher-risk use, such as cash withdrawals.

Conclusion

Defence’s use of its Travel Card and Purchasing Card reflects the fact that it is a very large
Commonwealth entity with a dispersed and mobile workforce. Patterns of expenditure,
particularly for the Purchasing Card, show distinct seasonality, and warrant close management
oversight to ensure the proper use of public monies.

Defence has not analysed the available data on credit card expenditure to identify trends or
areas of non-compliance with Defence policies and instructions. Such analysis would have
assisted Defence to identify areas of risk and inappropriate spending, such as the failure of
individuals to take responsibility for the payment of their traffic fines, and to take appropriate
corrective action.

Areas for improvement
The ANAO has recommended that Defence use credit card analytics to obtain greater assurance
that its policies for credit card use are being complied with.

3.1 The ANAO examined available data on the use of credit cards across Commonwealth
entities and within Defence to gain a perspective on Defence’s use of its Travel and Purchasing
Cards. The ANAO also undertook some more detailed transaction testing in areas of suspected
high risk to analyse actual use.

How does Defence spending on the Travel Card compare with other
entities?

Defence was responsible for around 41 per cent of all Commonwealth travel card expenditure
in 2014-15. Compared with other entities, Defence expenditure is proportionately greater for
cash advances, car rental and taxis.

3.2 Among entities using the whole-of-Australian Government Travel Card, Defence is by far
the biggest user. In 2014-15 Defence accounted for 41 per cent of expenditure through this
arrangement (some $286.7 million) whereas the second and third-largest spending entities
accounted for around 8.2 per cent and 6.5 per cent of expenditure respectively (Figure 3.1).
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Defence’s use of its Travel Card and Purchasing Card

Figure 3.1: Expenditure on the Travel Card, 2014-15: top ten entities by expenditure
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Note:  Entity names/abbreviations are as in the source document: DHS—Department of Human Services; AFP—
Australian Federal Police; DIAC—Department of Immigration and Citizenship; DFAT—Department of Foreign
Affairs and Trade; DAFF—Department of Agriculture, Fisheries and Food; ATO—Australian Taxation Office;
DIISRATE—Department of Industry, Innovation, Science, Research and Tertiary Education; AGD—Attorney-
General’'s Department. A number of entity names have since changed.

Source: Department of Finance.

33 Data supplied to the Department of Finance by the credit card company enables a
comparison to be made across entities. The company has aggregated data from individual
merchant category codes into simpler categories, such as ‘airlines’, ‘hotels’ and so on. Because
this data is based on merchant category codes, aggregated and reported by the credit card
company, caution is needed with its interpretation.

3.4 Over three-quarters of expenditure across all entities through the whole-of-Australian
Government Travel Card is on airlines and hotels. Car rental, taxis and fuel together account for a
further 6.1 per cent. The most substantial of the remaining items are cash advances (7.5 per cent),
other (5.4 per cent) and retail (2.3 per cent) (Table 3.1).

35 Two categories of Travel Card expenditure stand out where Defence spending is
proportionally higher than other entities’ spending:

° Car Rental and taxis—Defence accounts for a high proportion of all taxi travel
expenditure (51.5 per cent) and car rental expenditure (71.3 per cent) purchased
through the Travel Card.

° Cash Advances—The third highest category in the table comprises cash advances to
travellers, $52 million, comprising 7.5 per cent of all entities’ travel card expenditure in
the period. Defence accounts for almost all this amount—comprising 97 per cent of all
cash advances across government using the Travel Card.
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Table 3.1: Travel Card expenditure, 1 July 2014 to 30 June 2015

Category Whole-of- | Defence travel Percentage of all | Percentage of all
government card Commonwealth travel Defence’s travel

travel card expenditure | card spending in this card spending

expenditure category attributable that is in this

to Defence category

Airlines $393 505 101 $152 016 269 38.6% 53.0%
Hotels $149 220 278 $53 442 892 35.8% 18.6%
Cash Advance $52 354 809 $50 761 587 97.0% 17.7%
Other $37 814 637 $3 424 284 9.1% 1.2%
Car Rental $23 720 301 $16 901 481 71.3% 5.9%
Taxis $18 712 769 $9 645 838 51.5% 3.4%
Retail $16 154 053 $158 758 1.0% 0.055%
Restaurant $4 685 697 $101 336 2.2% 0.035%
gg'rf’,‘i’:;”e $1033 890 $4 291 0.4% 0.0015%
Fuel $536 092 $142 930 26.7% 0.050%
Mail Order $532 400 $15 602 2.9% 0.0054%
Rail $470 891 $67 957 14.4% 0.024%
Total $698 740 919 $286 683 224 41.0% 100%

Note:  The data in this table has been aggregated based on merchant category codes. This gives a sound general
picture of the expenditure pattern but may not always represent the individual transactions accurately.

Source: Data provided by the Department of Finance.

How does Defence Purchasing Card expenditure vary over the
financial year?

Defence staff have spent between $10 million and $40 million a month using the Purchasing
Card over the last three years. This expenditure exhibits a peak in May—June each year.

3.6 Analysis of Defence records shows that Defence’s use of its Purchasing Card is uneven
through the year and that there are seasonal trends. Purchasing activity was more intense in the
period from July to November 2012 than in the corresponding periods in the two later years.
Analysis of the records shows that this was due to greater use of the Purchasing Card to purchase
health-related services than in subsequent periods (Figure 3.2).

3.7 The average value of transactions shows high consistency acr