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Canberra ACT
21 January 2019

Dear Mr President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the Australian Criminal Intelligence
Commission. The report is titled The Australian Criminal Intelligence Commission’s
Administration of the Biometric Identification Services Project. Pursuant to Senate
Standing Order 166 relating to the presentation of documents when the Senate is not
sitting, | present the report of this audit to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

Gt

Rona Mellor PSM
Acting Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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AUDITING FOR AUSTRALIA

The Auditor-General is head of the
Australian National Audit Office
(ANAO). The ANAO assists the
Auditor-General to carry out his
duties under the Auditor-General
Act 1997 to undertake
performance audits, financial
statement audits and assurance
reviews of Commonwealth public
sector bodies and to provide
independent reports and advice
for the Parliament, the Australian
Government and the community.
The aim is to improve
Commonwealth public sector
administration and accountability.

For further information contact:
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Phone:(02) 6203 7300
Fax: (02) 6203 7777
Email: agl@anao.gov.au

Auditor-General reports and
information about the ANAO are
available on our website:
http://www.anao.gov.au

Audit team

Julian Mallett
Natalie Maras
Michael White
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Summary

Background

1. On 1 July 2016, the Australian Criminal Intelligence Commission (ACIC) was created
through the merger of the CrimTrac agency (CrimTrac), the Australian Crime Commission (ACC)
and the Australian Institute of Criminology (AIC).! Prior to the merger, CrimTrac had commenced
planning and initial administration of the Biometric Identification Services project (the BIS project
or BIS).

2. BIS was a $52 million project with two key goals:

° replacement of the existing National Automated Fingerprint Identification System
(NAFIS)?%; and

. addition of a facial recognition capability to enhance law enforcement’s biometric
capabilities.

3. A Biometric Identification Solution Contract was signed on 20 April 2016 between NEC

Australia (NEC) and CrimTrac, just prior to ACIC’s creation.

4, The BIS project encountered difficulties at an early stage. Despite intervention by the
executive of ACIC and ultimately unsuccessful negotiations between ACIC and NEC, the ACIC CEO
announced on 15 June 2018 that the project had been terminated.

5. When it became apparent that BIS would not be completed prior to the expiry in May
2017 of ACIC’s contract with Morpho, the company that operated NAFIS, ACIC extended its
contract with Morpho (for a substantially higher price). The NAFIS contract is now due to expire
in May 2020. ACIC has yet to decide the future of NAFIS.

Rationale for undertaking the audit

. The audit was requested by ACIC’s Acting Chief Operating Officer on behalf of ACIC on 14
February 2018; and
° the BIS (and the system it was to replace, NAFIS) are critical enabling systems for

Commonwealth and state law enforcement. A threat to the availability of this capability
would be of significant concern to the Australian Government.

Audit objective and criteria

6. The objective of this audit was to assess the effectiveness of ACIC’s administration of the
BIS project.
7. The audit criteria were:

1 This report refers to both CrimTrac and ACIC, depending on which agency was in existence at the time.

2 NAFIS was (and remains) a finger and palm print database and matching system operated by CrimTrac since
2001 on behalf of Australian police forces to help solve crime and identify individuals and by border
enforcement agencies (formerly the Department of Immigration and Border Protection and now the
Department of Home Affairs) to support Australia’s migration program.
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. Was the procurement process for the BIS project conducted in accordance with the
Commonwealth Procurement Rules?; and

° Has ACIC effectively managed the BIS project to achieve agreed outcomes?
Conclusion
8. While CrimTrac’s management of the BIS procurement process was largely effective, the

subsequent administration of the BIS project by CrimTrac and ACIC was deficient in almost every
significant respect. The total expenditure on the project was $34 million. None of the project’s
milestones or deliverables were met.

9. The procurement was designed and planned consistent with the Commonwealth
Procurement Rules and ICT Investment Approval requirements and the tender assessment
process supported value for money. However, two critical requirements were overlooked in the
requirements gathering phase and the approach to negotiating and entering the contract did not
effectively support achievement of outcomes. This was a result of the contract not explaining the
milestones and performance requirements in a manner that was readily understood and applied.

10. ACIC did not effectively manage the BIS project with its approach characterised by: poor
risk management; not following at any point the mandated process in the contract for assessing
progress against milestones and linking their achievement to payments; reporting arrangements
not driving action; non adherence to a detailed implementation plan; and inadequate financial
management, including being unable to definitively advise how much they had spent on the
project.

Supporting findings

The tender process

11. The BIS procurement was largely effective. CrimTrac designed and planned the
procurement consistent with the Commonwealth Procurement Rules and ICT Investment
Approval requirements. Requirements were developed in conjunction with state and territory
police, although two critical requirements were overlooked.

12. CrimTrac’s approach to market supported a value for money outcome. The approach to
market had sufficient reach and two valid tenders were received.

13. The tender assessment process supported value for money. It was transparent and
consistent with planning documents and the Commonwealth Procurement Rules in that:

° there was appropriate weighting of selection criteria;

° internal and external probity advisers oversaw all phases of evaluation; and

° the Tender Evaluation Committee report to the delegate was comprehensive.

14. The approach to negotiating and entering the contract did not effectively support

achievement of outcomes because the contract did not explain the milestones and performance
requirements in a manner that was readily understood and applied.
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Summary

Management of the project

15. The governance framework for BIS was not effective.

° Risk registers established for the project were not used effectively.

. External reviews in June and November 2017 identified the absence of a robust
governance structure.

. ACIC’s Audit Committee was not informed of the status of the project.

16. Contract management was not effective.

° The stipulated contract process by which progress against milestones and deliverables was

to be assessed was not followed at any stage and ACIC thus had no way of assuring itself
that it got what it paid for.

° ACIC agreed to more than $12 million in additional work. Documentation showed that
some of this work may have been unnecessary and other work may have already been
covered under the contract.

. ACIC ‘inherited’ the former CrimTrac and ACC Electronic Document and Records
Management Systems (EDRMS), leading to duplication and ineffective record keeping.
Further, many staff did not use any EDRMS, instead keeping records on their own
computers, in uncurated network drives or in email inboxes.

° While a Benefits Management Framework was developed and evidence showed that a
benefits realisation and documentation process was intended, it was not implemented.

° An internal audit report had found that ACIC did not have an effective contractor
management framework.

17. ACIC established appropriate arrangements for reporting to stakeholders. However these
were not fully effective because they did not result in sufficient action being taken and the
external stakeholders felt that reporting dropped off over time.

18. The contract provided an implementation plan including Solution Delivery and Solution
Design, with more detail for Solution Delivery.

° The agreed schedule was not adhered to and was repeatedly extended before BIS was
terminated in June 2018.

° In order to maintain the uninterrupted availability of a national fingerprint capability for
law enforcement, ACIC was obliged to renegotiate the existing NAFIS contract at a
significantly increased cost.

19. Financial management of the BIS project was poor. ACIC’s corporate finance area had no
responsibility for management of the financial aspects of the BIS project; neither did the project
team have a dedicated financial or contract manager. ACIC was unable to advise definitively how
much they had spent on the project.

20. ACIC made a ‘goodwill’ payment of $2.9 million to NEC which was not linked to the
achievement of any contract milestone. ACIC was not able to provide details of how the quantum
of this payment was calculated.
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Summary of entity response

21.
and its full response is at Appendix 1.

The proposed report was provided to ACIC. A summary of its response is provided below

The Australian Criminal Intelligence Commission (ACIC) found the Australian National Audit
Office's audit of its Biometric Identification Services Project to be thorough and comprehensive. It
has revealed significant failures in the management and delivery of the project, and has identified
opportunities for the ACIC to refine its practices in order to improve its delivery of information and
intelligence services to law enforcement and national security agencies in Australia.

Key messages from this audit for all Australian Government entities

22.
departments managing technical bespoke procurement, which contains inherent risks due to its
complexity or untested suitability.

The findings from this audit provide a range of learnings for other government

Governance and risk management

When managing a project of this nature, it is important that sound governance arrangements
are in place, that have full oversight of progress, risks and mitigation plans, contingency
planning and design and delivery challenges.

An important element of governance is assurance mechanisms at each major decision making
milestone — such as agreeing final business requirements for tender, or the technical
deliverables in the contract — where the officer signing off tender scope or the contract has
sufficient assurance that it contains all necessary business requirements, particularly those
that are critical to the effective operation of the system or product. This assurance can come
through adequately broad and deep consultation, assurance committees or technical advice.

Where the project is significant relative to the size of the organisation’s budget or capability,
then the project risks should form part of the broader organisational risk management
structures and governance arrangements given the impact on the organisation if risks were
realised.

Contract management

Contracts must be clear in terms of deliverables, milestones, performance measures and
accountabilities, and the entity should have strong contract management capability in place
with clear reporting lines.

Further, the entity should ensure that it obtains the right technical expertise such that risks,
design challenges and contact deliverables are well understood and the negotiation position
of the entity is evenly balanced with the successful tenderer.

Records management

Given that personnel can change and machinery of government changes can occur, records
are a critical part of informing future decision making and transparency and accountability for
past decision making.

Sound record management procedures should be in place not just for major projects but for
all entity business transactions and decision making.
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Audit findings
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1. Background

Introduction

11 The fact that every person’s fingerprints are unique was first recognised in the mid-19th
century. Fingerprints and palm impressions are a fundamental law enforcement tool, enabling
police to establish identity, collect evidence and solve crimes.

1.2 In the late 1980s, Australia became the first country to establish a National Automated
Fingerprint Identification System (NAFIS).? Individual police agencies? also committed to a further
national common police service known as the National Exchange of Police Information.

1.3 CrimTrac was established through an Inter-Governmental Agreement (IGA) in 2000 to
enhance policing through the provision of information services. The Commonwealth Minister for
Justice and state and territory Police Ministers, on behalf of their respective governments, signed
the IGA on 13 July 2000.

1.4 CrimTrac received one-off government funding of $50 million to develop four national crime
fighting systems>, including a ‘new’ NAFIS.®’ CrimTrac’s ongoing operating costs were met from
revenue collected from the provision of checking services such as NAFIS and police record checks
and CrimTrac did not receive any budget funding.®

1.5 The Australian Crime Commission (ACC) was established in 2002 to collect intelligence to
improve the national ability to respond to crime impacting Australia.® As with CrimTrac, the ACC
worked closely with state and territory law enforcement agencies. Both the CrimTrac and the ACC
boards included state and territory police commissioners.

1.6 In October 2013, the government established a National Commission of Audit to ‘review and
report on the performance, functions and roles of the Commonwealth Government’. Among the 86

3 NAFIS is a cross-jurisdictional finger and palm print database and matching system.

4 The Australian Federal Police (AFP) and the police forces of New South Wales, Victoria, Queensland, South
Australia, Western Australia, Tasmania and the Northern Territory. (Under an agreement between the
Commonwealth and the Australian Capital Territory (ACT) Government, the AFP provides policing in the ACT.)

5 The IGA listed these services as NAFIS, a National DNA Criminal Investigation System, a National Child Sex
Offender System and ‘the provision of rapid access to national operational policing data’.

6 The ‘new’ NAFIS (as it was then known) incorporated newer technologies which had been developed overseas
and established a network of 40 remote sites around Australia linked to the national facility in Canberra. The
‘new’ NAFIS was developed and implemented by SAGEM MetaMorpho which became known simply as
Morpho, which is the name used throughout this report.

7 In 2014, CrimTrac informed the Minister for Justice that the system contained over 4.5 million fingerprints
and 650,000 images collected from crime scenes. At 30 June 2017, NAFIS included 9.08 million print sets from
5.29 million people and supported 1.79 million searches.

8 Fees for services such as fingerprint checks went into a ‘special account’ (the National Policing Information
Systems and Services Special Account) which was established in 2006 by the Minister for Finance and
Administration under s20(1) of the Financial Management and Accountability Act 1997. The primary purpose
of the special account is ‘scoping, developing, procuring, implementing and operating new and existing
information technology systems and services in relation to the Agency and its stakeholders and clients’. Fees
were reviewed annually by CrimTrac.

9 The ACC was established under the Australian Crime Commission Act 2002. It was formed by replacing the
National Crime Authority and absorbing the functions of the Australian Bureau of Criminal Intelligence and
the Office of Strategic Crime Assessments.
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Background

recommendations in its February 2014 report, the National Commission of Audit recommended
that CrimTrac be merged with the Australian Crime Commission ‘to better harness their collective
resources’. The National Commission of Audit report noted that implementation of its
recommendation would require consultation with the states.

1.7 In December 2014, consultation commenced between the Commonwealth minister and
state and territory counterparts on options for the merger. Ensuing negotiations culminated in a
package of legislation that would allow the merged agency to continue the funding model that
supported CrimTrac services for over a decade, at no cost to the Commonwealth budget.

1.8 In 2015, the government introduced the Australian Crime Commission Amendment
(National Policing Information) Bill to give effect to the merger of CrimTrac and the Australian Crime
Commission. The merged agency was called the Australian Criminal Intelligence Commission
(ACIC).%%11 |n evidence at Senate Estimates in May 2015, the inaugural Chief Executive Officer (CEO)
of ACIC, Mr Chris Dawson APM, said:

The Crime Commission's role is in the intelligence space and in the analytical space. CrimTrac's role
is in the data being drawn in from each of the police jurisdictions. That data does not have an
analytical interface over it, and that is what is required in terms of CrimTrac information systems
interfacing much more readily with the Australian Crime Commission's analytics.

1.9 The CrimTrac special account continued after the merger, with its purpose unchanged. At
30 June 2015, the balance of the special account was around $120 million. ACIC formally came into
existence on 1 July 2016. It had approximately 830 staff: 220 from the former CrimTrac and 610
from the former ACC.

1.10 The ACIC Board represents Commonwealth, state and territory law enforcement and key
regulatory and national security agencies. The Board is chaired by the Commissioner of the
Australian Federal Police. The membership of the Board is shown at Table 1.1.

Table 1.1: Australian Criminal Intelligence Commission board at 30 June 2018

Board members

Commissioner, Australian Federal Police (Chair)

Secretary, Department of Home Affairs

Comptroller-General of Customs (Commissioner of the Australian Border Force)

Chairperson, Australian Securities and Investments Commission

Director-General of Security, Australian Security Intelligence Organisation

Commissioner, Australian Taxation Office

All state and territory Commissioners of Police

Chief Executive Officer, ACIC (non-voting member)

Note a: The Chief Executive Officer of AUSTRAC and the Secretary of the Attorney-General’'s Department are non-
voting observers.

Source: ACIC 2017-18 Annual Report.

10 The Australian Institute of Criminology was also merged into ACIC.
11 This report refers to both CrimTrac and ACIC, depending on which agency was in existence at the time.
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1.11  Under the functions in section 7C of the Australian Crime Commission Act 2002, the Board
is responsible for determining the national criminal intelligence priorities, providing strategic
direction to the ACIC, and authorising the use of the ACIC’s special coercive powers'? through
special intelligence operations®? and investigations.

1.12 The contract between CrimTrac and Morpho for NAFIS was due to expire in May 2017,
following CrimTrac’s exercise of two one-year options to extend it. At the time, CrimTrac had
experienced increased demand for NAFIS among police agencies and the Department of
Immigration and Border Protection.'* The increased demand also led CrimTrac to undertake a
capacity upgrade of NAFIS from July 2013 until July 2015.

1.13  The Biometric Identification Services (BIS) project was a project that CrimTrac intended
would deliver a national fingerprint and palm print capability, a facial biometric capability and the
ability to match identity using both capabilities. As originally conceived,® BIS would begin operating
in May 2016, twelve months before the expiry of the NAFIS contract. The approved budget for the
project was $52 million, with $28.9 funded from the special account and the balance ($23.1 million)
funded from CrimTrac’s own existing resources.

1.14  NAFIS would continue to operate while BIS was designed, built and implemented to ensure
that the critical national fingerprint capability continued uninterrupted. However, procurement for
the BIS project culminated in a contract with NEC that was agreed and signed by both parties on 20
April 2016. By that time, timeframes were already tight. The contract provided for 17 milestones,
with the facial recognition component occurring after implementation of the fingerprint
component.

1.15 The BIS project encountered substantial difficulties. In order to attempt to resolve those
difficulties, ACIC suspended the project on 4 June 2018 with NEC by mutual agreement.

1.16 In a media statement released on 15 June 2018, ACIC’s CEO announced that the BIS project
had been terminated in light of project delays. In contrast, a media statement by NEC (also on 15
June 2018), stated that ‘the BIS Solution was ready to be handed over to ACIC for System
Acceptance Testing when the project was placed on hold by ACIC.’1®

1.17 In April 2018, prior to the cancellation of BIS, the ACIC extended the existing NAFIS contract
with Morpho (which was renamed Idemia in May 2017) for a further year (to May 2019), with an
option to extend it for a further year.

12 ACIC's coercive powers are similar to a Royal Commission. They authorise ACIC examiners to compel people
to give evidence for the purposes of special ACIC operations or investigations.

13 Special operations focus on gathering intelligence on a particular criminal activity. Special investigations are
designed to collect intelligence and also disrupt and deter identified criminal groups.

14 Now the Department of Home Affairs.
15 In the project’s first pass business case.
16 In October 2018, ACIC advised that it disputes the content of the media release issued by NEC.
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Background

Audit approach

1.18 On 14 February 2018, ACIC’s Acting Chief Operating Officer wrote on behalf of the ACIC CEO
requesting that the ANAO undertake a performance audit of the BIS project.

Audit objective, criteria and scope

1.19 The objective of this audit was to assess the effectiveness of ACIC’s administration of the BIS
project.

1.20 The audit criteria were:

. Was the procurement process for the BIS project conducted in accordance with the
Commonwealth Procurement Rules?; and

o Has ACIC effectively managed the BIS project to achieve agreed outcomes?

Audit methodology
1.21  The audit methodology involved:

° Examination of relevant entity records.
o Discussions with relevant staff.
° Discussions with BIS stakeholders, including state and territory police forces and the

Australian Federal Police.

1.22  The audit was conducted in accordance with the ANAO Auditing Standards at a cost to the
ANAO of about $353,000. The team members for this audit were Julian Mallett, Natalie Maras and
Michael White.
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2. The BIS procurement process

Areas examined
The ANAO examined whether the procurement process for the BIS project was conducted in
accordance with the Commonwealth Procurement Rules.

Conclusion and findings

The procurement was designed and planned consistent with the Commonwealth Procurement
Rules and ICT Investment Approval requirements although two critical requirements were
overlooked in the requirements gathering phase.

CrimTrac’s approach to market supported a value for money outcome. The approach to market
had sufficient reach and two valid tenders were received.

The tender assessment process supported value for money by treating all tenderers equitably,
adopting appropriate weighting of selection criteria, ensuring appropriate probity arrangements
were in place and providing sufficient information to the delegate to make an informed
assessment.

The approach to negotiating and entering the contract did not effectively support achievement
of outcomes because the contract did not explain the milestones and performance requirements
in a manner that was readily understood and applied.

The Commonwealth procurement process

2.1 Procurement by Commonwealth entities is governed by the Public Governance,
Performance and Accountability Act 2013 (PGPA Act). Pursuant to subsection 105B(1) of the PGPA
Act, the Minister for Finance has issued Commonwealth Procurement Rules (CPRs) which set out
mandatory rules with which Commonwealth entities must comply when planning a procurement,
including calling for tenders. The guiding principle of the CPRs is to achieve value for money.

2.2 Additional requirements apply to Information and Communication Technology (ICT)
procurements. Under the ICT Investment Approval ‘two pass’ process, entities seeking to make
significant ICT investments are required to prepare a first pass business case for consideration by
government as part of its budget deliberations for that year. Where the government approves the
first pass business case, the entity prepares a second, more detailed, business case for government
consideration. The process is designed to seek government agreement prior to an investment
decision, which in some cases may involve the expenditure of many millions of dollars.

23 Separate from the ‘two pass’ process, if entities bring forward a high risk new policy
proposall’ with a project cost of $30 million or more, which includes an ICT component of at least
$10 million, the Department of Finance may recommend to government that the proposal be
subject to the Gateway Review Process. The Gateway Review Process comprises a series of short
intensive reviews at critical points across a proposal’s implementation lifecycle. Such reviews are
conducted by an independent Assurance Review Team appointed by the Department of Finance in

17 A New Policy Proposal is any proposal that requires a government decision and that has a certain or potential
financial impact on existing estimates; or changes revenue; or creates new commitments for the
Commonwealth; or changes the intent of a previous new policy proposal.
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The BIS procurement process

consultation with the entity involved. Gateway is not an audit process and does not replace an
entity’s responsibility and accountability for implementing decisions and projects.

Was the procurement designed and planned in accordance with the
Commonwealth Procurement Rules and ICT Investment Approval
requirements?

The BIS procurement was largely effective. CrimTrac designed and planned the procurement
consistent with the Commonwealth Procurement Rules and ICT Investment Approval
requirements. Requirements were developed in conjunction with state and territory police,
although two critical requirements were overlooked.

2.4 Planning for BIS commenced in 2013. At the time, the Minister for Justice had
Commonwealth responsibility for CrimTrac and provided guidance on strategic priorities. Under the
IGA (see paragraph 1.3) CrimTrac’s Board of Management had responsibilities including approving
and monitoring evolving business cases.

2.5 For the procurement of BIS, the relevant frameworks included:

. the Commonwealth Procurement Rules July 201418;
° the ICT Two Pass Review process; and
° internal CrimTrac Procurement and Contracting Guidance and Accountable Authority

Instructions 2014.

2.6 As noted in paragraph 2.3, the Department of Finance may recommend to government that
a proposal be subject to the Gateway Review Process. Although the total estimated cost of the BIS
project (over $52 million) met the financial threshold (over $30 million) for the Department of
Finance to recommend Gateway Review of the BIS proposal, the Department did not appoint
independent reviewers for BIS.?

Establishing the business need

2.7 A principal motivating factor for the BIS project was the expiry of the NAFIS contract with
Morpho in May 2017. By that date, both options to extend the contract would have been exercised.

2.8 By 2014, technological advancements had increased the ability of police investigators to
identify people through other biometric ‘modalities’ such as facial images, scars, marks and tattoos
as well as fingerprints. CrimTrac considered these advancements provided an opportunity to
provide improved biometric capabilities to police partner agencies. CrimTrac commissioned
PricewaterhouseCoopers (PwC) to assess the market, which confirmed that the Australian

18 In this audit any reference to CPRs is a reference to the CPRs issued in 2014 as these applied at the time of the
procurement.

19 The Costing Agreement of December 2015 noted that ‘two pass’ approval would be required but did not
require Gateway Review. The ANAO enquired of the Department of Finance why this was the case. The
Department of Finance advised that Gateway Reviews are based on value and risk, with the Department of
Finance generally recommending only high risk projects be subject to the reviews if they met the relevant
thresholds. The information provided by CrimTrac ‘suggested’ to the Department of Finance ‘that it did not
warrant additional independent assurance through the application of Gateway, noting that the proposal
related to the modernisation and expansion of an existing biometric identification system — the National
Automated Fingerprint Identification System (NAFIS)’.
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biometrics market was sufficiently mature to deliver a biometric identification service capability,
with four major vendors having capacity and ability to do so. PwC also advised that at that time,
biometric technology for scars, marks and tattoos was not yet worth pursuing.

First and second pass business cases

2.9 In October 2014, CrimTrac submitted the BIS new policy proposal to the Department of
Finance as required and BIS was included in the Attorney-General’s Budget Submission for 2015—
16. The Expense Measures reflected government agreement to provide $0.7 million in 2015-16 for
CrimTrac to finalise the development of the BIS business case (based on CrimTrac’s estimate of the
cost of the process) although ACIC advised in October 2018 that the cost of the business cases was
actually $2.265 million.

2.10 CrimTrac completed a first pass business case in November 2014, which considered
stakeholder input, the scale and scope of the business requirement, and the market’s capacity to
respond to a procurement. This business case detailed the benefits, costs and risks of three viable
options, all of which were consistent with the objectives of the CrimTrac special account and the
IGA.

2.11  The CrimTrac Board of Management agreed with the first pass business case and approved
it one week after it was submitted to the Department of Finance.?°

2.12 In February 2015, CrimTrac’s Strategic Issues Group?! noted that there could be a range of
issues with facial recognition such as integration with state systems and system interfaces.

2.13  During March and April 2015, before CrimTrac released the Request for Tender (RFT) to
market, it engaged PwC to assist in gathering, defining and developing requirements. This process
involved meeting with fingerprint subject matter experts in all of the state and territory police forces
to ensure that the design of BIS would meet their individual needs.?? Whereas industry experience
for requirements development indicates months or years for complex IT projects?3, CrimTrac and
PwC completed requirements development with police for both BIS fingerprint and facial biometric
solutions within weeks.

2.14  CrimTrac completed the second pass business case in December 2015. Although this
business case provided some of the expected material, it did not closely follow the required
structure of the template and did not fully meet standard requirements of the ICT Two Pass Review
process. Specifically, the second pass business case lacked an options analysis (although it repeated

20 Clause 6.1 of the Inter-Governmental Agreement (see paragraph 1.3) gave the CrimTrac Board of
Management the power to ‘approve and monitor’ business cases. As noted at paragraph 2.2, the power to
formally approve (or reject) ICT Investment First and second pass business cases rests with the government.
To that extent, approval was required from both the Board and the government.

21 The Strategic Issues Group existed to strengthen the ongoing partnership between CrimTrac and police. It
comprised senior executive representatives from all Australian police agencies, the Commonwealth
Attorney-General’s Department and CrimTrac’s executive leadership team.

22 The BIS ‘solution’ required customisation from state to state. This was partly because police business
practices and ‘workflows’ were not identical due to differing legislative requirements from state to state in
how (and from whom) fingerprints are permitted to be stored, used and retained.

23 See for example How long do requirements take?, https://www.jamasoftware.com/blog/how-long-do-
requirements-take/
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The BIS procurement process

options from the first pass business case); and assumed that Gateway reviews were not necessary
due to the monetary value of the contract being under $50 million.

Figure 2.1: Timeline of business cases and approvals

December 2015

June 2015 Second Pass Business Case  April 2016

Delegate approves

submitted to DoF Contract entered
approach to market
November 2014 November 2015 | March 2016
First Pass Business Case Delegate approves | Ministerial
submitted to DoF preferred tenderer approval
BIS proposal

| W |

2015 2016
1/06/2014 1/06/2016

Source: ANAO.

2.15 In December 2015, the Department of Finance provided CrimTrac with its Costing
Agreement?* which showed that of a proposed budget of $52.0 million, CrimTrac would fund
$28.931 million from the CrimTrac special account. At the time, sufficient funds (approximately
$120 million) were available in the account.

2.16 Therelevant Estimates Memorandum?® makes it clear that Second Pass approval is required
to enable an informed decision by government on the investment before the proposed investment
proceeds, otherwise there is a risk that invested resources lack sufficient measures to ensure
successful implementation. By the time that the Prime Minister approved the development of the
BIS on 24 March 2016, CrimTrac had already:

° issued the tender (on 10 June 2015);

° evaluated responses to the tender;

° selected the preferred tenderer; and

° completed contract negotiations (in February 2016).

2.17  All that remained was contract signature with the successful tenderer, which occurred on
20 April 2016.

24 Costing Agreements are simply the Department of Finance’s verification of an entity’s costings. The BIS
costing agreement noted that ‘The BIS is subject to the ICT Investment Review process, and Second Pass
approval is required in addition to final authority in order to progress the project’.

25 Information and Communications Technology (ICT) Investment Approval Process, Estimates Memorandum
2015/41, Department of Finance. Estimates memoranda are one of a range of guidance materials provided by
the Department for Commonwealth entities.
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Design and planning of the tender
Requirements gathering

2.18 The ANAO found evidence that two important requirements were overlooked in the
requirements development phase, relating to assumed identities (Al) and witness security (known
as WitSec).

2.19 Assumed identities are ‘invented’ identities given to police and intelligence officers (with
official approval?®) to allow them to operate ‘under cover’. Witnesses who have agreed to give
evidence in the prosecution of serious crimes may be provided with police protection under the
National Witness Protection Program. In both cases, it is critical to such people’s safety (and
potentially their lives) that information (especially facial images) which might reveal either their
true identity or their location, are closely protected and not compromised.

2.20 On 9 February 2018, the ACIC CEO advised the ACIC Board that the additional cost of the
necessary work to have Al and WitSec included in the contract would be ‘approximately $10
million’.

2.21 In May 2018 (more than two years after the project commenced), various ACIC officers
recognised that Al and WitSec were never adequately captured in the contract.

2.22 The ANAO sought ACIC's explanation of the omission of Al and Witsec from the
requirements gathering phase and the contract. In August 2018, ACIC confirmed that the lack of
specific Al requirements in the contract was an oversight.

2.23  Other items were also overlooked. An internal email, dated 1 May 2018, said:

Al was not the only requirement overlooked by PwC’s requirements gathering exercise in the very
beginning. It appears that the BIS project never asked for, nor were provided a Ul [user interface]
speclification]. Consequently there are, at last count, 15 data elements missing from the BIS
tenprint browse screens that currently appear in NAFIS. Some of these are business critical. These
will be highlighted, however without documented requirements, we have no mechanism to effect
change. It will be interesting to see how this shakes out.

2.24 Neither of these omissions was corrected before BIS was terminated in June 2018.
Tender evaluation planning

2.25 CrimTrac prepared for tender evaluation by creating a Tender Evaluation Plan, which
outlined the assessment process, including tender criteria.

Table 2.1: Planned weighting and streams

Iltem ‘ Evaluation criteria Weighting

1 Technical capability 30% Solution
2 Delivery capability 25% Solution
3 Implementation capability 25% Business
4 Service Level and reporting capability 10% Business

26 The operation of assumed identities by Commonwealth law enforcement officers is regulated under the
Crimes Act 1914. The National Witness Protection Program operates under the provisions of the Witness
Protection Act 1994.
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Evaluation criteria Weighting Stream
5 Tenderer’s experience, expertise and value added services 10% Business
6 Tenderer’s Pricing Unweighted Finance
7 Risk (including, without limitation, the extent to which the Unweighted All
Tenderer complies with the Draft Contract).

Source: CrimTrac Tender Evaluation Plan.

2.26 The BIS RFT Evaluation Plan also outlined the Evaluation Governance Structure. The
evaluation process involved three ‘Solution Streams’ as well as Financial, Legal and Business
Streams, each responsible for assessing the components of each tender, preparing a report and
submitting it to the Evaluation Chair. CrimTrac co-opted technical experts from state policing to
assess technical aspects of proposed solutions. CrimTrac also appointed an external probity advisor
for the BIS RFT process.

Figure 2.2: Biometric Identification Services evaluation governance structure

Source: CrimTrac BIS Evaluation Plan.

2.27 The CEO, Chief Information Officer (CIO), Director Legal and Procurement, Project Director
and Evaluation Chair approved the BIS RFT Evaluation Plan on 17 August 2015. This was more than
a month after CrimTrac published the RFT on 10 June. While not ideal, the late approval of the
Tender Evaluation Plan did occur in time for assessment to follow the approved process.
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Did the approach to market support a value for money outcome?

CrimTrac’s approach to market supported a value for money outcome. The approach to market
had sufficient reach and two valid tenders were received.

2.28 CrimTrac published the RFT on AusTender on 10 June 2015. The BIS RFT had good ‘reach’
because numerous information technology magazines and media outlets picked up the AusTender
Notice, further advertising it. CrimTrac records showed interactions with more than 200 entities
that registered with CrimTrac to receive tender information.

2.29 The final RFT comprised 16 separate documents, including the overarching RFT documents,
a conceptual solution architecture model, and a sample contract. It also included details of how and
when CrimTrac would assess tenders and explained weightings for each criterion. In this respect,
the process met the CPR requirements.

2.30 The RFT required a successful tenderer to deliver both systems and services to CrimTrac
(that is design, build, implement and operate). The RFT invited responses from potential service
providers to provide a solution for:

. a national capability for identification using the Biometric Mode of Fingerprint (including
Palm Print and Foot Print);

° a national capability for identification using the Biometric Mode of Facial Recognition (FR);
and;

° the fusion of available Biometric Data and the capability for expansion into the future to

add additional Biometric Modes over time.

2.31 All tenderers were required to respond to each option. The RFT stated that it would assess
all three options and select the option or combination of options ‘appropriate for inclusion in any
resultant contract’.

2.32  The RFT expressly stated that CrimTrac preferred ‘a product where specific customisations
are minimised (for example COTS?” where possible)’. While it is often appropriate for entities to
encourage the market to design innovative solutions, such an approach carries greater risk than
situations where system and technical design is more clearly defined.

2.33  In accordance with good practice, CrimTrac held an industry briefing session on 25 June
2015 while the tender was open. The market interest in the RFT was evident in attendance by 22
companies.

2.34  During the approach to market process, CrimTrac issued four addenda?® on AusTender to
correct typographical errors in the RFT and answer 41 tenderer questions. All tenderers who
registered to receive updates had access to these questions and answers, which supports openness
and transparency. The original closing date of the RFT (6 August 2015) was extended by addendum
to 17 August 2015 following requests for extension from five tenderers.

27  ‘Commercial Off The Shelf’ means a readily available software application or platform that requires some
configuration but no major software development.

28 AusTender provides centralised publication of tenders, including the publication of addenda to correct errors,
change dates and respond to questions.
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Did the tender assessment process support value for money?

The tender assessment process supported value for money. It was transparent and consistent
with planning documents and the Commonwealth Procurement Rules in that:

° there was appropriate weighting of selection criteria;
. internal and external probity advisers oversaw all phases of evaluation; and
° the Tender Evaluation Committee report to the delegate was comprehensive.

Tender evaluation

2.35 Although 12 responses to the RFT were received, only two tenderers responded to the RFT
with compliant responses. One of these was Morpho, the incumbent supplier of NAFIS. The other
was NEC.

2.36 Adequate time to prepare a response to the RFT was an issue for four potential tenderers,
including the incumbent. One vendor noted that ‘such procurements occur once every 12 to 15
years’ and took time to prepare a response. Although CrimTrac extended the deadline by 11 days,
this was (at least) a week less than what half the actively interested vendors requested. Three out
of four of the vendors that requested an extension ultimately did not submit a tender.

Figure 2.3: Timeline of Biometric Identification Services tender

20/4
Contract entered

25/6 28/10 17./2 . 18/4
Industry briefing Delegate approves Negotiation Delegate approves
concludes entry into contract 23/5
Phase 2 Report 26/11 .
Contract Notice
17/8 Delegate approved 1/4

L0/6 RFT closes ised Ph 2 Debrief sessions on AusTender

RFT opens revise ase
w report \
2016

1/06/2015 30/06/2016

Source: ANAO from ACIC documentation.

2.37 At the time that CrimTrac approached the market, there were other biometric projects
underway. These included the Department of Immigration and Border Protection’s Smart Gates for
airports; the Attorney-General’s Department’s National Facial Biometric Matching Capability; and
the Australian Taxation Office’s biometrics authentication service for mobile app.

2.38 CrimTrac’s first pass business case indicated that CrimTrac was aware of these initiatives.
Discussion with ACIC staff showed that vendors were possibly attracted to those bigger contracts.
Large integrators might also have been put off the RFT contract because they would have needed
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to supplement their expertise with support from specialist biometrics vendors like Morpho, NEC
and 3M.%°

2.39 After the tender closed, it would have been open to CrimTrac to question whether it could
achieve value for money through competition between two vendors. While a longer extension
might have expanded the field of competitive tenders, there is no record of such deliberation and
the RFT process continued with two vendors.

2.40 CrimTracimplemented the Tender Evaluation Plan, carrying out assessment in three phases.
In Phase 1, the Evaluation Chair checked that tenders conformed to the conditions for participation.
The CEO approved the results of this Phase. In Phase 2, detailed evaluation took place and the
Evaluation Chair received solution reports, the financial report and the business report. The tender
evaluation team prepared a Phase 2 Evaluation Report for distribution to the Tender Evaluation
Committee (TEC). The delegate approved this report on 28 October 2015. The delegate approved a
further evaluation update (that revised the RFT shortlist to exclude all but one tenderer, NEC) on 26
November 2015.

2.41 The tender assessment process included reference checks and legal compliance checks.
Officials recognised and dealt with actual, potential and perceived conflicts of interest by
maintaining records on the BIS Probity Register. CrimTrac quickly and efficiently dealt with a
complaint from one of the tenderers. The external probity adviser confirmed in writing that all three
phases of the assessment met probity requirements.

2.42  In March 2016, the Evaluation Chair presented the delegate with a minute containing the
Phase 3 Evaluation Report and a clear recommendation. The minute also contained TEC sign-off; a
letter from the preferred tenderer regarding the performance guarantee; and probity sign-off.
Together, these documents summarised the outcome of the tender evaluation and provided the
delegate with assurance that the tender had passed through the planned process and passed
probity. The minute did not contain a draft contract, noting that once finalised, the contract would
be provided separately.

2.43  After the delegate approved the TEC’'s recommendation, CrimTrac informed NEC that it was
the preferred tenderer, subject to successful negotiation of a contract. CrimTrac also debriefed the
unsuccessful tenderer as required.

Did the approach to negotiating and entering the contract effectively
support achievement of outcomes sought?

The approach to negotiating and entering the contract did not effectively support achievement
of outcomes because the contract did not explain the milestones and performance requirements
in a manner that was readily understood and applied.

29 The 3M company, formerly known as the Minnesota Mining and Manufacturing Company, is an American
multinational conglomerate corporation that supplies the electrical, electronics and communications
industries.
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The BIS procurement process

Contract negotiation and execution

2.44  CrimTrac had prepared for the contract negotiation phase and produced a BIS Negotiation
Directive on 7 December 2015. The directive outlined roles and responsibilities of the negotiation
team, which comprised five people, supported by subject matter experts as required.

2.45 CrimTrac’s analysis of NEC’s proposal (in Phase 2) revealed 68 issues requiring clarification
with NEC. CrimTrac recognised that this was a high number that could make it difficult to negotiate
a contract with NEC. By Phase 3, CrimTrac reduced the list to 32 issues.

2.46  Whilst the BIS Negotiation Directive contemplated that CrimTrac would hold negotiation
sessions over a two-week period, negotiations actually concluded after two months on 17 February
2016. This was partly due to availability of personnel over Christmas/ New Year. This was also due
to NEC not initially proposing specific alternative drafting to the proposed contract terms.

2.47 Major issues identified for negotiation of contract terms included the pricing schedule,
solution requirements, performance requirements, solution design phase and implementation
requirements.

2.48 The ANAOQO’s examination of the records of the negotiation process indicated that CrimTrac
and NEC had not resolved every issue by the time authorised officers signed the contract. In
addition, the contract did not reflect every agreed negotiation issue. Outstanding items related to
acceptance certificate payment, remote access, hardware milestones, and security clearances for
personnel.

2.49 The contract was finalised and signed by NEC and CrimTrac on 20 April 2016.

The Biometric Identification Services contract

2.50 The contract entered by CrimTrac and NEC comprised more than 800 pages. The contract
was for NEC to design, implement, integrate, support and maintain an integrated biometric system.
NEC was to complete the Solution Design by 30 June 2016 and all contract requirements by 20
October 2017. The ‘support and maintain’ phase would continue to 30 November 2022.

2.51 The contract was divided into two phases: the Solution Design Phase and the Solution
Implementation Phase. Within each phase, there were milestones, each with a specific completion
date. The completion dates for individual milestones were not accompanied by a description of
specific documents, activities, or tests needed for each milestone. The completion dates for
milestones were not accompanied by specific standards. In many instances, work was to be
completed ‘to the satisfaction’ of ACIC, which introduced an element of subjectivity in assessing
when the milestone was complete. Table 2.2 shows the summary of milestones to which NEC
originally agreed to work.

2.52  The structure of the contract as ‘design and build’ meant that achievement of the design
phase was clearly critical: without an agreed design, later phases could not be completed. It also
meant that any slippage in the achievement of the first milestone, Solution Design, would inevitably
have knock-on effects for achievement of all later milestones.
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Table 2.2: Biometric ldentification Services contract milestones

NEC Contract Milestone Completion date

1 Solution Design 30 June 2016

2a Fingerprint Data Initial Load 6 December 2016
2b Fingerprint data transition and parallel processing 30 May 2017

2c Facial Data load 30 June 2017

3a Fingerprint Functionality Part 1 Build 5 October 2016

3b Fingerprint Functionality Part 2 Build 30 November 2016
3c Fingerprint Part 1 deployment — First Stakeholder cutover 8 December 2016
3d Fingerprint Part 1 deployment — Production cutover 27 February 2017
3e Fingerprint deployment Part 2 30 May 2017

3f Fingerprint Part 1 90 days successful operation 1 June 2017

4a Facial Recognition Part 1 Build 23 March 2017

4b Facial Recognition Part 1 Deployment — First Stakeholder Cutover 19 April 2017

4c Facial Recognition Part 1 deployment Production Cutover 30 June 2017

4d Facial Recognition Build and Deployment Part 21 31 July 2017

4e Facial Recognition Build and Deployment Part 3 15 September 2017
4f Facial Recognition Part 90 Days Successful Operation (Part 1 and 2) 31 October 2017

5 Fusion of Fingerprint and Face functionality 20 November 2017

Note: The Solution Design Phase comprised only milestone 1. The Solution Implementation Phase comprised the
remaining milestones.

Source: BIS Contract.

2.53 The parties agreed on three review dates. These were specified in the contract as the end
of Phase 1 Solution Design Phase on 30 June 2016; the end of the Solution Implementation phase
on 20 November 2017; and during the support and maintenance phase, annually on the contract
anniversary.

2.54 In April 2016, CrimTrac created a contract summary for use in communicating about the
contract with a variety of audiences. However, it did not finalise a Contract Management Plan until
seven months later, in November 2016. The Contract Management Plan mentioned creation of a
contract deliverables register shortly after contract signing that CrimTrac intended to use to track
all contract events and deliverables. The Deliverables Register was supposed to be ‘the official tool
for contract compliance reporting’ but was not used.

2.55 The contract provided for milestone payments in percentages, rather than fixed sums. To
understand milestone payments and deliverables for solution implementation, personnel had to
examine the contract, payment tables and schedules. In discussions with the ANAO, ACIC staff
described their difficulty understanding how the milestone payments and deliverables worked in
practice.
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3. Management of the Biometric ldentification
Services project

Areas examined
The ANAO examined ACIC's management of the BIS project from the signing of the contract in
April 2016 until the cancellation of the project in June 2018.

Conclusion and findings

ACIC did not establish effective governance arrangements for the project. Risk management for
BIS was ineffective: while risk registers were developed, there was little evidence that they were
used or that risk was effectively reported against. The Audit Committee was not informed of the
project’s difficulties.

ACIC did not effectively manage the contract. The mandated process in the contract for assessing
progress against milestones and linking their achievement to payments was not followed at any
point.

ACIC established appropriate arrangements for reporting to stakeholders. However these were
not fully effective because they did not result in sufficient action being taken and the external
stakeholders felt that reporting dropped off over time. Numerous reports identified the project’s
‘red’ status from an early stage but little meaningful action was taken until too late.

While a detailed implementation plan was developed, ACIC did not adhere to it to ensure delivery
of specified outcomes, milestones and deliverables.

Financial management of the BIS project was poor. ACIC's corporate finance area had no
responsibility for management of the financial aspects of the BIS project; neither did the project
team have a dedicated financial or contract manager. ACIC was unable to definitively advise how
much they had spent on the project.

3.1 Creation of ACIC in July 2016 involved:

3
3

new delegations, Accountable Authority Instructions and other key corporate documents
(such as a new Corporate Plan);

new governance arrangements for ACIC, its Board of Management and the BIS project;
changes to senior management committee structures and composition; and
administrative changes (personnel, payroll, security checks).

2 The new, larger, entity also moved to new premises.

3 By 1 July 2016, while managers were attending to merger activities, NEC was due to have

completed the first solution design phase and was also due to have commenced progressing the
second milestone, as this was due in December 2016. Figure 3.1 shows ACIC's organisational
structure immediately after the merger.
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Figure 3.1:  ACIC organisational structure at 1 July 2016

Source: ACIC.

Was an effective governance framework established for the Biometric
Identification Services project?

The governance framework for BIS was not effective.

. Risk registers established for the project were not used effectively.

. External reviews in June and November 2017 identified the absence of a robust
governance structure.

° ACIC’s Audit Committee was not informed of the status of the project.

3.4 The ANAO observed that between April 2016 (when the contract was signed) and June 2018
(when the contract was terminated), ACIC experienced a high degree of change at the Senior
Executive Service (SES) level of the organisation. Specifically, including both substantive and acting
occupants, ACIC had:

o three Chief Executive Officers3’;
° four Chief Operating Officers;
° three Chief Technology Officers; and

30 The CEOs were: Ms Nicole Rose (CrimTrac, April 2016 to June 2016); Mr Chris Dawson (July 2016 to August
2017); Ms Nicole Rose (acting) (September 2017 to November 2017); and Mr Michael Phelan (December 2017
onwards).
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. five National Managers of ICT Future Capability.3?

3.5 The governance framework for BIS was largely the same as that outlined in the business
case for CrimTrac. As noted at paragraph 2.49, the BIS contract was signed in April 2016, which was
around two months before ACIC came into existence. Figure 3.2 shows the governance framework
that ACIC continued for BIS after the merger.

Figure 3.2: ACIC governance framework for the Biometric Identification Services project
at 1 July 2016

Biometric Identification Service Project Governance Model
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ACIC Board of Management

ACIC Capability Coordination
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ACIC, Project Management Office (PMO) Advisory Group
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H governance
} \:/ forum run
NEC BIS Project Team ACIC BIS Project Team PMO independently
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memeeees ) Project Management | |
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L BIS Project Team
Source: ACIC Project Governance Model.

3.6 During the course of the audit, the ANAO identified numerous different governance
arrangements. These are listed in Table 3.1 and vary from the initial governance framework shown
in Figure 3.2 because of changes over time.

31 Thetitles of these positions varied over time and hence do not necessarily reflect the titles shown in Figure
3.1 and Figure 3.2.
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Table 3.1: Governance bodies for the Biometric Identification Services project

CrimTrac ACIC

BIS Steering Committee BIS Project Board Executive

BIS Project Board PwC resourced Project Management Office
NEC/ACIC Joint Steering Committee Commission Executive Committee

BIS Security Forum Chief Technology Officers Leadership Group
BIS Commercial Forum Technology Capability Committee
Technology Governance Committee Chief Information Officers Committee

BIS Engagement Group BIS Change Champions

Source: ANAO analysis of ACIC documentation.

3.7 While the ANAO was able to locate terms of reference for some of these bodies, it could not
locate others (such as the BIS Engagement Group and the Chief Technology Officers Leadership
Group). ACIC advised:

[It is] Highly likely these were either aspirational and were never established, or if they did exist,
we knew them as something different. If it’s the latter, they certainly wouldn’t have had ToRs and
were both a communication mechanism and an attempt to create some structure for NEC to bring
technical issues to a body for some form of resolution.

3.8 Notwithstanding the existence of ACIC’s governance bodies listed in Table 3.1, governance
was not effective. In June 2017, more than a year after the BIS contract was signed, a PwC review
commissioned by ACIC reported that the program was yet to define a robust governance structure
with roles and responsibilities across the project and that decision-making governance was unclear.

3.9 A further PwC review in November 2017 found similar shortcomings in governance:

° roles and responsibilities in the project team remained unclear;

° lines of communication were unclear;

° terms of reference for components of the governance framework did not exist;

o there was no formal process for escalation of issues to the ACIC executive; and

. the relationship between the BIS project team and ACIC Project Management Office was

unclear and had not been defined.

Risk management

3.10 The PGPA Act and the Commonwealth Risk Management Policy require all Commonwealth
entities to establish and maintain appropriate systems of risk oversight, management and internal
control. In practice, entities generally have both an overarching enterprise risk framework and
lower level frameworks and plans for specific programs or projects. Consequently, the ANAO
expected to see evidence of the existence of risk frameworks for both the enterprise and BIS.
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Enterprise risk management

3.11 It is the responsibility of the entity’s Accountable Authority3? to determine organisational
arrangements for designing, implementing, monitoring, reviewing and continually improving risk
management throughout the entity.

3.12 The ANAO found evidence that following the merger, ACIC developed a revised enterprise
risk framework. This included:

. developing a risk management framework;

o revising and expanding its corporate risk management policy and procedures;
° completing a risk benchmarking exercise;

° strengthening work health safety risk management;

° focusing on approaches to improving risk culture; and

° participating in multi-agency risk forums.

3.13 ACIC also considered the potential value of an enterprise risk management tool to record,
monitor and report on agency risks.

Biometric Identification Services project risk management

3.14 Risk management of the BIS project originated in CrimTrac, and processes continued into
ACIC for a period after the merger. For example, Ernst & Young (which CrimTrac had initially
engaged to perform the role of risk advisor) continued to perform the role of risk advisor for BIS
after the merger. The BIS Project Advisory Committee (whose responsibilities included identifying
issues and risks requiring steering committee management, resolution or decision) also continued
until June 2017. This meant that project risks were aired at appropriate governance forums and
some risks were captured in risk systems.

3.15 In March 2016, the CrimTrac Audit and Risk Committee commissioned a review of internal
audit status. While the focus of the review was internal audits, the internal audit team observed:

Individual risk owners at CrimTrac are unsure of CrimTrac’s appetite for risk and therefore there is
confusion about when and to what extent a risk should be escalated through the existing
governance structures.

3.16  After the merger, risks for the BIS project continued to be identified by members of the
project team. However not all risks that were identified were included in the existing project risk
register. For example, in August 2016, a significant testing risk (that ACIC and NEC use different test
management tools) was identified for inclusion in the project risk register. Even in April 2017, this
risk was not listed among the 37 risks in the Risk Register that was circulated to the ACIC’'s Change
Champions network.

3.17 Evidence showed that as well as employing a spreadsheet-style Risk Register, ACIC was also
using a tool known as ‘Clarity’ to record risks, allocate risk owners, and propose treatments and
record progress. However, risks were not actively managed. While risks to the BIS were clearly
assigned to risk ‘owners’ in Clarity, the assignment was not effective because communication and
consultation about risk did not materially affect the success of the project. Risk owners ensured that

32  Section 3(b) of the Australian Crime Commission Act 2002 provides that the CEO is ACIC's accountable
authority.
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relevant governance bodies received regular updates on risks. When risk owners left the project,
risks were not immediately reassigned to new owners.

3.18 In April 2018, two months before the project was terminated, known risks to delivery of BIS
included:

. data migration on a critical path;

° solution design documents still not endorsed;

° unfitness and misalignment of certain requirements and documents;

o slippage of testing cycle;

° physical and personnel security;

. NEC had no approval to operate in the Systems Acceptance Test environment;
° inadequate mitigation of cyber intrusions;

° resourcing constraints after departure of experienced NEC staff;

° patchy and inadequate communication between PwC and ACIC BIS teams; and
° absence of a register to capture risks to delivery.

3.19 One week before ACIC discontinued the BIS project, the project had two active registers for
BIS risks and issues. The risk register contained 45 open risks and the issues register contained 20
open issues.

ACIC’s Audit Committee

3.20 ACIC's Audit Committee33, which has responsibility for oversight of risk management in
ACIC, did not play an active role in monitoring the status of the BIS project. A member of the Audit
Committee advised the ANAQ in August 2018 that although the committee received regular reports
on some key projects and on the progress of the integration of CrimTrac and ACC, ‘BIS was not
identified as a project requiring specific reporting’. The same Audit Committee member also advised
that following a review of the committee’s meeting papers for 2017 and 2018, the committee
ascertained that it was ‘not advised of any concerns regarding the BIS project during that time’.
While the committee considered in June 2018 whether an internal audit of BIS should be added to
the ACIC internal audit program, ACIC senior management advised the committee that ‘there would
be no significant value in an internal audit being undertaken’.34

3.21 These observations indicate that ACIC's arrangements for ensuring that the Audit
Committee receives timely and accurate reporting of the risk status of key ACIC projects was
inadequate. They also suggest that the Audit Committee’s charter to “provide independent
assurance and advice to the CEO on the agency’s risk, control and compliance and its financial
statement responsibilities” was being compromised, due to a lack of management reporting on key
risks and issues.

33 The Public Governance, Performance and Accountability Rule 2014 requires Commonwealth entities to
establish an audit committee. The specified functions of an audit committee are to review: financial reporting,
performance reporting, the entity’s system of risk oversight and management and its system of internal
control.

34  ACIC advised that this was in the context of an existing PwC review and this audit (which had just
commenced).
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Was contract management effective?

Contract management was not effective.

° The stipulated contract process by which progress against milestones and deliverables
was to be assessed was not followed at any stage and ACIC thus had no way of assuring
itself that it got what it paid for.

° ACIC agreed to more than $12 million in additional work. Documentation showed that
some of this work may have been unnecessary and other work may have already been
covered under the contract.

. ACIC ‘inherited’ the former CrimTrac and ACC Electronic Document and Records
Management Systems (EDRMS), leading to duplication and ineffective record keeping.
Further, many staff did not use any EDRMS, instead keeping records on their own
computers, in uncurated network drives or in email inboxes.

. While a Benefits Management Framework was developed and evidence showed that a
benefits realisation and documentation process was intended, it was not implemented.

. An internal audit report had found that ACIC did not have an effective contractor
management framework.

ACIC’s contractor management framework

3.22 In May 2016, just after the contract with NEC was signed, a report entitled Internal Audit of
Contractor Management was provided to the CrimTrac Audit and Risk Committee. The report noted
that CrimTrac had yet to formalise process improvements for contractor management and found
that:

° CrimTrac did not have a robust control framework to govern the engagement of
contractors from on-boarding through to their exit;

. significant improvements to the end-to-end control framework for managing contractors
needed to be implemented;

° ownership, responsibilities and accountabilities for the end-to-end process for managing
contractors had not been clearly defined; and

° [there was] a lack of clarity on roles, responsibilities and remit.

3.23 A significant proportion of contract management documentation was still in draft form
more than two years after the BIS contract commenced. To avoid confusion after the merger, ACIC
should have updated project documentation to reflect new organisational structures and internal
stakeholders. Table 3.2 lists some examples of contract management documentation that was not
finalised at the time of audit.

Table 3.2: Unfinalised contract management documentation

Governance documents Date of last revision

Project Risk Management Framework March 2013
Strategic Engagement Framework August 2015
Stakeholder Guide and Communications Plan August 2015
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Governance documents Date of last revision

BIS Governance Plan November 2015
Benefits Management Guide February 2016
Contract Schedule 7 Part 3: NEC High Level Design March 2016

Contract Schedule 7 Part 2: NEC Solution Implementation Plan and | April 2016
Risk Management Plan

Contract Schedule 7 Part 4: NEC Test Plan; Training Plan; Transition | April 2016
In Plan, Data Migration Plan

Contract Management Plan November 2016

Source: ACIC.

Contract milestones

3.24 The original BIS contract milestones are shown at Table 2.2. The contract created a
framework and process to link the achievement of milestones to payments as follows:

° When NEC considered that it had satisfied a milestone by having completed a Key Project
Document??, it would provide ACIC with a Milestone Completion Readiness Certificate.

° If ACIC agreed that the criteria for the milestone had been met to its satisfaction3®, it would
issue NEC with a Milestone Completion Certificate.

. NEC would only issue an invoice when it had received the Milestone Completion
Certificate.

3.25 In practice, this process was not followed at any point by either NEC or ACIC. The ANAO
asked ACIC to provide copies of all certificates described in paragraph 3.24 above. In August 2018,
ACIC advised that no such certificates existed and advised:

As far as | know neither party followed the agreed process outlined in the contract of certifying
that a milestone had been reached; rather we seem to have simply paid off an invoice. This was
not deliberate (at least not on our part) but was, | think, the result of not having a contract manager
on the team from day one (meaning no-one from ACIC knew what the process should have been).

3.26  As a result of this complete departure from the clearly established contractual process, no
evidence exists that any of the 17 milestones shown in Table 2.2 were ever fully met. ACIC accepts
that the fundamentally important Solution Design milestone (Milestone 1) was never fully met.
With respect to the other 16 milestones, ACIC advised:

If the question is ‘under the contract what milestones are complete?’, then none if we apply the
contract terms, but if you accept that neither party followed the process then only one: 2a*’as the
initial data was eventually loaded.

3.27 In April 2017 (by which time eight of the milestones shown in Table 2.2 should have been
completed and thus certified), ACIC recognised that the failure to follow the contractual process

35 Key Project Documents were defined in the contract to be documents that demonstrated that NEC had
completed various specified phases of work.

36 The contract provided that if ACIC was not satisfied that the criterion had been met, it could effectively
resubmit the work to NEC. The contract did not specify any limitation on the number of times this could
happen.

37 Fingerprint Data Initial Load.
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meant, at the least, that it could not demonstrate that the project was making progress. ACIC
considered whether it could ‘conditionally’ issue certifications for the missed milestones. The
evidence showed that this was proposed in order to suggest that the contract was progressing.

3.28 ACIC recognised that the contract did not provide for conditional certification: for the
purposes of the contract a key project document was either certified or not certified. By permitting
conditional certification, ACIC would create a number of risks, including that NEC could claim that
this in fact constituted certification on the basis that ACIC had not stated that it did not certify the
relevant key project documents.

3.29 In June 2017, ACIC varied the contract to create ‘preliminary’ (rather than ‘conditional’)
certification. On 15 June 2017, ACIC provided NEC with an ‘Acceptance Certificate’ stating that a
number of key project documents specified in the Certificate ‘are accepted as certified preliminary
key project documents for the purposes of the contract.” Despite this, on 7 May 2018 (shortly before
BIS was terminated), the ACIC CEO wrote to NEC requiring it to complete ‘all outstanding design
documentation’. The letter included a list of incomplete documents, most of which were identical
to the documents listed in the 15 June 2017 Acceptance Certificate.

3.30 In other words, key documents which ACIC accepted in June 2017 were stated to be
incomplete in May 2018. The ANAO asked ACIC for clarification of this matter and was advised:

...neither former BIS Project Manager [named individual] nor [named individual] are in a position
to advise whether or not this process was finalised (including the provision of documentation to
NEC), as [named individual] was Project Manager at the time this occurred.

3.31 Insummary, evidence obtained by the ANAO about milestone completion was confused and
contradictory. Despite ANAO requests for clarification, at no stage was ACIC in a position to state
with any confidence which Key Project Documents (and therefore corresponding milestones) were
actually completed in a manner and to the extent specified in the contract. As noted at 3.26, at the
time of audit, ACIC advised that in fact, no milestones were ever actually fully completed.

Additional work not included in contract

3.32 During the course of the project, ACIC approved 11 additional pieces of work which were
not included in the original contract. These are shown at Table 3.3.

Table 3.3: Additional NEC work not in original contract or contract variations

Work Agreed cost Date

:
Data remediation 417,416 | 28 September 2017
Latent stitching? 354,303 | 28 September 2017
Comparison workflows 198,764 | 28 September 2017
Reverse synchronisation® 4,020,356 | 29 June 2017

Provisional ICT

accreditation/goodwiill 2,944,506 | 21 August 2017

QPS Hybrid infrastructure

) 204,582 | 28 September 2017
increase
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Work Agreed cost Date

$
QPS Hybrid Implementation 202,649 | 13 December 2017
t?;fin'gyb“d Data migration and 120,000 | 13 December 2017
QPS Hybrid Standard Support 80,410 | 22 February 2018
QPS Hybrid Premium Support 416,899 | 22 February 2018
BIS Hardware Uplift 3,113,440 | 23 March 2018
TOTAL 12,073,325

Note a: For the purposes of this report, it is not necessary to explain what these pieces of work involved.
Note b: This amount comprised $2,170,356 for NEC and $1,850,000 for Idemia.
Source: ANAO from ACIC documentation.

3.33  While it is not uncommon for a need for additional work to be identified as a contract
progresses, the ANAO located evidence that indicated that at least some of the additional work
identified in Table 3.3 was either already covered by the contract (and would thus have represented
a duplicate payment) or was unnecessary:

° In relation to latent stitching, a 31 October 2017 email from the BIS Commercial Manager
said:
Some argument exists (unsubstantiated at this time) that the Latent Stitching proposal is actually
part of the existing contract in terms of work NEC should be doing. Having said that, all three

proposals have been signed as is. No evidence that the work has taken place is available to the BIS
technical staff, but again, this has not been included in the criteria for payment.

. In relation to reverse synchronisation, an ACIC officer who was part of the project team
told the ANAO that it was ‘madness’ and technically almost impossible to achieve. A senior
executive service officer with knowledge of the project described it as ‘one of the worst
decisions that was made’ and that a simple temporary revision to police operating
procedure would have avoided the need for it altogether.

Provisional ICT accreditation/’goodwill’ payment

3.34 During fieldwork, the ANAO found references to a payment variously described as a
Provisional ICT accreditation3® (PICTA) payment, ‘goodwill’ payment or ‘good faith’ payment of
$2,944,506 made to NEC in September 2017 and sought clarification of the details from ACIC. In
October 2018, ACIC advised:

At the time [September 2017] we were at an impasse with NEC. From a technology point of view
NEC had claimed costs that were over and above the contract milestone payments due to contract
deviations (schedule 4a). NEC claimed these deviations were acted upon by NEC in good faith and
were agreed with the ACIC. Most of the ACIC staff involved in the email exchanges had left the
agency so it was impossible to verify the agency’s intent. Looking at the written records, ACIC’s
position is that there was no formal or authoritative agreement for the changes and in fact there
were some meeting minutes that suggested that formal agreement to the deviations was explicitly

38 Provisional ICT accreditation is a process to assess whether a system complies with prescribed information
security controls and guidelines. Commonwealth Government systems must be awarded accreditation before
being used to process, store or communicate information.
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not given. At the time [named officer] and | were of the view that the practicality of delineating
responsibilities for the additional NEC expenditure was not going to be productive and would have
put the future delivery of the project at risk. The best way forward, in our view, was accept some
joint responsibility for the additional NEC effort, and negotiate a partial meeting of their costs. This
was seen as a way to navigate the impasse and establish and re-baseline a constructive
relationship for the continued delivery of the program.

3.35 The ‘goodwill payment does not appear to the ANAO to have been linked to the
achievement of any specific milestone under the contract. ACIC was not able to explain how the
guantum of this payment was calculated.

Contract reviews

3.36 The BIS contract provided for periodic and other reviews. This included reviews of:

° the scope of items provided or available to be provided pursuant to the contract;
° the adequacy of the performance management framework;

° benefits achieved by CrimTrac/ACIC and the Users under the contract;

° NEC's performance; and

. how NEC can best support the ongoing needs of CrimTrac/ACIC.

3.37 After the merger, ACIC did not conduct any formal reviews until at least 12 months after the
merger, by which time the first design phase was overdue by 12 months. In June 2017, the ACIC
Board commissioned PwC to conduct a review of capability and project management gaps (see
paragraph 3.8).

3.38 Consistent with clause 15.4.1 of the contract, the PwC review outlined the need for ACIC to
critically analyse NEC’s capability to deliver. Following PwC’s recommendation, ACIC expanded the
Stakeholder Engagement Team and additional resources (two project support officers, five
Stakeholder Engagement Team members, a technical project manager, a contract manager, and a
solution architect) joined the BIS project team.

3.39 In November 2017, ACIC invited PwC to return to undertake a formal contract review for
ACIC (see paragraph 3.9). This review was not the type of review envisaged in the contract. PwC
summarised at high level the work still required for the project, increases to costs, and challenges
to successful delivery. Among the review’s findings were the following:

. delivery of the BIS program is currently challenged on multiple fronts spanning strategic
to operational levels;

. there is no integrated project schedule or dependency mapping>°;

° there are no clear escalation pathways or intervention processes;

° there are no appropriate financial management processes in place for management of the
budget;

39 On 23 February 2018, almost two years after the project commenced, ACIC presented a ‘BIS Program Master
Schedule’ to the ACIC Board. This 58 page document ‘provides a view of tasks to be completed by all parties
involved in the delivery of BIS’ (including ACIC, NEC and the state and territory police forces). Based on PwC'’s
comments, it appears that this was the first time that such a document was created. However, the schedule
notes that while it had been negotiated with NEC, it had not been formally accepted.
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o contract and performance management processes are not in place;
° there are no management plans in place to address risks and issues; and
° the project has insufficient resources.

3.40 The contract reviews by PwC led ACIC in February 2018 to form a BIS Project Management
Office headed by a PwC employee within ACIC. Also in February 2018, ACIC held a series of
workshops with NEC Australia and NEC America to confirm actions for NEC.

3.41 ACIC's final review was the Project Closure Report in July 2018.

Relationship management

3.42 PwC’s October 2014 market assessment (see paragraph 2.8) had noted that timely delivery
of the project would depend on strong relationships.

3.43 Evidence showed that the relationship between ACIC and NEC deteriorated to such an
extent during the project that ACIC decided to engage PwC to intervene. In December 2017, ACIC
contracted PwC to facilitate ‘turnaround’” workshops between ACIC and NEC to ‘reset the
relationship’ and ‘build trust’.

3.44 Subsequently in January 2018, ACIC exercised its contractual discretion to request removal
and replacement by NEC of its Program Manager. The contract did not require ACIC to provide a
reason for its request and ACIC was not able to provide any documented reasons for the request.

3.45 InlateJanuary 2018, a new NEC Program Manager arrived but left within two weeks. A third
replacement NEC Program Manager also departed in late February 2018.

Recordkeeping

3.46 CrimTrac and the ACC both used an Electronic Document and Records Management System
(EDRMS) called TRIM. At the time of audit, the systems had not been integrated and the ANAO
located BIS audit evidence in both the former CrimTrac and ACC systems. ACIC advised that while
the systems had been updated to the latest versions, it was unlikely to merge them ‘due to cost and
the risk of extensive remediation’. In any event, the ANAO found that many staff did not use either
of the two former CrimTrac or ACC TRIMs, preferring to store documents in ‘network drives’ or local
area networks that are not designed or approved for electronic document storage, retention or
retrieval.*° The ANAO also located relevant audit evidence in individual officers’ email accounts and
on the ‘C’ drive of their individual computers. ACIC did not implement a systematic approach to
retrieving project files from departing staff, so existing files remain incomplete.

3.47 After the audit had commenced, ACIC began a process of locating and collecting relevant
records and transferring them into the former ACC TRIM system.

40 The website of the National Archives of Australia states that ‘a network drive is not a records management
system’ and lists several risks in using it as such: records stored in network drives can be easily altered or
deleted by anyone who has access to the drive; it is difficult to demonstrate the authenticity, integrity and
trustworthiness of uncontrolled records in network drives; metadata is often missing and there are no links
between documents and their business context; poor management can result in large volumes of
uncontrolled information which is difficult to manage and takes up network space; it can be difficult to find
relevant records, posing a reputational risk; and it can be difficult to identify the status or version of
information.
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3.48 An example of poor record keeping was the BIS contract itself. While the ANAO located
electronic drafts of the contract (or parts of it) in multiple locations, it took ACIC more than four
weeks to find and produce a definitive original document.

Resourcing

3.49 Neither the first nor second pass business cases referred to the staffing resources required
to manage the BIS project. The Costing Agreement with the Department of Finance (see paragraph
2.15) stated that ‘any staff diverted to the project would be from existing resources’.

3.50 Where a function or project is put out to contract or outsourced, there are certain ‘core’
functions which typically remain in the province of the government entity and therefore require
resourcing. In the case of BIS, these included:

° contract management and administration;
o system and software testing;

° stakeholder management;

o progress and status reporting;

° risk management;

. financial management;

° legal advice; and

o records management.

3.51 The inadequacy of BIS staffing resources was referred to as a recurring theme throughout
the evidence that the ANAO obtained, although this realisation appeared to happen late in the
piece. For example:

° in June 2017, PwC noted that the project team then had 15 staff compared with its
assessment of 40 actually required;

. in October 2017, in a project update, the BIS Project Manager noted that ongoing staff
reductions to the ACIC project team ‘are creating insufficient stable capacity to maintain
schedule and scope’;

. in May 2018, ‘insufficient and inappropriately skilled BIS Program team’ was identified as
a ‘key issue’ by the BIS Executive Board (which noted that ‘ACIC are actively recruiting to
address these gaps’); and

° some police groups also mentioned the lack of technical reference groups.

3.52 It is also notable that during the just over two-year period of the BIS, there were three
different Project Managers.*! In each case, the Project Manager left his or her position abruptly.*?
During the audit, the ANAO was made aware of concerns from staff with respect to workplace
culture at CrimTrac and ACIC. The ANAO sought comments.

41 The Project Manager position was at the Executive Level 2 (EL2), the level immediately below the Senior
Executive Service.

42  Over the period March 2017 to February 2018, one project manager requested a transfer to a different part
of ACIC; one went on secondment to another organisation; and one resigned and left the following day.
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3.53 In August 2018, ACIC confirmed that the three successive Project Managers all left the
position in the eight-month period between June 2017 and February 2018. ACIC also advised:

Australian Public Service Census results from 2017 and 2018 highlight a number of agency culture
issues, predominantly resulting from the merger of CrimTrac, the Australian Institute of
Criminology and the Australian Crime Commission on 1 July 2016, unrealistic time pressures and
lack of staff consultation about change... The Integrity Assurance Team received no direct
allegations of bullying involving BIS staff.

3.54 NEC’s resourcing of the BIS project was also affected by the imposition of mandatory
security clearances and organisational suitability assessments (OSA). As NEC personnel engaged for
BIS might have access to very sensitive information about individuals, ACIC required NEC personnel
to be cleared to a Negative Vetting Level 1 (NV1) and pass the OSA process.

3.55 Asnotedin ANAO Audit Report 38 of 2017-18, Mitigating Insider Threats through Personnel
Security, AGSVA’s average processing time for this level of clearance in 2016 was around four
months. Although the contract listed 76 personnel, more than 200 NEC personnel actually worked
on the project.

Benefits realisation

3.56 Benefits realisation plans are used to articulate a project’s benefits, including how benefits
will be measured and to whom and when benefits accrue. As noted at paragraph 2.10, the First Pass
Business case outlined the expected benefits of BIS and as noted at paragraph 3.23, a detailed
Benefits Framework was approved by the CrimTrac CEO in December 2015. However, ACIC did not
create a Benefits Realisation Plan for BIS.

Was there effective reporting to relevant stakeholders?

ACIC established appropriate arrangements for reporting to stakeholders. However these were
not fully effective because they did not result in sufficient action being taken and the external
stakeholders felt that reporting dropped off over time.

Internal reporting

3.57 In September 2014, in anticipation of the need to manage the BIS contract with its multiple
stakeholders, CrimTrac created a Stakeholder Management and Communications Plan, which
identified key stakeholders and established a reporting framework. However, following the merger,
ACIC did not update the Plan to reflect its new organisational structure.

3.58 CrimTrac also established committees with membership that represented stakeholders and
end users. Some of these committees (the BIS Steering Committee; BIS Project Advisory Committee,
BIS Change Champions and Security Forum)*? continued after the merger. The merger also led to
the establishment of new ACIC committees, which although contemplated before the merger, did
not come into full operation until after the first design phase of the BIS project was due.

3.59 ACIC did not update the Stakeholder Management and Communications Plan after the
merger. Five months after the merger in November 2016, ACIC created a Contract Management
Plan outlining a new schedule of meetings at which to report project status. The frequency of

43  See Figure 3.2
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meetings varied from weekly to monthly and the purpose of meetings included discussion of
concerns, risks and issues, security and commercial matters.

3.60 The ANAO located a large number of reports prepared by the various bodies referred to
above, including weekly project-level reports (albeit with some gaps). Table 3.4 shows the overall
project status as it was reported to various higher-level governance committees using a ‘traffic light’
system. Table 3.5 shows the membership of each of the bodies shown in Table 3.4.
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Table 3.4: BIS project status as reported to selected governance bodies, April 2016 to June 2018
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Table 3.5: Selected governance bodies membership

ACIC Commissioner, AFP (chair); CEO, ACIC; state and territory Police

Board Commissioners; Secretary, Department of Home Affairs; Commissioner,
Australian Border Force; Chair, Australian Securities and Investments
Commission; Director General of Security, ASIO; Commissioner of Taxation

Technology Deputy CEO; Executive Director Technology and Innovation; Executive Director
Governance Intelligence; Executive Director Capability; Chief Technology Officer; National
Committee Manager ICT Future Capability; Chief Financial Officer; National Manager

Operational Capability; National Manager Strategic Engagement & Policy;
Manager PMO; Manager Strategic Planning & Governance & Performance

BIS Steering Chair and Deputy Chair from state/territory police forces; ACIC Chief
Committee Information Officer; ACIC project director, BISPAC representative.

BIS Executive Board | ACIC Chief Operating Officer (Chair); Executive Director Technology; ACIC
Program Manager; ACIC Chief Technology Officer; ACIC Chief Financial
Officer; ACIC National Manager Business Systems Delivery; ACIC Principal
Lawyer; AFP; state & territory police; Home Affairs; PwC; NEC

BIS Project Advisory | Chair (subject matter expert (from Queensland Police)); ACIC Director
Committee Biometrics and Forensics; AFP; Department of Immigration and Border
Protection; state and territory police; ACIC Program Manager; ACIC Project
Manager; ACIC Solution Architect, Business Analyst; Project Delivery Manager.

BIS Change ACIC BIS Project Director; ACIC Project Manager; state and territory police;
Champions ACIC business analysts, solution architect, integration architect, test lead; NEC
Program Manager; NEC Business Change Manager, Training Lead and
Business Analyst; Department of Immigration and Border Protection
representatives.

Source: ANAO from ACIC documentation.

3.61 Taken together, Table 3.4 and Table 3.5 demonstrate that with the exception of the Audit
Committee (see paragraph 3.20), there was awareness at all levels within ACIC that BIS was
encountering serious difficulties. The project was reported as ‘red’ to key governance bodies as
early as August 2016. While a number of attempted ‘corrective actions’ have been detailed
elsewhere in this report, the evidence shows that reporting through the governance framework did
not lead to corrective actions until very late in the project.

Reporting to police forces

3.62 As noted in Table 3.5 and elsewhere in this report, state and territory police forces were
involved as BIS stakeholders at various levels: Commissioners were members of both the CrimTrac
and ACIC Boards and various police staff were members of committees and steering groups. One
Commissioner advised the ANAO that following the merger of CrimTrac and the ACC, there was a
significant diminution in the level of project detail (for all projects, not just BIS) that was reported
to the ACIC Board.

3.63 Other police force representatives (at lower levels) generally expressed dissatisfaction with
the information with which they were provided. In summary, some of the key points raised by police
forces in correspondence or conversation with the ANAO were:
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° Reporting to police forces was initially adequate but became almost non-existent in the
late stages of the project.*

° A copy of the project schedule and milestones were not provided until very late, making
it difficult for police forces to plan the complementary work that they needed to do and
even then, the milestones kept changing.

° Reports provided by ACIC were ‘for noting’ and did not accurately convey the serious
status of the project.

° The projected cost of the project kept being increased without explanation.

Reporting to the Digital Transformation Agency

3.64 On 14 October 2016, the government announced the formation of the Digital
Transformation Agency (DTA) with a mandate to oversee major ICT projects (defined as over $10
million).4>

3.65 In September 2018, the ANAO met with officers of the DTA. They advised that over the
course of BIS:

. The DTA received six bimonthly reports from ACIC that consistently reflected ACIC’s
‘amber/red’ confidence in project delivery.
° In May 2018 (one month before the contract was terminated), ACIC advised the DTA that

ACIC’s confidence level had increased.

° During the BIS project, DTA made numerous unsuccessful attempts to meet with ACIC to
verify the challenges reported by ACIC.

3.66 The DTA advised that it is not a regulator and has no mandate to direct entities. It advised
ACIC to ‘self-report’ the BIS project to the Digital Transformation and Public Sector Modernisation
Committee (DTPSMC). The DTA understands that ACIC gave the DTPSMC a ‘verbal report’ but DTA
holds no details or records of this. In October 2018, ACIC advised that the Minister verbally briefed
the DTPSMC.

44  This point was confirmed by an ACIC officer who advised the ANAO that ACIC staff became reluctant to
contact police forces because ‘we did not want to keep repeating the same line of ‘we’re working on it, we'll
let you know... This only angered jurisdictions [police forces]’.

45 The DTA was not involved in the procurement of BIS because this preceded the formation of DTA. The DTA's
predecessor, the DTO had a different mandate (focussed on improving user experience accessing government
information and services) that was not relevant to procurement or management of BIS.
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Management of the Biometric Identification Services project

Was there a detailed implementation plan including specified
outcomes, milestones and deliverables?

The contract provided an implementation plan including Solution Delivery and Solution Design,
with more detail for Solution Delivery.

° The agreed schedule was not adhered to and was repeatedly extended before BIS was
terminated in June 2018.

. In order to maintain the uninterrupted availability of a national fingerprint capability for
law enforcement, ACIC was obliged to renegotiate the existing NAFIS contract at a
significantly increased cost.

3.67 The original contract contained a high-level implementation plan that included specified
outcomes, milestones and deliverables. However, the evidence obtained by the ANAO showed that
in practice, it was not followed as detailed below.

Contract extensions

3.68 The first contract milestone (and arguably the most important), Solution Design, was
supposed to be completed by June 2016, two months after the contract was signed. This milestone
was not met and project monthly reports began being reported as ‘red’ (‘requires corrective action’)
shortly thereafter, in August 2016 (see Table 3.4). The milestone completion dates specified in the
contract were repeatedly extended as more and more milestone completion dates came and went
as shown in Table 3.6.

Table 3.6: Difference between original milestones and extensions

Milestone | Original Revision Revision March Revision Difference
planned November 2016 2017 July 2017 (final—
completion original)

(CEVE))

1 30 June 2016 15 December 31 March 2017 28 April 2017 302

2016
2a 6 December 19 April 2017 12 September 11 December 370
2016 2017 2017
2b 30 May 2017 10 January 2018 18 October 2017 17 January 232
2018

2c 30 June 2017 30 May 2017 25 October 2017 16 January 200
2018

2d n/a n/a n/a 20 December n/a
2017

3a 5 October 2016 | 29 May 2017 15 September 31 October 391
2017 2017

3b 30 November 19 September 5 December 2017 | n/a n/a
2016 2017

3c 8 December 8 August 2017 16 October 2017 n/a n/a
2016
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Milestone | Original Revision Revision March Revision Difference
planned November 2016 2017 July 2017 (final-
completion original)

(CEVE)

3d 27 February 10 October 2017 | 21 December 2017 | n/a n/a
2017

3e 30 May 2017 27 October 2017 | 23 January 2018 n/a n/a

3f 1 June 2017 8 January 2018 21 March 2018 n/a n/a

4a 23 March 2017 | 27 July 2017 12 October 2017 22 December 274

2017
4b 19 April 2017 6 October 2017 30 January 2018 19 January 275
2018
4c 30 June 2017 27 October 2017 | 30 January 2018 9 May 2018 313
4d 31 July 2017 19 September 5 December 2017 | 20 April 2018 263
2017

de 15 September 19 October 2017 19 January 2018 n/a n/a
2017

Af 31 October 25 January 2018 | 30 April 2018 20 April 2018 171
2017

5 20 November 20 November 8 February 2018 n/a n/a
2017 2017

End 20 November 25 January 2018 | 2 May 2018 29 June 2018 221
2017

Source: ANAO from ACIC documentation.

3.69 The revisions shown in Table 3.6 were reported to the ACIC Board ‘for noting’ but there was
no evidence that the revised dates were formally considered or approved. Table 3.6 shows that
over the course of the BIS project, the original planned completion date slipped at least three times,
with some milestones being deferred by more than a year (for a project which was originally to be
completed in 20 months (April 2016 to November 2017)). The extensions shown in Table 3.6 are
only those for which the ANAO could locate substantive evidence: there were other extensions
discussed in documentation but their status was not clear.

Extension of the National Automated Fingerprint Identification System contract

3.70 Asnoted at paragraph 2.7, one of the principle motivating factors for the project in the first
and second pass business cases that was proposed to government was the fact that the existing
contract with Morpho for NAFIS was due to expire in May 2017. It became apparent very early in
the BIS project that there was very little chance that the fingerprint component of BIS would be in
place before the expiry of the NAFIS contract.

3.71 As noted, the possibility that state and territory police forces would lose the national
forensic fingerprint database was one that could not be countenanced. Consequently, ACIC had
little choice but to negotiate successive extensions to the existing NAFIS contract as the delays in
BIS accumulated. Table 3.7 shows the annual service fees for NAFIS from the commencement of
the contract with Morpho in 2011.
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Management of the Biometric Identification Services project

Table 3.7: NAFIS: annual service fees 2011-2020
Period Cost ($)
2011-2012 3,790,000
2012-2013 3,792,118
2013-2014 3,792,118
2014-2015 3,792,118
2015-2016 6,200,000
2016-2017 6,800,000
2017-2018 6,820,000
2018-2019 9,112,000
2019-2020 9,339,800

Source: ANAO from ACIC documentation.

3.72 Table 3.7 shows that the annual cost of NAFIS has increased by 140 per cent between 2011
12 and the current year, with the largest increase occurring after it became apparent that BIS would
not be completed by the time that Morpho’s contract to operate NAFIS expired in May 2017. This
reflected ACIC’'s weak negotiating position with Morpho (the unsuccessful tenderer for BIS) in
ensuring continuation of NAFIS.

Was the project’s financial management sound?

Financial management of the BIS project was poor. ACIC’'s corporate finance area had no
responsibility for management of the financial aspects of the BIS project; neither did the project
team have a dedicated financial or contract manager. ACIC was unable to advise definitively
how much they had spent on the project.

ACIC made a ‘goodwill’ payment of $2.9 million to NEC which was not linked to the achievement
of any contract milestone. ACIC was not able to provide details of how the quantum of this
payment was calculated.

3.73 As noted at Figure 3.1, for all relevant periods, ACIC had a Corporate Services division and
within that, a Finance and Property branch. As BIS was a large project in both the CrimTrac and ACIC
contexts, the ANAO expected that the ACIC Finance and Property branch would inherit CrimTrac’s
financial information about BIS and also provide the BIS project with routine corporate functions
and services. In October 2018, ACIC advised:

The ACIC notes that its financial management team was not responsible for managing the financial
aspects of the BIS project. This responsibility rested with the BIS project team itself.

3.74 As noted at paragraph 3.27, within the BIS project team, there was also no dedicated
financial manager. There was thus no single area or individual within ACIC charged with
responsibility for the day-to-day management, monitoring or reporting on the ‘financial aspects’ of
the project.
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3.75 Consequently, the ANAO was not able to locate evidence of routine, systematic
management and monitoring of the BIS budget. Those reports that the ANAO did locate were
frequently incomplete and inconsistent with other reports.

3.76  ACIC was unable to provide evidence to show goods and services were actually received
against the contract before invoices were paid, which is a fundamental and routine financial
management process. Project areas (including BIS) within ACIC merely advised the financial
reporting team, through the budget team, of where costs should be allocated and to whom
amounts should be paid. There was no reconciliation performed on project worksheets and the
general ledger to confirm the completeness and accuracy of project worksheets.

3.77 Inattempting to respond to ANAO inquiries, the financial reporting team acknowledged that
it did not access the early financial history of the BIS project from CrimTrac records. ACIC did not
compare CrimTrac project expenditure with CrimTrac’s New Policy Proposal for the BIS project.

3.78 ACIC undertook yearly reviews of projects involving assets under construction. ACIC has no
process or policy in place for these reviews. The ANAO was advised that going forward, ACIC will
undertake these reviews on a quarterly basis.

3.79 There was a lack of quality assurance by the financial reporting team of human resources
information and reports, which increases the risk that balances of the financial statements are not
appropriately supported.

Biometric ldentification Services project expenditure

3.80 As noted above, the ANAO encountered difficulty in establishing the total quantum of
expenditure on the BIS project and spent considerable time with ACIC’s financial reporting team in
attempting to reconstruct records to this end. Table 3.8 represents ACIC's best estimate of
expenditure on the BIS project.
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Table 3.8:

Management of the Biometric Identification Services project

Estimated total expenditure on the Biometric Identification Services project,
2014-15 to 2018-19

2014-15 201516  2016-17 \ 2017-18 | 2018-19 \ Total
NECa 0| 1,613,506 | 3,425,449 | 11,066,136 0| 16,105,091
Eg:gﬁ‘o()forme”y 0 0| 1,329,800 | 1,900,720 0 3,230,520
Consultants 753,964 | 20,480 | 121,466 | 3,217,191 0 4,113,101
APS staff and 1,083,197 | 144,999 | 2,017,825 | 3,858,971 o| 7,104,992
contractors
Legal services 247,063 0 13,510 573,093 0 833,666
Other 180,398 | 33,749 | 243,612 | 2,168,929 29,208 2,655,896
TOTAL 2,264,622 | 1,812,734 | 7,151,662 | 22,785,040 29,208 | 34,043,266

Note a: The total figure for payments to NEC includes provision for an amount which ACIC considers to be payable to
NEC but which is the subject of negotiations.

Source: ANAO from ACIC data.

Termination of the Biometric Identification Services project

3.81 At its meeting of 29 November 2017, the ACIC Board requested that at an extraordinary
meeting be held in February 2018, the ACIC CEO provide the Board with a detailed analysis of the
status of BIS so that the Board could ‘discuss the options and agree a way forward’.

3.82 At the extraordinary ACIC Board meeting on 9 February 2018, the ACIC CEO outlined four

options with associated costs. These options are summarised in Table 3.9.

Table 3.9: Options presented to ACIC extraordinary board meeting, 9 February 2018
Summary Revised Increase (over
project originally approved
cost cost)
$m $m
1 | Retain NEC and continue project (‘do nothing’) 73.8 42.6
2 | Retain NEC and de-scope facial recognition 54.6 23.3
3 | Terminate NEC contract and continue with NAFIS 74.2 42.9
4 | Terminate NEC contract and call fresh tender 99.5 68.2

Source: ACIC Board paper, 9 February 2018.

3.83 ACIC's preferred option was option 2. The significance of the reference to ‘de-scoping’
(ceasing) facial recognition is that developing a facial recognition capability for law enforcement
was the fundamental reason for the existence of BIS. Effectively, with the facial recognition
capability removed, BIS was functionally identical to NAFIS. The Board paper was unclear about
what de-scoping meant: that is, whether it meant abandoning facial recognition altogether or
suspending it with the possibility of pursuing it at some later time. After lengthy discussion, the
Board agreed to choose option 2.
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3.84 Following the extraordinary Board meeting, ACIC conducted negotiations with NEC. Those
negotiations were ultimately unsuccessful and turned instead into negotiations about terminating
the project completely.

3.85 0On 4 June 2018, the ACIC CEO advised the ACIC Board that he had decided to ‘discontinue
the project’. At the time of audit, ACIC and NEC are in discussion about the quantum and terms of
an agreement.

Lessons learnt

3.86 In September 2018, ACIC produced a document entitled ‘Biometrics Identification Services
— Lessons Learnt’. This document included 27 key lessons that had been identified together with
recommendations which can be ‘shared and leveraged to improve the process and outcomes of
future Agency projects’. Such a review is a valuable exercise, provided that lessons are heeded in
future and recommendations are implemented.

3.87 The ‘Lessons Learnt’ document drew together the outcomes of sessions that were held with
staff who were involved in the BIS project and a separate one-day workshop comprising some
members of the ACIC executive and representatives of each of the state and territory police
forces.4®

3.88 The lessons learnt are shown in Appendix 2.

Kt fellin

Rona Mellor PSM Canberra ACT
Acting Auditor-General 21 January 2019

46 The cost of the one-day workshop was $104,292.14. Participant airfares and catering were a further $13,490.
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Appendix 1  Entity response
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Appendices

Appendix 2  Biometrics Identification Services — Lessons Learnt

No.  Lesson

1

Understand and agree the appropriate roles and structure required of the project team and
vendor, to inform appropriate planning and resourcing.

2 | Resource planning should consider the appropriate workforce mix (contractors and APS staff) to
maintain critical capability and domain knowledge.

3 | Projects should factor in Operational Suitability Assessment (OSA) and on-boarding timeframes
into resource planning.

4 | The project reporting framework, including forums, frequency, tolerances, traffic light thresholds,

escalation channels and processes (for the Agency, stakeholder, and vendor organisations), etc.
should be clearly documented in project management and governance documents.

Terms of Reference (TOR), including roles and responsibilities, timeframes for papers and
minutes to be distributed, review and update process, etc., should be agreed by members of
relevant committees prior to their establishment.

The governance framework, including escalation channels and decision authorities (within the
Agency, stakeholder, stakeholder and vendor organisations), should be clearly documented and
communicated to all parties.

7 | Include consultation with appropriate stakeholders and decision-makers in the scope change
decision process, to ensure the impact is clearly understood and considered.

8 | Capture project decisions in a consolidated decision log and formalise them at the appropriate
governance forum.

9 | The planning and initiation stages are critical to the success of the project. The focus should be

on establishing strategies and plans to support best-practice management and delivery.

10 | Risk and issue management is an important mitigation and control mechanism for the
management of large complex projects. The approach to risk management should be clearly
documented and aligned the to Agency Risk Management framework.

11 | Benefits management is a critical component for projects to deliver the required benefits and
outcomes. The approach, metrics, measures and ownership requires ongoing review and
validation with stakeholders and benefit owners.

12 | The Agency should develop and manage an integrated project schedule as the System Integrator
(SI), providing an end to end view of Agency, vendor and stakeholder activities, dependencies,
and the critical path.

13 | All project related documentation should be kept up to date to reflect any change in direction,
scope, requirements, etc.

14 | Agreed stakeholder engagement and communications practices should be established early in
the project.

15 | Consider the most appropriate models and resources to effectively engage with
customers/stakeholders (e.g. skills, capabilities, experience, location).

16 | Project team communications should be established early in the project.

17 | Projects should adopt a more collaborative approach and operate as one joined-up team in order
to deliver agreed project outcomes.

18 | Organisation change management, i.e. understanding the impacts of new technology on people

and processes, is critical to stakeholder adoption and sustainment of change resulting from new
systems and services.
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(\[oR ‘ Lesson ‘

19 | Consider alternative delivery approaches taking into account the size, complexity and sensitive
nature of a project (e.g. big-bang approach for low risk, low impact projects and iterative and
phased approach for high risk, national initiatives).

20 | Establish and agree the role of System Integrator prior to project commencement.

21 | When implementing a Commercial-off-the-shelf (COTS) product, understand the base
functionality. Manage and communicate the impacts of customisation on time and cost.

22 | Develop requirements traceability to demonstrate clear linkages between expected benefits,
business requirement, system specifications, test scenarios, etc.

23 | Agree baseline solution deliverables between Agency and vendor prior to build commencement,
with this dependency to be agreed through the contract.

24 | Project planning and design should incorporate the entire project lifecycle, including delivery and
support of the solution post go-live.

25 | Tender evaluation processes need to be clearly structured to evaluate all aspects of a vendor
response. Tender evaluation teams need the right skill and expertise to adequately evaluate
responses. Tender evaluation teams should understand their role and responsibilities during a
tender evaluation process.

26 | The vendor contract should allow for monitoring and management of vendor deliverables,
timeframes, and performance, in line with the Agency’s quality expectations.

Projects that are dependent on vendor delivery should establish a commercial management
function (depending on size and delivery risk) to provide active monitoring, and management of
vendor performance.

27 | Allocate appropriately skilled resources to undertake budget tracking and commercial
management of the project.

Source: ACIC.
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