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Australian National

Audit Office

Canberra ACT
19 June 2019

Dear Mr President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the Australian Reinsurance Pool
Corporation and the Department of the Treasury. The report is titled Management of the
Terrorism Reinsurance Scheme. Pursuant to Senate Standing Order 166 relating to the
presentation of documents when the Senate is not sitting, | present the report of this audit
to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

e

Grant Hehir
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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AUDITING FOR AUSTRALIA

The Auditor-General is head of the
Australian National Audit Office
(ANAQO). The ANAO assists the
Auditor-General to carry out his
duties under the Auditor-General
Act 1997 to undertake
performance audits, financial
statement audits and assurance
reviews of Commonwealth public
sector bodies and to provide
independent reports and advice
for the Parliament, the Australian
Government and the community.
The aim is to improve
Commonwealth public sector
administration and accountability.
For further information contact:
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Phone:(02) 6203 7300

Fax: (02) 6203 7777

Email: agl@anao.gov.au
Auditor-General reports and
information about the ANAO are
available on our website:
http://www.anao.gov.au

Audit team
Renina Boyd
Sonya Carter
Nathaniel Loorham
Michelle Page
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Summary and recommendations

Background

1. The Terrorism Reinsurance Scheme (the scheme) was established in 2003 initially as an
interim measure to operate while terrorism insurance cover was unavailable in the private market
following the terrorist events of 11 September 2001. The scheme was established under the
Terrorism Insurance Act 2003 (TI Act) and is managed by the Australian Reinsurance Pool
Corporation (ARPC), a public financial corporation within the Treasury portfolio.

2. The scheme has a total funding capacity of $13.4 billion (2017-18) and provides cover for
eligible terrorism losses involving commercial property, associated business interruption losses
and public liability. Through the scheme, insurance companies can reinsure the risk of terrorism
losses by paying premiums to ARPC. Insurers are required to initially meet any claims in
accordance with the terms and conditions of individual policies, with claims against the scheme
met once an individual insurance company’s threshold has been reached.

3. The scheme is activated when the responsible Minister, after consulting the Attorney-
General, announces that an event is a ‘declared terrorist incident’” under the Tl Act. Since 2003,
there has been one declared terrorist incident — the Lindt Café siege in December 2014. This
resulted in claims being made by policy holders against their insurance companies, but no claims
were paid out from the scheme as insurers were able to cover the costs from their individual
insurance company thresholds.

Rationale for undertaking the audit

4. The Terrorism Reinsurance Scheme has been in place for 15 years and as at 30 June 2018
had a large claims funding capacity of $13.4 billion (including a $10 billion Commonwealth
guarantee), funded through $169.6 million in annual premiums paid by the commercial insurance
sector. The scheme is designed to ensure that Australia has the necessary cover to mitigate the
risk of significant loss and negative impact on the economy in the event of a terrorist attack
impacting commercial property.

Audit objective and criteria

5. The objective of the audit was to assess the effectiveness of ARPC’s management of the
Terrorism Reinsurance Scheme by addressing two criteria:

. Are there processes in place that support the effective administration of the scheme?

. Do governance arrangements enable the effective oversight and management of the
scheme?

6. The audit scope included:

o policy approval and policy management processes, claims management processes and
supporting policy and process documents;

. governance arrangements, including of the Board and supporting committees, and risk
management;

o stakeholder engagement activities; and
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° monitoring and review of scheme performance, including the Department of the Treasury’s
(Treasury) assessment of economy in providing the scheme.

Conclusion
7. ARPC is effective in managing the Terrorism Reinsurance Scheme.
8. ARPC has effective processes for reviewing and collecting premiums, as well as assessing

whether the scheme’s participation requirements are being met. Suitable processes for assessing
and paying claims have also been established, although these have not been implemented in
practice as no claims have been paid against the scheme to date.

9. ARPC’s governance arrangements enable effective oversight and management of the
scheme. Since the commencement of the scheme, mandated triennial reviews have confirmed
the need for the scheme to continue. ARPC provides effective annual reporting of its
performance. The ARPC Board is effective in overseeing the scheme, ARPC has a suitable
organisational structure in place to support the operation of the scheme, and has appropriate
arrangements for engaging and communicating with stakeholders.

Supporting findings

10. Premiums are set by the Minister and determined by postcode according to population
density, and ARPC reviews the postcodes periodically. ARPC can price the risk by estimating the
losses of a terrorist attack impacting Australian commercial property through specialist modelling
that it has developed by partnering with experts in the field. Understanding the potential financial
impact of a terrorist attack informs ARPC’s purchase of its own reinsurance (retrocession) to share
the risk across the private insurance industry and reduce the Australian Government’s exposure.
Treasury is responsible for setting the payments to Government required from ARPC however the
level of payments is a significant proportion of ARPC’s annual premium revenue.

11. ARPC has a process to accept policy applications, effective processes to reconcile
premiums due and paid, and a suitable debt management process. ARPC also has an effective
process in place to review whether insurers are compliant with the requirements of the scheme
and are paying the correct premiums.

12. ARPC has a suitable process for assessing claims made by insurers in the event of a
declared terrorist incident. The process is logical and linear and is tested at regular intervals.
Arrangements for paying approved claims have appropriate control points to manage risk and are
consistent with ARPC’s payment practices. As ARPC has yet to pay claims under the scheme, the
effectiveness of the claims process in practice remains to be seen.

13. There are regular reviews and reports on the scheme. There is a legislative requirement
for the scheme to be formally reviewed every three years by Treasury, and all required
recommendations were implemented by ARPC. Since the commencement of the scheme, these
triennial reviews have confirmed the need for the scheme to continue. ARPC reports annually on
its performance measures, however, those measures could be enhanced to fully meet the
Department of Finance’s appropriateness criteria for performance information, particularly for
ARPC’s strategic projects measure.
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Summary and recommendations

14. The ARPC Board is effective in overseeing the scheme, but could improve in two areas. The
Terrorism Insurance Act 2003 requires the Board to inform the Minister of any conflicts of interest
a member may have to due to outside employment, and this was not done when a potential conflict
arose (noting that management of the conflict was handled correctly by the Board). The Board
Charter requires the Board to assess its performance annually, however, reviews were undertaken
most recently in 2012, 2013 and 2016 and a review is underway for 2019.

15. ARPC has a suitable organisational structure in place to support the operation of the
scheme. Core functions to manage the scheme are undertaken by ARPC staff, and specialist advice
on matters such as legal issues or the purchase of retrocession reinsurance is procured when
required.

16. ARPC has effective communications activities and products that promote the scheme and
inform industry of emerging trends, and ARPC regularly engages with stakeholders through
various forums.

Recommendations

Recommendation  Treasury reviews the options available to rebuild ARPC’s capital following
no.1 an event leading to significant claims on the scheme, in order to minimise
Paragraph 2.44 the need for premium increases.

Treasury: Agreed.

Summary of entity responses

17. The proposed report was provided to ARPC and Treasury who provided responses which
are included at Appendix 1, and a summary of the responses is set out below.

ARPC

18. The scheme stakeholders will be pleased that ANAO concluded ARPC is effective in
managing the Terrorism Reinsurance Scheme. This finding reflects ARPC’s vision to be an effective
provider of terrorism risk insurance that facilitates private participation, supports national
resilience and reduces losses arising from catastrophic events caused by terrorism. It also reflects
the commitment of ARPC to constantly strive to improve outcomes and meet the objectives of
the scheme.

19. ARPC agrees with the suggested area for improvement which is to enhance the corporate
plan by strengthening the performance measure on strategic projects and implementing a
performance measure for stakeholder engagement and communications.

20. ARPC notes the recommendation to the Treasury that it review the options available to
rebuild ARPC’s capital following any terrorism event leading to significant claims on the scheme,
with a view to minimising the need for premium increases. ARPC will support the Treasury in this
review.

Treasury

21. The Treasury welcomes the ANAQ's report. It provides reassurance to the Government
on ARPC’s performance, governance and preparedness to handle claims.
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Audit findings
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1. Introduction

Background

1.1 Following the terrorist attacks in the United States on 11 September 2001, cover for
terrorism?® risk was progressively withdrawn by insurance companies across the world. The
economic impact of the commercial loss was felt globally but in the United States alone, insured
property losses totalled approximately SUSD26 billion (in 2017 dollar value), one of the largest
insurance losses in history.?

1.2 Insurers and reinsurers subsequently decided to reduce their exposure to terrorism, or stop
covering the risk altogether. The large pool of assets uninsured for terrorism risk led to global
uncertainty that could have had adverse economic impacts, including delayed commencement of
investment projects and altered portfolio management decisions.

1.3 In response, the Australian Government announced in May 2002 that it would act to protect
the Australian economy from the negative effects of the withdrawal of terrorism insurance cover.
In particular:

... the Government was concerned that forcing property owners to assume their own risk for
terrorism would lead to a reduction in financing and investment in the Australian property sector,
including a substantial reduction in commercial building activity.3

1.4 As a result, the Terrorism Insurance Act 2003 (the Tl Act) was established to address market
failure and ensure terrorism insurance coverage for commercial property, associated business
interruption losses and public liability claims.

1.5 The Tl Act sets out the following:

° principles for the provision of insurance for terrorism risks — establishment of the
Terrorism Reinsurance Scheme (the scheme);

° establishment, functions and powers of the Australian Reinsurance Pool Corporation
(ARPC); and

° other requirements such as regular reviews of the Act and Ministerial Directions.

1.6 Terrorism insurance pools exist in 23 other countries including France, Germany, Russia,
Spain, the United Kingdom and the United States. Many of these terrorism schemes are public
sector schemes, including public-private partnerships backed by a government guarantee.

1 The Australian Criminal Code Act 1995 states ‘an event will be a terrorist act if it is intended to: advance a
political, religious or ideological cause; and intimidate a government or the public by causing serious harm or
death, serious damage to property, or serious risk to public safety, or interference with infrastructure’.

2 Insurance Information Institute, Press Release: Terrorism and insurance 13 years after 9-11, [Internet],
available from https://www.iii.org/press-release/terrorism-and-insurance-13-years-after-9-11-the-threat-of-
terrorist-attack-remains-real-090914 [accessed 7 January 2019].

3 Department of the Treasury, Terrorism Insurance Act Review: 2018, p. 1.
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1.7 The Tl Act was initially established as a temporary measure and is subject to reviews at least
every three years, to determine whether it needs to continue in order to address gaps in terrorism
coverage in the commercial insurance market.

Australian Reinsurance Pool Corporation

1.8 The scheme is administered by ARPC, which is a corporate Commonwealth entity* under
the Public Governance, Performance and Accountability Act 2013 and a public financial
corporation.®

1.9 ARPC’s key role is to provide reinsurance cover to the insurance industry on the same basis
as that provided by commercial reinsurers.® ARPC’s vision is ‘To be an effective provider of terrorism
risk insurance that facilitates private participation, supports national resilience and reduces losses
arising from catastrophic events caused by terrorism’. This vision was the original focus of the
scheme and remains unchanged today.

1.10 ARPC reports against four key performance indicators:

° providing reinsurance for eligible terrorism losses;

° encouraging private sector participation through retrocession;

. compensating the Government; and

° maintaining financial sustainability and organisational resilience.

1.11 Part 3 of the Tl Act establishes the ARPC Board which is appointed by the Minister” and
consists of a Chair and at least four members, with a maximum of six. In 2017-18 the ARPC Board
comprised the Chair and six directors, who were all non-executive members. Under its Charter, the
Board can hold as many meetings as necessary for the efficient performance of its functions, but it
usually meets around six times each financial year.

1.12 ARPC does not engage staff under the Public Service Act 1997 however it chooses to align
with the Australian Public Service (APS) classification structure for its 22 staff, based in Sydney. More
detail on the ARPC structure and staff roles is in Chapter 3.

1.13 ARPC is not funded by direct appropriation. It is self-funded through its operations — the
payment of premiums by insurance companies and investments. In 2017-18 ARPC’s total premium
revenue was $169.6 million and its net assets were approximately $426 million.

1.14 The ARPC's Investment Policy (May 2018) sets out the principles for investing ARPC’s funds.
The approach is conservative and focuses on liquid investments such as cash and fixed term

4 A corporate Commonwealth entity is a body corporate that has a separate legal personality from the
Commonwealth and can act in its own right exercising certain legal rights such as entering into contracts and
owning property.

5 The Explanatory Memorandum to the Terrorism Insurance Bill 2002 stated the Australian Bureau of Statistics
advised ARPC would be classified as a public financial corporation. Public financial corporations comprise
government-controlled corporations that primarily engage in financial intermediation or provision of auxiliary
financial services (for example, Reserve Bank of Australia).

6 The Department of the Treasury, Terrorism Insurance Act Review: 2015, p. 20

7 At the time of the audit, the responsible Minister for the Terrorism Insurance Act 2003 was the Assistant
Treasurer.
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deposits which can be readily accessed in the event that claims need to be paid quickly. The Board
has overall responsibility for setting and approving the strategy, and the ARPC executive is
responsible for implementation of the strategy and management of investments.

1.15 The 2014 National Commission of Audit, which was established to examine the scope and
efficiency of the Australian Government, recommended that seven agencies be abolished, including
ARPC. The report stated: ‘With continued recovery in terrorism insurance markets, there is scope
for a gradual Commonwealth exit over the coming years’.® This recommendation has not been
taken up by the Government and both the 2015 and 2018 reviews of the scheme recommended
that it continue.

The Terrorism Reinsurance Scheme

1.16 Reinsurance is where an insurance company purchases its own insurance to protect itself in
case a major event occurs and the insurer is required to meet a large cost of claims. Reinsurance is
about sharing the risk across a number of insurance companies.

Coverage of the scheme

1.17 The scheme commenced on 1 July 2003 and covers the following losses arising from a
terrorist attack:

. commercial properties or infrastructure privately owned by the insured — for example,
physical assets such as buildings, tangible contents, power plants, farms, private rail,
mixed used properties (combination of residential and commercial) and high value
residential properties valued over $50 million;

° interruptions to business — loss arising from the damage to or inability to utilise
commercial properties affected by a terrorist attack and covered by the scheme; and

° public liability — an example is if a damaged property that is insured under the scheme
causes damage to a neighbouring ineligible property, the owners of that ineligible
property could bring action against the owners of the insured property for damage due to
the terrorist attack.®

1.18 Assets not covered by the scheme include residential properties valued under $50 million,
aviation and maritime assets/infrastructure. Other exclusions relating to the scheme are nuclear
events, acts of war, radiological damage, cyber attack, and property owned by the Australian and
state/territory governments (however, local government property is included).

Determining premiums

1.19 The premiums charged by ARPC are set by Ministerial Direction and determined by postcode
across three tiers according to population density (see Table 1.1).

8 National Commission of Audit, Towards Responsible Government: The Report of the National Commission of
Audit — Phase Two, 2014, [Internet], available from https://www.ncoa.gov.au/report/phase-two [accessed
12 March 2019].

9 Some limited personal harm is covered under the public liability component of the scheme, if an injury arises
due to negligence by a property owner. But generally personal harm has sufficient coverage under other
insurance schemes such as workers compensation, for example.
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Table 1.1: Postcode tier rates
Central business districts of Urban areas of all capital cities Rural and regional areas (or any
Australian cities with a and large regional cities with postcode not allocated to Tier A
population over one million population over 100,000 or B)
16.0% 5.3% 2.6%

Source: https://arpc.gov.au/our-customers/postcodes/

1.20 The postcode tier rates are applied to the insurers’ total gross written premiums?® excluding
any fire services levy, stamp duty and goods and services tax. In order to apply the correct tier rates,
insurers undertake the calculation at an individual policy level, that is, the location/postcode of each
insured asset, and then aggregates this information as a total and reports it to ARPC once a quarter.

1.21 Periodic reviews of the postcode tiers have resulted in affected insurers in those postcodes
experiencing an increase in their premiums when a postcode is moved to a higher tier. Since the
commencement of the scheme, there have been three Ministerial Directions updating the postcode
tiers — 2015, 2017 and 2019.

1.22 Since the inception of the scheme, there has been one change in the overall premium
percentages across the three tiers, resulting in increased premiums for all participating insurers
from 1 April 2016 (discussed further at paragraph 2.27).

Participation in the scheme

1.23  Participation in the scheme is optional and insurers can decide to cover the risk of terrorism
damage themselves or purchase reinsurance from the private insurance market. The majority
(99 per cent) of insurers that provide commercial property insurance in Australia choose to reinsure
with ARPC. In 2017-18, there were 235 insurers that purchased reinsurance from ARPC, covering
over 800,000 eligible properties with a combined total value insured of approximately $3.7 trillion.

1.24 Insurers that do not cover losses due to terrorism are eligible to participate in the scheme.
The insurers’ policies are required to contain an exclusion clause, such as: ‘This Policy does not cover
any damage, loss or liability caused by, or arising from any Act of Terrorism’. If an insurer includes
terrorism risk, then its policies would not have an exclusion clause and the insurer would provide
cover in the event of a terrorist incident causing commercial property loss.

1.25 Under section 6 of the Tl Act, if the Minister declares that a terrorist incident has occurred,
this renders terrorism exclusion clauses in eligible insurance policies invalid. It is important to note
that the announcement of an event being a ‘declared terrorist incident’ is specifically for the
purposes of the Tl Act and allows eligible insurers to submit claims to ARPC. Other events may be
considered terrorist attacks, but the consequences of the attacks do not impact commercial
property in terms of damage and therefore do not require access to the scheme.

10 For the purposes of the scheme, gross written premiums are the total revenue from eligible insurance
contracts expected to be received by insurers before any necessary deductions.
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1.26

Since the commencement of the scheme, there has been one declared terrorist incident —

the Lindt Café siege in Sydney on 15-16 December 2014. This resulted in claims being made by
policy holders against their insurers, but as the amount of claims was below the insurers’
retentions'?, no claims were paid from the scheme.

1.27

Following the announcement of a declared terrorist incident, the scheme will provide cover,

in excess of the insurer’s retentions, to those insurance companies that have a reinsurance
agreement with ARPC and have paid their premiumes.

1.28 The scheme’s financial arrangements are set out in Table 1.2.

Table 1.2: Scheme funding model

Funding layers Description

In the event of a declared terrorist incident for the
purposes of the Tl Act, losses are initially met by
the policy holder’s deductible (excess) as per
individual insurance policies.

Insurers pay a claim less the deductible (excess)
which means the policyholder needs to fund the
deductible. The amount of the deductible varies
across insurance policies.

Losses are then covered by insurers up to the
level of each insurer’s retention limit.

The minimum retention for an insurer is $100,000
and the maximum is $12.5 million. The retention
for each insurer is calculated as five per cent of
their total Australian fire and industrial special risk?@
premium income unless it is below $100,000 or
above $12.5 million, in which case the minimum or
maximum retention will apply. There is an
industry-wide maximum retention of $200 million.

When the insurer’s retention limit is reached, the
insurer can claim against the terrorism insurance
scheme. These claims are paid from ARPC’s
retention limit of $285 million.

The ARPC'’s retention is the amount that is
required to be spent before ARPC can claim
against its retrocession program (refer to
paragraph 1.29).

Once ARPC'’s retention limit has been reached,
ARPC can then submit claims to its reinsurers that
are part of ARPC'’s retrocession program. This is
up to a funding limit of $3.315 billion.

ARPC has a reinsurance broker, Guy Carpenter,
that will perform all the administration of collecting
the claims payments from the panel of reinsurers/
retrocessionaires.

The Commonwealth guarantee is the final layer of
funding, and is limited to $10 billion as set out in
the Tl Act.

The Australian Office of Financial Management
will raise the required funding for insurance claims
under the scheme. If the cost of a terrorist event in
Australia exceeds the $10 billion limit, then a
reduction percentage® would be applied and
claims paid on a pro rata basis.

Note a:

Industrial special risks insurance is an insurance that covers medium to large enterprises against financial

losses they might incur because of loss or damage of their physical assets.

Note b:

The reduction percentage is declared by the Minister if the total payments following a declared terrorist incident

would be more than $10 billion. Discussed further at Chapter 2, paragraph 2.23.

Source: ANAO analysis.

11 The term retention refers to the maximum limit that an insurer is able to pay out in claims by policy holders
before the insurer has to claim against reinsurance. The retention is a cost that an insurer must bear and is the

same as an excess in general insurance terms.
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Introduction

Retrocession insurance

1.29 ARPC purchases its own reinsurance, which is known as retrocession reinsurance. Under the
Tl Act and the Explanatory Memorandum, the aim of this is to encourage the re-emergence of the
commercial market to provide terrorism insurance coverage in Australia and to distribute ARPC’s
risk.2? ARPC negotiates and places an annual retrocession program with major global reinsurers,
aiming for value-for-money while encouraging maximum global insurer participation.

Rationale for undertaking the audit

1.30 The Terrorism Reinsurance Scheme has been in place for 15 years and as at 30 June 2018
had a large claims funding capacity of $13.4 billion (including a $10 billion Commonwealth
guarantee), funded through $169.6 million in annual premiums paid by the commercial insurance
sector. The scheme is designed to ensure that Australia has the necessary cover to mitigate the risk
of significant loss and negative impact on the economy in the event of a terrorist attack impacting
commercial property.

Audit approach

Audit objective, criteria and scope

1.31 The objective of the audit was to assess the effectiveness of ARPC's management of the
scheme by addressing two criteria:

. Are there processes in place that support the effective administration of the scheme?
. Do governance arrangements enable the effective oversight and management of the
scheme?

1.32 The audit scope included:

° policy approval and policy management processes, claims management processes and
supporting policy and process documents;

. governance arrangements, including of the Board and supporting Committees, and risk
management;

° stakeholder engagement activities; and

° monitoring and review of scheme performance, including the Department of the

Treasury’s (Treasury) assessment of economy in providing the scheme.

Audit methodology
1.33 The audit methodology included:

° reviewing the processes that ARPC undertakes to administer the scheme, in particular the
claims management process and its supporting systems and documentation;

. reviewing the legislation, budget papers, corporate plans, annual reports, review reports,
meeting minutes and general publications such as bulletins etc;

12  Explanatory Memorandum to the Terrorism Insurance Bill 2003, p. 6.
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. assessing the Board’s role and the Executive team’s role in overseeing the scheme;
° discussions with ARPC and Treasury.

1.34 The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO
of approximately $224,000.

1.35 The team members for this audit were Renina Boyd, Sonya Carter, Nathaniel Loorham and
Michelle Page.
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2. Management of the scheme

Areas examined

This chapter examines whether the Australian Reinsurance Pool Corporation (ARPC) has
processes in place to support the effective management of the Terrorism Reinsurance Scheme
(the scheme).

Conclusion

ARPC has effective processes for reviewing and collecting premiums, as well as assessing whether
the scheme’s participation requirements are being met. Suitable processes for assessing and
paying claims have also been established, although these have not been implemented in practice
as no claims have been paid against the scheme to date.

Area for improvement

The ANAO has recommended that the Department of the Treasury (Treasury) reviews the
options available to rebuild ARPC’s capital following an event leading to significant claims on the
scheme, in order to minimise the need for premium increases (paragraph 2.44).

What is the process for determining risk, managing capital and setting
annual reinsurance premiums?

Premiums are set by the Minister and determined by postcode according to population density,
and ARPC reviews the postcodes periodically. ARPC can price the risk by estimating the losses of
a terrorist attack impacting Australian commercial property through specialist modelling that it
has developed by partnering with experts in the field. Understanding the potential financial
impact of a terrorist attack informs ARPC’s purchase of its own reinsurance (retrocession) to share
the risk across the private insurance industry and reduce the Australian Government’s exposure.
Treasury is responsible for setting the payments to Government required from ARPC, however,
the level of payments is a significant proportion of ARPC’s annual premium revenue.

2.1 The actual likelihood of a terrorist attack is difficult to accurately assess. Insurance risks
generally include two elements — losses are accidental and predictable. Terrorism risk differs in
terms of the first element because it is driven by deliberate human action and the motives behind
an attack vary widely and are generally political or personal in nature.

2.2 Predicting the possibility of a terrorist attack occurring in Australia is dependent upon the
activities of Australia’s counter intelligence agencies. The National Terrorism Threat Advisory
System classifies the likelihood of a terrorist attack occurring in Australia and is overseen by the
Home Affairs portfolio.

2.3 The Terrorism Insurance Act Review 2018 stated: ‘Whilst the ARPC has developed significant
capacity to model the potential losses that could occur in a range of scenarios, estimating the
probability of such an event occurring remains inherently problematic’.*3> ARPC is able to model the
possible consequences of a terrorist attack causing damage to commercial property in Australia,
and then estimate the loss. This modelling can assist in pricing terrorism risk.

13 The Department of the Treasury, Terrorism Insurance Act Review: 2018, p. 75.
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Loss estimate modelling

2.4 Loss estimate modelling informs ARPC’s advice to the Minister on whether an actual event
should be a declared terrorist incident (DTI). In addition, ARPC can advise the Minister of the likely
costs to the scheme in the event of a DTI. This estimate can in turn inform the calculation of an
appropriate reduction percentage (discussed further at paragraph 2.23).

2.5 The key elements of ARPC’s loss estimate modelling are:

. building loss estimation models;

. analysing metropolitan and rural areas in terms of population density changes;
. utilising the expertise of other government agencies; and

° taking advantage of new technologies such as geospatial modelling.

2.6 ARPC utilises two dimensional and three dimensional blast (bomb) and plume (chemical and
biological) modelling to assess the total capacity required by the scheme to cover probable
maximum losses in Australia’s major capital cities.

Two dimensional modelling

2.7 In 2007 ARPC engaged Macquarie University’s Natural Hazards Research Centre, Risk
Frontiers, to develop a two dimensional model to assist ARPC to evaluate its financial exposure to
bomb blasts. The two dimensional model is a map-based tool that calculates quick estimates of
insured losses due to blast impacts. This model uses location and device size to calculate potential
losses. It is particularly useful to give ARPC an immediate loss estimate when very little is known
about the details of a blast.

Three dimensional modelling

2.8 Developed since 2009 in collaboration with Geoscience Australia and the Attorney-
General’s Department, the three dimensional model incorporates both blast and plume capability,
and gives a more precise estimate of loss. ARPC’s three dimensional blast model is intended to
accurately analyse pressure waves and the resulting damage to commercial property from blasts in
all Tier A postcodes. The blast model includes the most dense central business district areas of
Sydney, Melbourne, Brisbane, Adelaide and Perth, with multi-location analysis conducted in those
cities to review expected losses from different sized blasts. ARPC uses its insurers’ total sum insured
in the three-dimensional model to estimate the loss.

2.9 ARPC, in collaboration with Geoscience Australia, also uses a three dimensional plume
model to analyse exposure and potential damage from the release of a biological or chemical agent
in the Sydney and Melbourne central business districts. This capability draws on the expertise of
several government agencies including Geoscience Australia, the Bureau of Meteorology, Defence
Science and Technology Group (in the Department of Defence) and the Australian Federal Police,
as well as external consultants. ARPC regularly analyses various plume scenarios and extended this
in 2017-18 to include mobile drone delivery systems of selected agents in Sydney and Melbourne.

Geospatial modelling

2.10 In 2017-18 ARPC engaged Risk Frontiers to design and build a geospatial blast model to
estimate the damage to commercial property from a blast event that could occur at any Australian
mainland location. It is an extension of the two dimensional model on a national scale using real-
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time satellite imagery, and will improve coverage for regional areas. The geospatial model is being
developed during 2019.

2.11 Geoscience Australia forms an integral part of ARPC’s blast and plume analytical capability.
ARPC entered a new three-year maintenance and development contract with Geoscience Australia
for 2018-21 to keep the models current, and extend the modelling into some new geographical
areas.

2.12 Geoscience Australia also prepares modelling reports so ARPC can confirm the scheme
capacity is adequate. These reports are provided as part of ARPC’s DTI test exercises (discussed at
paragraph 2.60), as well as at regular intervals to provide indications of probable maximum losses
in the largest capital cities.

2.13 The results of the modelling are shared with ARPC’s reinsurance brokers who use the
information to inform retrocessionaires'* of ARPC’s ability to estimate losses. By providing this
modelling, ARPC is able to negotiate better value-for-money premium rates as the retrocessionaires
are provided with some visibility of what the estimated financial impact of a blast attack would be.

2.14 In addition to the loss estimate modelling, there are two other key elements of the scheme
which aim to minimise the risk of having to access the Commonwealth guarantee and the risk of
exceeding the level of funding the guarantee provides. These are ARPC's retrocession program and
the reduction percentage, discussed below.

Retrocession program

2.15 The Terrorism Insurance Act Review 2006 recommended when ARPC's pool of funds
reached $300 million it should either build the pool further, or purchase reinsurance for the scheme
or undertake a combination of the two. The first retrocession contracts commenced on
31 December 2008.

2.16 The benefits of purchasing retrocession reinsurance are to:

° increase the scheme’s capacity;

° protect the Australian Government from financial risk (that is, the risk of having to access
the guarantee); and

° encourage the commercial insurance market to offer terrorism reinsurance and share the
risk across reinsurers.

2.17 The use of a retrocession program transfers risk from the Australian Government to the
private sector. The greater the retrocession purchased by ARPC, the lower the likelihood that the
Commonwealth guarantee will need to be called upon. By increasing the scheme capacity,
retrocession also reduces the likelihood of the Minister having to announce a reduction percentage
(see paragraph 2.23).

14  Retrocession is where a reinsurer, such as ARPC, purchases its own reinsurance from what are known as
retrocessionaires.
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2.18 ARPC has a number of requirements for its retrocession program, for example: ARPC should
purchase at least $2.5 billion in cover; and should aim to have at least 15 retrocessionaires.'® The
requirements for the retrocession program are informed by the ARPC Board risk appetite and
tolerance statement, measures set in the ARPC Corporate Plan, and the reinsurance placement
strategy that is approved annually by the Board.

2.19  ARPC's retrocession program runs for one year from January to December. ARPC engages a
reinsurance broker to assist in purchasing retrocession, administering the contracts, payment of
premiums on behalf of ARPC and in the event of a DTI, managing claims with retrocessionaires. The
use of a broker is a practical approach due to the complexity of the risk, the large number of
participants geographically dispersed across the globe, and the specialist and large scale nature of
the retrocession program.

2.20 The retrocession program is underpinned by ARPC’s:

° Retrocession Policy;
° Retrocession Placement and Administration Procedure; and
. Retrocession Signing Guideline.

2.21 The reinsurance broker develops a final proposal for the yearly retrocession program, which
is reviewed by ARPC’s Retrocession Committee (comprising the Chief Executive, the Chief
Underwriting Officer and one Board member) and submitted to the Board for approval.

2.22  In 2018, ARPC purchased $3.065 billion in retrocession reinsurance at a cost of $58.3 million
across 68 retrocessionaires. In 2019, ARPC purchased $3.315 billion in retrocession reinsurance at a
cost of $61.0 million noting ARPC was able to achieve a slight reduction in pricing from the 71
retrocessionaires and this offset some of the additional cost in purchasing an additional $250 million
in capacity. This increased capacity in the retrocession program assists in lowering the risk of the
scheme having to access the Commonwealth guarantee.

Reduction percentage

2.23 Following a terrorist incident, ARPC will undertake modelling of expected losses. If the
Minister expects that the losses from a DTI are likely to exceed the $10 billion Commonwealth
guarantee (in addition to ARPC’s retention and the retrocession) the Minister must declare a
reduction percentage under the Terrorism Insurance Act 2003 (the TI Act).'® This effectively limits
the level of cover an insurer is required to pay out to the policyholder, and the property owner will
need to bear the loss. An example of how a reduction could be applied was provided by ARPC:

A DTl is announced and ARPC estimates losses to cost $20 billion. As a result, the Minister declares
a reduction percentage of 31.63 per cent. This means all policyholders initially will be short paid
their claim by 31.63 per cent. Eventually the total claims cost $11.5 billion and therefore the
reduction percentage is reduced to zero over time, which means all policyholders ultimately
receive their full claim.

15 The number of retrocessionaires participating in ARPC’s retrocession program does not impact price but
instead shares the risk across a greater number of reinsurers.

16  Terrorism Insurance Act 2003, subsection 6(7).
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2.24  Asthe example shows, if a reduction percentage is declared the Minister can reduce it if the
number and value of claims is not as high as originally estimated, however the reduction percentage
cannot be increased. It is therefore crucial that ARPC’s estimates are as informed as possible so that
the scheme is robust and the Australian Government is not exposed to undue risk or financial
pressure.

Determining premiums

2.25 Premiums are set by Ministerial direction through Treasury, and are determined by
postcode categorised into three tiers based on population density. Insurers are charged a
percentage of the premiums that they charge policyholders. Subsection 11(2) of the Tl Act allows
ARPC to charge premiums.

2.26 The Terrorism Insurance Act Review 2018 stated that it is difficult to assess terrorism risk on
a contract-by-contract basis therefore the scheme adopts a ‘community rating’ approach to
charging premiums. That is, premiums are charged at the same rates for all insurers depending on
which postcode tier the insured property is located.!” This method of determining and charging
premiums is set out in the Tl Act. The explanatory memorandum to the Terrorism Insurance Bill
2002 states the reasons for setting premiums in this manner:

Initial calculations suggest reinsurance premium levels between two and 12 per cent (depending
on risk and location, and averaging five per cent) of underlying commercial property insurance
premiums would be adequate to build the pool and would not be a significant cost to smaller
commercial property owners if the cost was passed on by insurers.!®

2.27 In 2015 there was an overall increase in premiums® as a result of the Review of the
Terrorism Insurance Act 2015 which found that:

... the current level of premiums is not enough to provide a return on the equity held by the ARPC
that will be used as the first tier of funding in the event of a claim. An increase in the premium
pool is, therefore, recommended.

2.28 The 2015 review noted that the premiums charged under the scheme were materially lower
than what a commercial reinsurer would charge, but ARPC still needed to generate sufficient
premiums to cover its ongoing costs.?° A significant component of ARPC’s costs are the payments it
is required to make to the Australian Government as part of the scheme (discussed further from
paragraph 2.32).

2.29 The 2015 review found that the ratios between the premiums under the tiered structure
should be maintained (that is, the different percentages between tiers A, B and C) but the level of
premiums be increased. Following the release of the Ministerial Direction in December 2015, ARPC
applied the premium increase from 1 April 2016.

17 The 2015 Review of the Tl Act also stated: ‘Setting premiums as a proportion of the gross fire and industrial
special risk premiums links ARPC’s premiums to conditions in the wider insurance market and is a simple
mechanism to allow premiums to increase over time with property values’.

18 Explanatory Memorandum to the Terrorism Insurance Bill 2002, section 3.44.
19 There has only been one increase in premiums since the introduction of the scheme in 2003.
20 The Department of the Treasury, Terrorism Insurance Act Review: 2015, p. 23.
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2.30 In the next triennial review (2018) the Australian Government Actuary was asked to assess
whether the pricing of the scheme on insurers was appropriate. The Australian Government Actuary
found that:

Overall, premiums are adequate in the current market in that they generate an adequate return
on capital and support the operation of the fund. However it is impossible to determine if
premiums are actuarially adequate to meet the future costs of claims. By their nature, such claims
are highly uncertain and there is no statistically credible database against which to test the
adequacy of premiums in this manner. Any assessment of the adequacy of premiums remains
highly uncertain. It also remains dependent on the effectiveness of security forces operating in
Australia.

2.31 Postcode reviews assess whether postcodes (as per the Australia Post postcode boundaries)
have been appropriately allocated to a premium tier. As populations and postcode boundaries
change over time, ARPC performs postcode reviews periodically so it can charge insurers the correct
premium. Where necessary, following each review, ARPC makes recommendations to the Minister
regarding postcode tier classifications. This most recently occurred in late 2018 where a number of
postcodes went to a higher tier. When a new Ministerial Direction is issued following a postcode
review, a reasonable period of time is usually provided for ARPC to inform insurers of the changes.
For example, the Terrorism Insurance (Premiums) Direction 2019 was made on 22 January 2019,
with postcode changes taking effect from 1 July 2019.

Payments to the Australian Government

2.32  Subsection 38(3) of the Tl Act allows the Minister to direct ARPC to make the following
payments to the Australian Government:

° payments designed to ensure that ARPC does not have a competitive advantage once the
commercial reinsurance market has re-emerged; and

° payments in the nature of dividends.

2.33  From the commencement of the scheme, ARPC has had the backing of a Commonwealth
guarantee of $10 billion and it was always the intention of the Tl Act that the Government would
be compensated for providing this guarantee.?!

2.34 In the early years of the scheme’s operation, no payments were required by the
Government so that ARPC could build its net assets. In 2010-11 ARPC's net assets peaked at over
$600 million. As this was deemed sufficient net assets for ARPC, payments to the government
commenced in 2011-12. This followed the Australian Government Actuary’s advice that the
payment of annual amounts would not materially reduce the likelihood that the scheme could fully
meet the costs arising from one or more DTls. Table 2.1 sets out the payments to the Australian
Government (past and future planned payments).

21 Explanatory Memorandum to the Terrorism Insurance Bill 2002, s3.15.
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Table 2.1: ARPC’s payments to the Australian Government ($m)

‘ 2012—13‘ 2013-14 2014—15‘2015—16‘2016—17‘2017—18 2018-19 m

Guarantee 75.0 150.0 55.0 55.0 55.0 55.0 55.0 55.0 55.0
fee

Capital N/A N/A N/A N/A 35.0 35.0 35.0 35.0 35.0
holding fee

Special N/A N/A 57.5 57.5 575 575 N/A N/A N/A
distribution

Special one- 100.00 N/A N/A N/A N/A N/A N/A N/A N/A
off dividend

Temporary N/A N/A N/A N/A N/A N/A 10.0 10.0 10.0
dividend

Source: The Department of the Treasury, Terrorism Insurance Act Review: 2018, p. 8.

2.35 The payment arrangements for 2018-19 are discussed in further detail below, including
actuarial consideration of the payments from the reviews of the Terrorism Insurance Act in 2015
and 2018.

Commonwealth guarantee fee

2.36  Since 2014-15 ARPC has paid S$55 million per year as an annual charge for the $10 billion
Commonwealth guarantee. The Australian Government Actuary states that the guarantee
effectively operates like a layer of retrocession above the $3.315 billion purchased by ARPC. The
$55 million is equivalent to a rate on line?? of 0.55 per cent of the guarantee and was set to be less
than what commercial reinsurers charged.?3

Capital holding fee

2.37 In addition to the Commonwealth guarantee fee, the 2015 review of the scheme also
recommended the introduction of a capital holding fee as compensation for the Government
allowing ARPC to retain the capital built up over time from premiums charged to the insurance
industry.?* The 2015 review recommended: ‘... an additional amount of $35 million per annum to
reflect the Commonwealth’s support in making the ARPC reserves available for payment of claims’.
Background on the amount of the fee was discussed in the 2015 review which stated:

... the cost of the ARPC to reinsure the first $360 million of losses in the private market, which
would currently be funded using the capital retained by the ARPC, would be between $30 million
and $70 million. A similar value of $35 million is obtained by the Australian Government Actuary
based on the ARPC holding a capital pool of $S500 million. Both of these calculations draw on actual
premiums paid by the ARPC for retrocession.

22 Rate on line represents how much an insurer has to pay to obtain reinsurance coverage. It is a percentage
derived by dividing reinsurance premium by reinsurance limit.

23 The Department of the Treasury, Terrorism Insurance Act Review: 2018, Annex B Australian Government
Actuary Report, p. 10.

24  The Department of the Treasury, Terrorism Insurance Act Review: 2015, p. 19.
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Dividend

2.38 From 2018-19, ARPC is paying a temporary dividend of $10 million to the government as
the sole shareholder of the scheme. ARPC advised that it is classified as a “for profit’ government-
owned corporation and, as such, pays dividends.

Total payments to Government

2.39  In summary, ARPC will collect approximately $170 million in premiums in 2018-19, and will
pay $100 million to the Australian Government.

ARPC'’s capital management

2.40 ARPC has a capital management policy which sets the methodology for calculating the
appropriate target level of capital required in order for the scheme to meet its functions as per the
Tl Act, and be able to pay claims within its retention limit. Annually, ARPC calculates the capital
thresholds and capital zones in the Capital Management Procedure prior to approval by the Board.
ARPC's capital thresholds for 2018 are set out in Table 2.2.

Table 2.2: ARPC capital thresholds 2018

Capital threshold Coverage $m

Minimum capital e One retrocession retention 285
e One year's normal operating costs 10

 Run-off claims handling costs 50

Total 345

Target capital ¢ One retrocession retention 285
e One year's normal operating costs 10

¢ Run-off claims handling costs (for one claim event) 50

¢ Retrocession market resilience factor 100

Total 445

Maximum capital ¢ One retrocession retention 570
e One year’s normal operating costs 10

e Run-off claims handling costs (for two claim events) 100

 Retrocession market resilience factor 100

Total 780

Source: ARPC Capital Management Procedure 2018

2.41 APRC builds its capital reserves from premiums paid over time. Reserves have built up to
substantial levels as there have been no claims made. As at 30 June 2018 the scheme had paid
approximately $845 million to the Government, noting that $330 million of this was one-off
dividends and special contributions between 2012-13 and 2017-18.
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2.42 ARPC’s net assets in 2017-18 were $426 million, which was under the target capital
threshold of $445 million. To assist ARPC to rebuild to its target capital level, in 2018—19 Treasury
implemented the annual $10 million dividend and ceased the special distribution of $57.5 million.?

2.43 Inthe 2018 review, the Australian Government Actuary regarded ARPC's current capital as
the ‘minimum appropriate level’ and stated that allowing the net assets to grow steadily over time
towards ARPC’s maximum level would increase the resilience of the scheme.?® The Actuary also
recommended that Treasury consider the actions likely to be required following a material DTI to
recapitalise ARPC.?” In the event a DTl is announced and ARPC’s capital reserves are called on to
pay claims, the Minister may increase premiums to the sector, which will rebuild ARPC’s capital
reserves. However, in the context of the amount of premium revenue which has been transferred
to Government over the period of the scheme, it may be appropriate for Treasury to consider
recapitalisation from the budget and/or whether ARPC’s capital and payments to the Government
could be adjusted. The scheme could then be strengthened in a way which would minimise the
need for premium increases.

25 This was a retrospective payment to compensate the risk the Government was taking to provide the
guarantee, while no payments were made for the first nine years of the scheme.

26 The Department of the Treasury, Terrorism Insurance Act Review: 2018, Annex B Australian Government
Actuary Report, p. 9.

27 The Department of the Treasury, Terrorism Insurance Act Review: 2018, Annex B Australian Government
Actuary Report, p. 8.
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Recommendation no.1

2.44 Treasury reviews the options available to rebuild ARPC’s capital following an event leading
to significant claims on the scheme, with a view to minimising the need for premium increases.

Treasury’s response: Agreed.

2.45 In response to the ANAQO's recommendation, Treasury notes that there are a range of
options available to the Government to rebuild the ARPC's capital following a large claim event. In
determining the appropriate Government response to an event that depleted the ARPC's capital,
the Government would need to consider the following factors, among others:

° the condition of insurance and property markets;

° the size and nature of the loss event and capital remaining;

° whether the likelihood and nature of future terrorism events had changed;

° the response of reinsurers participating in the ARPC's retrocession program; and
° whether the ARPC's payments to Government and premiums remain appropriate.

2.46 Depending on these factors, and other relevant issues, the Government could choose to
recapitalise the scheme through several mechanisms including increasing premiums, reducing or
stopping payments to the Government or direct equity injections by the Government. However, it
would be imprudent to commit to one of these options ex ante.

Are there effective processes for accepting policies, collecting
premiums and assessing ongoing participation requirements?

ARPC has a process to accept policy applications, effective processes to reconcile premiums due
and paid, and a suitable debt management process. ARPC also has an effective process in place
to review whether insurers are compliant with the requirements of the scheme and are paying
the correct premiums.

Accepting policies

2.47 ARPC is not required to have a formal insurance policy approval process and instead,
terrorism reinsurance cover is provided to any insurer that meets the requirements of the scheme
and opts to take cover through the Reinsurance Agreement for Terrorism Risks (the agreement).
Reinsurance provided by ARPC continues until the agreement is terminated by either the insurer or
ARPC.

2.48 In October 2017 ARPC completed a significant update to the agreement through an
insurance endorsement.?® Following two rounds of stakeholder consultation and Board approval,
ARPC made 16 changes to the agreement to overcome issues affecting the efficient operation of
ARPC which were generally due to the agreement remaining largely unchanged since 2003. Updates
included: ARPC being able to charge interest on outstanding premiums; enhanced termination

28 Aninsurance endorsement is an instrument, permitted by the original insurance agreement, which allows an
insurer to make certain changes to the agreement unilaterally.
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rights for failure to pay premiums; and clarifying terminology that had caused some uncertainty.
Three months’ notice was to be given prior to the changes taking effect, which ARPC provided to
insurers in May 2017. The changes to the agreement were managed well by ARPC.

Collecting premiums

2.49 Under the agreement, insurers pay ARPC premiums on a quarterly basis.?® Within 30 days
of the end of each quarter (also known as the remittance date) insurers are to provide ARPC with:

° a statement setting out the total amount of premium payable to ARPC;
° payment of the premium; and
. notification that the premium has been paid.

2.50 Insurers that do not pay their premiums by the remittance date are identified through an
age analysis report that ARPC produces on a weekly basis, and is reviewed by ARPC’s Chief Financial
Officer each month. The report enables ARPC to identify and take action on debt in accordance with
the reinsurance agreement and ARPC’s debt management policy. This policy requires ARPC to
contact the insurer at 30 day intervals with escalating notices (see Table 2.3 below).

Table 2.3: ARPC debt management

Quarter Remittance Notice 1 — late Notice 2 — second Notice 3 — final

date reporting or reminder opportunity to pay

payment (60 days overdue) R

(30 days overdue) (90 days overdue)?
Quarter 1: July to | 30 October End of November End of December End of January
September
Quarter 2: 30 January End of February End of March End of April
October to
December
Quarter 3: 30 April End of May End of June End of July
January to March
Quarter 4: April to | 30 July End of August End of September End of October
June

Note a: Notice 3 can also provide notice of ARPC’s intent to terminate the agreement.

Source: ANAO analysis of ARPC debt management policy.

2.51 As at March 2019 there was $162,354 in outstanding premiums payable to ARPC, $26,812
of which were overdue by more than 90 days. This is a low amount relative to the $169.6 million in
premiums paid to ARPC in 2017-18.3°

29 ARPC’s reinsurance premiums are calculated as a percentage of the underlying policy held by the insurer with
the insured (see paragraph 2.26). Insurers use ARPC’s RISe IT system to calculate the premium, and then pay it
using direct deposit. Where ARPC detects a large variance in premium between years it contacts the insurer
to verify that the premium submissions are accurate.

30 Overdue premium represents 0.096% of total premium revenue, while overdue premium exceeding 90 days
represents 0.016% of total premium revenue.
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2.52 In pursuing debt, ARPC did not fully follow its process of issuing escalating notices at
intervals as set out in its debt management policy. Of the six cases the audit reviewed3!, ARPC
emailed insurers notifying them of the outstanding premiums and seeking payment, however, there
were some delays between premiums becoming overdue and ARPC contacting the insurers. ARPC
advised that insurers with debt exceeding 90 days were based overseas, resulting in some language
and business administration barriers which caused delays. Although the process was not strictly
followed for the six cases reviewed, the very low levels of debt ARPC maintains and the key controls
in place to monitor debt indicate that the overall process followed is suitable.

Assessing participation requirements

2.53 There are a number of fundamental requirements insurers must satisfy to take reinsurance
cover with ARPC. To ensure that insurers are compliant with the requirements of the scheme, ARPC
performs a rolling program of insurer reviews. ARPC's reviews assess whether insurers:
° have processes to:

- identify eligible insurance contracts (including a terrorism exclusion clause);

- allocate risks to tiers;

- calculate premiums;

— remit premiums to ARPC;

° are submitting accurate quarterly premium reports to ARPC;

° are submitting accurate annual aggregate reports to ARPC;

° have claims processes capable of handling a DTI;

° are aware of their claims reporting obligations under the reinsurance agreement; and
° have business continuity and disaster recovery plans.

2.54 ARPC adopts a risk-based approach to its review program, aiming to review all Australian
insurers, and a significant portion of Singapore and London-based insurers, once every two to three
years. These insurers represent 98 per cent of ARPC’s premium income. ARPC advised that in 2019
it is refreshing the work program with a focus on improving review processes, templates and
reports.

2.55 The audit analysed the insurer reviews performed by ARPC over 2017-18 and 2018-19. The
reviews were fit-for-purpose in assessing insurer’s compliance with the scheme’s participation
requirements and provided the opportunity to identify instances of non-compliance. Where issues
were identified, ARPC made appropriate findings and recommendations, most of which were
accepted by insurers.3?

31 The six cases reviewed were the six insurers that had outstanding debts on the ARPC Aged Debtors Report
dated 12 February 2019.

32 Half of the 40 recommendations observed in the insurer reviews related to postcode and street address
errors. Other recommendations related to quarterly premium submissions, terrorism exclusion clauses and
documentation among others things. Of the 40 recommendations: 28 were accepted in full, two were
partially accepted, six were noted, two received no response and two were not accepted.
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Is there an effective claims management process and arrangements
for paying claims?

ARPC has a suitable process for assessing claims made by insurers in the event of a declared
terrorist incident. The process is logical and linear and is tested at regular intervals.
Arrangements for paying approved claims have appropriate control points to manage risk and
are consistent with ARPC’s payment practices. As ARPC has not yet paid claims under the
scheme, the effectiveness of the claims process in practice remains to be seen.

2.56 No claims have been made against the scheme to date therefore it has not been possible to
assess ARPC’s claims process in practice. However, ARPC has established a claims procedure and
completed a range of work in preparation for claims to be made against the scheme.

Claims management

2.57 In April 2018 ARPC reviewed its claims procedure to make it easier to follow. This resulted
in a more linear documented procedure which guides staff through the claims process step-by-step.
Previous versions of the claims procedure were not formatted in this way and involved significant
interpretation by ARPC staff, increasing the risk of process failure following a DTI. The re-write of
the procedure also better aligned the process with ARPC’s RISe Claims system — the browser-based
system used to manage claims.

2.58 The claims process consists of five main stages as shown in Figure 2.1.

Figure 2.1:  Stages in ARPC’s claims process

. * Incident occurs and DTl response team assembled
Incident occurrence * RISe Claims incident created

¢ Insurers submit loss estimates

* Incident is either announced as a DTI by the Minister, or it

DTI declaration is not a DTl and is finalised
« RISe Claims enabled for claim submissions

* Insurers submit claims using RISe Claims

* ARPC assesses claims and either approves, declines or
requests further information

* Dual approval is required for the claim to progress

Claims processing

* Dual approval is required for claims payment to be made

Claims payment * Insurers provide bank details and the claim is paid

* ARPC audits claims (aim is to audit 80% of claims by total

Post-claims audit value)
* ARPC reports findings and recommendations to insurers

Source: ANAO analysis of the ARPC Claims Procedure.
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2.59 Each of the stages in Figure 2.1 contain appropriate controls to prevent ineligible claims
being approved and paid. These were a mix of manual controls and IT controls (enforced through
the RISe Claims system). Some examples of controls in the claims process are outlined in Table 2.4.

Table 2.4: Examples of claims process controls

Dual approval required for both | IT and manual Segregates duties and reduces risk of

claims and payments oversights with four ARPC staff reviewing
each claim before payment is made.

Documentary evidence Manual Each claim must be supported by

supporting the claim to be documentary evidence, the

provided by the insurer comprehensiveness of which will depend on
the size of the claim.

Where a claim is declined or IT and manual Requires ARPC to consider the merits of its

more information is requested, decision and contact insurers to explain.

ARPC contacts the insurer Helps in maintaining open and honest

directly relationships with insurers.

Claims automatically reduced IT Reduces claim payment by the retention

by retention amount (excess) amount.

Claim increases of more than Manual Ensures that claim increases above the

15% must be supported by a threshold are reasonable and supported by

loss assessor’s report documentary evidence.

ARPC receives remittance IT Provides confirmation that payment has

advice after payment to an been made by ARPC and received by the

insurer has been made insurer. Remittance advice is required for

financial reporting and audit purposes.

Source: ANAO analysis.

2.60 In order to evaluate and improve its response to a DTI, ARPC conducts test events33 twice a
year.34 The DTl test events are planned in accordance with a strategic risk-based test plan. The audit
reviewed the DTI test events for 2017 and 2018 and found the tests provide an appropriate
mechanism for ARPC to understand its performance and identify areas of weakness.

2.61 Some recent test events have focused on the claims process, providing ARPC with
confidence in that process. In October and December 2017, ARPC conducted events that tested the
previous version of the claims procedure, with elements of the re-written process tested during the
March 2018 and November 2018 events. Each event has resulted in improvements being made to
the process. Following the November 2018 event, ARPC’s internal auditors found ARPC's response
to the DTI scenario to be robust, including ‘preparation of systems and document repositories to
capture and manage claim submissions’. ARPC could consider running an end-to-end test of the
claims process in a future DTI test event to verify all aspects of the process, including the changes
to the process discussed at paragraph 2.57.

33 DTl test events assess ARPC’s preparedness for a DTI resulting in claims being made against the scheme.
34 ARPC’s Risk Appetite and Tolerance Statement requires two DTI test events to be conducted each year.
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Management of the scheme

2.62 In preparation for a DTI, ARPC also gained assurance that its RISe Claims system, which
automates most of the claims process workflow, will perform as designed. In 2018 ARPC tested the
end-to-end RISe Claims workflow and recent system functionality enhancements. The RISe Claims
system passed all major milestones during testing, and ARPC has scheduled a further desktop
review of RISe Claims for later in 2019.

Payment of claims

2.63 As no claims have been paid against the scheme, there is no historical basis for determining
whether there is an effective process for paying claims. However, ARPC’s documented process for
paying claims adopts a similar method to that used to pay its other accounts payable. ARPC utilises
Treasury’s Financial Management Information System in a shared services arrangement for the
payment of claims.

2.64 Following a DTl and in line with the claims procedure, ARPC intends to audit 80 per cent of
claims by total value. Post-DTI audits will assess the accuracy of claims paid, including identifying
any payments wrongfully made (for example, due to a claim failing to be correctly adjusted and
guantified). To support its post-DTI audits, ARPC has developed a draft audit methodology and as
at March 2019, was investigating potential IT support tools.
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3. Governance arrangements

Areas examined

This chapter examines whether the Australian Reinsurance Pool Corporation (ARPC) has effective
governance arrangements in place to enable the effective oversight and management of the
Terrorism Reinsurance Scheme (the scheme).

Conclusion

ARPC’s governance arrangements enable effective oversight and management of the scheme.
Since the commencement of the scheme, mandated triennial reviews have confirmed the need
for the scheme to continue. ARPC provides effective annual reporting of its performance. The
ARPC Board is effective in overseeing the scheme, ARPC has a suitable organisational structure in
place to support the operation of the scheme, and has appropriate arrangements for engaging
and communicating with stakeholders.

Area for improvement

The ANAO suggested that ARPC: enhance the performance measures on strategic projects and
implement a measure for stakeholder engagement and communications (paragraphs 3.13-3.15
and 3.65).

Are there regular reporting and reviews of the scheme?

There are regular reviews and reports on the scheme. There is a legislative requirement for the
scheme to be formally reviewed every three years by the Department of the Treasury
(Treasury), and all required recommendations were implemented by ARPC. Since the
commencement of the scheme, these triennial reviews have confirmed the need for the
scheme to continue. ARPC reports annually on its performance measures however those
measures could be enhanced to fully meet the Department of Finance’s appropriateness
criteria for performance information, particularly for ARPC’s strategic projects measure.

Triennial reviews

31 Three yearly reviews of the Terrorism Reinsurance scheme are mandated under the
Terrorism Insurance Act 2003 (the Tl Act). These reviews have been undertaken since 2006, and
are conducted by Treasury.

3.2 The primary function of the triennial reviews is to assess the continued need for the
scheme due to market failure in terms of terrorism insurance coverage. Earlier reviews broadly
assessed the effectiveness and efficiency of the scheme, and over time the reviews have focused
on emerging issues. For example, the 2015 review examined whether the scheme should be
extended to mixed use and high value residential buildings, and if the overall pricing of the scheme
remained appropriate. The 2018 review explored emerging issues such as the risk of property
damage resulting from cyber terrorism and included a report from the Australian Government
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Governance arrangements

Actuary.3> From 2015, the reviews have also included assessments by external providers to inform
Treasury’s analysis.

33 In 2015, the terms of reference included investigating possible alternative models of
ownership for ARPC and the related costs and benefits. Based on overseas models, the options
explored included private sale and a mutual structure. The 2015 review concluded that there was
no compelling case for a major change in the ownership or administration structure of ARPC in the
short term. It also concluded that if market conditions change, further consideration could be
given to alternative options and that the appropriate next step would be to undertake a scoping
study to consider the viability of those options.

3.4 Each review to date has confirmed that a market failure continues for terrorism insurance,
and the need for the scheme (and ARPC) to continue to fill this gap. The triennial reviews have
also included a range of recommendations since 2006, such as:

° the purchase of retrocession once the fund reached $300 million;

° increased retentions;

. the payment of dividends to the Australian Government;

. increased premiums; and

° extension of the scheme to mixed use and high value property.

35 As outlined at Appendix 2, the triennial review recommendations were almost all accepted
and implemented. The two recommendations that were not accepted had reasonable justifications
after further analysis and investigation was undertaken by ARPC and Treasury.

3.6 The next review scheduled for 2021 will again examine the need for the scheme and may
address other emerging issues such as cyber terrorism.

Measuring and reporting performance

3.7  The purpose of ARPC as expressed through its vision and mission is ‘To be an effective
provider of terrorism risk insurance that facilitates private participation, supports national resilience
and reduces losses arising from catastrophic events caused by terrorism’.

3.8 The corporate plan is the source of an entity’s performance criteria. The corporate plan is
also expected to ‘set the foundations upon which a reliable performance narrative can be built’3®
and having appropriate performance criteria assists an entity in meeting this expectation.

3.9 ARPC has developed four key performance indicators (KPIs) and six performance measures
to cover its activities as set out in Table 3.1.

35 The Australian Government Actuary’s report in 2018 provided advice on: the appropriate level of net assets to
be retained by ARPC to pay first losses and the retrocession reinsurance deductible; the appropriate payment
to Government for the Commonwealth guarantee and the appropriate dividend (or capital charge) to be paid
to Government as the scheme owner; and whether the overall level of scheme pricing remains appropriate.

36 Department of Finance, The enhanced Commonwealth performance Framework: 2017-18 Corporate Plans
Lessons Learned, April 2018, p. 25.
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Table 3.1: ARPC’s key performance indicators and performance measures

KPI

KPI One: Providing
reinsurance for eligible
terrorism losses

Measure

Measure one: Income — Gross Written Premium (Gross Written
Premium against target)

Measure two: Scheme Capacity —Total Funding Available (Purchase
of > $2.5 billion in retrocession within approved budget)

KPI Two: Encouraging private
sector participation through
retrocession

Measure three: Private sector participation (Number and quality of
retrocessionaires in the program)

KPI Three: Compensating the
Government

Measure four: Payments to government (Payments made as per
Ministerial Direction)

KPI Four: Maintain financial
sustainability and
organisational resilience

Measure five: Net assets against ARPC target and minimum capital
(Net assets at or above $400 million)

Measure six: Successful progression or completion of strategic projects
(Projects progressed and/or completed according to plan)

Source: ARPC Corporate Plan 2018-22.
Assessment of appropriateness of ARPC’s KPIs and performance measures

3.10 The Department of Finance’s (Finance) Resource Management Guide No. 134 Annual
Performance Statements for Commonwealth Entities notes that ‘appropriate performance
information is relevant, reliable and complete’.3” The audit’s assessment of ARPC’s performance
criteria against these characteristics is shown in Table 3.2. The basis for this assessment is drawn
from the characteristics of ‘good performance information’ defined by Finance.3® It should be
noted that Finance’s guidance on performance information has a best practice focus rather than

prescriptive rules.

3.11 The audit assessed whether ARPC’s performance information was:

° Relevant — each measure clearly indicated who benefited from the activity, was linked to
the purpose as expressed through its vision and mission, and was understandable;

° Reliable — each measure is measurable (including a benchmark or basis of targets), and

free from bias;

° Complete — the package of performance measures as a whole collectively address the
organisation’s purpose, and is balanced, for example, contains both quantitative and

gualitative measures.

3.12

In assessing ARPC’s performance information, the audit examined the measures,

assessment criteria, KPIs and the detail under those measures set out in ARPC’s corporate plan.
The results of the analysis are provided in Table 3.2.

37 Department of Finance, Resource Management Guide No. 134: Annual Performance Statements for
Commonwealth Entities, July 2017 p. 28.

38 Department of Finance, Resource Management Guide No.131: Developing Good Performance Information,
April 2015 and related Quick Reference Guide.
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Table 3.2: ANAO'’s assessment of ARPC’s performance information
Performance measure Relevant Reliable ‘ Complete ‘

Measure one: Income — Gross Written Premium against target ’ ’

Measure two: Scheme Capacity — Total Funding Available (Purchase of
> $2.5 billion in retrocession within approved budget)

Measure three: Private sector participation (Number and quality of
retrocessionaires in the program

Measure four: Payments to government (Payments made as per
Ministerial Direction)

Measure five: Net assets against ARPC target and minimum capital (Net
assets at or above $400 million)

Measure six: Successful progression or completion of strategic projects
(Projects progressed and/or completed according to plan)

O o @ O
O ® 0 @

All performance measures O

Legend: . = fully met; O = mostly met; O = not met.
Source: ANAO analysis of ARPC’s annual report and corporate plan.

3.13 Four of the six ARPC performance criteria fully met the characteristic of ‘relevant’. There
would be benefit in ARPC more clearly articulating how performance measures four and five are
related to its purpose.

3.14 Four of the six ARPC performance criteria fully met the characteristic of ‘reliable’. ARPC
should consider: more clearly articulating the rationale for the retrocession program targets for
measure three; and including a target for progress or completion of measure six and an indicator of
effectiveness.

3.15 ARPC’s performance measures as a whole mostly demonstrated the characteristic of
‘complete’. The majority of ARPC’s performance measures are quantitative and mostly financial in
nature, however this is appropriate given the nature of ARPC’s business. The measures are aligned
to the activities in the corporate plan which provides a collective basis for assessing progress against
ARPC’s purpose, however, the performance measures do not capture all of ARPC’s activities. For
example, ARPC undertakes a substantial amount of stakeholder engagement and communication
activities, but at this point in time does not measure and report on the overall effectiveness of those
activities (discussed at paragraph 3.63).

3.16 As ARPC is currently reviewing its corporate plan, this is a timely opportunity for ARPC to
assess its KPIs and performance measures to ensure they provide a holistic view of its performance.
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Does the board effectively exercise its roles and responsibilities, and
oversee risk?

The ARPC Board is effective in overseeing the scheme, but could improve in two areas. The
Terrorism Insurance Act 2003 requires the Board to inform the Minister of any conflicts of interest
a member may have to due to outside employment, and this was not done when a potential
conflict arose (noting that management of the conflict was handled correctly by the Board). The
Board Charter requires the Board to assess its performance annually however reviews were
undertaken most recently in 2012, 2013 and 2016 and a review is underway for 2019.

ARPC Board administration

3.17 The ARPC Board has developed a Charter that is clearly aligned with the Tl Act and sets out
the Board’s obligations under the Public Governance, Performance and Accountability Act 2013
(PGPA Act). The Board charter was initially drafted and adopted in 2004, and has undergone
numerous revisions since then.

3.18 Board meetings occur approximately six times each year. These are well attended with all
but one of the seven Board meetings examined having full attendance. The Board makes decisions
in line with its powers as outlined in the Tl Act and the Board Charter. The minutes for these
meetings are comprehensive and action items are tracked and closed when completed.

3.19 The audit examined the process for the past two appointments to the ARPC Board, including
the Chair. ARPC conducted a robust merit-based process, including engagement of a specialist
recruitment agency which undertook the assessment to select candidates to recommend to the
Minister. As per section 13 of the Tl Act, the Minister appointed the Board Chair and Board member
position from a pool of candidates.

Conflict of interest

3.20 The ARPC Board has a conflict of interest policy for its members which includes a three stage
process: avoid the potential conflict where possible; disclose the potential conflict to the Board as
soon as practical; and implement controls specific to the issue to overcome the potential for the
conflict to impact on ARPC’s business and reputation. Actual or potential conflicts of interest are
discussed and recorded at the start of each Board meeting. Conflicts of interest can also be reported
to the Chair or Board Secretary at any time.

3.21 The controls for dealing with actual or perceived conflicts of interests can include exclusion
from sections of Board meetings relating to the conflict, and seeking legal advice where necessary.
When a potential conflict of interest arose in 2017-18, the ARPC Board followed those measures,
including seeking legal advice and acting on it.

3.22 Section 16 of the Tl Act includes obligations regarding conflicts of interest:

A member must not engage in any paid employment that, in the Minister’s opinion, conflicts or
may conflict with the proper performance of the member’s duties.

3.23 In practice, this means that the Minister is to be informed as soon as possible of any paid
employment that may conflict with, or be perceived to conflict with, a Board member’s role. While
a potential conflict of interest was managed appropriately by the Board and ARPC when it arose,
the final requirement of informing the Minister was not undertaken. After this issue was raised by
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the ANAO during the audit, ARPC subsequently advised the Minister by letter on 20 March 2019, as
required by the Tl Act.
Board performance reviews

3.24 The ARPC Board Charter states that the Board is to review its performance each year. Issues
reviewed may include:

° its success in pursuing ARPC’s objectives;
. committee3’ effectiveness;
. procedural matters (including meetings frequency and detail, conduct of meetings,

protocol and clarity of roles); and
° individual performance (including attendance, contribution and knowledge of briefs).

3.25 The ARPC Board has not consistently conducted yearly Board performance reviews. The
Board conducted reviews from 2003 to 2009, and in 2012, 2013, and 2016; however, no reviews
were conducted for the other years.

3.26 The ANAO reviewed the three most recent Board performance reviews from 2012, 2013
and 2016. The 2012 and 2013 reviews were self-assessments, and the 2012 review suggested no
further action. The 2013 review found that the Board should establish closer links with Treasury and
the Minister after the Federal election; establish a clear set of expectations for the new CEO; and
ensure clarity around the separate roles and obligations of the Board and the executive
management team. ARPC has since implemented each of these recommendations.

3.27 The externally facilitated 2016 Board assessment found the Board was an effective decision
maker with a strong shared understanding of the challenges facing ARPC. It made 18
recommendations including stakeholder engagement; advising Government on crisis planning;
review of the strategic plan; and building board resilience. ARPC Executive and Board agreed to
eight of these recommendations, and restructured some of the recommendations to suit ARPC’s
operating environment.

3.28 The Board intends to conduct a self-assessment of its effectiveness in 2019.

3.29 Although the ARPC Board has assessed its performance periodically, it should also assess
the frequency of the performance reviews, for example, whether they should be undertaken
annually or less regularly. The Board should then ensure its Charter reflects this and commit to
undertaking the reviews.*°

Alignment with PGPA Act requirements for public sector boards

3.30 As a corporate commonwealth entity, ARPC and the ARPC Board are subject to the
requirements of the PGPA Act and the Public Governance, Performance and Accountability Rule
2014 (PGPA Rule).

39 ‘Committee’ refers to Board committees that could be established by the Board

40 ARPC advised on 18 April 2019 that it will assess the frequency of the performance reviews and amend the
Board Charter to reflect the final decision.
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3.31 Keyrequirements of the PGPA Act and PGPA Rule as they apply to the accountable authority
(the ARPC Board) and an assessment of their compliance are set out in Table 3.3. The ARPC Board
arrangements are all compliant with the key applicable PGPA requirements.

Table 3.3:  Assessment of ARPC Board against key PGPA requirements

PGPA requirement PGPA Act or

Rule section

Financial governance and controls, including oversight arrangements for projects | 15 Yes
and activities are in place

Achieving entity’s purpose, including defining and outlining purpose and activities | 15 Yes
in the corporate plan

Management and oversight of risk 16 Yes
Informing Minister and Finance Minister of significant decisions 19 Yes
Policies for requirements of officials, including conflict of interest 251029 Yes
Corporate plan requirements 35, 16E of Rule Yes
Provision of an annual report, including performance statements and sign off 39, 42, 46 Yes
financial statements

Audit committee requirements, including internal audit 45, 17 of Rule Yes
Assurance of compliance with government policy 22 Yes
Development of a fraud control framework 10 Yes

Source: ANAO analysis.

3.32 Although the Commonwealth Risk Management Policy is not mandatory for ARPC, its
corporate plan indicates it chooses to align with this policy as a matter of better practice. The Board
receives reports on risk at each meeting, including performance against the risk appetite and
tolerance statement and a summary of the risk register. The Board also undertakes a yearly strategic
workshop where the risk appetite and tolerance statement is reviewed and endorsed. The results
inform key areas of ARPC’'s management of the scheme such as capital management, investments
and retrocession reinsurance purchase.

Do ARPC staff functions directly support the operation of the
scheme?

ARPC has a suitable organisational structure in place to support the operation of the scheme.
Core functions to manage the scheme are undertaken by ARPC staff, and specialist advice on
matters such as legal issues or the purchase of retrocession reinsurance is procured when
required.

Staff responsibilities

3.33 In 2017-18, ARPC maintained a core team of 22 people to undertake the business-as-usual
functions to support the operation of the scheme.

3.34 ARPC initially started with seven staff when the scheme was introduced in 2003. Once the
scheme started to build momentum and ARPC had more insurers and increased net assets, staffing
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levels increased in proportion to the scheme’s maturity. Over the past five years, staffing levels have
remained stable at between 20 and 22 staff.

3.35 Asset out in Figure 3.1, ARPC is led by a Chief Executive and three senior executives (who
are equivalent to SES officers). Their roles are specific and there is a clear delineation of
responsibilities.

Figure 3.1: ARPC’s organisational structure

ARPC Board

Audit &
Compliance
Committee

Internal Audit Chief Executive

Chlef. . Chief Operating Chief Financial
Underwriting . .
. Officer Officer
Officer
| | |
= (Client services = Governance & = Finance
— inwards reinsurance Compliance — investments
— relationship — Board secretariat — accounts payable
management = Communications — accounts receivable
= Terrorism Risk Mitigation — stakeholder = Human Resources
— market insight engagement = |nsurer Premium Audit
— policy development — thought leadership = Enterprise Risk
= Retrocession = Business Performance Management
— outwards reinsurance — strategy & planning — risk & crisis response
= Loss Estimate Modelling — projects — Declared Terrorist
= Information Technology Incident (DTI) response
= Claims Systems & planning
Services

Source: ARPC Annual Report 2017-18.

3.36 ARPC's structure, staff roles and staff levels reflect the type of work that the organisation
undertakes on a day-to-day basis as it provides a specific insurance product which in turn requires
a level of specialist expertise. Some of the key activities undertaken on a daily basis that are essential
to the operation of the scheme are: loss estimate modelling, managing the retrocession program,
undertaking insurer reviews to ensure compliance, client relationship management, finance and
investments, supporting the Board, communications and general administrative support such as IT
and human resources.
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3.37 Common corporate functions of the organisation such as payroll, the finance system, travel,
IT helpdesk, protective security and hardcopy publishing are provided by Treasury.

3.38 In 2017-18 ARPC's total staffing costs were $4.3 million which is approximately 60 per cent
of ARPC’s overall operating costs for that year ($6.9 million). With net assets of $426 million and
annual premium income of $169.6 million, the operating costs of ARPC are very low. This is primarily
because ARPC is a ‘business to business’ operating model and deals with insurance companies
which have one reinsurance agreement with ARPC to cover all of the insurer’s policies, rather than
individual policies with property owners or individuals. This means that ARPC does not need to have
support such as sales staff, advertising and high volume claims processing.

3.39 ARPC reviews its organisational structure as required. In 2017-18 ARPC discontinued two
senior executive positions: General Manager Insurance Audit and Claims; and General Manager
Governance, Risk and Compliance. The functions were split between the Chief Financial Officer and
Chief Operating Officer and two new EL2 roles were created to manage functions that were
considered priority areas for ARPC’s operations: insurance audit; and governance and board
secretariat.

3.40 ARPC chooses to align its staffing classification with the Public Service Act 1997 because it
sits within the Treasury portfolio and is an Australian Government agency. The salary structure is
similar to Treasury’s.

3.41 Around 60 per cent of APRC staff have an insurance background, including the senior
executives who all have extensive insurance and/or finance backgrounds.

Managing segregation of duties and fraud risk

3.42 In small organisations, there is a risk that inadequate segregation of duties could lead to a
higher risk of undetected errors or fraud. The 2017-18 ANAO financial statement audit found that
ARPC has ‘...endeavoured to establish and maintain segregation of duties for a number of functions,
including the preparation and review of reconciliation, request and approval of expenses and
investments transactions’.*

3.43 Other ways that ARPC mitigates segregation of duties risk is by ensuring that claim approvals
must have dual sign-off by ARPC staff, as well as claim payments (however these are made by
separate staff to the claim approvers). This dual sign-off must be provided to Treasury before
payments can be made.

3.44 ARPC's Fraud Control Policy 2018-20 sets out the measures that the organisation will take
to prevent, detect and deal with fraud in accordance with section 10 of the PGPA Rule, with the aim
of protecting ARPC’s finances, information, property and reputation. The Fraud Control Policy is
informed by the Fraud Risk Assessment, which was undertaken in mid—2018 and covered
organisational policies and procedures on: financial management, claims, assets, procurement,
travel, IT, retrocession reinsurance purchasing, and staff compliance matters. Overall, the risk
assessment found there were four medium risks, 16 low and 11 very low.

41 Australian National Audit Office, Financial statement audit of ARPC: Closing Letter 2017—-18, August 2018,
p. 10.
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Surge strategy

3.45 ARPC, as part of the ARPC Claims Procedure, developed a surge staffing plan so that it is able
to manage claims activity following a declared terrorist incident. The number of temporary staff to
be hired under the plan corresponds with the size of the incident, with small incidents expected to
be handled within existing resources. ARPC established arrangements with recruitment firms to
allow for the timely filling of surge staffing positions following a large event with significant claims
against the scheme.

Specialist advice

3.46 Where specialist expertise is required or projects are undertaken, ARPC will procure
consultants or contractors. In 2017-18 ARPC procured assistance for:

° capital management advice;

° retrocession advice;

° legal advice;

° communications support or advice;

. some staff development and recruitment, for example, the surge strategy; and
° additional IT support where required, for example, cloud migration.

Strategic projects

3.47 Inaddition to undertaking its business-as-usual activities, ARPC undertakes specific projects
to support the insurance industry, inform the scheme’s evolution, or enhance the operation of the
scheme, for example, the blast modelling discussed in Chapter 2. Examples of two other current
strategic projects are provided in Appendix 3.

Are there effective stakeholder engagement and communications
activities?

ARPC has effective communications activities and products that promote the scheme and
inform industry of emerging trends, and ARPC regularly engages with stakeholders through
various forums.

3.48 Stakeholder engagement is one of ARPC's strategic priorities outlined in its corporate plan:
‘Engage, understand and collaborate with stakeholders’. ARPC has a Board-endorsed
Communications and Media Strategy (the strategy) which covers matters such as:

° communication channels;

° ARPC’s key communications products;

° social media procedure (based on Treasury’s social media guidelines); and

. working with the media and managing communications in the event of a DTI.

3.49 The strategy also sets goals for ARPC's communications and media activities including, for
example: increasing awareness of ARPC and the scheme; confirming ARPC as a trusted expert in
terrorism reinsurance and terrorism risk mitigation measures; and publishing articles to promote
the scheme.
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ARPC communications

3.50 ARPC produces a range of communications material and products designed to inform
insurers and other stakeholders about the scheme, outlined in Table 3.4.

Table 3.4: ARPC communications material

Communication | Frequency | Purpose
product

Annual reports Yearly Reports on how the scheme operates and how it has performed over
the last financial year. It provides detail on ARPC'’s strategy,
governance, and financial statements. The annual report also outlines
ARPC'’s performance against the strategic direction, KPIs and
performance measures detailed in the corporate plan.

Corporate plan Yearly Outlines the vision, mission and strategic priorities. It reports on the
reinsurance environment, risk management and describes ARPC'’s
performance expectations for the period, including KPls.

Media releases As required | Covers legislative and administrative updates to the scheme, such as
updated postcode tier classifications, and the publication of other
communication products relating to ARPC’s strategic projects such as
the research study on cyber terrorism. Media releases also include
information about Board appointments and triennial reviews.

Market updates As required | Provides news on the security environment, such as a new terror alert
system, and the state of the reinsurance market in Australia. It also
provides updates on triennial reviews and ARPC'’s corporate
reporting.

Newsletters Quarterly Reports on changes to the scheme, current events, updates on
triennial reviews, project updates, announcements, key deadlines
(premiums due) and other general interest issues for the sector.

ARPC Brochure As required | Includes core information on the scheme, such as ARPC'’s strategic
priorities, key financial indicators about the scheme and scheme
funding, ARPC'’s international network through International Forum for
Terrorism Risk (Re)lnsurance Pools and scheme performance.

Research papers | Asrequired | Funded by ARPC to examine the security environment and the
evolving nature of terrorism affecting Australia and the insurance

industry.
Articles in As required | Covers explanations of the scheme for more general audiences,
publications financial information about the scheme (such as investment strategy

and returns), updates on the scheme and the reinsurance
environment, and ARPC research projects.

ARPC website Ongoing Includes information on ARPC such as governance, the Tl Act and
the triennial reviews. Also includes information for customers on the
scheme regarding eligibility, requirements, obligations and how to
make claims, frequently asked questions on the scheme and changes
to the scheme.

Social media As required | The ARPC LinkedIn account promotes ARPC activities such as
education events, in addition to general media releases.

Source: ANAO analysis of ARPC publications.

Auditor-General Report No.48 2018-19
Management of the Terrorism Reinsurance Scheme

44



Governance arrangements

Stakeholder engagement
3.51 ARPC's key stakeholders are shown in Figure 3.2 below.

Figure 3.2: ARPC stakeholders

Minister

Additional Interest

stakeholders Groups
Property Owners Community
Government Agencies Industry Associations
State Government Strategic Partners &
(insurance schemes) Key Suppliers
Media Banking Industry

Source: ANAO analysis of ARPC stakeholders.

3.52 ARPCinteracts with its stakeholders in a variety of ways, depending upon the nature of the
relationship. For insurers, ARPC has regular contact through phone discussions, letters and email
correspondence for matters relating to their policies, DTls, insurer reviews, updates on the scheme,
and other communications such as information on research and emerging issues.

3.53 ARPCalso interacts with the insurance industry and other stakeholders through:

° annual retrocession program consultations undertaken by the Chief Executive and Chief
Underwriting Officer with retrocessionaires;

. the ARPC Annual Terrorism Risk Insurance Seminar (see more detail in paragraph 3.54
below);

. attendance at functions and the annual Organisation for Economic Cooperation and
Development (OECD) Global Terrorism Risk Insurance Conference;

. participation and membership of International Forum for Terrorism Risk (Re)lnsurance
Pools (IFTRIP);

° networking functions with the ARPC Board; and

. face-to-face meetings.

3.54 The ARPC Annual Terrorism Risk Insurance Seminar is the most significant stakeholder event
organised and hosted by ARPC. In November 2018 (the third annual seminar) the event focused on
Australia’s counter-terrorism environment, cyber terrorism, private security guard forces in
Australia and other insurance issues. Presentations were made by representatives from the

Auditor-General Report No.48 2018-19
Management of the Terrorism Reinsurance Scheme

45



Australian Security Intelligence Organisation, the Australian Strategic Policy Institute and the OECD,
with nearly 90 people in attendance.

Communication with the media

3.55 ARPC has a media policy in place, with the most recent version approved by the Board in
May 2018. It sets out how ARPC will manage communications with the media in business-as-usual
and DTl environments, led by the Chief Executive as the key contact officer. The policy references
ARPC’s Social Media Procedure which provides guidance to ARPC staff on how to appropriately
manage social media platforms such as LinkedIn.

3.56 Since early 2018, ARPC has engaged a PR firm to assist ARPC to manage media and public
communications in the event of a DTI. This includes media training for ARPC executive and Board
members, and overseeing and evaluating the communications aspects of the DTI test exercises.

Engagement with government agencies

3.57 Meetings between ARPC and Treasury officials are held quarterly and typical topics of
discussion include the triennial reviews, Board appointments and renewals, postcode reviews (for
premium calculation), and updates on strategic projects. ARPC also aims to meet with the Minister
twice a year.

3.58 ARPC regularly engages with other Australian Government agencies as well as state and
territory governments and city councils. In 2018, ARPC met with agencies such as the Australian
Government Actuary, the Department of Defence, Geoscience Australia, the Australian Prudential
Regulation Authority, the Australian Security Intelligence Organisation, and the Department of
Home Affairs. ARPC also engages with departments and agencies for specific purposes, for example,
with Attorney-General’s Department for the development of the three dimensional blast model
(see paragraph 2.8).

ARPC'’s planning and monitoring of stakeholder engagement and communication

3.59 ARPC maintains an annual Stakeholder Engagement Timetable which sets out which
stakeholders ARPC is planning to meet with, the contact persons, frequency of meetings, planned
dates (by quarter), actual meeting dates, and which ARPC staff members attend. A summary of
stakeholder meetings is submitted at every Board meeting as an attachment to the Chief Executive’s
report.

3.60 ARPC monitors some of its communications products through website metrics and social
media statistics. The strategy mentions the various measurements and metrics that will be used,
however there is no detail as to how these will be applied to assess success or areas for
improvement and the audit observed no specific reporting of results to date.

3.61 APRC also does not formally measure stakeholder engagement effectiveness. The
stakeholder timetable tracks who ARPC met with and when, but not how the interactions went. The
strategy states that ARPC will ask stakeholders two questions to seek feedback on ARPC’s
engagement activities:

. Are you satisfied with the contact you are having with ARPC?; and

. Is there anything you think we should be doing to improve it?
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Governance arrangements

3.62 ARPC is yet to commence this in a formal sense and would benefit from implementing a
method to seek this feedback from as many stakeholder interactions as possible.

3.63 ARPC considers stakeholder engagement and communication to be important aspects of its
management of the scheme. The ARPC Communications and Media Strategy is inclusive and sets
out how ARPC will engage with stakeholders, the goals it aims to achieve and types of
communications activities and products. ARPC is yet to commence formal evaluation and reporting
on the effectiveness of the strategy’s stakeholder engagement and communications activities
against agreed performance indicators.

e

Grant Hehir Canberra ACT
Auditor-General 19 June 2019
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Appendix 1 Entity responses

Friday, 31 May 2019

Mr Grant Hehir
Auditor-General for Australia
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Dear Mr Hehir,

Letter of reply — Australian National Audit Office (ANAOQ) performance audit of the management of
the Terrorism Reinsurance Scheme

Australian Reinsurance Pool Corporation (ARPC) is pleased to reply to ANAQ's Proposed Report on
the performance audit of the management of the Terrorism Reinsurance Scheme, dated 13 May
2019, provided under section 19 of the Auditor-General Act 1997.

The scheme stakeholders will be pleased that ANAD concluded ARPC is effective in managing the
Terrorism Reinsurance Scheme. This finding reflects ARPC’s vision to be an effective provider of
terrorism risk insurance that facilitates private participation, supports national resilience and
reduces losses arising from catastrophic events caused by terrorism. It also reflects the commitment
of ARPC to constantly strive to improve outcomes and meet the objectives of the scheme.

ARPC agrees with the suggested area for improvement which is to enhance the corporate plan by
strengthening the performance measure on strategic projects and implementing a performance
measure for stakeholder engagement and communications.

ARPC notes the recommendation to the Treasury that it review the options available to rebuild
ARPC’s capital following any terrorism event leading to significant claims on the scheme, with a view
to minimising the need for premium increases. ARPC will support the Treasury in this review.

ARPC thanks ANAO for the comprehensive review and for the professional and timely interactions
with ANAO officers during the work to prepare the Proposed Report.

Yours sincerely

[ A

Mr lan Carson, AM
Chair

Correspondence to: PO Box Q1432, Queen Victoria Building NSW 1230
T+61 28223 6777 E: enquiries@arpc.gov.au
www.arpc.gov.au | ABN 74807136872
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Appendix 1

Aunstralian Government
Secretary to The Treasury

2\ May 2019

Mr Grant Hehir
Auditor-General

Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Dear Mr Hehir

Proposed ANAQO report: Management of the Terrorism Reinsurance Scheme

I refer to your correspondence dated 14 May 2019 containing the proposed audit report on the
Management of the Terrorism Reinsurance Scheme,

The Treasury welcomes the ANAO’s report. It provides reassurance to the Government on the
Australian Reinsurance Pool Corporation’s (ARPC) performance, governance and preparedness to
handle claims.

In response to the ANAO’s recommendation, Treasury notes that there are a range of options
available to the Government to rebuild the ARPC’s capital following a large claim event. In
determining the appropriate Government response to an event that depleted the ARPC’s capital, the
Government would need to consider the following factors, among others:

+  the condition of insurance and property markets;

+  the size and nature of the loss event and capital remaining;

«  whether the likelihood and nature of future terrorism events had changed;

»  theresponse of reinsurers participating in the ARPC’s retrocession program; and
. whether the ARPC’s payments to Government and premiums remain appropriate.

Depending on these factors, and other relevant issues, the Government could choose to recapitalise
the scheme through several mechanisms including increasing premiums, reducing or stopping
payments to the Government or direct equity injections by the Government. However, it would be
imprudent to commit to one of these options ex ante.

Langton Crescent, PARKES ACT 2600 « Telephone: 612 6263 3738 s Facsimile: 61 2 6263 3360
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Thank you for the opportunity to provide comment on the proposed report.

Yours sincerely

PR

Philip Gaetjens
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Appendix 2

Recommendations outlined in the Triennial Reviews

There is still a need for the Act to continue in operation
(despite improvements in the market), subject to further
review in no more than three years.

No change

That the scheme be modified to cover commercial
insurance provided in relation to all public authorities.

No

N/A

For bundled insurance policies, requiring ARPC premiums
only on those sections of the policies that exclude
terrorism risk.

Yes

2006-2007

ARPC be required to continue charging premiums for
reinsurance at the current rates.

No change

N/A

Once the pool reaches $300 million, ARPC has discretion
to determine whether to use premiums to build the pool
further, purchase reinsurance for the scheme or undertake
a combination of the two.

Yes

2008

Insurer retentions under the scheme be increased in three
increments from 1 July 2007, 1 July 2008 and 1 July 2009.

Yes

2007

2009

That the Act continue in operation, and the availability of
commercial reinsurance reviewed again in three years.

No change

N/A

ARPC continue to collect premiums at current rates and
investigate the purchase of further retrocession with funds
from the pool.

Yes

2009 onwards

Industry retention levels remain at July 2009 levels.

No change

N/A

ARPC not maintain a line of credit facility for the scheme,
but should investigate purchasing additional retrocession
capacity with the funds that would otherwise have been
used to pay for the line of credit.

Yes

2009 onwards

ARPC examine the effects of extending the scheme to
mixed-use high-rise buildings that are not predominantly
for commercial use, and report to the Minister by 30
September 2010.

Yes

2010

Residential property, including defence force and student
accommodation involving commercial property financing,
continue to be excluded from the scheme.

No change

N/A

Treasury, with the assistance of an outside contractor,
update the allocation of individual postcodes to particular
tiers to ensure that all postcodes are allocated to the

correct tier@.

Yes

2011
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The Act continue in operation, subject to a further review
within three years.

No change

ARPC'’s current pricing policy (premiums) remain
unchanged.

No change

ARPC’s current industry and individual insurer retention
levels remain unchanged.

No change

N/A

An assessment of the appropriate capacity of the scheme

should be undertaken as part of the next review of the Act.

Yes

2015

The next review of the Act should reassess the continuing
need for, and cost benefit of, ARPC’s retrocession
program in the context of the review of the capacity of the
scheme

Yes

2015

The issue of mixed-use high-rise buildings which are not
predominantly for commercial use be re-examined prior to
the next review of the Act

Yes

2015

That ARPC pay an initial dividend to the Commonwealth
of $400 million, to be spread over four years, from
January 2013.

Yes

2012

2015

That the Act remains in force, subject to future three-
yearly statutory reviews.

No change

N/A

That the current administration structure of ARPC as set
out in the Act be retained.

No change

N/A

The four per cent rate of gross fire and industrial special
risk premium for retentions (less any fire services levy)
should be increased to five per cent.

Yes

2017

Current maximum retention levels for individual insurers
should be removed.

No

N/A

The maximum industry retention should be increased from
$100 million to $200 million.

Yes

2017

ARPC continue to have the discretion to purchase
retrocession, subject to the APRC assessment

Yes

2017

ARPC pay to the Commonwealth each year, commencing
in 2016—-17, a Commonwealth guarantee fee of $55

million and an additional amount of $35 million per annum.

Yes

2017

The premiums charged by ARPC be increased from 1
April 2016 to: 16 per cent for Tier A; 5.3 per cent for Tier
B; and 2.6 per cent for Tier C.

Yes

2017

The scope of the scheme be extended so that it applies
to: buildings in which at least 20 per cent of floor space is
used for commercial purposes; and buildings with a sum-
insured value of at least $50 million, whether used for
commercial or other purposes.

Yes

2017
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Appendix 2

Year | Key recommendations Implemented? | Year
implemented

2018 | That the Act remains in force. No change

That ARPC pays an additional temporary dividend of $10 | Yes 2019
million a year for three years commencing in 2018-19 and
terminating in 2020-21.

The current structure of pricing for the range of risks No change N/A
currently covered by the Act and the approach to
declaring a terrorism incident remains appropriate.

Finding 1: Cyber terrorism is an emerging risk and there Finding only N/A
is yet to be a clear and evident market failure in relation to
physical property damage from cyber terrorism requiring
government intervention through the Act at this time.

Finding 2: Coverage is broad for domestic terrorism Finding only N/A
incidents causing death or serious injury to Australians.
There is an array of government schemes under which
they could claim some form of compensation or funding,
depending on their circumstances. There are also widely
available insurance products that do not contain
exclusions for terrorism incidents.

Note a: As part of this process, ARPC models the impact of any reallocation of postcodes to different tiers and advises
the Government of its findings.

Source: ANAO analysis of ARPC documentation, including triennial reviews and board minutes.
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Appendix 3 Examples of ARPC’s strategic projects

Risk mitigation handbook for business

1. In May 2018, Standards Australia accepted a proposal by ARPC to develop a Physical
Protective Security Treatments for Buildings Handbook. This resource will potentially reduce the
risk to the scheme by supporting Australian owners and operators of large-scale commercial
buildings and infrastructure to assess the risk of terrorist attacks to their assets, and develop
suitable treatment measures to protect their assets. The Handbook will reference existing
standards, industry expertise and government advice/information.

2. The project was initiated by ARPC in response to its strategic priority ‘Thought leadership
and stakeholder engagement’. ARPC is the ‘nominating organisation’ and ‘drafting leader’ of the
handbook. It is not required to provide any financial commitment to the project but instead to
support Standards Australia in the development and authoring of technical and non-technical
draft content and the provision of specialist advice. ARPC’s Chief Underwriting Officer, Manager
of Terrorism Risk Mitigation and the Communications Officer are the key staff working with
Standards Australia on the handbook.

3. The final product will be available for purchase from Standards Australia but there will be
a link to the handbook from ARPC’s website and it will be publicised through ARPC’s other
communication and stakeholder engagement channels.

4. The project has also helped to inadvertently inform the cyber terrorism research project
(see next item below) as Standards Australia’s project managers have been able to identify some
IT stakeholders through their networks.

Insurance risk assessment of cyber terrorism in Australia research project

5. ARPC has engaged the OECD Directorate for Financial and Enterprise Affairs and the
Cambridge Centre for Risk Studies to undertake a 12 month research study into the nature and
cost of physical damage to commercial property (including business interruption) caused by acts
of cyber terrorism.

6. The study will identify and explore current and prospective threats, likely scenarios as well as
the practicalities of extending insurance coverage to include cyber terrorism in Australia. The project
is managed by ARPC’s Communication Officer and the CFO is the project’s executive sponsor.

7. The final report, expected to be completed at the end of 2019, will be shared with Treasury
to inform the next triennial review of the scheme and whether there is enough of an evidence
base to expand the scheme to cover cyber terrorist attacks. The report may also be shared
externally with stakeholders and a wider audience, if ARPC deems it appropriate.
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