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Australian National

Audit Office

Canberra ACT
19 June 2020

Dear Mr President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the Department of Foreign Affairs and
Trade. The report is titled Fraud Control Arrangements in the Department of Foreign Affairs
and Trade. Pursuant to Senate Standing Order 166 relating to the presentation of
documents when the Senate is not sitting, | present the report of this audit to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

O A e

Grant Hehir
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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a Audit shapshot

Auditor-General Report No.42 2019-20
Fraud Control Arrangements in the Department of Foreign Affairs and Trade

Q Why did we do this audit?

» Fraud against the Commonwealth makes less
money available for public goods and
services.

» All Commonwealth entities are required to
have arrangements in place to prevent, detect
and deal with fraud.

» This audit is part of a series of three audits
intended to provide assurance to Parliament
on the selected entities’ fraud control
arrangements, and assist other entities to
consider the effectiveness of their fraud
control arrangements.

» The Australian Government has set out its
requirements for fraud control in the 2017
Commonwealth Fraud Control Framework.

» All non-corporate Commonwealth entities
are required to follow the framework'’s fraud
policy and should implement better practice
fraud guidance, as relevant.

» As the accountable authority, the
department’s Secretary is required to take all
reasonable measures to prevent, detect and
deal with fraud against the department.

31-65%
The proportion of staff that

2018 and 2020.

205

completed mandatory fraud The number of finalised fraud
awareness training between investigations in 2018-19.

(7 S

» Fraud control arrangements in the
Department of Foreign Affairs and Trade
are largely effective.

» The department’s arrangements comply
with the mandatory requirements of the
Commonwealth Fraud Control
Framework.

» The department has also implemented
arrangements that are largely consistent
with the whole of government better
practice fraud guidance.

» The accountable authority has promoted
a fraud aware culture, with further
attention required to address low levels of
compliance with mandatory fraud
awareness training requirements.

] s
§= What did we recommend?

» The Auditor-General made three
recommendations regarding clarity in the
assignment of responsibility for controls,
updating aspects of investigations
procedures, and improved compliance
with mandatory fraud awareness training.

» The Department agreed to the
recommendations.

152 (74%)

The number of finalised
investigations first identified from a
tip off from staff or the public.




Summary and recommendations

Background
1. The Australian Government (the government) defines fraud as:
Dishonestly obtaining a benefit or causing a loss by deception or other means.?

2. Fraud requires intent, and is more than carelessness, accident or error. Without intent, an
incident may indicate non-compliance rather than fraud.?

3. Fraud against the Commonwealth can be committed by Commonwealth officials or
contractors (internal fraud) or by external parties such as clients, service providers, members of
the public or organised criminal groups (external fraud).® In some cases fraud against the
Commonwealth may involve collusion between external and internal parties, and can include
corrupt conduct such as bribery. However, not all corrupt conduct meets the definition of fraud.*

4, Australian Government entities have long been required to establish arrangements to
manage fraud risks. The government’s requirements for fraud control are contained in the 2017
Commonwealth Fraud Control Framework® (the Framework) pursuant to the Public Governance,
Performance and Accountability Act 2013 (PGPA Act). The Framework comprises three tiered
documents — the fraud rule, fraud policy and fraud guidance — with different binding effects for
corporate and non-corporate Commonwealth entities.® The Attorney-General’s Department is
responsible for administering the Framework.

5. As non-corporate Commonwealth entities, Australian Government departments must
comply with the fraud rule and fraud policy. While the fraud guidance is not binding, the
government considers the guidance to be better practice and expects entities to follow it where
appropriate.’

6. This audit is one in a series of three performance audits reviewing fraud control
arrangements in selected departments — the Department of Foreign Affairs and Trade, the
Department of Home Affairs, and the Department of Social Services. The focus of this audit report
is the Department of Foreign Affairs and Trade.

Rationale for undertaking the audit

7. This audit series is intended to provide assurance to the Parliament regarding the fraud
control arrangements of selected Australian Government departments. All Commonwealth
entities are required to have fraud control arrangements in place because preventing, detecting
and responding to fraud against the Commonwealth is necessary to ensure the proper use of
public resources, financial and material losses are minimised, and public confidence is

Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, para. viii, p. B1.
ibid., para. 16, p. C7.

ibid., paras 18-19, p. C7.

ibid., para. 21, p. C7.

Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017.

Entity types are discussed in footnote 19.

Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, p. IV.

N o s wN R
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maintained. In addition, this audit series aims to assist all Commonwealth entities to consider the
effectiveness of their fraud control arrangements, including areas where additional effort would
improve consistency with whole of government better practice fraud guidance (discussed in
paragraph 5) and the take-up of whole of government advice on new and emerging fraud risks
(discussed in paragraph 10).

Audit objective and criteria

8. The objective of the audit was to assess the effectiveness of the Department of Foreign
Affairs and Trade’s fraud control arrangements. The high level audit criteria were that the
department:

. complies with the mandatory requirements set out in the Commonwealth Fraud Control
Framework and arrangements are consistent with the government’s better practice
guidance; and

° promotes a fraud aware culture.

9. The ANAO did not assess whether specific controls are in place or the effectiveness of such
controls in the selected entity.®

10. The ANAO reviewed fraud control arrangements in place within the department during
the period of audit fieldwork, September 2019 to early February 2020. On 18 February 2020 the
Australian Government activated the Emergency Response Plan for Novel Coronavirus
(COVID-19).° On 27 March 2020 the Australian Federal Police’s Operation Ashiba and the
Commonwealth Counter Fraud Prevention Centre in the Attorney-General’s Department
established the Commonwealth COVID-19 Counter Fraud Taskforce intended to support
Commonwealth agencies to prevent fraud against the COVID-19 economic stimulus measures.®
The Commonwealth Fraud Prevention Centre circulated the Fraud Control in COVID-19
Emergency and Crisis Management fact sheet to Commonwealth entities, with information about
key fraud risks related to COVID-19 response efforts.

11. The Department of Foreign Affairs and Trade was invited by the ANAO to make a
representation in relation to its current or planned arrangements to address increased fraud risks
resulting from the COVID-19 response. The department advised the ANAO in June 2020 that:

In response to COVID-19, DFAT undertook assessments of risk and whole of Government
consultations to inform the focus for fraud operations.

The department has and will continue to concentrate on (a) ensuring continuity in case referrals
and management under remote working; and (b) proactive engagement and communications with
internal and external stakeholders emphasising practical up-front counter-measures to disrupt

8 As discussed in paragraph 1.12, the ANAO assesses the effectiveness of entity internal controls as they relate
to the risk of misstatement in the financial statements on an annual basis.

9 Department of Health, Australian Health Sector Emergency Response Plan for Novel Coronavirus (COVID-19)
[Internet], Department of Health, available from https://www.health.gov.au/resources/publications/
australian-health-sector-emergency-response-plan-for-novel-coronavirus-covid-19 [accessed 6 April 2020].

10 Department of the Prime Minister and Cabinet, Senate Select Committee on COVID-19 Whole-of-Government

submission, Attachment 1 [Internet], PM&C, available from https://www.aph.gov.au/Parliamentary
Business/Committees/Senate/COVID-19/COVID19/Submissions [accessed 3 June 2020].
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Summary and recommendations

and reduce the impacts of fraud. An ‘infographic’ on how to manage fraud under COVID-19 in
DFAT specific operations has been circulated to staff.

DFAT governance committees, including the Audit and Risk Committee and the Performance, Risk
and Resourcing Committee, were briefed on the approach (in April and May respectively). Deputy
Secretaries and First Assistant Secretaries have emailed internal and external stakeholders
emphasising core principles for fraud prevention.

DFAT is participating in the whole of Australian Government Senior Officers Fraud Forum. The
Fraud Control Section has sent a Cable to all staff and portfolio agencies sharing fraud related
insights from the Australian Criminal Intelligence Commission. Further whole of Government
products have and will continue to be circulated across the Department.

Conclusion

12. Fraud control arrangements in the Department of Foreign Affairs and Trade are largely
effective. The department’s arrangements comply with the mandatory requirements of the
Commonwealth Fraud Control Framework, are largely consistent with the whole of government
better practice fraud guidance, and the accountable authority has taken steps to promote a fraud
aware culture. Further attention is required to address low levels of compliance with mandatory
fraud awareness training requirements and to improve consistency with internal requirements by
identifying fraud control owners and updating investigations procedures.

13. The department has developed and implemented a fraud control plan, completed fraud
risk assessments and has guidance and procedures to assist officials to understand what
constitutes fraud and to carry out their fraud prevention responsibilities.

14. The department has mechanisms in place to assess and provide assurance of its controls.
Internal reporting and oversight would be strengthened by: requiring business areas to report on
progress to reduce fraud risks above the tolerance level; and ensuring that responsibility for
controls is assigned by position, in line with internal guidance.

15. The department has put in place controls to detect fraud, including reporting channels for
use by staff and members of the public. The department’s fraud investigation procedures are
largely consistent with the Australian Government Investigations Standards, with attention
required to update some procedures.

16. The department has taken steps to promote a fraud aware culture and meets the
reporting requirements set out in the framework. While there is internal messaging to staff about
fraud control and a program of mandatory fraud awareness training, completion rates for that
training are consistently low. Recent remediation measures are credited with improved
compliance, but continued attention is required as failure to adequately address non-compliance
with mandatory requirements communicates to staff that compliance is optional.

Supporting findings

Risk management, planning and prevention

17. The department considers fraud risk in the context of its overarching risk management
framework. Fraud risks must be considered by departmental officials when they are conducting
risk assessments. The Secretary’s expectation for work areas to control fraud in their activities is
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documented in the fraud control plan. The department’s fraud toolkit for staff provides
information and instructions to assist staff to meet this expectation.

18. As required by the fraud rule, fraud risks are identified and the assessments are
conducted at regular intervals. The department conducted a fraud risk assessment in 2017 prior
to the development of the fraud control plan. In 2019, a fraud risk assessment for seven (mostly
financial) business processes was conducted. Both fraud risk assessments involved consultation
with relevant areas across the department. Departmental staff have or are in the process of
gaining qualifications in fraud control.

19. Fraud risks are assessed and given a fraud risk exposure rating based on the likelihood and
consequences of the risk occurring. Depending on the assessed exposure rating and having regard
to the department’s tolerance level, these risks are then addressed with responses ranging from
monitoring to actively treating the risk. Of the 91 fraud risks identified in the department’s 2017
fraud risk assessment, seven (7.7 per cent) were identified in internal reporting as ‘critical’ fraud
risks. One additional “critical’ risk was identified in the department’s 2019 fraud risk assessment.
The department took action to address these ‘critical’ fraud risks and reported on the actions
taken to mitigate these risks to its Executive.

20. The department has a range of preventive controls in place to prevent fraud and tests its
controls to ensure they are operational. The department has undertaken control reviews and has
mechanisms in place to provide assurance around its control environment. These mechanisms
could be better supported by clear assignment of control owners, by position, in line with the
department’s risk management guide.

Detection, investigation and response

21. The department has processes for departmental staff and others (such as members of the
public and funding recipients) to confidentially report allegations of fraud. The department’s main
source of fraud detection is tip offs from within the department (for allegations of internal fraud)
or from sources external to the department (for allegations of external fraud). The department
has a publicly available procedure for handling Public Interest Disclosures. The department also
detects fraud through other detective controls. These include internal audits, data analytics and
forensic examination.

22. The department’s investigation procedures are largely consistent with the Australian
Government Investigations Standards. The department’s policy and procedures for conducting
investigations of suspected internal fraud require updating.

Culture, assurance and reporting

23. The department has set expectations and promotes a fraud aware culture through: a fraud
strategy statement; a Fraud Control Toolkit for Funding Recipients; a fraud control plan; a conduct
and ethics manual for departmental staff; a Fraud Control Toolkit for Staff, fraud awareness
programs for funding providers; and internal messaging to all staff from the Secretary about fraud
control. The department’s audit and risk committee charter and work plan allow the committee
to review the department’s fraud risks. The committee has done so and provided reports to the
Secretary.
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Summary and recommendations

24, Completion rates for the department’s mandatory fraud awareness training are
consistently low — in the range of 31 to 65 percent between 2018 and 2020.

25. The department has provided assurance about its fraud control arrangements through
reporting. The department has:

. met annual report requirements under subsection 17AG(2) of the Public Governance,
Performance and Accountability Rule 2014;

° complied with mandatory reporting obligations in the Commonwealth Fraud Control
Policy to provide information to the Australian Institute of Criminology annually; and

° implemented the fraud guidance recommendation to keep the Minister informed about
entity fraud control arrangements and significant issues.

Recommendations

Recommendation no.1  The Department of Foreign Affairs and Trade’s department-level
Paragraph 2.47 fraud risk assessments identify control owners by position, in line
with its risk management guide.

Department of Foreign Affairs and Trade response: Agreed.

Recommendation no.2  The Department of Foreign Affairs and Trade update its policy and
Paragraph 3.24 processes for fraud investigations to fully meet Australian
Government Investigations Standards requirements.

Department of Foreign Affairs and Trade response: Agreed.

Recommendation no.3  The Department of Foreign Affairs and Trade improves staff
Paragraph 4.23 compliance relating to mandatory fraud awareness training.

Department of Foreign Affairs and Trade response: Agreed.

Summary of entity response

The Department of Foreign Affairs and Trade (DFAT) welcomes the report, which is part of a series
of three audits on selected Commonwealth entities assessing the effectiveness of fraud control
arrangements. We welcome the findings that fraud control arrangements are largely effective and
the department’s arrangements comply with mandatory requirements of the Commonwealth
Fraud Control Framework.

DFAT is committed to continuous improvement in our framework to prevent, detect and respond
to fraud. Fraud undermines our ability to achieve objectives and reduces the effectiveness of the
Australian Government’s policies and programs. We accept the audit report recommendations
regarding identification of control owners by position, updating aspects of investigations
procedures and improved staff compliance relating to mandatory fraud awareness training. DFAT
will address these recommendations through ongoing update in our fraud control policies,
procedures and guidelines.
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Key messages from this audit for all Australian Government entities

26. This audit is one in a series of three performance audits reviewing fraud control arrangements
in selected non-corporate Australian Government entities:

. the Department of Foreign Affairs and Trade;

° the Department of Home Affairs; and

° the Department of Social Services.

27. Key messages from this audit series will be outlined in an ANAO Insights product available

on the ANAO website.
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Audit findings
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1. Background

Introduction

1.1 Fraud against the Commonwealth causes financial and material loss, reducing the amount
of money available for public goods and services and impacting on government’s ability to achieve
its objectives. Fraud can also damage trust in government. Managing fraud risk is a responsibility
shared by all Commonwealth officials, with ongoing effort commensurate to the scale of fraud risk
required to effectively prevent, identify and respond to fraud. Fraud threats are constantly evolving,
meaning responses need to be dynamic.

1.2 The Australian Government (the government) defines fraud as:
Dishonestly obtaining a benefit or causing a loss by deception or other means.!

1.3 Fraud requires intent, and is more than carelessness, accident or error. Without intent, an
incident may indicate non-compliance rather than fraud.'? Fraud against the Commonwealth may
include (but is not limited to):

° theft;

. accounting fraud (for example, false invoices, misappropriation);

. misuse of Commonwealth credit cards;

° unlawful use of, or unlawful obtaining of, property, equipment, material or services;

° causing a loss, or avoiding and/or creating a liability;

° providing false or misleading information to the Commonwealth, or failing to provide
information when there is an obligation to do so;

° misuse of Commonwealth assets, equipment or facilities;

° cartel conduct;

° making or using, false, forged or falsified documents; and/or

° wrongfully using Commonwealth information or intellectual property.'3

14 Fraud against the Commonwealth can be committed by Commonwealth officials or
contractors (internal fraud) or by external parties such as clients, service providers, members of the
public or organised criminal groups (external fraud).!* In some cases fraud against the
Commonwealth may involve collusion between external and internal parties, and can include
corrupt conduct such as bribery. However, not all corrupt conduct meets the definition of fraud.*>

11 Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, para. viii, p. B1.
12  ibid., para. 16, p. C7.

13  ibid., para. 15, p. C7.

14 ibid., paras 18-19, p.C7.

15 ibid., para. 21, p. C7.
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Background

The Australian Government’s fraud control framework

1.5 Australian Government entities have long been required to establish arrangements to
manage fraud risks. At the time of this audit, the government’s requirements for fraud control are
contained in the 2017 Commonwealth Fraud Control Framework!® (the Framework) pursuant to
the Public Governance, Performance and Accountability Act 2013 (PGPA Act). A desktop review
conducted by the ANAO of state and territory and international fraud control frameworks is
presented at Appendix 2.

1.6 The Framework is intended to: allow Commonwealth entities to manage their fraud risks in
a way which best suits the individual circumstances of the entity; and support the accountable
authority!’ to effectively discharge their responsibilities under the PGPA Act. The Framework
comprises three tiered documents with different binding effects:*®

° Section 10 of the Public Governance, Performance and Accountability Rule 2014 (the
fraud rule): A legislative instrument binding all Commonwealth entities and setting out
the key requirements of fraud control.

o The Commonwealth Fraud Control Policy (the fraud policy): An Australian Government
policy binding non-corporate Commonwealth entities!® setting out procedural
requirements for specific areas of fraud control such as investigations and reporting.

° Resource Management Guide No. 201 — Preventing, detecting and dealing with fraud
(the fraud guidance): A better practice document setting out the government’s
expectations in detail for fraud control arrangements within all Commonwealth entities.

1.7 As non-corporate Commonwealth entities, Australian Government departments must
comply with the fraud rule and fraud policy. While the fraud guidance is not binding, the
government considers it to be better practice and expects entities to follow it where appropriate.?°

1.8 The Attorney-General's Department (AGD) administers the Framework. The Australian
Government is providing $16.4 million over two years from 2019-20 to AGD ($6.6 million) and the
Australian Federal Police (AFP) ($9.8 million) to pilot and continue measures to strengthen
Commonwealth counter-fraud arrangements.?! The AGD established the Commonwealth Fraud
Prevention Centre, and is piloting measures to improve the sharing of data, information and
knowledge across government. The AFP established Operation Ashiba to lead a Commonwealth
multi-agency taskforce intended to support and strengthen whole of government efforts to detect,
disrupt and respond to serious and complex fraud.

16  Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017.

17 Under subsection 12(2) of the PGPA Act, the accountable authority for the Department of Foreign Affairs and
Trade is the Secretary of the Department.

18 Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, p. III.

19 A non-corporate Commonwealth entity, such as a department of state, is not a body corporate. A corporate
Commonwealth entity is a body corporate which may, among other things, enter into contracts and acquire
property in its own name.

20 Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, p. IV.

21 Australian Government, Budget Paper No. 2 Budget Measures 2019-20 [Internet], 2019, available from
https://budget.gov.au/2019-20/content/bp2/index.htm [accessed 13 November 2019].
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Responsibilities of accountable authorities

1.9 The PGPA Act and the PGPA Rule contain specific duties and requirements for the
accountable authority of a Commonwealth entity pertaining to internal control arrangements,
including for fraud control and relevant reporting (Table 1.1).

Table 1.1: Responsibilities of accountable authorities (PGPA Act and PGPA Rule)

Reference Duty or requirement

Section 15 Duty to govern the Commonwealth entity
PGPA Act 1. The accountable authority of a Commonwealth entity must govern the entity
in a way that:

e promotes the proper use? and management of public resources for which the
authority is responsible; and

e promotes the achievement of the purposes of the entity; and
e promotes the financial sustainability of the entity.

2. In making decisions for the purposes of subsection (1), the accountable
authority must take into account the effect of those decisions on public
resources generally.

Section 16 Duty to establish and maintain systems relating to risk and control
PGPA Act The accountable authority of a Commonwealth entity must establish and
maintain:

a) an appropriate system of risk oversight and management for the entity; and
b) an appropriate system of internal control for the entity;

including by implementing measures directed at ensuring officials of the entity
comply with the finance law.

Section 10 Preventing, detecting and dealing with fraud

PGPA Rule The accountable authority of a Commonwealth entity must take all reasonable
measures to prevent, detect and deal with fraud relating to the entity, including
by:

a) conducting fraud risk assessments regularly and when there is a substantial
change in the structure, functions or activities of the entity; and

b) developing and implementing a fraud control plan that deals with identified
risks as soon as practicable after conducting a risk assessment; and

¢) having an appropriate mechanism for preventing fraud, including by ensuring
that:

i) officials of the entity are made aware of what constitutes fraud; and

ii) the risk of fraud is taken into account in planning and conducting the
activities of the entity; and

d) having an appropriate mechanism for detecting incidents of fraud or
suspected fraud, including a process for officials of the entity and other
persons to report suspected fraud confidentially; and

e) having an appropriate mechanism for investigating or otherwise dealing with
incidents of fraud or suspected fraud; and

f) having an appropriate mechanism for recording and reporting incidents of
fraud or suspected fraud.

Auditor-General Report No.42 2019-20
Fraud Control Arrangements in the Department of Foreign Affairs and Trade

16



Background

Reference Duty or requirement

Subsection 177AG(2) | Information on management and accountability
PGPA Rule The annual report must include the following:

a) information on compliance with section 10 (which deals with preventing,
detecting and dealing with fraud) in relation to the entity during the period.

b) A certification by the accountable authority of the entity that:

i) fraud risk assessments and fraud control plans have been prepared for
the entity; and

i) appropriate mechanisms for preventing, detecting incidents of,
investigating or otherwise dealing with and recording or reporting fraud
that meet the specific needs of the entity are in place for the entity; and

iii) all reasonable measures have been taken to deal appropriately with
fraud relating to the entity.

Note a: In respect to ‘proper use’, section 8 of the PGPA Act provides that: ‘proper, when used in relation to the use
or management of public resources, means efficient, effective, economical and ethical’.

Source: PGPA Act and PGPA Rule.

Extent of fraud against the Commonwealth

1.10 The Australian Government has reported that the extent of fraud against the
Commonwealth, including the exact cost and impact, is unknown.?? Fraud can be hidden, difficult
to detect or remain unreported. The Australian Institute of Criminology (AIC) produces an annual
report measuring levels of fraud detected and investigated across the Commonwealth on the basis
of data self-reported by Commonwealth entities via an online questionnaire.?> The Commonwealth
fraud investigations 2017-18 and 2018-19 report?* stated that of 155 entities with responses, 30
(19 per cent) commenced internal fraud investigations and 37 (24 per cent) commenced external
fraud investigations. In total, 52 (34 per cent) different entities commenced investigations. In 2018—
19, 27 (17 per cent) entities finalised internal fraud investigations and 34 (22 per cent) entities
finalised external fraud investigations. In total, 44 (28 per cent) different entities finalised fraud
investigations in the 2018-19 financial year. The AIC estimated fraud losses during 2018-19 of
$149,680,728 (52,775,917 from internal fraud; $146,904,811 from external fraud), on the basis of
completed investigations where fraud could be quantified.?®

22 Attorney-General’s Department, About fraud in Australia [Internet], AGD, available from
https://www.ag.gov.au/Integrity/counter-fraud/fraud-australia/Pages/about-fraud-australia.aspx [accessed
24 February 2020].

23 In accordance with the Commonwealth Fraud Control Policy, all non-corporate Commonwealth entities are
required to collect information on fraud and complete an online questionnaire by 30 September each year.
Corporate Commonwealth entities are not formally required to complete the questionnaire, however the
Australian Government considers collection of fraud information by these entities is best practice and expects
they will complete the questionnaire by the due date. In 2019, 156 entities participated out of the 188 entities
invited to participate, an 83 per cent participation rate.

24 CTeunissen, R Smith and P Jorna, Commonwealth Fraud Investigations 2017-18 and 2018-19, Statistical
Report No.25, Australian Institute of Criminology, Canberra, 2020.

25 Respondents were asked to provide their best estimate of the total amount that perpetrators were found to
have dishonestly obtained from the Commonwealth, according to the findings of the finalised investigations.
Note that not all respondents could quantify loss amounts for investigations.
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1.11  The results of a desktop review by the ANAO of international research to estimate fraud
losses is presented in Appendix 2.

Previous audits

1.12 The interim audit phase of the ANAQO’s annual program of financial statements audits
includes an assessment of the effectiveness of each entity’s internal controls as they relate to the
risk of misstatement in the financial statements. Auditor-General Report No.46 2018-19 Interim
Report on Key Financial Controls of Major Entities (the controls report) reported that at the
completion of the ANAO’s interim audits for the 26 major entities included in that report, the key
elements of internal control were operating effectively for 19 entities?®, including the three
departments selected for this performance audit series.?’ In the context of the ANAO’s review of
entity internal controls, the controls report included a focus on and an analysis of, payment card
and fraud control policies together with a continued review of compliance with the
Commonwealth’s finance law.?®

1.13  Australian Government fraud control arrangements have also been the subject of previous
ANAO performance audits. The most recent relevant audit was tabled in 2018-19 and examined
the fraud control arrangements of the National Disability Insurance Agency (NDIA). The audit found
that while the NDIA was largely compliant with the requirements of the Commonwealth Fraud
Rule?® there was scope to improve: fraud prevention strategies; measures to detect potential fraud;
and the effectiveness of fraud control governance and reporting arrangements.3° A key learning for
other government entities arising from the audit was that the Commonwealth Fraud Control
Framework (not just the Fraud Rule) provides a robust framework for all government entities to
manage fraud risk. In the absence of it being mandatory for corporate entities to comply with all
elements of the framework, corporate entities should see its implementation as good practice.3!

1.14  An ANAO audit tabled in 201415 of the fraud control arrangements of selected entities3?
found that overall these entities were generally compliant with the applicable requirements of the
2011 Fraud Control Guidelines (the Guidelines) that were in effect during the course of the audit.
The audit included one recommendation.

To facilitate the timely preparation of the annual Fraud Against the Commonwealth Report and
the annual Compliance Report to Government, the ANAO recommends that the Attorney-General’s
Department formalises its business arrangements with the Australian Institute of Criminology.

26  Auditor-General Report No.46 2018-19, Interim Report on Key Financial Controls of Major Entities, para. 3.
27  See paragraphs 1.16—-1.17 of this performance audit report.

28 Auditor-General Report No.46 2018-19, Interim Report on Key Financial Controls of Major Entities, para. 6 and
para. 1.21.

29 The objective of the audit was to examine the effectiveness of the NDIA’s fraud control program and its
compliance with the Commonwealth Fraud Rule.

30 Auditor-General Report No.50 2018-19 National Disability Insurance Scheme Fraud Control Program.

31 ibid., p. 13
32 The selected entities were Comcare, the Australian Trade Commission and the Department of Veterans’
Affairs.

33  Auditor-General Report No.3 201415 Fraud Control Arrangements Across Entities. Fraud control was also
reviewed in Auditor-General Report No.42 2009-10 Fraud Control in Australian Government Agencies.
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Background

1.15 From 1 July 2014, the Guidelines were replaced with the Commonwealth Fraud Control
Framework pursuant to the PGPA Act. The fraud policy was reissued in August 2016, with new
provisions implementing the ANAO recommendation detailed in paragraph 1.14 by formalising the
requirement for entities to provide information to the AIC to facilitate the AIC annual fraud report.3*
The fraud guidance was reissued in August 2017.3°

Selected entities in this audit series

1.16 This audit is one in a series of three performance audits reviewing fraud control
arrangements in selected departments — the Department of Foreign Affairs and Trade, the
Department of Home Affairs and the Department of Social Services. The focus of this audit report
is the Department of Foreign Affairs and Trade.

1.17 Other audits in the series are:

° Auditor-General Report No.43 2019-20 Fraud Control Arrangements in the Department of
Home Affairs; and

° Auditor-General Report No.44 2019-20 Fraud Control Arrangements in the Department of
Social Services.

1.18 Contextual information about the Department of Foreign Affairs and Trade is provided at
Table 1.2.

Table 1.2: Contextual information about the Department of Foreign Affairs and Trade

Element Contextual information

Entity mission/purpose To make Australia stronger, safer and more prosperous, to provide timely
and responsive consular and passport services, and to ensure a secure
Australian presence overseas.

Number of staff (as at June | 6,078 — 3,136 overseas, including 2,276 locally engaged staff in
2019) overseas posts.

Number of staff dedicated 39
to fraud related duties? (as

at June 2019)

Total resourcing ($°000) (for | 6,205,906

2018-19)

Geographic location Worldwide locations — 109 locations overseas with an additional 11

posts managed by Austrade. Major office in Canberra, offices in every
state and territory and the Torres Strait.

Note a: ‘Fraud-related duties’ as defined within the 2018-19 AIC fraud questionnaire, could include work in fraud
control policy, fraud risk management, prevention, detection, investigation, delivery of training and/or fraud
reporting.

Source: ANAO drawing on the Department of Foreign Affairs and Trade 2018—19 Annual Report, 2019-20 Portfolio
Budget Statements and AIC 2018-2019 fraud questionnaire.

34 AGD and the AIC entered into a memorandum of understanding in May 2017 that sets out the ‘agreed role,
responsibilities and timeframes for the preparation and annual submission’ of the AIC’s annual fraud report.

35 Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, para. 14(a),
p. B3.
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Rationale for undertaking the audit

1.19 This audit series is intended to provide assurance to the Parliament regarding the fraud
control arrangements of selected Australian Government departments. All Commonwealth entities
are required to have fraud control arrangements in place because preventing, detecting and
responding to fraud against the Commonwealth is necessary to ensure the proper use of public
resources, financial and material losses are minimised, and public confidence is maintained. In
addition, this audit series aims to assist all Commonwealth entities to consider the effectiveness of
their fraud control arrangements, including areas where additional effort would improve
consistency with whole of government better practice fraud guidance (discussed in paragraphs 1.6
and 1.7) and the take-up of whole of government advice on new and emerging fraud risks (discussed
in paragraph 1.22).

Audit approach

Audit objective, criteria and scope

1.20 The objective of the audit was to assess the effectiveness of the Department of Foreign Affairs
and Trades’ fraud control arrangements. The high level audit criteria were that the department:

. complies with the mandatory requirements set out in the Commonwealth Fraud Control
Framework and arrangements are consistent with the government’s better practice
guidance; and

° promotes a fraud aware culture.

1.21 The ANAO did not assess whether specific controls are in place or the effectiveness of such
controls in the selected entity.3®

1.22 The ANAO reviewed fraud control arrangements in place within the department during the
period of audit fieldwork, September 2019 to early February 2020. On 18 February 2020 the
Australian Government activated the Emergency Response Plan for Novel Coronavirus (COVID-19).3”
On 27 March 2020 the Australian Federal Police’s Operation Ashiba and the Commonwealth
Counter Fraud Prevention Centre in the Attorney-General’'s Department established the
Commonwealth COVID-19 Counter Fraud Taskforce intended to support Commonwealth agencies
to prevent fraud against the COVID-19 economic stimulus measures.3® The Commonwealth Fraud
Prevention Centre circulated the Fraud Control in COVID-19 Emergency and Crisis Management fact
sheet to Commonwealth entities, with information about key fraud risks related to COVID-19
response efforts.

36 Asdiscussed in paragraph 1.12, the ANAO assesses the effectiveness of entity internal controls as they relate
to the risk of misstatement in the financial statements on an annual basis.

37 Department of Health, Australian Health Sector Emergency Response Plan for Novel Coronavirus (COVID-19)
[Internet], Department of Health, available from
https://www.health.gov.au/resources/publications/australian-health-sector-emergency-response-plan-for-
novel-coronavirus-covid-19 [accessed 6 April 2020].

38 Department of the Prime Minister and Cabinet, Senate Select Committee on COVID-19 Whole-of-Government
submission, Attachment 1 [Internet], PM&C, available from https://www.aph.gov.au/Parliamentary
Business/Committees/Senate/COVID-19/COVID19/Submissions [accessed 3 June 2020].
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1.23

Background

The Department of Foreign Affairs and Trade was invited by the ANAO to make a

representation in relation to its current or planned arrangements to address increased fraud risks
resulting from the COVID-19 response. The department advised the ANAO in June 2020 that:

In response to COVID-19, DFAT undertook assessments of risk and whole of Government
consultations to inform the focus for fraud operations.

The department has and will continue to concentrate on (a) ensuring continuity in case referrals
and management under remote working; and (b) proactive engagement and communications with
internal and external stakeholders emphasising practical up-front counter-measures to disrupt
and reduce the impacts of fraud. An ‘infographic’ on how to manage fraud under COVID-19 in
DFAT specific operations has been circulated to staff.

DFAT governance committees, including the Audit and Risk Committee and the Performance, Risk
and Resourcing Committee, were briefed on the approach (in April and May respectively). Deputy
Secretaries and First Assistant Secretaries have emailed internal and external stakeholders
emphasising core principles for fraud prevention.

DFAT is participating in the whole of Australian Government Senior Officers Fraud Forum. The
Fraud Control Section has sent a Cable to all staff and portfolio agencies sharing fraud related
insights from the Australian Criminal Intelligence Commission. Further whole of Government
products have and will continue to be circulated across the Department.

Audit methodology

1.24

1.25

The audit methodology involved:

assessing entity arrangements against the mandatory requirements of the Commonwealth
Fraud Control Framework;

reviewing entity records;

reviewing entity procedures for planning, prevention, detection, investigation and
responding to fraud and allegations of fraud, against the fraud guidance; and

discussions with relevant entity staff.

To assess the department’s compliance with the Commonwealth Fraud Control Framework,

the ANAO has read the fraud rule in conjunction with the fraud guidance, and has based its
assessment and findings on the suite of documents produced by the department to support fraud
control planning

1.26

The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO

of approximately $215,000.

1.27

The team members for this audit were Tracy Cussen, Ailsa McPherson, Michael Fitzgerald,

Hannah Climas and Michelle Page.
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2. Risk management, planning and prevention

Areas examined

This chapter examines whether the department has complied with the mandatory requirements
set out in the Commonwealth Fraud Control Framework as they relate to fraud prevention and
the extent to which these arrangements are consistent with the Australian Government’s fraud
guidance.

Conclusion

The department has developed and implemented a fraud control plan, completed fraud risk
assessments and has guidance and procedures to assist officials to understand what constitutes
fraud and to carry out their fraud prevention responsibilities.

The department has mechanisms in place to assess and provide assurance of its controls. Internal
reporting and oversight would be strengthened by: requiring business areas to report on progress
to reduce fraud risks above the tolerance level; and ensuring that responsibility for controls is
assigned by position, in line with internal guidance.

Areas for improvement
The ANAO has made one recommendation, aimed at ensuring that responsibility for identified
fraud controls is clearly assigned in department-level fraud risk assessments.

The ANAO has also suggested that business areas report to the department’s Fraud Control
Section on progress to reduce fraud risks above the tolerance level, to improve reporting to the
departmental executive.

2.1 Section 10 of the Public Governance, Performance and Accountability Rule 2014 (the fraud
rule) requires the accountable authority of a Commonwealth entity to take all reasonable measures
to prevent fraud relating to the entity.3® In order to prevent fraud, entities must understand their
fraud risks and ensure arrangements are in place to prevent fraud from occurring.

2.2 The ANAO examined entity compliance with the mandatory requirements of the
Commonwealth Fraud Control Framework and the extent to which entity arrangements are

C

onsistent with Resource Management Guide No. 201 — Preventing, detecting and dealing with

fraud (the fraud guidance), to assess:

whether the entity has considered fraud risk management within the context of its overall
risk management process, including the content of the entity’s fraud control plan;

how fraud risks are identified and whether these assessments are conducted at regular
intervals;

how identified fraud risks are assessed and addressed; and

whether preventive controls to manage fraud risks have been identified and are being
adequately assessed.

3

9 Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, p. Al.
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Risk management, planning and prevention

Is fraud risk considered within the context of the overall risk
management process?

The department considers fraud risk in the context of its overarching risk management
framework. Fraud risks must be considered by departmental officials when they are conducting
risk assessments. The Secretary’s expectation for work areas to control fraud in their activities
is documented in the fraud control plan. The department’s fraud toolkit for staff provides
information and instructions to assist staff to meet this expectation.

23 As a non-corporate Commonwealth entity, the Department of Foreign Affairs and Trade
(DFAT or the department) is bound by the Australian Government’s Commonwealth Fraud Control
Policy (fraud policy), which states that:

Non-corporate Commonwealth entities must ensure that their fraud control arrangements are
developed in the context of the entity’s overarching risk management framework as described in
the Commonwealth Risk Management Policy.*

2.4 In addition, the fraud guidance states that:

It is important to avoid looking at fraud in isolation from the general business of the entity. Entities
are strongly encouraged to develop dynamic fraud risk assessment procedures integrated within
an overall business risk approach rather than in a separate program.*

2.5 To assess whether fraud risk is considered within the context of DFAT’s overarching risk
management process, the ANAO reviewed how fraud is considered in the department’s risk
management guide and assessed whether the contents of the department’s fraud control plan
contained the components suggested in the fraud guidance.

DFAT’s risk management guide

2.6 The Secretary®? issued the risk management guide (the risk guide) in December 2018, with
an updated version released in February 2020. The guide aims to help departmental officials
manage risk in delivering on the department’s objectives. The guide contains the department’s risk
management framework, which is:

The sum of all the policies, procedures, and governance structures that directly or indirectly guide
the behaviour and actions of officers to manage risks in the pursuit of objectives.

2.7 The department’s risk management guide is intended to support the department’s
compliance with the Commonwealth Fraud Control Framework. While specific risks the department
faces in delivering on its objectives are not detailed in the risk guide, the guide does identify risk
policy areas. These are areas with risks that are managed through additional policy, processes and
guidance. The risk management guide categorises fraud risk as a risk policy area, and as such,
departmental officials must consider fraud risk when conducting risk assessments if they consider
fraud risk to be relevant.

40 Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, para. V, p. B1.
41  ibid., para. 31, p. C10.
42 The Secretary is the accountable authority for DFAT.
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DFAT’s fraud control plan

2.8 Subsection 10(b) of the fraud rule states that the accountable authority must develop and
implement ‘a fraud control plan that deals with identified risks as soon as practicable after
conducting a risk assessment’.*3

2.9 In accordance with the fraud rule the department undertook a fraud risk assessment and
then developed its fraud control plan. The department undertook its fraud risk assessment in
November 2017 (this process is reviewed from paragraph 2.27) and the current fraud control plan
was issued by the Secretary on 1 September 2018. The fraud control plan contains the department’s
fraud control framework; sets out the department’s strategies to meet the mandatory
requirements for fraud control in the Commonwealth Fraud Control Framework; and documents
the Secretary’s expectation that work areas control for fraud in their activities.

2.10 To assist staff to carry out their responsibilities under the fraud control plan, the department
has developed a fraud control toolkit. The toolkit addresses how staff can comply with their
obligations to prevent and detect fraud.

2.11  The fraud guidance suggests that fraud control plans can:

Document the entity’s approach to controlling fraud at a strategic, operational and tactical level,
and encompass awareness raising and training, prevention, detection, reporting and investigation
measures.*

2.12  The department’s fraud control plan contains all of the components suggested by the fraud
guidance (Table 2.1).

Table 2.1: Content of DFAT’s fraud control plan

Fraud guidance suggested areas DFAT fraud
control plan

A summary of fraud risks and vulnerabilities associated with the entity? Yes

Treatment strategies and controls put in place to manage fraud risks and Yes

vulnerabilities®

Information about implementing fraud control arrangements within the entity Yes

Strategies to ensure the entity is meeting its training and awareness needs Yes

Mechanisms for collecting, analysing and reporting fraud incidents Yes

Protocols for handling fraud incidents Yes

An outline of key roles and responsibilities for fraud control within the entity© Yes

Note a: Fraud risks are summarised into nine fraud risk domains and included in the fraud control plan. Fraud risk
domains are intended to identify systemic risks in the department.

Note b: Fraud controls are organised into the nine fraud risk domains, and then further organised into strategic and
operational controls, and governance owners. Organising fraud controls in this way is intended to help identify
vulnerabilities in controls from a strategic perspective.

Note c: Appendix 3 of this audit report outlines roles and responsibilities for fraud control within DFAT as detailed in
the department’s fraud control plan.

Source: Commonwealth Fraud Control Framework and ANAO analysis of DFAT documentation.

43  Attorney-General's Department, Commonwealth Fraud Control Framework, AGD, 2017, p. Al.
44  ibid., para. 38, p. C11.
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Risk management, planning and prevention

Are fraud risks identified and are assessments conducted at regular
intervals?

As required by the fraud rule, fraud risks are identified and assessments are conducted at
regular intervals. The department conducted a fraud risk assessment in 2017 prior to the
development of the fraud control plan. In 2019, a fraud risk assessment for seven (mostly
financial) business processes was conducted. Both fraud risk assessments involved consultation
with relevant areas across the department. Departmental staff have or are in the process of
gaining qualifications in fraud control.

2.13  Subsection 10(a) of the fraud rule requires the accountable authority of a Commonwealth
entity to conduct ‘fraud risk assessments regularly and when there is a substantial change in the
structure, functions or activities of the entity.’”*> The fraud guidance encourages entities to conduct
fraud risk assessments at least every two years.*®

2.14  The fraud policy requires that:

Entities must ensure officials primarily engaged in fraud control activities possess or attain relevant
qualifications or training to effectively carry out their duties.*’

2.15 The fraud guidance identifies that relevant training can include a Certificate IV in
Government (Fraud Control) or equivalent qualification for officials implementing fraud control, or
a Diploma of Government (Fraud Control) or equivalent qualification for officials managing fraud
control.*8

2.16  The ANAO reviewed when fraud risk assessments had been undertaken and examined the
department’s process for identifying fraud risks, including whether staff conducting these
assessments are appropriately trained.

2.17 The department’s fraud control plan states that the department’s fraud control section
conducts regular fraud risk assessments to identify areas vulnerable to fraud.

2.18 In November 2017, the department undertook a fraud risk assessment of all departmental
corporate functions and departmental programs*°, which identified 91 fraud risks. It also:

° described the fraud risk and provided examples of potential sources of fraud as a result of
the fraud risk;

° identified whether the fraud risk is an internal or external (or both) fraud risk;

o documented relevant policies and procedures applicable to the fraud risk;

° identified existing controls;

45 Attorney General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, p. Al.
46 ibid., para. 28, p. C9.

47  ibid., para. 2.

48  ibid., paras. 55-58, p. C14.

49 The department contracted an external consultant to undertake the risk assessment. The ANAO viewed
evidence that the department provided appropriate oversight (for example, DFAT monitored the work
program and attended consultations).
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. rated the fraud risk on the basis of the likelihood of the risk occurring and the

consequence;
° identified the risk owner;

° presented potential treatment option(s); and

° detailed who was consulted as part of the fraud risk assessment process. In total, 28

meetings were held with relevant areas across the department.

2.19 The 91 fraud risks identified in the 2017 fraud risk assessment have been summarised by
DFAT into nine fraud risk domains and these risk domains are included in the fraud control plan.>°

2.20 In 2019, the department reviewed>! the existing fraud risk assessment in relation to three
of the nine fraud risk domains: finance systems; human resources processes; and corporate assets.
These domains were selected due to the high number of ‘medium risks’ identified in the 2017
assessment. Overall the review assessed 48 of the 91 fraud risks identified in 2017 and covered
seven business processes: 1) accounts payable; 2) accounts receivable; 3) vendor creation; 4)
corporate credit cards; 5) procurement; 6) consular; and 7) information technology.The 2019 fraud
risk assessment included consultation with departmental officials who undertake these business
processes.

2.21 The risk assessment identified fraud risks across the seven business processes. It also
described the risk; identified sources/causes; provided an initial risk rating; listed existing key
controls; provided a residual risk rating; listed the fraud tolerance level based on the fraud risk
domain; identified the risk owner; and provided additional comments/suggested treatment actions.

2.22  Afurther whole of department fraud risk assessment has been approved and is expected to
be undertaken in August 2020. The department advised the ANAO that the overall approach is being
developed and that it intends to finalise, by 30 June 2020, an approach to market to procure support
services, subject to the operational impacts of COVID-19.

2.23 Inaddition to managing the 2017 fraud risk assessment and the 2019 fraud risk assessment
review, the department’s Fraud Control Section prepares a Vulnerabilities and Treatments report>?
for the Audit and Risk Committee and departmental executive. The first Vulnerabilities and
Treatments report covered the period 1 July 2017 to 30 June 2018. Subsequent reports have been
prepared twice yearly (covering a six-month period). The report highlights fraud vulnerabilities
identified in the fraud risk assessments, including strategic and operational risks. The report collates
data about suspected or known fraud and identifies areas where fraud may be under-reported. The
report also identifies key themes across these areas of fraud risk and suggests ways to strengthen

50 The nine fraud risk domains are: 1) policy and program development; 2) procurement and grantee processes;
3) grants and contract management; 4) finance systems; 5) human resource processes; 6) corporate assets; 7)
sensitive information; 8) regulatory compliance and enforcement; and 9) documentary and identity.

51 The department contracted an external consultant to undertake the 2019 fraud risk assessment.
Documentation reviewed by the ANAO indicated that the department provided appropriate oversight of the
review (for example, DFAT monitored progress and attended consultations).

52 The department’s 2018 fraud control plan included a commitment to implement a framework for more timely
reporting and management of fraud risks, including the creation of a Vulnerabilities and Treatments report.
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Risk management, planning and prevention

the department’s fraud control arrangements. Actions undertaken by the department to improve
fraud control arrangements are included in subsequent reports.

2.24  To compile content for the Vulnerabilities and Treatments report, the Fraud Control Section
liaises with two other business areas — internal fraud and passport fraud.>3

2.25 Thedepartment’s fraud control section staff have appropriate qualifications in fraud control
in line with the fraud guidance, or are awaiting training to be delivered.

Are fraud risks assessed and addressed?

Fraud risks are assessed and given a fraud risk exposure rating based on the likelihood and
consequences of the risk occurring. Depending on the assessed exposure rating and having
regard to the department’s tolerance level, these risks are then addressed with responses
ranging from monitoring to actively treating the risk. Of the 91 fraud risks identified in the
department’s 2017 fraud risk assessment, seven (7.7 per cent) were identified in internal
reporting as ‘critical’ fraud risks. One additional ‘critical’ risk was identified in the department’s
2019 fraud risk assessment. The department took action to address these ‘critical’ fraud risks
and reported on the actions taken to mitigate these risks to its Executive.

2.26 In order for entities to effectively respond to fraud risks it is important for the significance
of the risks to be assessed and to determine whether treatments are required. The ANAO examined
how the department assesses its risk exposure and identified the mechanisms the department uses
to address fraud risks.

2.27 The department’s November 2017 fraud risk assessment identified 91 fraud risks and
determined a fraud risk exposure rating for each risk on the basis of the likelihood of the risk
occurring and the consequence if the risk occurred. Table 2.2 shows the department’s risk matrix
used to determine the risk exposure rating for each fraud risk based on this assessment.

Table 2.2: Risk matrix of fraud risks to determine fraud risk exposure rating

Consequence of risk occurring
Limited Minor Moderate j Severe
2 3 4 6
Almost Certain Medium Medium High Very High Very High
Likely Medium Medium High ngh Very High
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Note:  DFAT'’s risk matrix uses the term ‘very high’ to describe its highest fraud risk exposure, while the other entities
in this audit series use the term ‘extreme’. The definitions are broadly equivalent.

Source: ANAO analysis of departmental documentation.

53 Internal fraud includes fraud committed by departmental officers that may constitute a breach of the APS
Code of Conduct or a criminal offence. Offences related to the Passports Act 2005 are managed separately by
the passport fraud section.
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2.28 The assessment allocated a fraud risk exposure rating for each of the 91 fraud risks (Table 2.3).

Table 2.3: 2017 fraud risk assessment ratings after assessment

Fraud risk exposure ratings

Very high risk 0
High risk 7
Medium risk 60
Low risk 24
Total 91

Source: ANAO analysis of departmental documentation.

2.29 The seven fraud risks with a fraud risk exposure rating of ‘high’ were identified as ‘critical
fraud risks” within the department’s Vulnerabilities and Treatments report in June 2018, on the basis
that they were ‘high’ risks. The report set out recommendations to address these critical fraud risks.
The department considered that these risks reflected systemic issues and gaps that could be
repeated through multiple programs. The report therefore recommended addressing these critical
fraud risks ‘in a systematic way’ to ‘improve practices more broadly, with a treatment capable of
remedying several risks’.

2.30 In 2019 the department undertook a further fraud risk assessment, focussed on six different
business processes. This assessment identified 15 fraud risks all of which had a residual risk rating
of ‘medium’ or ‘low’ after the application of treatments. Seven of the risks with a residual rating of
‘medium’ were assessed as being outside the department’s tolerance level. One new ‘critical risk’
was identified.

2.31 The ANAO viewed evidence that action was taken by the department to improve
departmental practices to address the critical fraud risks and risks that were outside its tolerance
level. These actions, which included progress towards implementing policies, frameworks and
procedures, continued over 2018 and 2019. By the end of 2019 the department considered that
these risks were no longer ‘critical’ as the risks had been addressed (see also paragraph 2.42).

2.32  The actions taken to address the ‘critical’ fraud risks were reported in the two Vulnerability
and Treatments reports covering the period 1 July 2018 to 30 June 2019.

2.33 The department has in place a number of operational processes and activities to address
identified and assessed fraud risks. These include:

. allocating a fraud risk owner to each identified fraud risk, who is responsible for managing
and mitigating the fraud risk;

° a risk management guide for aid investments>* which includes better practice information
for departmental staff to design and implement aid investments;

54  Department of Foreign Affairs and Trade, Risk management for aid investments, DFAT, available from
https://www.dfat.gov.au/sites/default/files/risk-management-for-aid-investments-guide.pdf, accessed
20 March 2020.
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assisting funding recipients to meet their contractual requirements to develop and
implement fraud control strategies through the fraud control toolkit developed for
funding recipients;

considering fraud risks and detected incidences of fraud when developing the
department’s internal audit work program; and

conducting internal audits to provide assurance on whether the department's controls
contribute to the management of fraud risks.

Does the department’s internal control environment include
preventive controls and are these adequately assessed?

The department has a range of preventive controls in place to prevent fraud and tests its
controls to ensure they are operational. The department has undertaken control reviews and
has mechanisms in place to provide assurance around its control environment. These
mechanisms could be better supported by clear assignment of control owners, by position, in
line with the department’s risk management guide.

2.34

Preventive controls can help entities to prevent fraud from occurring in the first place or to

reduce the consequences when it occurs. The fraud guidance states that:

2.35

Controls and strategies outlined in fraud control plans are ideally commensurate with assessed
fraud risks. Testing controls may indicate that not all controls and strategies are necessary or that
different approaches may have more effective outcomes. Controls can often be reviewed on a
regular basis to make sure they remain useful.>®

The ANAO examined whether DFAT has documented preventive controls to manage its

identified fraud risks and whether it has established mechanisms to assess and provide assurance
over the control’s effectiveness. The ANAO did not test the design or operational effectiveness of
individual controls.>®

Preventive controls

2.36

2.37

The Australian Government’s Risk Management Policy defines an internal control as:

Any process, policy, device, practice or other actions within the internal environment of an
organisation which modifies the likelihood or consequences of a risk.>’

Broadly, there are two types of controls — preventive controls which are put in place to

prevent fraud before it occurs, and detective controls which are put in place to identify when fraud
has occurred (detective controls are discussed in chapter three).

55
56
57

Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, para. 39, p. C11.
See also paragraph 1.12.
Department of Finance, Commonwealth Risk Management Policy, DOF, 2014, page 1.
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2.38 The department’s fraud risk assessments (conducted in 2017 and 2019) identified groupings
of existing controls against each of the fraud risks. These controls are largely preventive and reflect
standard departmental business processes subject to testing and assurance.>®

2.39 The department’s fraud control plan organises fraud controls into a matrix based on the
nine fraud risk domains (discussed in paragraph 2.19). Fraud controls are divided between strategic
controls (controls applicable to all Commonwealth entities such as Commonwealth legislation) and
operational controls (controls specific to the department such as training requirements and internal
policies).

Assessment of controls

2.40 The department’s Fraud Control Toolkit for Staff and Fraud Control Toolkit for Funding
Recipients contain a list of possible controls that can be drawn upon by staff and funding recipients
to treat identified fraud risks.Assessment of these controls is the responsibility of business areas.

2.41 The department’s Vulnerabilities and Treatments reports provide a mechanism to identify
any potential enhancements to existing ‘critical’ controls following the receipt of an allegation of
fraud. These reports detail the fraud risk and suggested improvements to existing controls, with the
resulting actions and completion dates tracked. This approach is intended to ensure risks are within
tolerance as soon as possible.

2.42  Key business processes considered in the 2019 fraud risk assessment have since been
subject to control effectiveness reviews to examine the control environment for these business
areas. The results of these reviews were reported in the December 2019 Vulnerabilities and
Treatment report.

2.43 Operational areas across DFAT have put in place operational and program assurance
frameworks. The Aid Governance Board approved a framework and further development for the
Official Development Assistance program at the end of 2019. The first Vulnerabilities and
Treatments report (June 2018) identified that a department-wide program assurance framework
should be developed and implemented ‘to monitor compliance with the department’s contractual
requirements, enhancing the department’s oversight.” The department advised the ANAO that the
intention of this whole of department framework is to look at the effectiveness and efficacy of
controls, as well as clarifying individual accountability for the oversight of key controls.
Development of a department-wide framework had not commenced as at March 2020.°°

2.44 The department’s 2018 risk management guide® states that each control ‘should have a
control owner who is accountable for managing the control’. The guide also states that
departmental controls should be assessed. Controls may be assessed as ‘effective’, ‘partially
effective’ or ‘ineffective’. For a control to be ‘effective’ the guide requires that the control is

58 For example, accounts payable and accounts receivable business processes include preventive controls such
as separation of duties and restricted user system access.

59 DFAT advised the ANAO in May 2020 that it is ‘currently modifying its approach to development of the
enterprise wide framework in response to the changing risk environment created by COVID-19.

60 The 2018 version was in place during the timeframe of this audit. The department has released a 2020 risk
management guide that also notes the requirement to assign control owners, however the wording differs
slightly.
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assigned and ‘forms part of the officer(s) duty statement and/or performance agreement’. Controls
may be ‘ineffective’ if ‘no specific officers have been identified to operate the control’.

2.45 Control owners were not listed for controls identified in both the 2017 and 2019 fraud risk
assessments. Control owners in the department’s fraud control plan are listed as the branches and
sections in the department which are responsible for the control, rather than an identified position
or person in the department.

2.46 To assist the department to oversight its fraud controls at a business area level and at the
whole of department level, responsibility for controls should be assigned by position, in line with
internal guidance.

Recommendation no.1

2.47 The Department of Foreign Affairs and Trade’s department-level fraud risk assessments
identify control owners by position, in line with its risk management guide.

Department of Foreign Affairs and Trade response: Agreed.
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3. Detection, investigation and response

Areas examined

This chapter examines whether the department has complied with the mandatory requirements
of the Commonwealth Fraud Control Framework as they relate to the detection, investigation
and response to fraud and the extent to which these arrangements are consistent with the
Australian Government’s fraud guidance.

Conclusion

The department has put in place controls to detect fraud, including reporting channels for use by
staff and members of the public. The department’s fraud investigation procedures are largely
consistent with the Australian Government Investigations Standards, with attention required to
update some procedures.

Areas for improvement

The ANAO has made one recommendation for the department to update its policy and
procedures for fraud investigations so as to fully meet the Australian Government Investigations
Standards.

3.1 Section 10 of the Public Governance, Performance and Accountability Rule 2014 (the fraud
rule) requires the accountable authority of a Commonwealth entity to take all reasonable measures
to detect and deal with fraud.®! In order to detect and deal with fraud, entities must take active
steps to find fraud when it occurs and investigate or otherwise respond to it.

3.2 The ANAO examined the department’s compliance with relevant mandatory requirements
of the Commonwealth Fraud Control Framework and the extent to which arrangements are
consistent with Resource Management Guide No. 201 — Preventing, detecting and dealing with
fraud (the fraud guidance) to assess whether:

° detective controls are identified; and

. the department’s investigations procedures are consistent with the Australian
Government Investigations Standards.

Are detective controls identified?

The department has processes for departmental staff and others (such as members of the
public and funding recipients) to confidentially report allegations of fraud. The department’s
main source of fraud detection is tip offs from within the department (for allegations of internal
fraud) or from sources external to the department (for allegations of external fraud). The
department has a publicly available procedure for handling Public Interest Disclosures.

The department also detects fraud through other detective controls. These include internal
audits, data analytics and forensic examination.

61 Attorney General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, p. Al.
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3.3 Detective controls are used to manage fraud risks and find fraud. Detecting fraud in an entity
can highlight any vulnerabilities in existing preventive controls.

3.4 Subsection 10(d) of the fraud rule requires entities to have ‘a process for officials of the

entity and other persons to report suspected fraud confidentially’.®?

3.5 The fraud guidance notes that reporting suspected fraud is a common means of detection,
and therefore it is important for entities to appropriately publicise fraud reporting mechanisms.
Under the fraud guidance entities should encourage and support reporting of suspected fraud
through proper channels, and this can include measures to protect those making such reports from
adverse consequences.®3

3.6 The ANAO examined the controls the department has in place to detect fraud with reference
to the requirements of the Commonwealth Fraud Control Framework.

Detective controls

3.7 The department has channels for suspected fraud to be reported by officials of the entity
and others (such as the general public and funding recipients). These channels are advertised on
the department’s website and for staff, on the intranet. These channels include:

o a fraud referral form®*; and

° three fraud reporting email addresses (one each for external fraud, passport fraud and
internal fraud).®

3.8 The department also includes information about reporting suspected fraud in its Fraud
Control Toolkit for Staff Funding Recipients (available on its website) and Fraud Control Toolkit for
Staff (available to all staff on its intranet).%®

3.9 Public Interest Disclosures are allegations made by public officials (disclosers) under the
Public Interest Disclosure Act 2013 to an authorised officer because they suspect wrongdoing within
the Commonwealth public sector.®” The department has procedures for handling Public Interest
Disclosures, including: protection for disclosers; roles and responsibilities; details of how to make a
disclosure; procedures for supervisors and managers; procedures for authorised officers;

62 Attorney General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, p. Al.

63 ibid., paras. 62—-63, p. C15.

64 Department of Foreign Affairs and Trade, Fraud Referral Form [Internet], DFAT, available from
https://dfat.gov.au/about-us/publications/Pages/suspected-or-detected-fraud-referral-form.aspx [accessed
13 February 2020].

65 Department of Foreign Affairs and Trade, Fraud Control [Internet], DFAT, available from
https://dfat.gov.au/about-us/corporate/fraud-control/Pages/fraud-control.aspx [accessed 13 February 2020].

66 Department of Foreign Affairs and Trade, Fraud Control Toolkit for funding recipients [Internet], DFAT,
available from https://dfat.gov.au/about-us/publications/Pages/fraud-control-toolkit-for-funding-
recipients.aspx [accessed 13 February 2020].

67 Commonwealth Ombudsman, Public Interest Disclosure [Internet], Commonwealth Ombudsman, available
from https://www.ombudsman.gov.au/Our-responsibilities/making-a-disclosure [accessed 13 February 2020].
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procedures for investigators; confidentiality and record keeping; and monitoring and evaluation
requirements.®®

3.10 The department’s website states that all fraud allegations are handled in a confidential
manner,® and the privacy webpage states that the department must comply with the Australian
Privacy Principles contained in the Privacy Act 1988 (Cth).”° The website further states that the
department will only use and disclose personal information for the purpose for which it was
collected unless it is reasonably necessary for enforcement activities conducted by or on behalf of
an enforcement body.

3.11 The Australian Institute of Criminology’s (AIC) annual fraud questionnaire asks entities to
identify the detection method for finalised fraud investigations using categories provided by the
AIC. In its response to the 2018-19 questionnaire the department reported that its main source of
fraud detection for internal fraud was via tip offs, with 100 per cent of investigations finalised in
2018-19 detected via tip offs internal to the department. For external fraud, 72 per cent of
investigations finalised in 2018-19 were detected via tip offs external to the department.”?

3.12 Other sources of fraud detection during 2018-19 for external fraud include’?:

° information technology controls (10 per cent);

o law enforcement notification to entity (7 per cent);
o staff member detection (6 per cent);

o external audit (3 per cent);

° tip off within the department (0.5 per cent); and

° self-reporting/confession (0.5 per cent).

3.13 The department has in place other detective controls, including:

. internal audits — internal audit planning includes consideration of fraud risks, and internal
audits have considered fraud arrangements including program fraud frameworks and
fraud arrangements at posts;

° data analytics — for example, the department’s passport fraud unit uses data analytics to
assess documentation provided by passport applicants; and

° forensic examination — for example, the department’s passport fraud unit operates
controls such as facial recognition.

68 Department of Foreign Affairs and Trade, Procedures for Handling Public Interest Disclosures [Internet], DFAT,
available from https://www.dfat.gov.au/about-us/corporate/Pages/procedures-for-handling-public-interest-
disclosures.aspx [accessed 13 February 2020].

69 Department of Foreign Affairs and Trade, Fraud control [Internet], DFAT, available from
https://dfat.gov.au/about-us/corporate/fraud-control/Pages/fraud-control.aspx [accessed 13 February 2020].
See heading ‘reporting fraud’.

70 Department of Foreign Affairs and Trade, Privacy [Internet], DFAT, available from
https://www.dfat.gov.au/about-us/corporate/privacy/Pages/privacy [accessed 26 March 2020].

71 DFAT advised the ANAO that tip offs external to the department can include funding providers reporting
suspected fraud to the department in accordance with contractual obligations.

72  One per cent of external fraud detection methods were not recorded/unknown.
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Detection, investigation and response

Are the department’s investigation procedures consistent with the
Australian Government Investigations Standards?

The department’s investigation procedures are largely consistent with the Australian
Government Investigations Standards. The department’s policy and procedures for conducting
investigations of suspected internal fraud require updating.

3.14 Once fraud is detected it is necessary to take action. Taking action shows that incidences of
suspected fraud are not only identified but are responded to. Any investigation undertaken needs
to be handled in a manner that will gather evidence to allow for subsequent responses, including
criminal prosecution.

3.15 The Commonwealth Fraud Control Policy (the fraud policy) requires entities to have
investigation processes and procedures consistent with the Australian Government Investigations
Standards (AGIS) (see details in Box 1).73

Box 1: The Australian Government Investigations Standards (AGIS)

The AGIS establish the minimum standards for Australian Government agencies conducting
investigations, and apply to all stages of an investigation.

AGIS defines an investigation as:

A process of seeking information relevant to an alleged, apparent or potential breach of the law,
involving possible judicial proceedings. The primary purpose of an investigation is to gather
admissible evidence for any subsequent action, whether under criminal, civil penalty, civil,
disciplinary or administrative sanctions. Investigations can also result in prevention and/or
disruptive action.

AGIS lists standards the agency must have (mandatory), as well as standards the agency should
have (not mandatory).

The most recent review of the AGIS was in 2011 through a working group commissioned by the
Heads of Commonwealth Operational Law Enforcement Agencies, chaired by the Australian
Federal Police. The PGPA Act, and the Commonwealth Fraud Control Framework 2017 pursuant
to the PGPA Act, are not referenced in the AGIS. The AGIS states that it is mandatory for all
agencies required to comply with the Financial Management and Accountability Act 1997,
legislation that has been replaced by the Public Governance, Performance and Accountability
Act 2013 (PGPA Act).

Note:  Australian Government, Australian Government Investigations Standards 2011 [Internet], Attorney-General's
Department, available from https://www.ag.gov.au/Integrity/counter-fraud/fraud-australia/Documents/
AGIS%202011.pdf [accessed 12 February 2020]. Following a machinery of government change in 2017,
responsibility for the AGIS transferred to the Home Affairs portfolio.

73 The fraud policy procedural requirements for investigations encapsulates the standards set out in the AGIS,
and also includes the requirement for entities to take all reasonable measures to recover financial losses
caused by illegal activity through proceeds of crime and civil recovery processes or administrative remedies
(para. 10). Therefore this audit examined whether the department’s investigation procedures were consistent
with the AGIS and whether entities have a process to recover financial losses.

Appendix 4 of this audit report maps the AGIS requirements to the requirements set out in the fraud policy.
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Departmental requirements for external fraud investigations undertaken by
funding recipients

3.16 The department requires funding recipients to prevent, detect and correct fraud in
accordance with the obligations specified in their contract. In accordance with contractual
arrangements, funding recipients must report any suspected fraud or incidents of fraud to the
department within five business days, and to investigate the matter in accordance with the AGIS.
The department provides guidance and written procedures to assist funding providers to conduct
investigations. Under the contract, the department retains the right to conduct an investigation,
along with the right to conduct an audit or review of the funding recipient’s compliance with its
fraud control strategy and policies, including fraud prevention, reporting and investigation
obligations.

3.17 The ANAO viewed evidence that the department is providing guidance to funding providers
when they are conducting investigations. The department has procedures and a case management
system to guide departmental monitoring of investigations being conducted by funding recipients.
The ANAO reviewed the records retained in the case management system and found these records
were complete, and included guidance from the department to funding providers about the
conduct of investigations. The ANAO also saw evidence that the department uses this information
to analyse trends, monitor and adjust the preventive control environment, track methods of fraud
detection and report regularly to its executive and audit committee.

3.18 The department conducts due diligence checks of contractual arrangements and checks that
the funding provider has the requisite fraud control arrangements in place.

3.19 There is evidence that the department has actively monitored the external fraud
investigations brought to its attention. The department does not have a mechanism to assure itself
that all funding recipients who are required to investigate a fraud matter are conducting
investigations, or whether investigations are conducted in accordance with the AGIS (for example,
whether the person undertaking the investigation holds the necessary qualification in accordance
with the AGIS).”* In addition, as at March 2020 only two of the DFAT staff responsible for monitoring
external fraud investigations met the minimum level of qualification to conduct investigations, with
no staff holding the minimum qualification for staff primarily engaged in coordinating and
supervising investigations.”®

3.20 The ANAO examined whether the department’s investigation procedures for passport fraud
and internal fraud investigations met the mandatory requirements listed in the AGIS (Table 3.1)

74  The AGIS investigation qualification standards are: a Certificate IV in Government (Investigation) or its
equivalent, to be obtained before an officer is primarily engaged as an investigator; and a Diploma of
Government (Investigation) or its equivalent for staff primarily engaged in the coordination and supervision of
investigations.

75 DFAT advised the ANAOQ that the number of fully qualified staff fluctuates and that staff are trained as soon as
practicable, which is dependent on courses being delivered by the provider.
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Table 3.1: Department of Foreign Affairs and Trade investigation procedures and the
AGIS mandatory requirements

AGIS requirement Passport fraud Internal fraud

A clegr written policy in regard to its investigative v Out of date
function

A procedure governing the manner in which complaints v v
concerning the conduct of its investigations are handled

Written procedures regarding liaison with the media and

the release of media statements in regard to v v
investigations

Exhibit handling procedures v Out of date
A written procedure covering the initial evaluation and

actioning of each matter that has been received or \/ \/
identified

Investigation management procedures v Out of date
Written procedures relating to finalising the investigation v Out of date
Investigator qualifications v v

Source: ANAO analysis of departmental documentation.

3.21 Details of the ANAQO’s assessment against the AGIS requirements are set out below —
grouped as written procedures, case selection and referral, and investigation management.
Departmental responses to the 2018-19 AIC fraud questionnaire are also included.”®

AGIS requirements for written procedures

3.22 The department has a manual for departmental officials to assist them to carry out their
duties as investigators of allegations of potential internal fraud. The manual is out-of-date and
contains references to superseded legislation and Australian Government frameworks. Therefore
this manual cannot be fully relied upon to assist investigators to perform their duties.”’

3.23 There is scope for DFAT to update its policy and processes for fraud investigations to fully
meet AGIS requirements.

76 Entities are required to report to the AIC annually as described in footnote 23.
77 Departmental staff advised the ANAO that the manual is from 2009.
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Recommendation no.2

3.24 The Department of Foreign Affairs and Trade update its policy and processes for fraud
investigations to fully meet Australian Government Investigations Standards requirements.

Department of Foreign Affairs and Trade response: Agreed.

Case selection and referral

3.25 The department has an up-to-date case prioritisation policy (dated January 2019) to assess
and prioritise reports of misconduct by departmental employees (including potential cases of
internal fraud). The factors taken into account when making a decision to investigate are detailed
in the policy, and include:

° whether a formal investigation is required;
° the complexity and size of the potential case; and
° any risks and/or threats, and the seriousness of the potential case.

3.26 The department has procedures, including templates and an evaluation matrix, to assess
cases of potential passport fraud. The assessment procedures include a decision on whether to
proceed with a criminal or administrative investigation.

3.27 Inits response to the 2018-19 AIC fraud questionnaire, the department reported that five
internal fraud cases and 66 external fraud cases did not meet the threshold to warrant an
investigation.”®

3.28 The department has procedures for referring serious cases of fraud to law enforcement,
including the Australian Federal Police and overseas agencies. In its response to the 2018-19 AIC
fraud questionnaire the department identified that: 9 of the 10 internal fraud investigations
finalised in 2018-19 were conducted solely by the department and one was conducted by a
consultant investigator; and 105 of the 195 external fraud investigations were conducted by funding
recipients, with the remaining 90 external fraud investigations conducted solely by the department.

Investigation management

3.29 Asrequired by the AGIS, the department has procedures for the investigation of allegations
of suspected passport fraud. These procedures cover all steps in the investigation management
process from receiving an allegation through to finalising an investigation, and include preparing
briefs of evidence for the Commonwealth Director of Public Prosecutions.

3.30 The department has an electronic investigation management system for the investigation of
allegations of suspected internal fraud, but does not have up-to-date procedures (see paragraph 3.22).

78 The data presented in Tables 3.2—-3.4 of this audit report was sourced from the department’s questionnaire
response.
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3.31 The ANAO reviewed records contained within the separate electronic investigation
management systems established for passport fraud and internal fraud, and found records of all
steps undertaken in an end-to-end investigation process.”?

3.32 The department’s response to the AIC questionnaire reported that it commenced a total of
235 investigations during 2018-19, the majority of which were investigations of external fraud
(Table 3.2).

Table 3.2: Number of investigations commenced in 2018-19

Internal fraud External fraud® Fraud involving
collusion between

internal and external
individuals

Investigations commenced 14 215 6

Note a: External fraud includes passport fraud and external fraud investigations.
Source: ANAO analysis of departmental documentation.

3.33 The department records the outcomes of investigations. In 2018-19, 50 per cent of internal
fraud investigations and 43 per cent of external fraud investigations had allegations substantiated
in full or in part (Table 3.3).

Table 3.3: Outcomes of investigations finalised in 2018—19

Internal fraud External fraud?

Allegation substantiated (in full or in part) 5 83
All allegations not substantiated 3 79
Allegation referred to another agency and outcome currently 2 0
unknown

Allegations substantiated but the funding owner is not DFAT® 0 33
Total 10 195

Note a: External fraud includes passport fraud and external fraud investigations.

Note b: DFAT advised the ANAO that these are allegations of fraud where the fraud is substantiated, although the
fraud has not been committed directly against DFAT. This will include pooled funds and funding being used by
delivery partners to enter into agreements in the supply chain.

Source: ANAO analysis of departmental documentation.

3.34 For those investigations of internal fraud finalised in 2018-19, where allegations were
substantiated (in full or in part), all received an administrative sanction. There was a range of results
for investigations of external fraud where allegations were substantiated, the most common being
referral to non-Australian law enforcement (Table 3.4).

79 Including receipt of an allegation, initial evaluation and actioning/referral, investigation management and
case finalisation.
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Table 3.4: Result of investigations finalised in 2018-19 where allegations were
substantiated (in full or in part)

Internal fraud External fraud?

No further action taken 0 7
Matter referred to police or another agency 0 6
Termination of employment or contract by dismissal 0 13
Claim or benefit withdrawn or terminated 0 2
Administrative sanctions 5 5
Criminal court conviction outcomes 0 6
Referral to non-Australian law enforcement 0 22
Arrest warrant issued 0 1
Formal warning letter issued 0 21

Note a: External fraud includes passport fraud and external fraud investigations.
Source: ANAO analysis of departmental documentation.

Recovery of financial losses
3.35 The fraud policy states that:

... entities must take all reasonable measures to recover financial losses caused by illegal activity
through proceeds of crime and civil recovery processes or administrative remedies.®°

3.36 The 2018-19 AIC annual fraud questionnaire asked entities to estimate the recoveries over
the time period, regardless of when the fraud was committed, when the losses were incurred, or
when the investigation was completed. In its response to the questionnaire, the department
estimated recoveries of $7,345 for internal fraud and $90,903 for external fraud.®! These amounts
were recovered through administrative action.

3.37 The department has a debt management policy to guide recovery of losses for internal and
external fraud. The department advised the ANAO that the passport fraud section does not recover
losses ‘due to the nature of their work’8? and that recovery of funding exposed by external fraud is
‘influenced by the local environment and overseas jurisdiction where the fraud has occurred’.

80 Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, para. 10, p. B2.
81 This figure does not include recoveries made by DFAT funding recipients and their supply chains.

82 Passports are paid for on application whether they are issued or not. If fraud is detected post-issue the
passport will be cancelled, forfeiting the benefit to the holder. Where fraud is detected in the application
process, DFAT may make a decision to refuse to process the application. In this case, the fee is forfeited and
no passport is issued.
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4. Culture, assurance and reporting

Areas examined

This chapter examines whether the department promotes a fraud aware culture and has
complied with mandatory reporting requirements in the Commonwealth Fraud Control
Framework.

Conclusion

The department has taken steps to promote a fraud aware culture and meets the reporting
requirements set out in the framework. While there is internal messaging to staff about fraud
control and a program of mandatory fraud awareness training, completion rates for that training
are consistently low. Recent remediation measures are credited with improved compliance, but
continued attention is required as failure to adequately address non-compliance with mandatory
requirements communicates to staff that compliance is optional.

Area for improvement
The ANAO has made one recommendation aimed at improving compliance relating to mandatory
fraud awareness training.

41 Under the Public Governance, Performance and Accountability Act 2013 (PGPA Act) the
accountable authority must promote the proper®® use and management of public resources
(section 15). The accountable authority must also establish and maintain an appropriate system of
risk oversight and management for the entity, and an appropriate system of internal control for the
entity, including by implementing measures directed at ensuring officials of the entity comply with
the finance law (section 16).%4

4.2 Preventing, detecting and dealing with fraud requires an ongoing effort. That effort will be
more effective in an environment with a fraud aware culture that includes transparent reporting
because staff will be alert to fraud and better able to develop dynamic responses based on
evidence.

4.3 To inform the ANAO’s review of the effectiveness of DFAT’s fraud control arrangements, the
ANAO considered whether:

. the department promotes and supports a fraud aware culture; and
. the department provides assurance about entity fraud control arrangements through
reporting.

83 Inrespect to proper use, section 8 of the PGPA Act provides that: ‘proper, when used in relation to the use or
management of public resources, means efficient, effective, economical and ethical’.

84  Public Governance, Performance and Accountability Act 2013 [Internet], available from
https://www.legislation.gov.au/Details/C2017C00269 [accessed 23 March 2020].
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Does the department promote and support a fraud aware culture?

The department has set expectations and promotes a fraud aware culture through: a fraud
strategy statement; a Fraud Control Toolkit for Funding Recipients; a fraud control plan; a
conduct and ethics manual for departmental staff; a Fraud Control Toolkit for Staff; fraud
awareness programs for funding providers; and internal messaging to all staff from the
Secretary about fraud control.

The department’s audit and risk committee charter and work plan allow the committee to review
the department’s fraud risks. The committee has done so and provided reports to the Secretary.

Completion rates for the department’s mandatory fraud awareness training are consistently
low — in the range of 31 to 65 percent between 2018 and 2020.

4.4 Resource Management Guide No. 201 — Preventing, detecting and dealing with fraud (the
fraud guidance) states that:

Accountable authorities play a key role in setting the ethical tone within their entities, and
fostering and maintaining a culture of fraud awareness and prevention.®

Fraud prevention involves ... fostering an ethical culture that encourages all officials to play their
part in protecting public resources. Establishing an ethical culture is an important factor in
preventing and detecting fraud. Accountable authorities are strongly encouraged to foster this
culture in their senior leadership specifically, as well as across staff more generally.8®

4.5 Culture in the context of this audit is the set of shared attitudes, values and behaviours that
characterise how an entity considers fraud risk in its day-to-day activities.®” Evidence of certain
behaviours and practices operating in the organisation can indicate that a particular type of culture
is being promoted.88

4.6 To assess whether the department promotes a fraud aware culture the ANAO examined
departmental governance arrangements, departmental activities and completion rates for
mandatory fraud awareness training.

85 Attorney-General's Department, Preventing, detecting and dealing with fraud, Resource Management Guide
No. 201, AGD, 2017, para. 24, p. C9.

86 ibid, para. 43, p. C12.

87 These are the hallmarks of a positive risk culture articulated in the Commonwealth Risk Management Policy.
Department of Finance, Commonwealth Risk Management Policy, 2014, paragraph 17, available from
https://www.finance.gov.au/comcover/risk-management [accessed 19 February 2020].

88 The ANAO has previously conducted performance audits that have examined an aspect of the entity’s culture.
See: Auditor-General Report No.6 2017-18 The Management of Risk by Public Sector Entities; Auditor-General
Report No.53 2017-18 Cyber Resilience; Audit Insights May 2019 Board Governance; and Auditor-General Report
No.1 2019-20 Cyber resilience of Government Business Enterprises and Corporate Commonwealth Entities.
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Departmental governance arrangements to promote and support a fraud aware
culture

4.7 The Secretary’s Instructions® set expectations by requiring all staff to comply with the
Commonwealth Fraud Control Framework and act in accordance with the department’s fraud
control plan.®®

4.8 The Secretary issued DFAT’s fraud control plan on 1 September 2018. It is the framework
for the management of fraud risk within the department. The fraud control plan is available to all
staff on the department’s intranet. In addition, the following documents are publicly available on
the department’s website*:

° fraud policy statement;

° Risk Management for Aid Investments Guide (incorporating fraud risk)%%;
° Fraud Control Toolkit for Funding Recipients;

° fraud referral form; and

. conduct and ethics manual for departmental staff.

4.9 The Secretary has set expectations in the department’s fraud control plan and the
Secretary’s Instructions®? for staff to be responsible for the day to day management of fraud risks.
This means staff are required to identify areas vulnerable to fraud, and implement controls to
address vulnerabilities within their work area in accordance with the fraud control plan. The fraud
control plan specifies that the Senior Executive Service, Heads of Mission and Heads of Post are
required to lead by example and demonstrate a commitment to controlling fraud.

4.10 The Secretary has established departmental governance arrangements intended to provide
leadership and strategic direction to the department, and to facilitate the flow of information from
the department to the executive. These arrangements are summarised in Figure 4.1.

89 The Secretary’s Instructions are issued under section 20 of the Public Governance, Performance and
Accountability Act 2013.

90 Section 10 of the Public Governance, Performance and Accountability Rule 2014 (the fraud rule) states that
the accountable authority of a Commonwealth entity must take all reasonable measures to prevent, detect
and deal with fraud relating to the entity. The accountable authority for the Department of Foreign Affairs
and Trade is the Secretary, and the term ‘Secretary’ is used throughout this chapter. Attorney-General's
Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, p. Al.

91 Department of Foreign Affairs and Trade, Fraud Control [Internet], DFAT, available from
https://dfat.gov.au/about-us/corporate/fraud-control/Pages/fraud-control.aspx [accessed 17 February 2020].

92 Department of Foreign Affairs and Trade, Risk Management for Aid Investments Guide [Internet], DFAT,
available from https://www.dfat.gov.au/about-us/publications/Pages/risk-management-for-aid-investments-
guide [accessed 17 March 2020].

93 See footnote 89.
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Figure 4.1: Departmental governance arrangements

Performance, Risk
and Resourcing
Committee
Chaired by the

Secretary Audit and Risk Committee
Chaired by an independent
member of the committee
appointed by the Secretary

Strategic Policy
Committee

Chaired by the
Secretary

Aid Governance Operations
Board Committee

Note:  DFAT’s operations committee is responsible for overseeing the management and effective delivery of the
department’s enabling services, including financial information.

Source: ANAO analysis of departmental documentation.
411 The structure of the department’s governance arrangements support a fraud aware culture
as follows:

° they allow for executive oversight of risks, including fraud, and regular reporting on fraud
related matters; and

. the department’s audit and risk committee is engaged in reviewing the department’s
fraud control arrangements and providing advice to the Secretary on these arrangements.

412 The whole of government fraud guidance suggests that the outcomes of fraud risk
assessments can be provided to an entity’s audit committee for consideration.®* Entities are also
encouraged to ensure appropriate monitoring and evaluation of fraud control plans.®®

4.13 The department’s audit and risk committee charter and work plan allow for the review of
fraud risk, and the committee has regularly discussed and engaged with fraud risk during its
meetings. The audit and risk committee reviewed and endorsed the department’s fraud control
plan, and has reviewed the department’s six monthly Vulnerabilities and Treatment report on fraud
vulnerabilities and recommended controls.

Departmental activities to promote and support a fraud aware culture

4,14 DFAT has taken steps to promote and support a fraud aware culture within the department
by implementing a range of departmental activities in accordance with the fraud rule and fraud
guidance (Table 4.1).

94  Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, para. 29, p.C10.
95 ibid., para. 87, p. C19.
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Table 4.1: Activities undertaken to promote and support a fraud aware culture
Commonwealth Fraud Control Framework Details
reference
The fraud rule requires the accountable The Secretary has communicated with staff about fraud
authority to ensure that officials in the entity risk and departmental staff responsibilities to prevent
are made aware of what constitutes fraud.2 and detect fraud.

The department’s fraud control toolkit for funding
recipients is publicly available on its website.?

The department’s fraud control plan and staff fraud
control toolkit are available to staff on the intranet. The
department’s conduct and ethics manual is publicly
available on its website.©

The fraud guidance advises that a widely The department has a Fraud Strategy Statement
distributed fraud strategy statement can publicly available on its website® that includes all
assist in raising fraud awareness.d elements specified in the fraud guidance.

The fraud guidance suggests it is beneficial The department provides fraud awareness training for
for awareness-raising programs for third- funding recipients contracted by the department.9

party providers to take into account the work
they do directly for entities and the services
they deliver on behalf of the entity.f

A fraud toolkit for funding recipients is available.

Note a: Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, p. A1.

Note b: Department of Foreign Affairs and Trade, Fraud Control Toolkit for Funding Recipients [Internet], available
from https://dfat.gov.au/about-us/publications/Pages/fraud-control-toolkit-for-funding-recipients.aspx
[accessed 10 February 2020].

Note c: Department of Foreign Affairs and Trade, Conduct and Ethics Manual [Internet], available from
https://dfat.gov.au/about-us/publications/corporate/conduct-ethics-manual/Pages/conduct-and-ethics-
manual.aspx [accessed 14 February 2020].

Note d: Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, para. 44, p.
C12.

ibid., para 43, p. C12. This paragraph states that Fraud Control Statements can include: the definition of
fraud; a statement of the entity’s commitment to preventing and controlling fraud; a statement of officials’ and
contractors’ responsibilities; a summary of the consequences of fraud; an assurance that allegations and
investigations will be handled confidentially; directions on how allegations and incidents of fraud are to be
reported and managed; and advice on where further information can be found.

Note e: Department of Foreign Affairs and Trade, Fraud Control [Internet], DFAT, available from
https://dfat.gov.au/about-us/corporate/fraud-control/Pages/fraud-control.aspx [accessed 6 February 2020].

Note f:  Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, para. 50, p. C13.

Note g: The department’s Direct Aid Program (DAP) is a small grants program funded from Australia’s aid budget.
DAP projects engage a wide range of partners including community groups, non-government organisations,
education institutions and local governments. Department of Foreign Affairs and Trade, Direct Aid Program
[Internet], DFAT, available from https://dfat.gov.au/people-to-people/direct-aid-program/pages/direct-aid-
program.aspx [accessed 10 February 2020].

Source: ANAO analysis of departmental documentation.

415 In November 2019 the department conducted a range of awareness activities as part of
International Fraud Awareness Week.?® These included a staff message from the Secretary, fraud

96 International Fraud Awareness Week is an initiative of the Association of Certified Fraud Examiners and is held
in November each year.
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information on the intranet, office posters, workshops targeted at middle managers, and
specialised fraud training for overseas posts identified by the department as high risk.

Completion rates for mandatory fraud awareness training

4.16 The fraud rule requires the accountable authority to ensure that officials in the entity are
made aware of what constitutes fraud.®” The fraud guidance states that:

Entities are encouraged to have all officials take into account the need to prevent and detect fraud
as part of their normal responsibilities. Appropriate mechanisms could include fraud awareness
and integrity training in all induction programs and a rolling program of regular fraud awareness
and prevention training for all officials.%®

4.17 The department requires all staff*® to complete eLearning in ‘Fraud Awareness’ every three
years. In addition, non-compulsory face to face training in fraud awareness is offered to all staff,
and face to face training in fraud awareness is conducted at Posts.

4.18 The department offers additional online training modules relevant to fraud control covering
areas such as accountability and ethics, risk management, cyber security and protective security.

419 Asshown in Table 4.2, completion rates for the department’s mandatory fraud awareness
training are consistently low — in the range of 31 to 65 percent between 2018 and 2020.1®

Table 4.2: Mandatory fraud awareness training — completion rates
30 June 2018 56 per cent of all DFAT staff
31 December 2018 31 per cent of all DFAT staff
30 June 2019 Unable to be calculated by DFAT®
14 January 2020 56 per cent of all DFAT staff
23 March 2020 65 per cent of all DFAT staff

Note a: Includes new staff and staff due to update three-yearly training.

Note b: The department could not report completion rates for this period due to a system error. This error had no impact
on previously reported completion rates.

Source: ANAO analysis of departmental documentation.

4.20 The department has reported internally that it has introduced a range of measures to
increase completion rates, including:

° messaging from senior executives to their staff on their accountability for fraud prevention;

97 Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, page Al.

98 ibid, para. 46, p. C13.

99 All Australian Public Service (APS) staff and contracted staff. This requirement does not apply to Locally
Engaged Staff.

100 Auditor-General Report No.5 2017-18, Protecting Australia’s Missions and Staff Overseas: Follow-on
identified issues relating to DFAT’s ability to monitor and analyse security training. DFAT agreed to
recommendation 3 of the report that DFAT develop mechanisms to: provide assurance that staff receive the
required security training for their posting, and to inform future planning and improvements to the security
training program.
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° ongoing redesign of fraud control training content; and
° restrictions on staff taking up a posting until they have completed all mandatory training.

4.21 These measures are considered to have resulted in some improvement in completion rates
for mandatory training.

4.22 Mandatory fraud awareness training educates and empowers staff to take action against
potential fraud. Failure to adequately address non-compliance with mandatory requirements
communicates to staff that compliance is optional.

Recommendation no.3

4.23 The Department of Foreign Affairs and Trade improves staff compliance relating to
mandatory fraud awareness training.

Department of Foreign Affairs and Trade response: Agreed.

Is assurance about the department’s fraud control arrangements
provided through reporting?

The department has provided assurance about its fraud control arrangements through
reporting. The department has:

° met annual report requirements under subsection 17AG(2) of the Public Governance,
Performance and Accountability Rule 2014;

° complied with mandatory reporting obligations in the Commonwealth Fraud Control
Policy to provide information to the Australian Institute of Criminology annually; and

° implemented the fraud guidance recommendation to keep the Minister informed about
entity fraud control arrangements and significant issues.

Annual report requirements

4.24  Accountable authorities are required, under subsection 17AG(2) of the Public Governance,
Performance and Accountability Rule 2014, to include information in their annual report on
compliance with section 10 of the Rule, which deals with preventing, detecting and dealing with
fraud. The accountable authority is also required to certify in the annual report that:

° fraud risk assessments and fraud control plans have been prepared for the entity;

. appropriate mechanisms for preventing, detecting incidents of, investigating or otherwise
dealing with, and recording or reporting fraud that meet the specific needs of the entity
are in place for the entity; and

° all reasonable measures have been taken to deal appropriately with fraud relating to the
entity.

4.25 The ANAO’s review of DFAT’s annual report for the past three years indicates that the
department satisfied the annual report requirements specified in the PGPA Rule (Table 4.3).
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Table 4.3: Compliance with subsection 17AG(2) of the PGPA Rule 2014

Information on compliance with section 10 (which deals with
preventing, detecting and dealing with fraud) in relation to the entity v v v
during the period.

An explicit certification that:

¢ fraud risk assessments and fraud control plans have been v v v
prepared for the entity, and

e appropriate mechanisms for preventing, detecting incidents of,
investigating or otherwise dealing with, and recording or v v v
reporting fraud that meet the specific needs of the entity are in
place for the entity, and

¢ all reasonable measures have been taken to deal appropriately ‘/ v v
with fraud relating to the entity.

Source: Department of Foreign Affairs and Trade, Annual Report 2016—17, DFAT, 2017; Department of Foreign Affairs
and Trade, Annual Report 2017-18, DFAT, 2018; Department of Foreign Affairs and Trade, Annual Report
2018-19, DFAT, 2019.

4.26 Inits 2018-19 annual report the department also reported on the following performance
measure for prosecuting passport fraud: 10

95 per cent of referrals to prosecuting authorities are accepted for prosecution.

4.27 This performance measure was reported as ‘met’ for 2018-19.1°2 Further contextual
information is detailed in the annual report about passport fraud detection measures and the status
of five referrals made by DFAT to the Commonwealth Director of Public Prosecutions.

Information provided to the Australian Institute of Criminology

4.28 The fraud policy requires entities to provide information to the Australian Institute of
Criminology (AIC) in the form requested, to facilitate the AIC’s annual report to the Attorney-
General’s Department on fraud against the Commonwealth and fraud control arrangements.103

4.29 DFAT has provided the information requested by the AIC, in the form requested, by the
required due date. Data collection on fraud and fraud control activities is undertaken by three areas
within the department (internal fraud, external fraud and passport fraud). The department collates
information from these areas prior to submitting information to the AIC.

101 Department of Foreign Affairs and Trade, Annual Report 2018—19, DFAT, 2019, p. 92.
102 The annual report performance measure only includes referrals to Australian prosecution authorities.

103 Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017, para. 14(a),
p.B3. Following a machinery of government change in 2017, the AIC is now within the Home Affairs portfolio.
The Commonwealth Fraud Control Framework has not yet been updated to reflect this change.
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Informing the Minister about the entity’s fraud control arrangements and
significant issues

4.30 The fraud guidance states that:

... while there is no specific mention of reporting fraud matters to an entity’s Minister in the Fraud
Rule or Fraud Policy, section 19 of the PGPA Act requires an accountable authority to keep their
Minister informed about the activities of the entity and significant issues that may affect the
entity.104

431 The department provides an annual fraud control report to the responsible Minister that
includes all of the suggested content detailed in the fraud guidance (Table 4.4).

Table 4.4: Suggested content for reporting to the responsible Minister

Suggested content ‘ Included ‘
Fraud initiatives undertaken by the entity in the reporting period, including an evaluation of \/

their effectiveness

Planned fraud initiatives not yet in place \/
Information regarding significant fraud risks for the entity v
Significant fraud incidents which occurred during the reporting period. v

Source: ANAO analysis of departmental documentation and Attorney General's Department, Commonwealth Fraud
Control Framework 2017, AGD, 2017, para. 94, p.C19.

Grant Hehir Canberra ACT
Auditor-General 19 June 2020

104 ibid., para. 94, p.C19.
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Appendix 1 Entity response

Australian Government

Department of Foreign Affairs and Trade

Telephone: 02 6261 2214
Secretary Facsimile: 02 6273 2081
Email: frances.adamson@dfat.gov.au
File Number: D20/563073
{9May 2020

Mr Grant Hehir
Auditor-General

GPO Box 707
CANBERRA ACT 2601

Dewr ool

Thank you for the opportunity to respond to your proposed audit report on Fraud
control arrangements in the Department of Foreign Affairs and Trade.

The Department of Foreign Affairs and Trade (DFAT) welcomes the report, which is
part of a series of three audits on selected Commonwealth entities assessing the
effectiveness of fraud control arrangements. We welcome the findings that fraud
control arrangements are largely effective and the department’s arrangements
comply with mandatory requirements of the Commonwealth Fraud Control
Framework.

DFAT is committed to continuous improvement in our framework to prevent, detect
and respond to fraud. Fraud undermines our ability to achieve objectives and
reduces the effectiveness of the Australian Government’s policies and programs.
We accept the audit report recommendations regarding identification of control
owners by position, updating aspects of investigation procedures and improved
staff compliance relating to mandatory fraud awareness training. DFAT will
address these recommendation through ongoing updates in our fraud control
policies, procedures and guidelines.

Yours sincerely

A i

Frances Adamson

R G Casey Building, Barton ACT 0221 www.dfat.gov.au
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Appendix 2 Desktop review: fraud control frameworks, estimates of
fraud losses and fraudster personas

Fraud control frameworks

1. The ANAO conducted a desktop review of the fraud control frameworks for New South
Wales; Victoria; Queensland; South Australia; Tasmania, the Australian Capital Territory; and the
Northern Territory. International counterparts examined included the United Kingdom, New
Zealand, South Africa and the United States of America.

2. The comparison of the current Commonwealth Fraud Control Framework'®> with
arrangements applying in other jurisdictions identified common approaches to some key aspects,
including the requirement for:

. regular fraud risk assessments;

. a fraud control plan with an emphasis on fraud prevention;

° clearly documented roles and responsibilities with an explicit statement that fraud
prevention is the responsibility of all staff;

° all staff to complete fraud awareness training (this is encouraged, but not a mandatory
requirement for all jurisdictions);

° clear reporting channels for reporting suspected fraud and agreed responses for dealing
with detected fraud; and

° policies and processes for detecting, investigating and responding to suspected fraud.

3. The comparison identified six key differences to the Commonwealth Fraud Control

Framework (which is broadly consistent with other Australian jurisdictions):

° Publicising antifraud efforts and successfully resolved cases to raise awareness about
program integrity and antifraud efforts (USA).

° The requirement for a fraud control policy to reflect the conditions associated with fraud,
including incentives/pressure, opportunities, and attitudes, to assist employees to identify
potential fraud (the ‘fraud triangle’ discussed in more detail in paragraph 10) (South Africa
and N2).

° Distinguishing between the government’s fraud policy and other government policies such
as the public servant code of conduct, noting the policies can be closely aligned, often
overlap and may operate concurrently (NZ).

° Setting clear requirements for separate documents to meet strategic and operational
purposes. For example, a fraud control strategy can communicate a commitment to
combatting fraud and present the entities’ strategic approach to fraud control (the ‘why’
of fraud control); separate and distinct from fraud control plans which can take a more
operational view (the ‘how’ of fraud control) (South Africa, UK and USA).

105 Attorney-General's Department, Commonwealth Fraud Control Framework 2017, AGD, 2017.
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° The use of outcome based metrics summarising what the organisation is seeking to
achieve and, for those organisations with ‘significant estimated’ fraud loss, metrics with a
financial impact (UK).

° Focusing on finding fraud, including through the use of data analytics (UK and USA).

Estimating fraud losses — survey responses

4, Estimates of fraud losses against the Australian Government developed by the Australian
Institute of Criminology (AIC) are based on responses by Commonwealth entities to its annual
online questionnaire.%

5. The AIC publishes an estimate of fraud losses on the basis of completed investigations
where fraud could be quantified. In 2018-19 (the most up-to-date data available from the AIC
reports), the AIC estimated fraud losses of $149.7m on this basis.1%’

6. The AIC notes there are a number of limitations associated with developing estimates of
fraud losses on the basis of entity responses:

. Not all entities invited to respond to the online questionnaire provided a response. In
2018-19, 156 (83 per cent) of invited entities provided a response. One of these entities
however did not provide data to the AIC due to security reasons.

. Undetected or unreported fraud is excluded, as is fraud that was detected but written off,
either due to the low value of the fraud, or because resources were not allocated to
undertake an investigation.

° Incomplete survey responses; a respondent may be unable or unwilling to answer a
guestion, or the relevant information was not collected during the investigation and
therefore cannot be provided to the AIC.

° Fraud losses include intangible costs such as reputational damage. Intangible costs are not
captured in the AIC estimates of fraud losses.1%®

7. The Association of Certified Fraud Examiners (CFEs) publishes an annual Report to the
Nations on the basis of survey responses by CFEs in 125 countries.'?® The 2020 report contains an
analysis of 2,504 cases of occupational fraud investigated between January 2018 and September
2019 by CFEs.'° The survey respondents were asked the percentage of revenue they believe a

106 In accordance with the Commonwealth Fraud Control Policy, all non-corporate Commonwealth entities are
required to collect information on fraud and complete an online questionnaire by 30 September each year.
Corporate Commonwealth entities are encouraged, but not required, to do so.

107 CTeunissen, R Smith and P Jorna, Commonwealth Fraud Investigations 2017-18 and 2018-19, Statistical
Report No.25, Australian Institute of Criminology, Canberra, 2020.

108 ibid.

109 Association of Certified Fraud Examiners, Report to the Nations 2020 Global Study on Occupational Fraud and
Abuse [Internet], ACFE, 2020, available from https://www.acfe.com/report-to-the-nations/2020/ [accessed 3
June 2020].

110 Occupational fraud is defined as the use of one’s occupation for personal enrichment through the deliberate
misuse or misapplication of the employing organisation’s resources or assets.
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Appendix 2

typical organisation loses to fraud each year, with the median response being 5 per cent of annual
revenues.

Estimating fraud losses — cost measurements

8. Since 2014 the UK Government’s Counter Fraud Centre of Expertise has been building its
evidence base of public sector fraud*'! and error loss estimates for central government spending**?
by developing cost measurement estimates.*'3 To develop a cost measurement estimate, the level
of irregularity (fraud and error) in an area of government spending is tested. The UK Government
has undertaken 53 cost measurement exercises in various categories of government expenditure,
and on the basis of these estimates the fraud and error loss for government expenditure is 0.5 to
5.0 per cent.

9. The Financial Cost of Fraud report published in the UK by Crowe and the Centre for Counter
Fraud Studies at the University of Portsmouth updates research first undertaken in 2009 to collate
information from around the world on the financial cost of fraud and error. Analysis of 690 loss
measurement exercises from 10 countries undertaken between 1997 and 2018 found that losses
are usually in the range of 3 per cent to 10 per cent, with a likely average of 6.05 per cent.!4

The fraud diamond and fraudster personas

10. The seminal “fraud triangle’ was developed in the 1950s on the basis of in-depth interviews
with those convicted of trust violations. The fraud triangle posits that individuals are motivated
to commit fraud when three elements come together: some kind of perceived pressure; some
perceived opportunity; and some way to rationalise the fraud.'®

11. The fraud triangle was expanded in 2004 to include a fourth element, the individual’s
capability; those personal traits and abilities that play a major role in whether fraud may actually
occur even with the presence of the other three elements from the fraud triangle (Figure A1).11®
The personal traits and abilities identified by the research that are key for the capability to commit
fraud include:

. a position or function in the organisation that furnishes the ability to create or exploit an
opportunity for fraud;

111 The UK government departments report fraud against a civil test definition of fraud. They consider on the
balance of probabilities whether or not an action or inaction was likely to have been taken with the intention
of defrauding the taxpayer. Cases do not need to be proved to a criminal standard to be reported as fraud.

112 Outside of the tax and welfare system.

113 UK Cabinet Office, Cross-Government Fraud Landscape Annual Report 2019, UK Cabinet Office, 2020.

114 The exercises included had: a statistically valid sample; sought or examined information indicating the presence
of fraud, error or correctness in each case within that sample; have been completed and reported; were
externally validated; had a measurable level of statistical confidence; had a measurable level of accuracy.

115 Association of Certified Fraud Examiners, Iconic Fraud Triangle endures [Internet], ACFE, 2014, available from
https://www.fraud-magazine.com/article.aspx?id=4294983342 [accessed 11 March 2020].

116 Wolfe, D., and Hernanson, D., The Fraud Diamond: Considering the Four Elements of Fraud [Internet],
Kennesaw State University, 2004, available from https://digitalcommons.kennesaw.edu/cgi/
viewcontent.cgi?article=2546&context=facpubs [accessed 11 March 2020].
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o the person is smart enough to understand and exploit internal control weaknesses and to
use position, function or authorised access to the greatest advantage;

° the person has a strong ego and great confidence that they will not be detected, or they
believe they could easily talk themselves out of trouble if caught; and

) the person can coerce others to commit or conceal fraud.?’

Figure A.1: The fraud diamond

Attitude/

Opportunity |

Pressure/

Motivation Capability

Source: Wolfe, D., and Hernanson, D., The Fraud Diamond: Considering the Four Elements of Fraud.

12. One focus of international research concerns the key characteristics of those who commit
fraud, with these characteristics identified and distilled by undertaking case study analysis.

13. The AIC’s annual report to government includes more detailed questions about the one
matter that resulted in the greatest financial loss or impact to the responding entity.'® In the
2018-19 report, 19 entities provided details about the most costly internal frauds. The AIC
reported that the most costly internal fraud perpetrators were most commonly aged between 25
and 34 years, with 8 men and 7 women (not every entity which provided details about the most
harmful fraud was able to provide this demographic information). Seven of the 16 internal fraud
perpetrators (44 per cent) had been employed by the entity for 85 months or longer. In contrast
to other international research discussed below, the AIC reported that internal fraud perpetrators
were employed at more junior levels (APS1-4) rather than at the senior executive level. The

117 ibid.

118 The fraud matter was for a completed investigation in which the allegation was substantiated, either in full or
in part, and the investigation was finalised in 2018-19, regardless of when the fraud was committed or when
the investigation commenced.
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principal target for internal fraud was financial gain, either through employee entitlements or
internal financial fraud.

14. The KMPG 2016 report Global profiles of the fraudster is based on analysis of 750
fraudsters with data collected from KPMG forensic professionals in response to a questionnaire
about the fraudsters they investigated between March 2013 and August 2015. KMPG reported:

° a perpetrator of fraud tends to be male between the ages of 36 and 55, working with the
organisation for more than six years and holds an executive position;

° 44 per cent of perpetrators had unlimited authority in their company and were able to
override controls; and

° in 62 per cent of frauds, the perpetrator colluded with others.1?®

15. The Association of Certified Fraud Examiners (ACFE) 2020 Report to the Nations found —
on the basis of 2,504 cases of occupational fraud investigated between January 2018 and
September 2019 — that the ‘typical fraudster’ is more likely to be:

° in the 36 to 45 year age group, but those aged over 60 cause the largest median losses;

° male, with males causing much larger median losses than females;

° employed within the organisation for between one and five years;

. working in the accounting and operations areas of the organisation; and

. a low-level employee. However, if they are in an executive position, they will cause a

median loss that far exceeds the losses caused by managers and staff-level employees.12°

16. The PwC’s 2020 Global Economic Crime and Fraud Survey report compiled over 5,000
survey responses from organisations about who has perpetrated fraud against them. The report
highlights that:

° third party providers committed 19 per cent of fraud, with only half of organisations
surveyed having a third-party risk program in place;

° senior management committed 26 per cent of fraud, in part because of their ability to
override internal controls.?!

17. In 2018, PwC drew out key findings for Australia from the 158 Australian respondents to
the 2018 global survey in the PwC 2018 Global Economic Crime and Fraud Survey: Australian
Report. The report shows that ‘frenemies’, or those close to the organisation committed 60 per

119 KPMG, Global profiles of the fraudster [Internet], KPMG, 2016, available from https://assets.kpmg/
content/dam/kpmg/pdf/2016/06/profiles-of-the-fraudster-au.pdf [accessed 11 March 2020].

120 Association of Certified Fraud Examiners, Report to the Nations 2020 Global Study on Occupational Fraud and
Abuse [Internet], ACFE, 2020, available from https://www.acfe.com/report-to-the-nations/2020/ [accessed
3 June 2020].

121 PwC, 2020 Global Economic Crime and Fraud Survey [Internet], PwC, 2020, available from
https://www.pwc.com/gx/en/services/advisory/forensics/economic-crime-survey.html [accessed
16 March 2020].
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cent of economic crime in Australia. ‘Frenemies’ are defined as employees, customers, suppliers,
consultants and agents.'??

18. The Attorney-General’s Department Commonwealth Fraud Prevention Centre has used
recent case studies of those found guilty of fraudulent acts to develop a series of eight fraudster
personas on the basis of the methods they commonly employ to commit fraud. The aim is to assist
Commonwealth entities to:

° evaluate exposure to the methods of these types of fraudsters; and

° assess current capability in countering these types of fraudsters.?3

122 PwC, Global and Economic Crime and Fraud Survey: Australian Report [Internet], PwC, 2018, available from
https://www.pwc.com.au/consulting/assets/gecs-report18.pdf [accessed 16 March 2020].
123 Attorney-General's Department, Fraudster personas [Internet], AGD, available from

https://www.ag.gov.au/Integrity/counter-fraud/fraudster-personas/Pages/default.aspx [accessed
11 March 2020].

Auditor-General Report No.42 2019-20
Fraud Control Arrangements in the Department of Foreign Affairs and Trade

58


https://www.pwc.com.au/consulting/assets/gecs-report18.pdf
https://www.ag.gov.au/Integrity/counter-fraud/fraudster-personas/Pages/default.aspx

Appendix 3

Department of Foreign Affairs and Trade: Roles and

responsibilities for fraud control

Responsibilities

Everyone

Everyone has a responsibility to manage fraud risks within their work area
(including in their policies, agreements, programs or projects) in accordance
with the department’s fraud control plan.

Fraud risk owners

Fraud risk owners are responsible for managing and mitigating fraud risks
by working with Control Owners.

Control owners

Passport Fraud and
Compliance Section

Control owners have responsibility for implementing and maintaining
effective controls which prevent and detect fraud risk. Control owners work
with fraud risk owners to ensure the controls treat the risk. One person may
hold both responsibilities

Passport fraud is managed by the Passport Fraud and Compliance Section.

Fraud Control Section

The Fraud Control Section is responsible for the department’s Fraud Control
Framework, including this plan. It also manages all external fraud on the
department, other than passport fraud.

Employee Conduct and
Ethics Section

Responsibility for coordination of the department’s response to internal
fraud and Australian Public Service Code of Conduct matters.

Transnational Crime

Internal Audit

Responsibility for extraterritorial offences. This may include bribery of
foreign public officials, money laundering, terrorism financing, or child
protection offences.

Internal Audit provides an independent assurance and advisory service to
the Secretary about whether the department’s operational controls manage
the fraud risks.

Audit and Risk Committee

The Audit and Risk Committee provides independent assurance and advice
to the Secretary on the department’s risk and control environment.

Departmental Executive

Australian National Audit
Office (ANAO)

The Departmental Executive is the department’s peak governance body,
providing corporate leadership and strategic direction.

The ANAO may examine an entity’s fraud control arrangements, including
their compliance with the Commonwealth Fraud Control Framework.

Australian Federal Police

The Australian Federal Police may review the quality of the department’s
fraud investigations, and provide the results to the Attorney-General
Department.

Source: DFAT Fraud Control Plan 2018.
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Commonwealth Fraud Control Framework procedural

requirements for investigations mapped to the
Australian Government Investigations Standards

The Commonwealth Fraud Control Policy (fraud policy)'?* details procedural requirements for
investigations. The ANAO has mapped these requirements to the Australian Government
Investigations Standards (AGIS) for the purpose of ensuring that by undertaking an assessment of
whether a department’s investigation procedures are consistent with the AGIS, all procedural
requirements for investigations detailed in the fraud policy have also been assessed.

Fraud policy procedural requirement AGIS?

Entities must maintain appropriately documented
procedures setting out criteria for making decisions
at critical stages in managing a suspected fraud
incident.

3.1 Investigation management.

Agencies must employ investigation management
procedures which are based on project
management principles of managing resources,
processes, work to be undertaken, time and
outcomes [...] Agencies are to incorporate the
following concepts into investigation management
procedures:

3.2 Investigation commencement.
3.3 Planning phase.

3.4 Risk management.

3.5 Implementation phase.

3.6 Investigation closure.

Entities must have in place investigation and
referral processes and procedures that are
consistent with the AGIS.

2.1 Receiving and recording alleged, apparent or
potential breaches.

2.2 Evaluation of referrals or conduct identified as
allegedly, apparently or potentially breaching the
law.

2.4 Referral of matters to the AFP.

2.5 Referral to Australian Commission for Law
Enforcement Integrity (ACLEI).

3.1 to 3.6 Investigation management.

Entities must appropriately document decisions to
use civil, administrative or disciplinary procedures,
or to take no further action in response to a
suspected fraud incident.

3.6.2 Finalising investigation.

Agencies are to have written procedures relating
to finalising the investigation following legal
proceedings, disruption or prevention actions or
decision to take no further action.

An entity is responsible for investigating instances
of fraud or suspected fraud against it, including
investigating disciplinary matters, unless the matter
is referred to and accepted by the Australian
Federal Police (AFP) or another law enforcement
agency.

2.2 Evaluation of referrals or conduct identified as
allegedly, apparently or potentially breaching the
law.

2.4 Referral of matters to the AFP.

2.5 Referral to Australian Commission for Law
Enforcement Integrity (ACLEI).

124 The fraud policy is binding for all non-corporate Commonwealth entities.
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Fraud policy procedural requirement ‘ AGIS?

Where a law enforcement agency declines a
referral, entities must resolve the matter in
accordance with relevant internal and external
requirements.

2.3 Accepting matters for investigation.

The AFP has the primary law enforcement
responsibility for investigating serious or complex
fraud against the Commonwealth. Entities must
refer all instances of potential serious or complex
fraud offences to the AFP in accordance with the
AGIS and AFP referral process, except in the
following circumstances:

a) where entities:

i. have the capacity and the appropriate
skills and resources needed to investigate
potential criminal matters; and

ii. meet requirements of the AGIS for
gathering evidence and the Commonwealth
Director of Public Prosecutions in preparing
briefs of evidence, or

b) where legislation sets out specific alternative
arrangements.

2.3 Accepting matters for investigation.
2.4 Referral of matters to the AFP.

Fraud investigations must be carried out by
appropriately qualified personnel as set out in the
AGIS. If external investigators are engaged, they
must as a minimum meet the required
investigations competency requirements set out in
the AGIS.

1.5 Investigator qualifications.

Entities must take all reasonable measures to
recover financial losses caused by illegal activity
through proceeds of crime and civil recovery
processes or administrative remedies.

Not covered by the AGIS. Assessed separately by
the ANAO.

Where an investigation discloses potential criminal
activity involving another entity’s activities or
programs, the investigating entity must report the
matter to that entity to the extent possible subject to
relevant requirements of any Australian law.

1.7 Information sharing.

Note a: Extracts of the relevant wording from the AGIS is provided.
Source: Commonwealth Fraud Control Framework and the Australian Government Investigations Standards.
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