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Australian National

Audit Office

Canberra ACT
7 December 2020

Dear Mr President
Dear Mr Speaker

In accordance with the authority contained in the Auditor-General Act 1997, | have
undertaken an independent performance audit in the Department of Defence. The report
is titled Delivery of Security Vetting Services Follow-up. | present the report of this audit
to the Parliament.

Following its presentation and receipt, the report will be placed on the Australian National
Audit Office’s website — http://www.anao.gov.au.

Yours sincerely

O A sel

Grant Hehir
Auditor-General

The Honourable the President of the Senate

The Honourable the Speaker of the House of Representatives
Parliament House

Canberra ACT
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AUDITING FOR AUSTRALIA

The Auditor-General is head of the
Australian National Audit Office
(ANAO). The ANAO assists the
Auditor-General to carry out his
duties under the Auditor-General
Act 1997 to undertake
performance audits, financial
statement audits and assurance
reviews of Commonwealth public
sector bodies and to provide
independent reports and advice
for the Parliament, the Australian
Government and the community.
The aim is to improve
Commonwealth public sector
administration and accountability.

For further information contact:
Australian National Audit Office
GPO Box 707

Canberra ACT 2601

Phone:(02) 6203 7300
Email: agl@anao.gov.au

Auditor-General reports and
information about the ANAO are
available on our website:
http://www.anao.gov.au

Audit team

Ailsa McPherson
Renee Hall
Kim Murray

Nate Wirihana
Song Khor
Sally Ramsey
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a Audit shapshot

Auditor-General Report No.21 2020-21
Delivery of Security Vetting Services Follow-up

g Why did we do this audit?

» The appropriate and timely implementation of
recommendations made to an entity is an
important part of realising the full benefit of
an audit or parliamentary enquiry, and for
demonstrating accountability to the
Parliament.

» The ANAO and Parliament’s Joint Committee
of Public Accounts and Audit JCPAA) made
recommendations in 2018 and 2019 to
Defence to improve the effectiveness of the
Australian Government’s personnel security
arrangements.

» The audit assessed whether the

recommendations made to Defence had
been implemented in a timely manner.

» Security clearances aim to provide additional
assurance to the employing entity of the
suitability and integrity of personnel.

» The Australian Government Security Vetting
Agency (AGSVA, a branch in Defence) was
established in 2010 to centrally administer
personnel security vetting on behalf of the
majority of Australian Government entities.

» In 2019-20 AGSVA completed 49,425
security clearances.

» Asat1July 2020, AGSVA maintained
403,888 active security clearances.

1 out of 2

JCPAA recommendations implemented by Defence.

P vhotia oz

» Of the six recommendations examined in
this audit, Defence has implemented four
and partly implemented two.

» Inrespect to the two JCPAA
recommendations and one ANAO
recommendation made to improve
Defence'’s security vetting information
technology and information security,
Defence has implemented one JCPAA
recommendation, partly implemented the
second and partly implemented the
ANAO recommendation.

» Defence has implemented the three
ANAO recommendations relating to
improved processes for conditional
clearances and information sharing.

§E What did we recommend?

» The Auditor-General made one
recommendation to Defence to improve
reporting provided to the AGSVA
Governance Board about Defence's
management of risk to the eVetting
system.

» Defence agreed to the recommendation.

3 outof4

ANAO recommendations implemented by Defence.




Summary and recommendations

Background

1. The Australian Government’s Protective Security Policy Framework (PSPF) assists
Australian Government entities to protect its people, information and assets.? In accordance with
the PSPF requirements, the majority of entities must use the Australian Government Security
Vetting Agency (AGSVA) to conduct security vetting.? AGSVA, a branch within the Department of
Defence (Defence), was established in 2010 to centrally administer personnel security vetting on
behalf of the majority of Australian Government entities.3

2. In 2017-18, the ANAO assessed the effectiveness of the Australian Government’s
personnel security arrangements for mitigating insider threats. In Auditor-General Report No. 38
2017-18 Miitigating Insider Threats through Personnel Security the ANAO made three
recommendations to Defence. In accordance with paragraph 37(1)(a) of the Auditor-General Act
1997 (Cth) (the Act), the Auditor-General determined to omit particular information, including an
additional recommendation to Defence, from the public report. A report including this omitted
information and the additional recommendation was prepared and a copy was provided to the
Prime Minister, Attorney-General, Minister for Defence, Minister for Finance and Minister for
Home Affairs, under paragraph 37(5)(b) of the Act.* Defence agreed to implement all four
recommendations.

3. In 2018-19, the Parliament’s Joint Committee of Public Accounts and Audit (JCPAA)
conducted an inquiry into Australian Government security arrangements based, in part, on
Auditor-General Report No. 38 2017-18 Mitigating Insider Threats through Personnel Security. In
the report from that inquiry, the JCPAA made three recommendations to Defence. The
department agreed with qualification to implement the first recommendation, agreed to
implement the second recommendation and did not agree to implement the third
recommendation.

Rationale for undertaking the audit

4, Reports of parliamentary committees and the Auditor-General identify risks to the
successful delivery of outcomes and areas where administrative or other improvements can be
made. The appropriate and timely implementation of agreed recommendations is an important

1 Attorney-General's Department, The Protective Security Framework [Internet], AGD, available from
https://www.protectivesecurity.gov.au/ [accessed 30 August 2020].

2 There are six authorised vetting agencies which can issue security clearances for their own personnel. They
are the: Australian Federal Police; Australian Secret Intelligence Service; Australian Security Intelligence
Organisation; Office of National Intelligence; Department of Foreign Affairs and Trade (DFAT is authorised to
issue security clearances at the Baseline, NV1 and NV2 levels) and the Australian Securities and Investments
Commission (ASIC is authorised to issue security clearances at the Baseline level only).

3 Department of Defence, Australian Government Security Vetting Agency [Internet], available from
https://www1.defence.gov.au/security/clearances [accessed 30 August 2020].

4 Subsection 37(3) of the Act provides that the Auditor-General cannot be required, and is not permitted, to
disclose to: (a) a House of the Parliament; or (b) a member of a House of the Parliament; or (c) a committee of
a House of the Parliament or a joint committee of both Houses of the Parliament; information that that has
been omitted from a public report on the basis of subsection 37(1).
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part of realising the full benefit of an audit or parliamentary inquiry, and for demonstrating
accountability to the Parliament.

5. Auditor-General reports released in June 2015 (Auditor-General Report No. 45 2014-15
Central Administration of Security Vetting) and May 2018 (Auditor-General Report No. 38 2017-18
Mitigating Insider Threats through Personnel Security) identified ongoing deficiencies in AGSVA's
performance and made recommendations to improve the effectiveness of the Australian
Government’s personnel security arrangements. Similarly, in April 2019 the JCPAA made
recommendations to Defence to improve AGSVA’s effectiveness. This audit will provide assurance
that recommendations made by the Auditor-General in 2018 and by the JCPAA in 2019 have been
implemented in a timely manner.

6. This audit was identified as a JCPAA priority for 2020-21.

Audit objective and criteria

7. The audit objective was to examine the Department of Defence’s implementation of
agreed recommendations made in Auditor-General Report No. 38 2017-18 Mitigating Insider
Threats through Personnel Security and the related report provided to ministers under subsection
37(5) of the Auditor-General Act 1997, and by the Parliament’s Joint Committee of Public
Accounts and Audit in Report 479: Australian Government Security Arrangements.

8. To form a conclusion against the audit objective, the following high level audit criteria
were adopted:

. Has Defence implemented the ANAO and JCPAA recommendations to improve
information technology and information security?

° Has Defence implemented the ANAO recommendations to establish and make use of
conditional clearances, and to share sensitive personal information with sponsoring
entities?

9. The ANAO reviewed Defence’s implementation of two JCPAA recommendations and four

ANAO recommendations.

Conclusion

10. Of the six recommendations made to Defence by the JCPAA and ANAO, Defence has
implemented four recommendations and partly implemented two recommendations.

11. In respect to the two JCPAA recommendations and one ANAO recommendation contained
in the non-public Auditor-General report that were made to improve Defence’s security vetting
information technology and information security, Defence has: implemented one JCPAA
recommendation, partly implemented the second JCPAA recommendation, and partly
implemented the ANAO recommendation.

12. Defence has implemented the three ANAO recommendations relating to improved
processes for conditional clearances and information sharing.
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Summary and recommendations

Supporting findings

13. Defence implemented the two non-substantive elements of JCPAA recommendation 3
that it agreed to. Defence agreed to implement the recommendation with qualification, meaning
that it did not agree to implement the first, substantive, component of the recommendation,
namely to expedite the Vetting Transformation project (ICT2270). Defence agreed to implement
the two process components of the recommendation, involving a progress report and updated
timeline on the project, which it provided in its response to the JCPAA on 23 August 2019. Defence
did not have an established enterprise governance process to monitor its implementation of
JCPAA recommendations.

14. Defence has partly implemented JCPAA recommendation 4, relating to the avoidance of
sensitive data loss. Defence reported to the JCPAA in August 2019 that it had put in place five
measures over the previous 12 months to strengthen the security of vetting information.
Implementation of two of these measures has not concluded. Defence did not assess the
effectiveness of existing safeguards and quality control measures prior to reporting to the JCPAA.
The risk of sensitive data loss was realised in April 2020 when a paper-based personnel security
file was lost during transit. Additionally, sensitive information was mishandled when a package
containing two paper-based personnel security files was not received by the intended recipient
in December 2019. The package had to be opened by the courier firm to identify the intended
recipient.

15. Defence has partly implemented the recommendation contained in the non-public
Auditor-General report provided to the Prime Minister and Ministers. In June 2018, the AGSVA
Governance Board was advised that the recommendation had been completed. Defence
continued to undertake remediation activities but no further reporting on the progress of
remediation activities was provided to the Board. A range of remediation measures were agreed
following Defence’s assessment that the eVetting system’s residual risk rating was ‘high’ in
November 2018. In addition, a life of type extension (LOTE) was agreed and this is subject to
continual review of the system. As of September 2020, risk mitigation activities set out in the LOTE
had not been completed and reporting on the management of risk to senior whole of government
committees, as specified in the LOTE, had not been undertaken. There has been system
monitoring and reporting activity internal to Defence.

16. Defence has implemented ANAO recommendation 1, relating to risk-based clearance
requirements. In consultation with the Attorney-General’s Department, Defence developed
operational guidelines to guide the issuing of conditional clearances. The Vetting Risk Model
(VRM) guides vetting officers through the risk factor areas requiring consideration under the
Australian Government’s Protective Security Policy Framework. Defence’s closure of the
recommendation in April 2020 was premature as not all contracted vetting officers had
completed the necessary training at this time and therefore were not using the VRM. Defence’s
advice to the AGSVA Governance Board and the Defence Audit and Risk Committee to close the
recommendation did not clearly state the expected completion date of training.

17. Defence has implemented ANAO recommendation 2, relating to obtaining explicit
informed consent from clearance subjects for information sharing. A revised Security Clearance
Informed Consent form was introduced from July 2018, as planned. A signed form is a
requirement for a security clearance application to be processed.
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18. Defence has implemented ANAO recommendation 3, relating to the provision of
information to sponsoring entities. A framework to facilitate Defence providing sponsoring
entities with specific information on security concerns and mitigating factors identified through
the vetting process was established in October 2019. Implementation of the framework is
occurring through a phased approach. Full implementation is expected after the Vetting
Transformation project (ICT2270) achieves initial operating capability, which is scheduled for Q4
2022 but remains subject to government consideration.

Recommendation

Recommendation no.1  That the Department of Defence supports the Australian

Paragraph 2.40 Government Security Vetting Agency Governance Board fulfil its
terms of reference by reporting to the Board on the management of
risk in the eVetting system.

Department of Defence response: Agreed.

Department of Defence summary response

19. Defence’s summary response is provided below. The department’s full response can be
found at Appendix 1.

Defence welcomes the ANAO Performance Audit Report into the Delivery of Security Vetting
Services Follow-up and notes the finding that Defence has implemented four and partly
implemented two of the ANAO and JCPAA recommendations examined by the audit.

Defence safely handles more than 40,000 personnel file movements annually as a part of
delivering responsive and assured vetting services for Government and Industry. The report
documents a range of measures Defence has implemented since 2018 to safeguard information
and ensure quality control, including an active accreditation and assurance program for external
security vetting providers to meet Defence and Government security requirements.

Defence continues to prepare for modernisation under the Vetting Transformation Project, which
is still subject to Government consideration. Defence is committed to continuous improvement
and is closely examining the report findings related to these measures. Defence takes seriously the
oversight of these complex activities and is taking steps to further strengthen the governance of
risk and implement the Auditor General’s recommendation.
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Summary and recommendations

Key messages from this audit for all Australian Government entities

20. Below is a summary of key messages, including instances of good practice, which have
been identified in this audit and may be relevant for the operations of other Australian
Government entities.

Governance and risk management

e The provision of accurate and timely information on risk management supports the effective
oversight of complex activities by governance committees.

e The audit committee can provide valuable assurance to the accountable authority on the
implementation of external recommendations, if enabled by the committee charter.

e Agreeing to implement a recommendation means that the entity acknowledges things can be
improved. Entities should not agree to recommendations ‘with qualification’ or ‘in principle’
when the effect of such a response is to disagree or not implement the substance of a
recommendation. Implementing a recommendation in its entirety will assist the entity to
realise the full intent of the recommendation.
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1. Background

Introduction

11 The Australian Government’s Protective Security Policy Framework (PSPF) assists Australian
Government entities to protect its people, information and assets.®> There are 16 mandatory core
requirements in the PSPF, three of which concern personnel security. These three requirements are
intended to facilitate the sharing of Australian Government resources and to mitigate the threat
posed by trusted insiders.®

1.2 To implement the three personnel security requirements, the entity must:

° ensure the eligibility and suitability of personnel who have access to Australian
Government resources, and use the Australian Government Security Vetting Agency
(AGSVA) to conduct vetting, or where authorised, conduct security vetting, in a manner
consistent with the Personnel Security Vetting Standards;

° assess and manage the ongoing suitability of its personnel and share relevant information
of security concern, where appropriate; and

o ensure separating personnel have had their access to Australian Government resources
withdrawn and are informed of any ongoing security obligations.’

13 The PSPF states that entities may use security clearances:

...where they need additional assurance of the suitability and integrity of personnel. This could be
for access to security classified information, or to provide greater assurance for designated
positions.?

1.4 In accordance with PSPF requirements, an authorised vetting agency must assess the
clearance subject’s suitability to hold a security clearance, and any doubt must be resolved in the
public interest.

The Australian Government Security Vetting Agency

1.5 AGSVA was established in 2010 to centrally administer personnel security vetting on behalf
of the majority of Australian Government entities. It is a branch within the Department of Defence
(Defence) led by the Assistant Secretary Vetting (Senior Executive Service Band 1).

1.6 Defence delivers AGSVA’s services through an allocation of 275 full-time equivalent
Australian Public Service (APS) staff located across Australia. The majority (92 per cent) of security
clearances are processed by external vetting providers.® Defence contracts six external vetting

5 Attorney-General's Department, The Protective Security Framework [Internet], AGD, available from
https://www.protectivesecurity.gov.au/ [accessed 30 August 2020].

6 ibid.

7 ibid.

8 ibid. The PSPF details four levels of security clearances: Baseline; Negative Vetting 1 (NV1); Negative Vetting 2
(NV2) and Positive Vetting (PV).

9 Defence internal reporting shows that, as at 30 June 2020, external vetting providers processed 91 per cent of
baseline clearances; 95 per cent of Negative Vetting 1 clearances; 95 per cent of Negative Vetting 2
clearances; and 81 per cent of Positive Vetting clearances.
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Background

providers, who, through a mix of employees (40 per cent) and sub-contractors (60 per cent), support
the clearance process by preparing vetting assessments. Defence APS staff are responsible for
making all security clearance decisions including procedural fairness processes.

1.7 In 2019-20 AGSVA completed 49,425 security clearances, including 3,327 positive vetting
clearances. As at 1 July 2020, AGSVA maintained 403,888 active clearances.'® Appendix 2 of this
report contains further data on AGSVA’s performance.

1.8 Defence expenditure on AGSVA services for 2019-20 was $83.26 million.

Previous Auditor-General reports

1.9 Since AGSVA was established in 2010, the Australian National Audit Office (ANAO) has
conducted two performance audits of personnel security arrangements, as effective arrangements
underpin the protection of the Australian Government’s people, information and assets.

° Auditor-General Report No. 45 2014-15 Central Administration of Security Vetting
assessed whether Defence provides an efficient and effective security vetting service
through AGSVA, and concluded that:

The performance of AGSVA has been mixed, and key Australian Government expectations
relating to improved efficiency and cost savings have not been realised.!

. Auditor-General Report No. 38 2017-18 Mitigating Insider Threats through Personnel
Security assessed the effectiveness of the Australian Government’s personnel security
arrangements for mitigating insider threats, and concluded that:

AGSVA'’s security vetting services do not effectively mitigate the Government’s exposure
to insider threats.?

1.10 In the most recent report the ANAO made seven recommendations, three of which were
directed to Defence. The ANAO recommended that Defence establish and make use of conditional
clearances, obtain explicit informed consent from clearance subjects to share sensitive personal
information with sponsoring entities, and develop a framework to enable AGSVA to share sensitive
personal information with sponsoring entities.*

1.11 Further, the Auditor-General determined to omit particular information from the most
recent report — in accordance with paragraph 37(1)(a) of the Auditor-General Act 1997 (the Act) —
including an additional recommendation to Defence. A report including this omitted information
and the additional recommendation was prepared and a copy was provided to the Prime Minister,

10 Once a security clearance is granted, there are responsibilities for security clearance holders and sponsors to
maintain the clearance.

11 Auditor-General Report No.45 2014-15 Central Administration of Security Vetting, p.16.
12 Auditor-General Report No.38 2017-18 Mitigating Insider Threats through Personnel Security, p.8.

13 Two of the three recommendations were also directed to the Attorney-General’s Department in recognition
of the policy responsibilities of the department.

14  Auditor-General Report No.38 2017-18 Mitigating Insider Threats through Personnel Security, paragraphs
2.24;2.37; and 2.47.
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Attorney-General, Minister for Defence, Minister for Finance and Minister for Home Affairs, under
paragraph 37(5)(b) of the Act.%®

1.12 Defence agreed to implement all four recommendations. The recommendations are
detailed in full, with Defence’s response, at Appendix 3 of this audit report.
JCPAA Report 479: Australian Government Security Arrangements

1.13 The Parliament’s Joint Committee of Public Accounts and Audit (JCPAA) conducted an
inquiry into Australian Government Security Arrangements based on the following ANAO reports:

° Auditor-General Report No. 38 2017-18 Mitigating Insider Threats through Personnel
Security.
° Auditor-General Report No. 43 2017-18 Domestic Passenger Screening — Follow-Up.

1.14  In April 2019, the JCPAA made three recommendations to Defence:

. expedite the Vetting Transformation project;

° establish extra safeguards and quality control measures to ensure no incidents of sensitive
data loss prior to operational capacity of the new vetting system; and

° prepare a full business case to consider the current and alternative service delivery
models.1®

1.15 Defence agreed with qualification to implement the first recommendation, agreed to
implement the second recommendation and did not agree to implement the third
recommendation. The recommendations are detailed in full, with Defence’s response, at
Appendix 3 of this audit report.

Rationale for undertaking the audit

1.16 Reports of parliamentary committees and the Auditor-General identify risks to the
successful delivery of outcomes and areas where administrative or other improvements can be
made. The appropriate and timely implementation of agreed recommendations is an important
part of realising the full benefit of an audit or parliamentary inquiry, and for demonstrating
accountability to the Parliament.!’

1.17 Auditor-General reports released in June 2015 (Auditor-General Report No. 45 2014-15
Central Administration of Security Vetting) and May 2018 (Auditor-General Report No. 38

15 Subsection 37(3) of the Act provides that the Auditor-General cannot be required, and is not permitted, to
disclose to: (a) a House of the Parliament; or (b) a member of a House of the Parliament; or (c) a committee of
a House of the Parliament or a joint committee of both Houses of the Parliament; information that that has
been omitted from a public report on the basis of subsection 37(1).

16 Joint Committee of Public Accounts and Audit, Report 479: Australian Government Security Arrangements,
Commonwealth of Australia, 2019, paragraphs 2.33 and 2.43.

17 The ANAO’s work program includes a series of performance audits on the implementation of
recommendations made by Parliament and the ANAO. The reports published to date are: Auditor-General
Report No.6 2019-20 Implementation of ANAO and Parliamentary Committee Recommendations; and
Auditor-General Report No.46 2019-20 Implementation of ANAO and Parliamentary Committee
Recommendations — Education and Health Portfolios. A further audit in this series, focusing on Defence’s
implementation of recommendations, is forthcoming. The ANAO has also drawn together audit insights on
the implementation of recommendations at: www.anao.gov.au/work/audit-insights/implementation-
recommendations.

Auditor-General Report No.21 2020-21
Delivery of Security Vetting Services Follow-up

16



Background

2017-18 Mitigating Insider Threats through Personnel Security) identified ongoing deficiencies in
AGSVA’s performance and made recommendations to improve the effectiveness of the Australian
Government’s personnel security arrangements. Similarly, in April 2019 the Joint Committee of
Public Accounts and Audit made recommendations to Defence to improve AGSVA’s effectiveness.
This audit will provide assurance that recommendations made by the Auditor-General in 2018 and
by the JCPAA in 2019 have been implemented in a timely manner.

1.18 This audit was identified as a JCPAA priority for 2020-21.

Audit approach

Audit objective, criteria and scope

1.19 The audit objective was to examine the Department of Defence’s implementation of agreed
recommendations made in Auditor-General Report No. 38 2017-18 Mitigating Insider Threats
through Personnel Security and the related report provided to ministers under subsection 37(5) of
the Auditor-General Act 1997, and by the Parliament’s Joint Committee of Public Accounts and
Audit in Report 479: Australian Government Security Arrangements.

1.20 To form a conclusion against the audit objective, the following high level audit criteria were
adopted:

. Has Defence implemented the ANAO and JCPAA recommendations to improve
information technology and information security?

° Has Defence implemented the ANAO recommendations to establish and make use of
conditional clearances, and to share sensitive personal information with sponsoring
entities?

1.21 The ANAO reviewed Defence’s implementation of two JCPAA recommendations and four
ANAO recommendations.

1.22 For two of the three recommendations directed to Defence in Auditor-General Report
No. 38 2017-18 Mitigating Insider Threats through Personnel Security, the recommendation was
also directed to the Attorney-General’s Department. While the Attorney-General’s Department was
not designated for this audit, the actions it took to revise personnel security policy requirements
were considered. The audit focused on evidence of Defence incorporating these policy changes into
the administration of security vetting services to implement the ANAO recommendations.

1.23 Recommendations made in Auditor-General Report No. 38 2017-18 Mitigating Insider
Threats through Personnel Security to entities other than Defence were not in scope for this audit.!8
Audit methodology

1.24 The audit methodology involved:

° examination and analysis of relevant documentation held by Defence;

. demonstration of certain AGSVA business processes;

18 The previous audit included recommendations directed to the Attorney-General’s Department, Digital
Transformation Agency, Australian Securities and Investments Commission, Department of Home Affairs, and
Australian Radiation Protection and Nuclear Safety Authority.
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° analysis of data extracted from AGSVA’s security vetting case management system; and
° discussions with relevant departmental staff.

1.25 The audit was conducted in accordance with the ANAO Auditing Standards at a cost to the
ANAO of approximately $341,000.

1.26  The audit team was Ailsa McPherson, Renee Hall, Kim Murray, Nate Wirihana, Song Khor
and Sally Ramsey.
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2. Information technology and information
security

Areas examined

This chapter examines Defence’s implementation of two recommendations made by the
Parliament’s Joint Committee of Public Accounts and Audit (JCPAA) — to expedite Defence’s
ICT2270 Vetting Transformation project, and to establish extra safeguards and quality control
measures to ensure no incidents of sensitive data loss prior to operational capability of ICT2270.

Defence’s implementation of the recommendation contained in the non-public Auditor-General
report prepared under subsection 37(5) of the Auditor-General Act 1997 is also examined.

Conclusion

In respect to the two JCPAA recommendations and one ANAO recommendation contained in the
non-public Auditor-General report, that were made to improve Defence’s security vetting
information technology and information security, Defence has: implemented one JCPAA
recommendation, partly implemented the second JCPAA recommendation, and partly
implemented the ANAO recommendation.

Recommendation

The ANAO made one recommendation aimed at ensuring that the Australian Government
Security Vetting Services Agency (AGSVA) Governance Board can fulfil its Terms of Reference by
receiving Defence reports on the management of risk in the eVetting system.

2.1 In April 2019, the Parliament’s Joint Committee of Public Accounts and Audit (JCPAA)
completed its inquiry into Australian Government Security Arrangements, based on
Auditor-General Report No. 38 2017-18 Mitigating Insider Threats through Personnel Security and
Auditor-General Report No. 43 2017-18 Domestic Passenger Screening — Follow-up.

2.2 In Report No. 479: Australian Government Security Arrangements, the JCPAA directed three
recommendations to Defence concerning security vetting services (recommendations 3, 4 and 5).
Defence agreed with qualification to implement recommendation 3, agreed to implement
recommendation 4, and did not agree to implement recommendation 5.1° This chapter examines
Defence’s implementation of JCPAA recommendations 3 and 4, which specifically relate to the
information systems supporting security vetting services and the potential loss of sensitive personal
data (see Table 2.1 below).

23 In the context of Auditor-General Report No. 38 2017-18 Mitigating Insider Threats through
Personnel Security, the ANAO conducted work in relation to the security of clearance records. The
Auditor-General determined to omit particular information on this matter, including an additional
recommendation agreed by Defence, from the public audit report. A non-public Auditor-General
report that included the omitted information and additional recommendation was prepared and a

19 Defence did not agree to JCPAA recommendation 5 — that ‘Defence prepare a full business case to consider
the current and alternative service delivery models, taking account of projected future demand for vetting,
the costs, benefits and risks of various approaches, and provide the findings of this to the Committee within
12 months’.
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copy was provided to the Prime Minister, Attorney-General, Minister for Defence, Minister for
Finance and Minister for Home Affairs under paragraph 37(5)(b) of the Auditor-General Act 1997.

24

Table 2.1 sets out the three recommendations that Defence agreed to implement in full or

with qualification, Defence’s assessment of the status of the recommendation and the ANAQ’s
summary assessment of Defence’s implementation of the recommendation. In summary, Defence
has implemented one recommendation and partly implemented two recommendations.

Table 2.1:

Assessment of Defence’s implementation of JCPAA recommendations and

the ANAO recommendation contained in the non-public Auditor-General

report

Recommendation Defence assessment ANAO assessment

JCPAA recommendation 3:

Defence expedite the ICT2270
Vetting Transformation project
and provide to the Committee a
progress report and updated
timeline on implementation of the
replacement ICT system.

Defence agreed with
qualification, noting timing of
implementation is subject to
Defence project governance
review and government
approval.

Defence reported to JCPAA on
23 August 2019 with a progress
report and timeline, noting delay
to initial operating capability but
reporting ICT2270 is on track for

final operating capability in 2023.

Defence has not assessed the
recommendation as
implemented or not.

Defence has implemented the
two process elements of JCPAA
recommendation 3 that it agreed
to, relating to the progress report
and updated implementation
timeline.

Defence agreed to implement
the recommendation with
qualification, meaning that it did
not agree to implement the first,
substantive, component of the
recommendation, to expedite the
Vetting Transformation project.

See paragraphs 2.5 to 2.10 of
this audit.

JCPAA recommendation 4:

Defence establish extra
safeguards and quality control
measures to ensure that no
incidents of sensitive data loss
occur prior to operational
capability of the new vetting case
management system.

Defence reported to JCPAA on
23 August 2019 on activities
undertaken by Defence to
prevent sensitive data loss.

Defence has not assessed the
recommendation as
implemented or not.

Defence has partly implemented
this recommendation.

See paragraphs 2.11 to 2.32 of
this audit.

ANAO recommendation:

Recommendation contained in
the non-public Auditor-General
report.

Implemented.

Recommendation closed on
9 July 2018.

Defence has partly implemented
this recommendation.

See paragraphs 2.33 to 2.50 of
this audit.

Source: ANAO analysis of departmental documentation.

Has Defence implemented JCPAA recommendation 3, to expedite and
report back on the ICT2270 Vetting Transformation project?

Defence implemented the two non-substantive elements of JCPAA recommendation 3 that it
agreed to. Defence agreed to implement the recommendation with qualification, meaning that
it did not agree to implement the first, substantive, component of the recommendation,
namely to expedite the Vetting Transformation project (ICT2270). Defence agreed to
implement the two process components of the recommendation, involving a progress report
and updated timeline on the project, which it provided in its response to the JCPAA on
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23 August 2019. Defence did not have an established enterprise governance process to monitor
its implementation of JCPAA recommendations.

2.5 The JCPAA recommendation (recommendation 3) contained three components:

. expedite the ICT2270 Vetting Transformation project;
. provide the committee with a progress report; and
° provide the committee with an updated timeline on the project.

2.6 To assess Defence’s implementation, the ANAO examined whether Defence had
implemented the recommendation in accordance with its qualified response to the JCPAA. On
23 August 2019, Defence agreed with qualification to implement the recommendation, noting that:

Timings of the implementation of the ICT2270 Vetting Transformation project is subject to Defence
project governance review and government approval.?

2.7 Defence’s response to the JCPAA did not include an undertaking to expedite the project. The
response did however provide the committee with a progress report and a broad timeline for
achieving final operating capability (FOC) for ICT2270 in 2023 (thereby addressing components
2 and 3 of the recommendation). Defence’s response also noted a delay to achieving initial
operating capability (I0C) due to the delivery of ICT2270 being managed in line with delivery of a
Defence-wide case management system, and another related program of work to update Defence’s
enterprise SAP systems. Defence’s response to the JCPAA advised that ICT2270 was on track to
achieve final operating capability in 2023.

2.8 Since Defence responded to the JCPAA on 23 August 2019, there have been further delays
to the I0C delivery date for ICT2270. Additional information on the project’s status is provided at
Appendix 4.

2.9 Defence did not develop an implementation plan for this recommendation, and prior to
responding to the JCPAA, did not review options to expedite the project (which was the first
component of the JCPAA recommendation, as discussed in paragraph 2.5). Defence’s response to
the JCPAA addressed the second and third components of the recommendation.

2.10 In advice to the ANAO, Defence confirmed that at this time it did not have an established
enterprise governance process to record and monitor the implementation of Parliamentary
recommendations.??

20 Parliament of Australia, Report 479 Australian Government Security Arrangements Government Response
[Internet], available from https://www.aph.gov.au/Parliamentary Business/Committees/Joint/Public
Accounts_and Audit/PersonnelSecurity/Government Response [accessed 15 September 2020].

21 InJuly 2020, the Defence Audit and Risk Committee proposed an update to the committee charter to include
the monitoring and reporting of parliamentary recommendations to the committee. This was approved by the
Secretary and Chief of the Defence Force on 17 August 2020. The ANAO is currently examining whether
Defence has appropriate arrangements in place to respond to, monitor and implement ANAO and
Parliamentary recommendations in a separate performance audit.
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Has Defence implemented JCPAA recommendation 4, to establish
extra safeguards and quality control measures to ensure no sensitive
data loss?

Defence has partly implemented JCPAA recommendation 4, relating to the avoidance of
sensitive data loss. Defence reported to the JCPAA in August 2019 that it had put in place five
measures over the previous 12 months to strengthen the security of vetting information.
Implementation of two of these measures has not concluded. Defence did not assess the
effectiveness of existing safeguards and quality control measures prior to reporting to the
JCPAA. The risk of sensitive data loss was realised in April 2020 when a paper-based personnel
security file was lost during transit. Additionally, sensitive information was mishandled when a
package containing two paper-based personnel security files was not received by the intended
recipient in December 2019. The package was opened by the courier firm to identify the
intended recipient.

2.11 Defence agreed to implement JCPAA recommendation 4. Defence’s response to the JCPAA
(dated 23 August 2019) detailed that Defence had put in place five additional measures over the
previous 12 months to strengthen security around vetting information.

2.12 Defence did not develop an implementation plan for this recommendation, and prior to
responding to the JCPAA, did not: assess the effectiveness of existing safeguards and quality control
measures in place to identify what extra safeguards and quality control measures were needed; or
document a rationale for the additional measures to show a ‘line-of sight’ between the measure
and how the risk of sensitive data loss was reduced by implementing the measure.

2.13 The ANAO’s assessment of the implementation status for the five additional measures
advised in Defence’s response to the JCPAA is presented in Table 2.2.

Table 2.2: ANAO assessment of Defence’s additional measures to strengthen security
for vetting information

Measure ANAO assessment of implementation status

In 2018, completed a vetting system remediation Partly implemented.

program that enhanced ICT security controls. Defence enhanced ICT security controls in 2018,
and continues to implement risk remediation
treatments.

In April 2019, Defence also strengthened Defence DISP memberships for external vetting providers
Industry Security Program (DISP) requirements. (six providers and 117 sub-contractors) are still
being completed by Defence.

DISP security requirements are reinforced by the Ongoing.
recently established Defence Industry Security
Office (DISO) which has responsibility for assuring
DISP members’ compliance. DISO conducts
reviews and audits of DISP members (including
vetting industry members) to ensure appropriate
security policies, systems and compliance regimes
are in place.
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Measure ‘ ANAO assessment of implementation status

AGSVA is prioritising resourcing to increase Implemented.

External Security Vetting Service panel support AGSVA has created an Australian Public Service

staffing to create a new position focused on ICT Level 5 (APS5) position with responsibilities that
security assurance. include:

...supporting AGSVA'’s industry partners to
achieve and maintain compliance with
Commonwealth and Defence security policy
requirements, including membership of DISP.

AGSVA has undertaken a recent refresh of its Implemented.

external security vetting services panel, replacing A requirement that the contractor must have all
the previous industry vetting panel. The new panel | \qtting staff meet all AGSVA directed training

arrangements commenced on 12 August 2019and | oo mpetencies is contained in the 2019 external
include increased security, professionalisation and security vetting services contract.

capacity standards by requiring panel members to

have a national vetting footprint and have all their A requirement for panel members to have a
vetting staff meet AGSVA-directed training national vetting footprint is contained in the 2019
competencies. external security vetting services contract.

Source: Joint Committee of Public Accounts and Audit, Government Response [Internet], Parliament of Australia, available
from https://www.aph.gov.au/Parliamentary Business/Committees/Joint/Public_Accounts and Audit/Personnel
Security/Government_Response [accessed 6 September 2020].

2.14  Asshown in Table 2.2 implementation is not yet completed in respect to: Defence Industry
Security Program (DISP) memberships fo