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Canberra ACT 
19 March 2021 

Dear Mr President 
Dear Mr Speaker 

In accordance with the authority contained in the Auditor-General Act 1997, I have 
undertaken an independent performance audit across entities titled Cyber Security 
Strategies of Non-Corporate Commonwealth Entities. Pursuant to Senate Standing Order 
166 relating to the presentation of documents when the Senate is not sitting, I present the 
report of this audit to the Parliament. 

Following its presentation and receipt, the report will be placed on the Australian National 
Audit Office’s website — http://www.anao.gov.au. 

Yours sincerely 

Grant Hehir 
Auditor-General 

The Honourable the President of the Senate 
The Honourable the Speaker of the House of Representatives 
Parliament House 
Canberra  ACT 
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 Malicious cyber activity has been identified as 
one of the most significant threats affecting 
government entities, businesses and 
individuals. 

 Previous ANAO audits have identified low 
levels of compliance with mandatory cyber 
security requirements under the Protective 
Security Policy Framework (PSPF). The Joint 
Committee of Public Accounts and Audit has 
expressed its concern about entity 
implementation of these requirements. 

 

 The implementation of cyber security risk 
mitigation strategies by the selected 
entities was not fully effective, and did not 
fully meet the mandatory requirements of 
PSPF Policy 10. 

 Two of three entities did not accurately 
self-assess implementation of one of the 
Top Four mitigation strategies for which 
they reported full implementation. None of 
these three entities were cyber resilient. 

 The majority of the entities examined that 
had self-assessed a maturity level of ‘Ad 
hoc’ or ‘Developing’ have established 
strategies to progress toward a ‘Managing’ 
maturity level for PSPF Policy 10. 

 AGD, ASD and Home Affairs could do 
more to improve support for the 
implementation of cyber security 
requirements. 

 

 The Auditor-General made 13 
recommendations aimed at improving 
entities' cyber security maturity levels, and 
the support and assurance provided by the 
three cyber policy and operational entities. 

 

 Policy 10 of the revised PSPF outlines the 
mandatory requirements for entities to 
safeguard information from cyber threats. 

 Entities assess their maturity under the PSPF 
against four maturity levels representing their 
assessed level of implementation of the 
requirements: Ad hoc, Developing, Managing 
and Embedded. 

 The Attorney-General’s Department (AGD), 
the Australian Signals Directorate (ASD) and 
the Department of Home Affairs have 
responsibilities in relation to cyber security 
policy and operational capability. 

436 
cyber security incidents 
reported by Australian 
Government entities to 

ASD in 2019–20. 

24% 
of non-corporate Commonwealth 
entities were compliant with the 

mandatory Top Four mitigation strategies 
in ANAO performance audits since 2014. 

72% 
of non-corporate 

Commonwealth entities 
reported not fully implementing 

PSPF Policy 10 in 2018–19. 
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Summary and recommendations 
Background 
1. The security of government information communications technology (ICT) systems, 
networks and data supports Australia’s social, economic and national security interests as well as 
the privacy of its citizens. Malicious cyber activity has been identified as one of the most 
significant threats affecting Australians.1 The frequency, scale and sophistication of malicious 
cyber activity is reported to be increasing2, with cyber threats considered to be an increasing risk 
across Australian Government entities.3 The management of cyber security risk within the 
Australian Government public sector is the responsibility of individual entities. 

2. Three Australian Government entities have responsibilities in relation to whole-of-
government cyber security policy and operational support. In relation to cyber security: 

• the Attorney-General’s Department (AGD) is responsible for administering the Protective 
Security Policy Framework (PSPF), which provides the framework for Australian 
Government entities to achieve four protective security outcomes — governance, 
information security, personnel security and physical security; 

• the Australian Signals Directorate (ASD) developed the Top Four mitigation strategies 
mandated by the PSPF and is a technical operational agency that provides material, advice 
and other assistance to Australian governments, business, communities and individuals 
on matters relating to the security and integrity of information that is processed, stored 
or communicated by electronic or similar means4; and 

• the Department of Home Affairs (Home Affairs) is responsible for the development and 
coordination of the Australian Government’s cyber security policy, and coordinating the 
implementation of Australia’s Cyber Security Strategy 2020. 

3. In February 2017, ASD re-issued its Strategies to Mitigate Cyber Security Incidents, which 
outlines 37 prioritised mitigation strategies to help protect entities from cyber threats. ASD has 
recommended that entities implement eight of these mitigation strategies, known as the Essential 
Eight, as a cyber security baseline. ASD also developed the Essential Eight Maturity Model to 
provide guidance to entities on how to implement the Essential Eight mitigation strategies and 
how to self-assess the maturity of their Essential Eight implementation. There are three maturity 
levels in the current Essential Eight Maturity Model — ‘Maturity Level One’, ‘Maturity Level Two’ 

                                                                 
1 Australian Government, Australia’s Cyber Security Strategy 2020, Department of Home Affairs, Canberra, 

2020, p. 10. 
2 Australian Cyber Security Centre, ACSC Annual Cyber Threat Report July 2019 to June 2020, Canberra, 2020, 

p. 4. 
3 On 19 June 2020, the Prime Minister of Australia announced that Australian Government and non-

government organisations were subject to targeting by malicious cyber activity against Australian networks. 
Prime Minister, Minister for Home Affairs and Minister for Defence, ‘Statement on malicious cyber activity 
against Australian networks’, media statement, 19 June 2020, available from 
https://www.pm.gov.au/media/statement-malicious-cyber-activity-against-australian-networks [accessed 15 
March 2021]. 

4 Paragraph 7(1)(ca) of the Intelligence Services Act 2001. 
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and ‘Maturity Level Three’. ASD recommends that entities should aim to reach ‘Maturity Level 
Three’ for each mitigation strategy as a baseline. 

4. A revised PSPF commenced on 1 October 2018, outlining 16 core requirements that non-
corporate Commonwealth entities must apply to achieve the four protective security outcomes. 
Non-corporate Commonwealth entities are to apply the revised PSPF using a security risk 
management approach. Policy 10 of the revised PSPF outlines the mandatory requirements for 
entities to safeguard information from common and emerging cyber threats. Policy 10 mandates 
the implementation of the Top Four mitigation strategies and that entities consider the 
implementation of the other mitigation strategies from ASD’s Strategies to Mitigate Cyber 
Security Incidents that are relevant to their operational and risk environment.5 While not 
mandatory under Policy 10, AGD strongly recommends that entities implement the remaining 
four strategies that comprise the Essential Eight mitigation strategies. 

5. Nine non-corporate Commonwealth entities were included in this audit: 

• Attorney-General’s Department; 
• Australian Signals Directorate; 
• Department of Home Affairs; 
• Department of the Prime Minister and Cabinet (PM&C); 
• Future Fund Management Agency (Future Fund); 
• Australian Trade and Investment Commission (Austrade); 
• Department of Education, Skills and Employment (DESE); 
• Department of Health (Health); and 
• IP Australia. 

Rationale for undertaking the audit 
6. Since 2013, the Australian Government has mandated the implementation of the Top Four 
mitigation strategies by non-corporate Commonwealth entities under the PSPF. The Australian 
Government has identified malicious cyber activity as one of the most significant threats affecting 
government entities, businesses and individuals. Previous ANAO audits have identified low levels 
of compliance with mandatory cyber security requirements under the PSPF. The Joint Committee 
of Public Accounts and Audit (JCPAA) has expressed its concern about entity implementation of 
mandatory cyber security requirements. 

7. This audit seeks to address a recommendation made by the JCPAA in Report 467: 
Cybersecurity Compliance, for the Auditor-General to consider conducting an audit of the 
effectiveness of the PSPF self-assessment and reporting requirements for cyber security 
compliance. The audit also follows up on the recommendation made in Auditor-General Report 
No.53 2017–18 Cyber Resilience, for the responsible cyber policy and operational entities (AGD, 
ASD and Home Affairs) to work together to improve entities’ compliance with mandatory cyber 
security requirements under the PSPF. 

                                                                 
5 Policy 10 also sets out the supporting requirement to help entities safeguard information from cyber threats if 

they engage with members of the public online. The audit did not examine this supporting requirement under 
Policy 10.  
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Audit objective and criteria 
8. The objective of the audit was to assess the effectiveness of cyber security risk mitigation 
strategies implemented by selected non-corporate Commonwealth entities to meet mandatory 
requirements under the PSPF, and the support provided by the responsible cyber policy and 
operational entities. 

9. To form a conclusion against the audit objective, the ANAO adopted the following two 
high-level criteria: 

• Have the selected entities fully implemented the Top Four cyber security risk mitigation 
strategies or otherwise adopted strategies and actions to progress towards full 
implementation? 

• Have the entities responsible for cyber policy and operational capability worked together 
to support accurate self-assessment and reporting by non-corporate Commonwealth 
entities, and to improve those entities’ implementation of cyber security requirements 
under the PSPF? 

Engagement with the Australian Signals Directorate 
10. Independent timely reporting on the implementation of the cyber policy framework 
supports public accountability by providing an evidence base for the Parliament to hold the 
executive government and individual entities to account. Previous ANAO reports on cyber security 
have drawn to the attention of Parliament and relevant entities the need for change in entity 
implementation of mandatory cyber security requirements, at both the individual entity and 
framework levels. 

11. In preparing audit reports to the Parliament on cyber security in government entities, the 
interests of accountability and transparency must be balanced with the need to manage cyber 
security risks.  The Australian Signals Directorate has advised the ANAO that adversaries use 
publicly available information about cyber vulnerabilities to more effectively target 
their malicious activities. 

12. The extent to which this report details the cyber security vulnerabilities of individual 
entities was a matter of careful consideration during the course of this audit. To assist in 
appropriately balancing the interests of accountability and potential risk exposure through 
transparent audit reporting, the ANAO engaged with the ASD to better understand the evolving 
nature and extent of risk exposure that may arise through the disclosure of technical information 
in the audit report. This report therefore focuses on matters material to the audit findings against 
the objective and criteria and contains less detailed technical information than previous audits. 
Detailed technical information flowing from the audit was provided to the relevant accountable 
authorities during the audit process to assist them to gain their own assurance that their 
remediation plans are focussed on improving cyber resilience as required and support reliable 
reporting through the existing cyber security framework. 

Conclusion 
13. The implementation of cyber security risk mitigation strategies by selected non-corporate 
Commonwealth entities under this audit was not fully effective. The selected entities have not met 
all mandatory requirements of PSPF Policy 10 in safeguarding information from cyber threats. While 
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the three cyber policy and operational entities have provided more support to entities to meet the 
mandatory PSPF Policy 10 requirements following Auditor-General Report No.53 2017–18 Cyber 
Resilience, additional ongoing work will be required to assist entities in achieving a more mature 
and resilient cyber security posture.  

14. None of the seven selected entities examined have fully implemented all the mandatory 
Top Four mitigation strategies.6 For the three entities that had self-assessed full implementation 
for one or more of the Top Four mitigation strategies in their 2018–19 PSPF assessment, two had 
not done so accurately. None of these three entities were cyber resilient. Five of six selected 
entities that had self-assessed to have not fully implemented any of the Top Four mitigation 
strategies have established strategies and implemented activities to manage their cyber risks and 
to progress toward a ‘Managing’ maturity level for PSPF Policy 10.  

15. The cyber policy and operational entities have worked together to provide more guidance 
following Auditor-General Report No.53 2017–18 Cyber Resilience to support non-corporate 
Commonwealth entities’ self-assessment of their implementation of cyber security requirements 
under the PSPF. There is scope to further improve the accuracy of entities’ PSPF Policy 10 
assessments and strengthen arrangements to hold entities to account for the implementation of 
cyber security mandatory requirements. Robust accountability arrangements are particularly 
important in absence of public accountability through reporting to the Parliament. 

Supporting findings 

Implementation of cyber security risk mitigation strategies 
16. PM&C and AGD have each not accurately self-assessed their implementation of one of the 
Top Four mitigation strategies. PM&C has not fully implemented the mitigation strategy for 
restricting administrative privileges. AGD has not fully implemented the mitigation strategy for 
patching operating systems. Future Fund has accurately self-assessed the two Top Four mitigation 
strategies for which it reported full implementation. None of the three entities were assessed as 
cyber resilient. Under the cyber security framework, PM&C and AGD are categorised as vulnerable 
to cyber security incidents as they have not fully implemented all the Top Four mitigation 
strategies and are continuing to strengthen the controls for managing cyber security incidents. 
Future Fund has not fully implemented all of the Top Four mitigation strategies, but is internally 
resilient as it has effective controls in place to support its ability to detect and recover from a 
cyber security incident. 

17. Of the six entities that had reported not fully implementing all the Top Four mitigation 
strategies, five have established strategies and activities to progress their PSPF Policy 10 maturity 
level to ‘Managing’. The five entities have also included the implementation of the remaining four 
strategies that comprise the Essential Eight in their cyber security improvement programs. Three 
of the six entities had not set a corresponding timeframe to improve their PSPF Policy 10 maturity 
level to ‘Managing’. There is scope for four of the entities to improve monitoring of the 
implementation progress of their cyber security program to ensure that the entity is meeting the 
timeframe to improve its cyber security maturity. 

                                                                 
6 ASD and Home Affairs are not included in this assessment. These entities were examined only in their roles as 

cyber policy and operational entities. 
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Support provided by the cyber policy and operational entities 
18. The revised PSPF maturity assessment model has incorporated more guidance to support 
entities’ self-assessment of their implementation of Policy 10 cyber security requirements. The 
AGD-developed PSPF Policy 10 guidance cross-references to multiple technical guidance 
developed by ASD, including guidance on the implementation of the Essential Eight mitigation 
strategies and the underlying security controls within the Australian Government Information 
Security Manual. There is scope to further improve the alignment of the maturity models for the 
PSPF and Essential Eight, and the clarity of the guidance to ensure more accurate PSPF Policy 10 
self-assessments. 

19. The cyber policy and operational entities have not developed processes to verify the 
accuracy of entities’ PSPF Policy 10 self-assessed reporting. ASD has commenced the 
development of software tools that provide technical reporting to support entities in performing 
more accurate self-assessments of their Essential Eight implementation. While AGD and ASD have 
been sharing the results of the PSPF self-assessment reports and the ASD’s ACSC Cyber Security 
Survey, the sharing of data has not yet resulted in obtaining assurance on the accuracy of the self-
assessments and facilitating policy and technical assistance for entities. 

20. With the release of the whole-of-government PSPF assessment reports by AGD and the 
annual Australian Government’s cyber security posture report by ASD, there has been increased 
public reporting on non-corporate Commonwealth entities’ implementation and maturity level of 
the Essential Eight mitigation strategies. However, the status of entities’ cyber security posture is 
not transparent due to the policy and operational entities’ concerns about increasing security 
risks following the disclosure of individual entities’ cyber security maturity level. The cyber policy 
and operational entities have not established processes to improve the accountability of entities’ 
cyber security posture. The current framework to support responsible Ministers in holding 
entities accountable within Government is not sufficient to drive improvements in the 
implementation of mandatory requirements. 

Recommendations 
Recommendation no.1  
Paragraph 2.13 

The Department of the Prime Minister and Cabinet strengthens its 
validation of privileged user access, specifically documenting the 
confirmation of the requirement for access from those that are 
responsible for approving privileged access. 

Department of the Prime Minister and Cabinet response: Agreed. 

Recommendation no.2  
Paragraph 2.18 

The Attorney-General’s Department performs and documents risk 
assessments for any patches not implemented in accordance with 
the requirements of the Australian Government Information 
Security Manual and its policies, including defining an action plan 
for managing the risks associated with not implementing those 
patches. 

Attorney-General’s Department response: Agreed. 
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Recommendation no.3  
Paragraph 2.28 

The Department of the Prime Minister and Cabinet: 
(a) improve its risk assessment of security events; and 
(b) improve testing of security configurations and reviews of 

user access to ensure that the configurations are operating 
as intended. 

Department of the Prime Minister and Cabinet response: Agreed. 

Recommendation no.4  
Paragraph 2.34 

The Attorney-General’s Department improves the processes for 
documenting risk assessments and monitoring cyber security 
events, to assure itself that actions taken against cyber security 
events are performed consistently and appropriately. 

Attorney-General’s Department response: Agreed. 

Recommendation no.5  
Paragraph 2.53 

The Australian Trade and Investment Commission: 

(a) sets a timeframe to improve its cyber security maturity to 
the ‘Managing’ level for PSPF Policy 10; and 

(b) monitors the progress of the projects within its Cyber 
Security Work Program against the timeframe set for 
improving its PSPF Policy 10 maturity level. 

Australian Trade and Investment Commission response: Agreed. 

Recommendation no.6  
Paragraph 2.62 
 

The Department of Education, Skills and Employment: 

(a) sets a timeframe to improve its cyber security maturity to 
the ‘Managing’ level for PSPF Policy 10; and 

(b) monitors the progress of its Cyber Security Essential Eight 
Work Plan against the timeframe set for improving its PSPF 
Policy 10 maturity level. 

Department of Education, Skills and Employment response: 
Agreed. 

Recommendation no.7  
Paragraph 2.84 

The Attorney-General’s Department: 

(a) develops a strategy and sets a timeframe to improve its 
cyber security maturity to the ’Managing’ level for PSPF 
Policy 10; 

(b) provides clear reporting to its governance committees to 
enable oversight on the progress of its work to improve its 
Essential Eight maturity; and 

(c) monitors the progress of its work to improve its Essential 
Eight maturity against the set timeframe and through 
appropriate governance structures. 

Attorney-General’s Department response: Agreed. 
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Recommendation no.8  
Paragraph 2.92 

The Future Fund Management Agency monitors the progress of its 
Essential Eight improvement activities against the timeframe set for 
improving its PSPF Policy 10 maturity level. 

Future Fund Management Agency response: Agreed. 

Recommendation no.9  
Paragraph 3.37 

The Attorney-General’s Department reviews the existing maturity 
levels under the PSPF maturity assessment model to determine if 
the maturity levels are fit-for-purpose and effectively aligned with 
the Essential Eight Maturity Model, having regard to the Australian 
Signals Directorate's proposed update to the Essential Eight 
Maturity Model. 

Attorney-General’s Department response: Agreed. 

Recommendation no.10  
Paragraph 3.45 

The Attorney-General’s Department further improves the guidance 
on PSPF Policy 10 to clarify: 

(a) the correlation of the maturity levels in the PSPF and 
Essential Eight maturity models, and their implementation 
requirements;  

(b) the scope of the maturity level calculation suggested by the 
reporting portal and how entities can more accurately 
determine their selected PSPF maturity level; and 

(c) the assessment against the requirement to consider the 
implementation of the remaining 29 mitigation strategies, 
and the merit of its inclusion in the PSPF Policy 10 maturity 
level calculation. 

Attorney-General’s Department response: Agreed. 

Recommendation no.11  
Paragraph 3.66 
 

The Attorney-General’s Department implements arrangements to 
obtain an appropriate level of assurance on the accuracy of entities’ 
PSPF Policy 10 self-assessment results. 

Attorney-General’s Department response: Agreed in principle. 

Recommendation no.12  
Paragraph 3.83 

As part of its technical advice and assistance to the Attorney-
General’s Department, the Australian Signals Directorate draw on 
its technical tools in addition to its existing capabilities to support 
the Attorney-General’s Department’s assurance processes on 
entities’ PSPF Policy 10 self-assessment results. 

Australian Signals Directorate response: Agreed. 
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Recommendation no.13  
Paragraph 3.115 
 

The Australian Government strengthens arrangements to hold 
entities to account for the implementation of mandatory cyber 
security requirements. 

Attorney-General’s Department response: Noted. 

Australian Signals Directorate response: Noted. 

Department of Home Affairs response: Noted. 

Summary of entity responses 
21. The proposed audit report was provided to the Attorney-General’s Department, which 
administers the PSPF and the Australian Signals Directorate, which developed the Top Four 
mitigation strategies mandated by the PSPF. Extracts of the proposed report were also provided 
to the other seven selected entities involved in the audit. Summary responses provided by each 
of the nine selected entities are provided below. 

Attorney-General’s Department 
The Attorney-General’s Department (AGD) acknowledges ANAO’s findings and welcomes the 
opportunity to comment on the Audit Report on Cyber Security Strategies of Non-Corporate 
Commonwealth Entities.  

The Attorney-General’s Department places a high priority on cyber security through its 
responsibility for administering the Protective Security Policy Framework (PSPF), and its own 
implementation of the framework.  

The department remains committed to setting robust protective security standards for non-
corporate Commonwealth entities. AGD has commenced review of the maturity model to ensure 
it is fit-for-purpose and aligned with Australian Signals Directorate (ASD) proposed update to the 
Essential 8 maturity model. AGD will continue to support entities to accurately self-assess and 
report on their implementation of cyber security requirements under the PSPF.  

In relation to the department’s own implementation of cyber security strategies, the department 
considers that it has a robust framework in place to manage cyber security risks. Implementation 
of the Top 4 mitigation strategies is part of a broader range of strategies implemented by the 
department. The department will continue to undertake activity to progressively uplift AGD’s 
maturity level, with a view to achieving ‘Managing’ level for PSPF Policy 10. AGD also agrees to 
improve its processes for documenting ICT security risk assessments and related management 
processes.  

AGD has accepted the majority of the 7 recommendations and is working towards 
implementation. 

Australian Signals Directorate 
As highlighted in the report, the Australian Signals Directorate (ASD) continues to support the 
whole of economy, including Commonwealth entities, to make Australia the safest place to 
connect online. We continue to enhance our capabilities to automate threat detection and 
intelligence sharing arrangements across the Commonwealth, coupled with our ongoing technical 
uplift program and engagements to harden Commonwealth entity networks against malicious 
cyber activity. 
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Cyber espionage remains a substantial threat to Australia's economic prosperity and the 
confidentiality, integrity and availability of key networks and data across government. Adversaries 
are constantly adapting their tradecraft to exploit vulnerabilities and avoid detection. 

Department of Home Affairs 
The Department welcomes the ANAO conclusion that cyber policy entities have worked together 
to support the implementation of cyber security requirements under the Protective Security Policy 
Framework.  

Under the Minister for Home Affairs, the Department is responsible for national cyber security 
policy and overseeing the implementation of Australia’s Cyber Security Strategy 2020 (the 
Strategy). The Strategy outlines a range of initiatives to uplift Australia’s cyber security, including 
hardening government IT systems. This initiative is led by the Digital Transformation Agency and 
supported by the Australian Signals Directorate, the Department of Home Affairs and the 
Attorney-General’s Department.  

The Hardening Government IT Program involves the development of a new operating model to 
address the varying levels of cyber security maturity across Commonwealth entities, and through 
centralised ‘cyber hubs’ unifying the level of cyber resilience provided to all users of the hub.  

While this initiative aims to strengthen Government’s cyber security posture across 
Commonwealth entities, it is still under development. Any increase in accountability or 
transparency of mandatory cyber security requirements can be measured once this capability is 
operational.  

The Department notes recommendation 13, and will brief the Government on the ANAO’s findings 
and recommendations as they relate to national cyber security policy and implementation of 
Australia’s Cyber Security Strategy 2020. 

Department of the Prime Minister and Cabinet 
At the Department of the Prime Minister and Cabinet (PM&C) we work very hard to maintain the 
highest standards in cyber security, underpinned by strong privacy and security protections, 
particularly as threats and targets rapidly evolve and shift. We work collaboratively with our staff 
to enhance the cyber security culture, constantly making sure our staff are cyber aware and 
vigilant, embedding behaviours as standard work practices. 

With regard to the findings generally, we note that the Australian Cyber Security Centre (ACSC) 
provides broad guidance through the Information Security Manual (ISM) on control mechanisms 
that entities should put in place. We recognise agencies are encouraged to take a risk-based 
approach regarding the implementation of ACSC's security controls based on the agency's risk 
framework. On this basis, PM&C considers that it is compliant with all Top 4 Cyber Mitigations as 
effective risk controls are in place. 

The ANAO assessed in its audit that PM&C is non-compliant with one of the Top 4 Cyber 
Mitigations. PMC does not agree with the ANAO's assessment. 

Specifically, the ANAO proposed additional processes regarding the detailed implementation of 
certain security controls, and on that basis considered PM&C non-compliant with one of the Top 
4 Cyber Mitigations. PM&C has validation processes in place which adhere to the 
recommendations of the Information Security Manual and believes that this meets the 
requirement of the ISM and ACSC guidance. 
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We note that we will continue to make every effort to improve our processes and it is with this 
context I provide our response to the draft report. I accept recommendation 1 and 3 as they apply 
to the Department. 

ANAO comment on Department of the Prime Minister and Cabinet summary response 

22. As noted in paragraph 1.33, to meet the requirement of the PSPF, the ACSC's Essential 
Eight Maturity Model requires a minimum set of security controls be implemented to achieve 
‘Maturity Level Three’. PM&C was unable to provide evidence of the effective implementation of 
one of the security controls. 

Future Fund Management Agency 
The Future Fund Management Agency (“Agency”) is committed to providing a secure cyber 
environment to safeguard the assets of the Commonwealth. Underpinning this is the full 
implementation of the Top Four of the Essential Eight mitigation strategies. The Agency expects 
to achieve full implementation of the Top Four mitigation strategies by the end of calendar year 
2021. 

Australian Trade and Investment Commission (Austrade) 
Austrade agrees with the ANAO's findings. 

Austrade will continue to run the Cyber Security Program of work that commenced in 2018 and 
will continue to review and evolve that work to address the broader cyber security risks to the 
organisation as well as those specific to the PSPF Policy 10. 

Austrade acknowledges and appreciates the work being undertaken by the Australian Government 
entities with responsibilities in relation to whole-of-government cyber security policy and 
operational support and welcome their ongoing enhancements to the compliance framework. 

Department of Education, Skills and Employment 
The Department of Education, Skills and Employment ('the department') welcomes the ANAO's 
report on Cyber Security Strategies of Non-corporate Commonwealth Entities. 

The department notes the key messages to all Australian Government entities in the audit report 
and agrees with the one recommendation provided to it. 

The department is committed to managing cyber security risks and building a resilient cyber 
security posture. The department notes that, building on its Protective Security Policy Framework 
(PSPF) 2019-20 self-assessment report and associated external assessment, a workplan with 
timeframes for improving security maturity and achieving a 'Managing' maturity rating for PSPF 
Policy 10 has been developed and endorsed by the department's Executive Board. The department 
has implemented arrangements to monitor progress of the workplan. 

Department of Health 
The Department of Health (department) acknowledges the methodology and approach taken by 
the Australian National Audit Office (ANAO). 

The department's Essential Eight Program is underway to uplift the maturity levels of its Essential 
Eight mitigation strategies by December 2021. 

The department has a governance framework in place that ensures appropriate visibility of the 
Essential Eight program by the Senior Executive and the Audit and Risk Committee. 
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The department continues to work closely with the Australian Cyber Security Centre (ACSC) to 
improve its ability to detect and respond to a cyber-security incident. 

IP Australia 
IP Australia welcomes the report and its findings and the key messages for all Australian 
Government entities. We are committed to reaching our target maturity in line with the 
requirements of the Protective Security Policy Framework. 

Key messages from this audit for all Australian Government entities 
23. Below is a summary of key messages, including instances of good practice, which have 
been identified in this audit and may be relevant for the operations of other Australian 
Government entities. 

Governance and risk management 
• Independent timely reporting on the implementation of the cyber policy framework supports 

public accountability by providing an evidence base for the Parliament to hold the executive 
government and individual entities to account. The extent of public reporting should be 
appropriately balanced with the need to manage cyber security risks where adversaries could 
use published information about cyber vulnerabilities to more effectively target malicious 
activities. Strong accountability arrangements within government are required in the absence 
of public accountability through the Parliament. 

• In order to mitigate cyber security incidents caused by cyber threats and meet the mandatory 
requirements of the framework, non-corporate Commonwealth entities must prioritise the 
implementation and maturity level of their Essential Eight mitigation strategies to strengthen 
their cyber security posture and manage the evolving threat environment. 

• The effective implementation of cyber security mitigation strategies is underpinned by the 
identification of assets and risk assessments to identify the level of protection required from 
cyber threats. 

• To meet the mandatory PSPF requirements of mitigating common and emerging cyber threats, 
it is important for entities to have effective risk management practices for cyber security. This 
includes conducting assessments of the effectiveness of security controls, security awareness 
training, and adopting a risk-based approach to prioritise improvements to cyber security. 

• When establishing strategies and activities to progress toward implementation of mandatory 
requirements, entities should support governance oversight arrangements with clear plans 
including target milestones and accurate reporting against those milestones, to assist in 
determining the extent to which implementation activities are on track to achieve those 
milestones. 

Policy design 
• Policy owners are better positioned to judge the effectiveness of policy frameworks by 

establishing mechanisms to provide an appropriate level of assurance that mandatory 
requirements are being implemented as intended and are operating effectively. 

• Entities with co-responsibilities for whole of government policy development and oversight 
should work together to develop clear and consistent guidance to support the achievement of 
the policy objectives. 
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Audit findings 
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1. Background 
Introduction 
1.1 Australian Government entities deliver a wide range of digital services to Australian 
businesses and the community. Australian Government entities also hold increasingly large volumes 
of data, some of which is highly sensitive, within information communications technology (ICT) 
systems and across their networks. Maintaining the security of government ICT systems, networks 
and data will support Australia’s social, economic and national security interests, as well as the 
privacy of its citizens. 

1.2 The Australian Government has identified malicious cyber activity as one of the most 
significant threats affecting government entities, businesses and individuals.7 The frequency, scale, 
and sophistication of malicious cyber activity is reported to be increasing.8 Among all Australian 
organisations, based on the visibility of the Australian Cyber Security Centre (ACSC), government 
entities are regularly targeted by malicious cyber actors. In the period July 2019 to June 2020, there 
were 436 cyber security incidents9 reported to the ACSC by Australian Government entities.10 Cyber 
threats11 are an increasing risk across Australian Government entities.12 

Responsibilities of Australian Government entities 
1.3 Under the Public Governance, Performance and Accountability Act 2013 (PGPA Act), 
accountable authorities of Australian Government entities must establish and maintain an 
appropriate system of risk oversight and management for the entity, and an appropriate system of 
internal control for the entity.13 The management of cyber security risk is the responsibility of 
individual entities. Entities are responsible for maintaining the security of their own ICT systems, 
networks and information holding. 

1.4 There are three Australian Government entities with responsibilities for the policy 
framework and technical operational capability on cyber security: 

• the Attorney-General’s Department (AGD); 
• the Australian Signals Directorate (ASD); and  
                                                                 
7 Australian Government, Australia’s Cyber Security Strategy 2020, Department of Home Affairs, Canberra, 

2020, p. 10. 
8 Australian Cyber Security Centre, ACSC Annual Cyber Threat Report July 2019 to June 2020, Canberra, 2020, 

p. 4. 
9 According to the ACSC, a cyber security incident is ‘an unwanted or unexpected cyber security event, or a 

series of such events, that have a significant probability of compromising business operations’.  
10 Australian Cyber Security Centre, ACSC Annual Cyber Threat Report July 2019 to June 2020, Canberra, 2020, 

p. 7. 
11 According to the ACSC, a cyber threat is ‘any circumstance or event with the potential to harm systems or 

information’. 
12 On 19 June 2020, the Prime Minister announced that Australian Government and non-government was 

subject to targeting by malicious cyber activity against Australian networks. Prime Minister, Minister for 
Home Affairs and Minister for Defence, ‘Statement on malicious cyber activity against Australian networks’, 
media statement, 19 June 2020, available from https://www.pm.gov.au/media/statement-malicious-cyber-
activity-against-australian-networks [accessed 15 March 2021]. 

13 Under the PGPA Act, an accountable authority is the person or group of persons responsible for, and with 
control over, the operations of the Commonwealth entity. 
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• the Department of Home Affairs (Home Affairs). 

Attorney-General’s Department 
1.5 In relation to cyber security, AGD is responsible for administering the Protective Security 
Policy Framework (PSPF), which provides the framework for Australian Government entities to 
achieve the following four protective security outcomes. Safeguarding an entity’s information from 
cyber threats is a PSPF requirement under the information security outcome. 

• Governance — each entity manages security risks and supports a positive security culture 
in an appropriately mature manner ensuring: clear lines of accountability; sound planning, 
investigation and response, assurance and review processes; and proportionate reporting. 

• Information security — each entity maintains the confidentiality, integrity and availability 
of all official information. 

• Personnel security — each entity ensures its employees and contractors are suitable to 
access Australian Government resources, and meet an appropriate standard of integrity 
and honesty. 

• Physical security — each entity provides a safe and secure physical environment for their 
people, information and assets. 

1.6 A revised PSPF commenced on 1 October 2018 following the Independent Review of Whole-
of-Government Internal Regulation (Belcher Review). The revised PSPF outlines 16 core 
requirements that entities must apply to achieve the four protective security outcomes.14 The 
revised PSPF also includes changes to improve clarity and foster a strengthened security culture 
across government entities to effectively engage with risk.15 The revised PSPF also has an ‘increased 
focus on cyber security matters’ to support the achievement of the information security outcome.16 

1.7 Policies 9, 10 and 11 of the revised PSPF reflect the broader cyber security requirements for 
entities to achieve the information security outcome. Policy 10 of the PSPF outlines the mandatory 
requirements for entities to safeguard information from common and emerging cyber threats.17 
Policy 9 and Policy 11 define security requirements for mitigating general security risks to ICT 
systems and information.18 While the security requirements under Policies 9, 10 and 11 contribute 
to the mitigation of cyber security incidents, the implementation of the mitigation strategies under 
                                                                 
14 There were 36 mandatory requirements in the previous PSPF that applied up until 30 September 2018. The 

revised PSPF consolidated the previous mandatory requirements into 16 core requirements from 
1 October 2018. 

15 Attorney-General’s Department, News [Internet], 1 October 2018, available from 
https://www.protectivesecurity.gov.au/about/Pages/News.aspx [accessed 15 March 2021]. 

16 Attorney-General’s Department, Summary of key changes [Internet], Protective Security, available from 
https://www.protectivesecurity.gov.au/sites/default/files/PSPF-fact-sheet-summary-of-key-changes.pdf 
[accessed 15 March 2021]. 

17 Policy 10 mandates the implementation of the Top Four mitigation strategies and the consideration of the 
remaining mitigation strategies from Strategies to Mitigate Cyber Security Incidents. 

18 Policy 9 mandates that in managing access to information systems holding sensitive or security classified 
information, entities implement unique user identification, authentication and authorisation practices on 
each occasion where system access is granted. Policy 11 mandates each entity to ensure the secure operation 
of their ICT systems to safeguard information and the continuous delivery of government business through 
the application of the Australian Government Information Security Manual’s cyber security principles in all 
stages of each system’s lifecycle. 
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Policy 10 has the potential to mitigate the majority of cyber security incidents. As an Australian 
Government policy, the PSPF applies to non-corporate Commonwealth entities subject to the PGPA 
Act.19 Entities are to apply the revised PSPF using a security risk management approach. 

Australian Signals Directorate 
1.8 In relation to cyber security, ASD developed the Top Four mitigation strategies mandated 
by PSPF Policy 10 and is responsible for providing better practice guidance and assistance to 
Australian governments, business, communities and individuals.20 ASD’s role includes providing 
material, advice and other assistance on matters relating to the security and integrity of information 
that is processed, stored or communicated by electronic or similar means.21 The ACSC is a group 
within ASD that leads the Australian Government’s efforts to improve national cyber security.22 

1.9 Since February 2017, ASD has outlined a list of 37 prioritised mitigation strategies in its 
published guidance on Strategies to Mitigate Cyber Security Incidents, designed to help protect 
entities from cyber threats.23 ASD has recommended that entities implement eight of these 
mitigation strategies, known as the Essential Eight, as a cyber security baseline.24 According to ASD, 
implementation of the Essential Eight baseline as outlined in Table 1.1, will make it more difficult 
for adversaries to compromise entities’ systems. 

Table 1.1: Essential Eight mitigation strategies recommended by ASD 
Mitigation strategy About the strategy Why implement the strategy? 

Strategies to prevent malware delivery and execution 

Application controla Application control to prevent 
execution of unapproved/malicious 
programs including .exe, DLL, scripts 
(e.g. Windows Script Host, 
PowerShell and HTA) and installers. 

All non-approved applications 
(including malicious code) are 
prevented from executing. 

Patch applications Patch applications such as Flash, 
web browsers, Microsoft Office, Java 
and PDF viewers. Patch/mitigate 
computers with ‘extreme risk’ 
vulnerabilities within 48 hours. Use 
the latest version of applications. 

Security vulnerabilities in applications 
can be used to execute malicious 
code on systems.  

                                                                 
19 The PSPF represents better practice for corporate Commonwealth entities and Commonwealth companies.  
20 Australian Signals Directorate, Annual Report 2019–20, ASD, 2020, p. 21.  
21 Paragraph 7(1)(ca) of the Intelligence Services Act 2001. 
22 Australian Signals Directorate, Cyber security [Internet], ASD, available from https://www.asd.gov.au/cyber 

[accessed 15 March 2021].  
23 In February 2010, ASD released a list of 35 strategies to assist entities to mitigate the risk of cyber intrusions.  
24 In 2010, ASD advised that the Top Four mitigation strategies (application whitelisting, patching applications, 

restricting administrative privileges and patching operating systems) would prevent at least 85 per cent of 
targeted cyber intrusions if fully implemented. In 2017, ASD updated its recommended cyber security risk 
mitigation strategies from the Top Four to the Essential Eight. The update included mitigation strategies to 
address the increasing threat of ransomware and the evolution of tradecraft used, as the Top Four mitigation 
strategies in isolation was no longer sufficient as a baseline.  
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Mitigation strategy About the strategy Why implement the strategy? 

Configure Microsoft 
Office macro settings 

Configure Microsoft Office macro 
settings to block macros from the 
internet, and only allow vetted 
macros either in ‘trusted locations’ 
with limited write access or digitally 
signed with a trusted certificate. 

Microsoft Office macros can be used 
to deliver and execute malicious code 
on systems. 

User application 
hardening 

Configure web browsers to block 
Flash (ideally uninstall it), ads and 
Java on the internet. Disable 
unneeded features in Microsoft 
Office (e.g. OLE), web browsers and 
PDF viewers. 

Applications such as Flash, ads and 
Java are popular ways to deliver and 
execute malicious code on systems.  

Strategies to limit the extent of cyber security incidents 

Restrict administrative 
privileges 

Restrict administrative privileges to 
operating systems and applications 
based on user duties. Regularly 
revalidate the need for privileges. 
Don’t use privileged accounts for 
reading email and web browsing. 

Administration accounts are the ‘keys 
to the kingdom’. Adversaries use 
these accounts to gain full access to 
information and systems. 

Patch operating 
systems 

Patch/mitigate computers (including 
network devices) with ‘extreme risk’ 
vulnerabilities within 48 hours. Use 
the latest operating system version. 
Don't use unsupported versions. 

Security vulnerabilities in operating 
systems can be used to further the 
compromise of systems.  

Multi-factor 
authentication 

Multi-factor authentication including 
for VPNs, RDP, SSH and other 
remote access, and for all users 
when they perform a privileged 
action or access an important 
(sensitive/high-availability) data 
repository. 

Stronger user authentication will make 
it harder for adversaries to access 
sensitive information and systems 

Strategies to recover data and system availability 

Daily backups Daily backups of important 
new/changed data, software and 
configuration settings, stored 
disconnected, retained for at least 
three months. Test restoration 
initially, annually and when IT 
infrastructure changes. 

To ensure information can be 
accessed following a cyber security 
incident (such as a ransomware 
incident).  

Note a: The April 2020 updates to the Australian Government Information Security Manual included the renaming of 
‘application whitelisting’ to ‘application control’ to reflect industry accepted terminology. 

Source: Adapted from ASD’s guidance on Essential Eight Explained. 

1.10 According to ASD, entities can protect their systems and information from cyber threats 
through applying the principles of govern, protect, detect and respond. The four principles involve 
identifying cyber security risks (govern), implementing security controls to reduce risks (protect), 
detecting cyber security incidents (detect), and responding to and recovering from cyber security 
incidents (respond). The Australian Government Information Security Manual defines cyber 
resilience as follows:  
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Cyber resilience is the ability to adapt to disruptions caused by cyber security incidents while 
maintaining continuous business operations. This includes the ability to detect, manage and 
recover from cyber security incidents.25 

1.11 The 2019–20 Federal Budget included a measure on Whole-of-Government – Cyber Uplift 
for Federal Government Systems and for the 2019 Federal Election (Cyber Uplift Program) to 
strengthen the cyber security of Australian Government networks and mitigate potential cyber 
threats through enhanced monitoring and response capabilities.26 

1.12 The Cyber Uplift Program included the conduct of Essential Eight+ Sprints by ASD, which 
aimed to baseline and improve the maturity of Australian Government entities’ Essential Eight 
mitigation strategies. ASD conducted the Essential Eight+ Sprint program between April 2019 and 
December 2019 in 25 Australian Government entities. ASD applied a standardised data-driven 
assessment methodology to all 25 Commonwealth entities to consistently assess and rate the 
entities’ maturity in implementing the Essential Eight mitigation strategies using the Essential Eight 
Maturity Model (see paragraphs 1.34 and 1.35). 

Department of Home Affairs 
1.13 With respect to cyber security, the role of Home Affairs is to lead the development of the 
Australia-wide cyber security policy. It is responsible for cyber security policy coordination and 
setting the strategic direction of the Australian Government’s cyber security effort. It is also 
responsible for coordinating the implementation of Australia’s Cyber Security Strategy 2020.27 

1.14 Australia’s Cyber Security Strategy 2020 was launched on 6 August 2020. According to the 
strategy, the Australian Government plans to invest $1.67 billion over 10 years in cyber security, 
including:  

• protecting the critical infrastructure that Australians depend on;  
• stronger defences for Australian Government networks and data; 
• increased situational awareness and improved sharing of threat information; 
• advice for small and medium enterprises to increase their cyber resilience; 
• stronger partnerships with industry through the Joint Cyber Security Centre program; and 
• improved community understanding of cyber security threats.28 

Whole-of-government cyber security oversight committees 
1.15 There are four whole-of-government governance committees with responsibilities in 
overseeing PSPF and cyber security initiatives for the improvement of Australian Government 
entities’ cyber security posture:  

• Government Security Committee; 

                                                                 
25 Australian Signals Directorate, Australian Government Information Security Manual [Internet], ASD, Australia, 

2020, p. 12, available from https://acsc.gov.au/infosec/ism/index.htm [accessed 15 March 2021]. 
26 The expenditure for this measure was listed in Budget Paper No. 2 as not for publication due to national 

security reasons. 
27 Both ASD and AGD contributed to the development of Australia’s Cyber Security Strategy 2020.  
28 Australian Government, Australia’s Cyber Security Strategy 2020, Department of Home Affairs, Canberra, 

2020, p. 6. 
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• Cyber Security Band 3 Inter-Departmental Committee;  
• Cyber Security Strategy Delivery Board; and  
• Secretaries Board. 

Government Security Committee 

1.16 The role of the Government Security Committee is to provide oversight of the PSPF. The 
Government Security Committee is chaired by the Deputy Secretary of AGD, with ASD and Home 
Affairs as members. The Government Security Committee’s terms of reference set its 
responsibilities as: 

• providing strategic oversight of whole-of-government protective security policy; 
• promoting the consistent, efficient and effective application of security policies in 

Australian Government entities; 
• coordinating strategic level policy and operational responses to emerging protective 

security threats and issues, and; 
• providing advice to the Secretaries Board, Secretaries Committee on National Security, 

Cyber Security Band 3 Inter-Departmental Committee and the Government on significant 
security matters where appropriate.  

1.17 The Government Security Committee oversees reporting to government by AGD on the 
maturity and capability of entities’ to achieve security outcomes, and issues arising from specific or 
aggregated risks impacting on government security outcomes. 

Cyber Security Band 3 Inter-Departmental Committee 

1.18 The role of the Cyber Security Band 3 Inter-Departmental Committee is to improve whole-
of-government information sharing and coordination of cyber security issues across the Australian 
Government, as well as to improve Australia Government’s cyber security capability. The 
committee’s responsibilities also include providing strategic oversight and guidance on the 
development, implementation and evaluation of Australia’s Cyber Security Strategy 2020, and 
monitoring entities’ implementation of whole-of-government cyber security measures. The 
committee discusses the management of cyber security risks through education, workplace skills 
and technical considerations. Home Affairs co-chairs this committee with the Department of the 
Prime Minister and Cabinet. AGD and ASD are members of the committee. The committee may 
raise significant issues to the Secretaries Committee on National Security or the Secretaries Board 
where appropriate. 

Cyber Security Strategy Delivery Board 

1.19 The Cyber Security Strategy Delivery Board was set up following the release of Australia’s 
Cyber Security Strategy 2020 to drive the implementation of the strategy. Membership of the Cyber 
Security Strategy Delivery Board comprises Senior Executive Service Band 1 level representatives. 
Home Affairs chairs the Cyber Security Strategy Delivery Board, with AGD and ASD as members.  

Secretaries Board 

1.20 The role of the Secretaries Board includes identifying strategic priorities for and considering 
issues that affect the Australian Public Service. The Secretaries Board also has responsibility for 
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developing and implementing strategies to improve the Australian Public Service. The Secretary of 
the Department of the Prime Minister and Cabinet chairs the Secretaries Board.29 

Cyber security framework 
1.21 The key elements of the Australian Government cyber security framework are outlined in: 
• PSPF Policy 10: Safeguarding information from cyber threats; 
• PSPF Policy 5: Reporting on security (sets out the PSPF maturity self-assessment model); 
• Essential Eight Maturity Model; 
• Australian Government Information Security Manual; 
• Strategies to Mitigate Cyber Security Incidents; 
• PSPF Policy 9: Access to information; and 
• PSPF Policy 11: Robust ICT systems. 

PSPF Policy 10: Safeguarding information from cyber threats 
1.22 In April 2013, the Australian Government mandated the implementation of the Top Four of 
the ASD prioritised mitigation strategies by non-corporate Commonwealth entities under the PSPF. 
The Top Four mitigation strategies — application whitelisting, patching applications, restricting 
administrative privileges, patching operating systems — were part of INFOSEC-4, which was one of 
the mandatory requirements in the previous PSPF under the information security outcome. The 
previous PSPF INFOSEC-4 set out the requirements for implementing cyber and ICT system security. 

1.23 As discussed in paragraph 1.6, there is increased prominence of cyber security matters in 
the October 2018 revised PSPF. Policy 10 in the revised PSPF replaces the cyber security 
requirements in the previous INFOSEC-4 policy.30 Policy 10 in the revised PSPF sets out the 
mandatory requirement for safeguarding information against cyber threats, as shown in Box 1.31 

Box 1: Mandatory requirements of PSPF Policy 10  

Each entity must mitigate common and emerging cyber threats by: 
(a) implementing the following mitigation strategies from the Strategies to Mitigate Cyber 

Security Incidents: 
i. application control 
ii. patching applications 
iii. restricting administrative privileges 
iv. patching operating systems 

(b) considering which of the remaining mitigation strategies from the Strategies to Mitigate 
Cyber Security Incidents you need to implement to protect your entity. 

Source: Adapted from PSPF Policy 10: Safeguarding information from cyber threats.  

                                                                 
29 The Secretaries Board was established and governed by section 64 of the Public Service Act 1999. 
30 As discussed previously, Policy 9 and Policy 11 in the revised PSPF set out the mandatory requirements for 

safeguarding ICT systems from cyber threats. Policy 9 replaces INFOSEC-5 and Policy 11 replaces INFOSEC-6. 
31 Policy 10 also sets out the supporting requirement to help entities safeguard information from cyber threats if 

they engage with members of the public online. Policy 10 outlines suggested actions for entities to reduce 
cyber security risk to the public when they transact online with Australian Government entities. 
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1.24 Policy 10 refers to ASD’s Strategies to Mitigate Cyber Security Incidents and explicitly 
mandates the Top Four mitigation strategies. The Top Four strategies are part of the ASD’s Essential 
Eight mitigation strategies as outlined in Table 1.1. In addition to the Top Four mitigation strategies, 
Policy 10 also mandates that entities consider the implementation of the other mitigation strategies 
from ASD’s Strategies to Mitigate Cyber Security Incidents that are relevant to their operational and 
risk environment.32 While not mandatory under Policy 10, AGD strongly recommends that entities 
implement the remaining four strategies that comprise the ASD’s Essential Eight baseline mitigation 
strategies. 

PSPF maturity self-assessment model 
1.25 Since 2013, non-corporate Commonwealth entities have been required to undertake an 
annual self-assessment against the mandatory requirements of the PSPF. Entities report their 
overall compliance with mandatory requirements to AGD. According to the consolidated PSPF 
compliance reports published by AGD, INFOSEC-4 had the highest rate of self-assessed non-
compliance from 2014–15 to 2017–18 compared to the other mandatory requirements in the 
previous PSPF. In 2018–19, only 28 per cent of non-corporate Commonwealth entities reported full 
implementation of the mandatory requirements of PSPF Policy 10. 

1.26 From 2018–19, entities are required to report on their security capability using a maturity 
assessment model instead of a compliance assessment model. PSPF Policy 5: Reporting on security 
sets out the new maturity self-assessment model for annual PSPF reporting. Under the maturity 
self-assessment model, entities assess and report on their level of implementation and 
management of the requirements under the PSPF and the maturity of their security capability. The 
annual PSPF assessment report is to show the extent to which an entity has: 

• achieved the security outcomes for governance, information, personnel and physical 
security; 

• implemented and managed the mandatory and supporting requirements that it must 
meet to achieve the four protective security outcomes; 

• identified the key security risks to its people, information and assets; and 
• implemented strategies and timeframes to manage identified and unmitigated risks. 
1.27 AGD has developed an online PSPF reporting portal to support the implementation of the 
new maturity self-assessment model. The PSPF reporting portal allows entities to complete and 
submit their annual PSPF assessment online, access benchmarking and assessment reports from 
previous reporting periods.33 The accountable authority of an entity is responsible for approving 
the entity’s self-assessment.  

1.28 Entities are required to provide their PSPF assessment report to the relevant portfolio 
Minister and AGD each financial year. The due date of entities’ PSPF assessment report is 31 August 
each year. Due to the impacts of the COVID-19 pandemic, the submission date for the 2019–20 PSPF 

                                                                 
32 This mandatory requirement for entities to consider all of the mitigation strategies in ASD’s Strategies to 

Mitigate Cyber Security Incidents was included in PSPF Policy 10 in November 2019 to ensure that entities do 
not treat the Essential Eight as the only recommended mitigation strategies for their systems. 

33 The PSPF reporting portal has been authorised to process and store information classified as PROTECTED and 
below. Entities that report information higher than PROTECTED are required to use an offline reporting 
template for their self-assessment.  
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assessment report was initially extended to 30 September 2020. Following requests from entities, 
AGD further extended the submission due date to 15 October 2020. 

Assessment of implementation and maturity levels under the PSPF  

1.29 The maturity self-assessment model requires entities to assess their security capability and 
implementation of the requirements in the PSPF policies within the context of their specific risk 
environment and risk tolerances. To assess the maturity of the implementation of each PSPF policy, 
entities are to consider their effectiveness in implementing the mandatory and supporting 
requirements for each policy. Entities assess the effectiveness of their implementation of the PSPF 
requirements against four different levels — ‘Partial’, ‘Substantial’, ‘Full’ and ‘Excelled’. Descriptions 
for each implementation level are outlined in Table 1.2. 

Table 1.2: Implementation levels of PSPF requirements 
Implementation level  Description 

Partial Requirement is not implemented, is partially progressed or is not well-
understood across the entity. 

Substantial  Requirement is largely implemented but may not be fully effective or integrated 
into business practices. 

Full Requirement is fully implemented and effective and is integrated, as 
applicable, into business practices. 

Excelled Requirement and relevant better-practice guidance are proactively 
implemented in accordance with the entity’s risk environment, are effective in 
mitigating security risk and are systematically integrated into business 
practices. 

Source: Adapted from PSPF Policy 5: Reporting on security. 

1.30 Based on entities’ assessment of their implementation of the requirements for each PSPF 
policy, the PSPF reporting portal calculates and suggests a maturity level for each policy.34 There 
are four maturity levels under the PSPF maturity self-assessment model — ‘Ad hoc’, ‘Developing’, 
‘Managing’ and ‘Embedded’. The description for each PSPF maturity level is outlined in Table 1.3.  

Table 1.3: Maturity levels of the PSPF maturity self-assessment model 
Maturity level  Description 

Ad hoc  ◑ Partial or basic implementation and management of PSPF mandatory and 
supporting requirements. 

Developing  ◕ Substantial, but not fully effective implementation and management of PSPF 
mandatory and supporting requirements. 

Managing  ● Complete and effective implementation and management of PSPF mandatory 
and supporting requirements. 

Embedded 
 

Comprehensive and effective implementation and proactive management of 
PSPF mandatory and supporting requirements and excelling at implementation 
of better-practice guidance. 

Source: Adapted from PSPF Policy 5: Reporting on security. 

                                                                 
34 Where applicable, entities’ assessment of its implementation of the supporting requirement of safeguarding 

information from cyber threats when transacting online with the public will also form part of the PSPF Policy 
10 maturity level calculation.  
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1.31 Entities can confirm the suggested maturity level, or select a higher or lower maturity level 
for each PSPF policy, to reflect the assessment of their individual risk environment and risk 
tolerances. Entities must include a rationale to support their selected maturity level for a PSPF 
policy. If the selected maturity level is different to the suggested maturity level, entities should 
provide a justification in the rationale.35 

1.32 The PSPF specifies that the ‘Managing’ maturity level provides the minimum required level 
of protection of an entity’s people, information and assets. If an entity’s self-assessed maturity level 
for a PSPF policy is ‘Ad hoc’ or ‘Developing’, the entity is required to provide information in its 
assessment regarding the proposed strategies or implementation activities to improve the entity’s 
maturity level to ‘Managing’. The entity is also required to provide the associated timeframe for 
each strategy to achieve ‘Managing’ maturity. 

1.33 PSPF Policy 10 includes guidance to entities on achieving PSPF maturity level of ‘Managing’. 
Policy 10 states that: 

To achieve a PSPF maturity rating of Managing for each of the four mandatory mitigation 
strategies from the Strategies to Mitigate Cyber Security Incidents, implement the maturity level 
three requirements as set out in the Essential Eight Maturity Model.36 [Emphasis in original, the 
maturity levels are introduced at paragraph 1.29.] 

Essential Eight Maturity Model 
1.34 The Essential Eight Maturity Model was developed by ASD to provide guidance to entities 
on how to implement the Essential Eight mitigation strategies (see Table 1.1) in a phased approach 
and how to self-assess the maturity of their Essential Eight implementation. The Essential Eight 
Maturity Model was first published in June 2017, with five maturity levels. Changes had been made 
to the model since its publication. There are three maturity levels in the Essential Eight Maturity 
Model, as defined in Table 1.4. 

Table 1.4: Maturity levels of the Essential Eight Maturity Model (as at October 2020) 
Maturity level Description 

Maturity Level One Partly aligned with the intent of the mitigation strategy. 

Maturity Level Two Mostly aligned with the intent of the mitigation strategy. 

Maturity Level Three Fully aligned with the intent of the mitigation strategy. 

Source: Adapted from the ACSC’s Essential Eight Maturity Model. 

1.35 The Essential Eight Maturity Model outlines the criteria for entities to achieve a specific 
maturity level with respect to entities’ implementation of the Essential Eight mitigation strategies. 
ASD recommends that entities should aim to reach Maturity Level Three for each mitigation 
strategy as a baseline. 

                                                                 
35 Based on the average of all the self-assessed maturity levels selected for each core requirement across the 16 

PSPF policies, the portal calculates a stand-alone maturity rating for each of the four security outcomes. The 
portal subsequently calculates an overall maturity rating for the entity based the ratings for the security 
outcomes. 

36 Attorney-General’s Department, Safeguarding information from cyber threats [Internet], Protective Security, 
available from https://www.protectivesecurity.gov.au/information/safeguarding-information-from-cyber-
threats/Pages/default.aspx [accessed 15 March 2021]. 
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Previous audits and JCPAA inquiries 
1.36 Since 2013–14, the Auditor-General has tabled a series of performance audits on Australian 
Government entities’ cyber security and cyber resilience. Four of the audits examined cyber security 
and cyber resilience of non-corporate Commonwealth entities. One audit examined Government 
Business Enterprises and corporate Commonwealth entities. 

• Auditor-General Report No.50 2013–14 Cyber Attacks: Securing Agencies’ ICT Systems. 
• Auditor-General Report No.37 2015–16 Cyber Resilience. 
• Auditor-General Report No.42 2016–17 Cybersecurity Follow-up Audit. 
• Auditor-General Report No.53 2017–18 Cyber Resilience. 
• Auditor-General Report No.1 2019–20 Cyber Resilience of Government Business 

Enterprises and Corporate Commonwealth Entities. 
1.37 The five performance audits found that Australian Government entities’ compliance with 
mandatory requirements of the PSPF was generally low37, and that the regulatory framework had 
not driven sufficient improvement in entities’ cyber security. Only six of 17 entities examined (35 
per cent) were compliant with the mandatory requirements for implementing all the Top Four cyber 
security risk mitigation strategies. Of these 17 entities, the ANAO also found that only six — the 
same six entities that were compliant with the Top Four requirements — were cyber resilient.38 

1.38 Auditor-General Report No.53 2017–18 Cyber Resilience included a recommendation that 
the three entities responsible for cyber policy and operational capability (AGD, ASD and Home 
Affairs) work together to improve compliance with the revised PSPF framework by strengthening: 
the technical guidance that support entities’ PSPF self-assessment, the processes for verifying the 
accuracy of entities’ self-assessment, and the transparency and accountability of entities’ 
compliance with the framework.39 

1.39 Auditor-General Report No.38 2019–20 Interim Report on Key Financial Controls of Major 
Entities included a review of the self-assessed level of compliance with the mandatory requirements 
of PSPF Policy 10 for 18 non-corporate Commonwealth entities. The review was undertaken to 
confirm the accuracy of the entities’ reporting and identify cyber security risks that may impact the 
preparation of the entities’ 2019–20 financial statements. Of the 18 entities reviewed by the ANAO, 
only one achieved the required PSPF Policy 10 maturity level of ‘Managing’. 

1.40 The Joint Committee of Public Accounts and Audit (JCPAA) published Report 467: 
Cybersecurity Compliance in October 2017. The report followed a JCPAA inquiry based on Auditor-
General Report No.42 2016–17 Cybersecurity Follow-up Audit. The JCPAA made two 
recommendations for the ANAO in Report 467: 

                                                                 
37 Auditor-General Report No.1 2019–20 Cyber Resilience of Government Business Enterprises and Corporate 

Commonwealth Entities found that two of the three entities assessed had implemented controls in line with 
the requirements of the Information Security Manual, including the Top Four and other mitigation strategies 
in the Essential Eight. 

38 The four audits that were conducted across 14 non-corporate Commonwealth entities identified that only 
four entities (29 per cent) had complied with the mandatory Top Four requirements and were cyber resilient. 

39 Appendix 2 sets out that recommendation made in Auditor-General Report No.53 2017–18 and the responses 
of the three cyber policy and operational entities to the recommendation. 
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• Recommendation 4 — The Committee recommends that the Auditor-General consider 
conducting an audit of the effectiveness of the self-assessment and reporting regime 
under the Protected Security Policy Framework; 

• Recommendation 6 — The Committee recommends that in future audits on cyber security 
compliance, the ANAO outline the behaviours and practices it would expect in a cyber 
resilient entity, and assess against these.40 

1.41 In February 2020, the JCPAA commenced an inquiry to consider the cyber resilience of 
government entities and examined two Auditor-General’s reports as part of the inquiry.41 One of 
these reports is Auditor-General Report No.1 2019-20 Cyber Resilience of Government Business 
Enterprises and Corporate Commonwealth Entities.42 The JCPAA concluded its inquiry and published 
Report 485: Cyber Resilience in December 2020, after fieldwork for this audit was completed. 

Rationale for undertaking the audit 
1.42 Since 2013, the Australian Government has mandated the implementation of the Top Four 
mitigation strategies by non-corporate Commonwealth entities under the PSPF. The Australian 
Government has identified malicious cyber activity as one of the most significant threats affecting 
government entities, businesses and individuals. Previous ANAO audits have identified low levels of 
compliance with mandatory cyber security requirements under the PSPF. The JCPAA has expressed 
its concern about entity implementation of mandatory cyber security requirements. 

1.43 This audit seeks to address a recommendation made by the JCPAA in Report 467: 
Cybersecurity Compliance, for the Auditor-General to consider conducting an audit of the 
effectiveness of the PSPF self-assessment and reporting requirements for cyber security 
compliance. The audit also follows up on the recommendation made in Auditor-General Report 
No.53 2017–18 Cyber Resilience, for the responsible cyber policy and operational entities (AGD, ASD 
and Home Affairs) to work together to improve entities’ compliance with mandatory cyber security 
requirements under the PSPF. 

Audit approach 
1.44 The following nine non-corporate Commonwealth entities were selected for this audit: 

• Attorney-General’s Department; 
• Australian Signals Directorate; 
• Department of Home Affairs; 
• Department of the Prime Minister and Cabinet; 
• Future Fund Management Agency; 

                                                                 
40 The ANAO addressed JCPAA’s Recommendation 6 in Auditor-General Report No.53 2017–18 Cyber Resilience, 

ANAO Audit Insights published in July 2018 Insights from Reports Tabled April to June 2018, and Auditor-
General Report No.1 2019–20 Cyber Resilience of Government Business Enterprises and Corporate 
Commonwealth Entities. 

41 During the 45th Parliament, the JCPAA commenced an inquiry into cyber resilience based on Auditor-
General’s Report No.53 2017–18 Cyber Resilience in February 2019. This inquiry lapsed when the JCPAA 
ceased to exist at the dissolution of the House of Representatives on 11 April 2019. 

42 The other report examined was Auditor-General Report No.13 2019–20 Implementation of My Health Record 
System.  
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• Australian Trade and Investment Commission (Austrade); 
• Department of Education, Skills and Employment; 
• Department of Health; and 
• IP Australia. 
1.45 AGD, the ASD and Home Affairs were included in this audit due to their roles and 
responsibilities in relation to cyber security policy and operational capability in the Australian 
Government. 

1.46 The remaining entities were included in this audit to provide coverage across each maturity 
category of ‘Managing’, ‘Developing’ and ‘Ad hoc’.43 The entities selected for the ANAO’s review of 
cyber security risk mitigation strategies under this audit and their 2018–19 PSPF Policy 10 self-
assessed maturity rating are outlined in Table 1.5. 

Table 1.5: Selected entities and their 2018–19 PSPF Policy 10 self-assessed maturity 
rating 

Entity Policy 10 maturity 
rating 

Attorney-General’s Department Managinga  ● 

Department of the Prime Minister and Cabinet Managing  ● 

Future Fund Management Agency Developing  ◕ 

IP Australia Developing ◕ 

Australian Trade and Investment Commission (Austrade) Ad hoc ◑ 

Department of Educationb Ad hoc ◑ 

Department of Health Ad hoc ◑ 

Note a: The Attorney-General’s Department informed its accountable authority in June 2020 that an error was identified 
by the ANAO during fieldwork relating to the Department’s overall rating for Policy 10: Safeguarding information 
from cyber threats in its 2018–19 PSPF self-assessment. Its overall maturity rating for PSPF Policy 10 was 
reported as ‘Managing’. This should have been reported as ‘Developing’. 

Note b: The ANAO had selected the Department of Education, Skills and Employment based on the 2018–19 PSPF 
self-assessment of the former Department of Education. An Administrative Arrangements Order made on 5 
December 2019 consolidated the former Department of Education and the former Department of Employment, 
Skills, Small and Family Business to create the current Department of Education, Skills and Employment 
(DESE) with effect from 1 February 2020. 

Source: Reported 2018–19 PSPF Policy 10 maturity rating for selected entities. 

Audit objective, criteria and scope 
1.47 The objective of the audit was to assess the effectiveness of cyber security risk mitigation 
strategies implemented by selected non-corporate Commonwealth entities to meet mandatory 

                                                                 
43 The ANAO did not select any entities from the ‘Embedded’ category due to it not being a representative cyber 

security maturity level of non-corporate Commonwealth entities. Based on the 2018–19 dataset provided by 
AGD to the ANAO, only two entities had a self-assessed maturity rating of ‘Embedded’. 
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requirements under the PSPF, and the support provided by the responsible cyber policy and 
operational entities.  

1.48 To form a conclusion against the audit objective, the ANAO adopted the following two high-
level criteria: 

• Have the selected entities fully implemented the Top Four cyber security risk mitigation 
strategies or otherwise adopted strategies and actions to progress towards full 
implementation? 

• Have the entities responsible for cyber policy and operational capability worked together 
to support accurate self-assessment and reporting by non-corporate Commonwealth 
entities, and to improve those entities’ implementation of cyber security requirements 
under the PSPF? 

1.49 The audit scope included the maturity self-assessments, the strategies, plans and activities 
adopted by selected entities that have not fully implemented mandatory requirements, and the 
implementation of recommendation made to the three cyber policy and operational entities (AGD, 
ASD and Home Affairs) in Auditor-General Report No.53 2017–18 Cyber Resilience. 

1.50 The audit did not examine whether the selected entities met the supporting requirement of 
PSPF Policy 10, which requires entities to avoid exposing the public to unnecessary cyber security 
risks when they transact with government entities online. The audit also did not examine entities’ 
implementation of the mandatory requirements under PSPF Policy 9 and Policy 11, which relate to 
appropriate access to official information and secure operation of ICT systems respectively. 

1.51 Previous ANAO reports on cyber security included assessments of entities against a list of 
behaviours and practices developed by the ANAO that may assist entities in building a strong culture 
of cyber resilience.44 The October 2018 revised PSPF requires accountable authorities to ensure that 
entity personnel and contractors are aware of their collective responsibility to foster a positive 
security culture.45 PSPF Policy 2 outlines ten characteristics of a positive security culture, including 
recommendations that entities establish appropriate metrics to measure the security culture 
maturity. The ANAO noted that the selected entities were in the process of establishing these 
metrics at the time of audit fieldwork. The audit did not assess security culture given the recent 
updates and maturity of metrics. 

1.52 In December 2020, the JCPAA published Report 485: Cyber Resilience and recommended 
that a dedicated section be created within the annual PSPF self-assessment questionnaire 
addressing the 13 behaviours and practices of a strong cyber resilience culture assessed in Auditor-
General Report No.1 2019–20 Cyber Resilience of Government Business Enterprises and Corporate 
Commonwealth Entities.46 The JCPAA also recommended that the ANAO consider conducting an 
annual limited assurance review into the cyber resilience of Commonwealth entities, which would 

                                                                 
44 Three ANAO reports have assessed entities’ cyber resilience culture: Auditor-General Report No.37 2015–16 

Cyber Resilience, Auditor-General Report No.53 2017–18 Cyber Resilience and Auditor-General Report 
No.1 2019–20 Cyber Resilience of Government Business Enterprises and Corporate Commonwealth Entities. 

45 PSPF Policy 2: Management structures and responsibilities. 
46 JCPAA Report 485: Cyber Resilience, Recommendation 3, 

https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Public_Accounts_and_Audit/CyberResili
ence2019-20/Report [accessed 15 March 2021]. 
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assess entities against the 13 behaviours and practices.47 The ANAO will consider the JCPAA’s 
recommendation in the development of its future audit work plan. 

Audit methodology 
1.53 In undertaking the audit, the ANAO: 

• reviewed the selected entities’ 2018–19 and 2019–20 PSPSF self-assessments for Policy 
10: Safeguarding information from cyber threats; 

• reviewed PSPF Policy 5: Reporting on security; 
• assessed the security controls in selected systems of entities that have self-assessed as 

having fully implemented any of the Top Four mitigation strategies to verify the accuracy 
of their 2018–19 PSPF self-assessment. The ANAO also assessed whether these entities 
were cyber resilient based on the ACSC’s prescribed strategies relating to detecting and 
responding to cyber security incidents; 

• examined documentation collected from the selected entities relating to their cyber 
security strategies and activities, including: security risk assessments undertaken, project 
plans for cyber security improvement programs established, and records of minutes for 
any governance forums established for cyber security; 

• interviewed relevant staff from the selected entities regarding their approaches in 
mitigating cyber security risks; and 

• reviewed the guidance and processes developed by, and interviewed relevant staff from, 
the cyber policy entities to examine the approaches adopted to support accurate PSPF 
self-assessment and reporting. 

1.54 The audit was conducted in accordance with ANAO Auditing Standards at a cost to the ANAO 
of $639,385. 

1.55 Team members for this audit were Esther Barnes, Edwin Apoderado, David Willis, Jason 
Ralston, Carissa Chen, Kelvin Le, Lesa Craswell and Mark Rodrigues. 

 

                                                                 
47 JCPAA Report 485: Cyber Resilience, Recommendation 4, 

https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Public_Accounts_and_Audit/CyberResili
ence2019-20/Report [accessed 15 March 2021]. 
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2. Implementation of cyber security risk 
mitigation strategies 
Areas examined 
This chapter examines whether the selected entities have fully implemented the mandatory Top 
Four mitigation strategies or otherwise adopted strategies and actions to progress towards full 
implementation. The chapter also examines whether those entities that reported full 
implementation of any of the Top Four mitigation strategies are cyber resilient. 
Conclusion  
None of the seven selected entities examined have fully implemented all the mandatory Top Four 
mitigation strategies. For the three entities that had self-assessed full implementation for one or 
more of the Top Four mitigation strategies in their 2018–19 PSPF assessment, two had not done 
so accurately. None of these three entities were cyber resilient. Five of six selected entities that 
had self-assessed to have not fully implemented any of the Top Four mitigation strategies have 
established strategies and implemented activities to manage their cyber risks and to progress 
toward a ‘Managing’ maturity level for PSPF Policy 10. 
Areas for improvement 
The ANAO made the following recommendations aimed at: 

• the Department of the Prime Minister and Cabinet strengthening controls in relation to 
validating and assessing the security configurations for user access, and improving its event 
logging process; 

• the Attorney-General's Department improving its processes for documenting risk 
assessments for implementation of patches and monitoring of cyber security events; and 

• selected entities that had self-assessed a PSPF Policy 10 maturity level of ‘Ad hoc’ and 
‘Developing’ to set a timeframe to improve its maturity level, have clear reporting to 
governance committees, and monitoring of the progress of the entity’s cyber security 
program against the set timeframe. 

2.1 Policy 10 under the revised Protective Security Policy Framework (PSPF) specifies how non-
corporate Commonwealth entities can safeguard their information assets from cyber threats. PSPF 
Policy 10 sets out that entities must implement four of the Essential Eight mitigation strategies (the 
Top Four) to mitigate common and emerging cyber threats. The Top Four mitigation strategies 
mandated by PSPF Policy 10 are application control, patching applications, restricting administrative 
privileges and patching operating systems. 

2.2 In undertaking their annual self-assessments under the PSPF maturity assessment model, 
entities assess the effectiveness of their implementation of the Top Four mitigation strategies 
against four grading levels — ‘Partial’, ‘Substantial’, ‘Full’ and ‘Excelled’.48 The description for each 
implementation level is outlined in Table 1.2. If an entity’s self-assessed maturity level for PSPF 

                                                                 
48 As subsequently outlined in Table 3.1 and discussed in paragraph 3.19, ‘Partial’ implementation corresponds 

to ‘Ad hoc’ maturity, ‘Substantial’ implementation corresponds to ‘Developing’ maturity, ‘Full’ 
implementation corresponds to ‘Managing’ maturity, and ‘Excelled’ implementation corresponds to 
‘Embedded’ maturity. 
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Policy 10 is ‘Ad hoc’ or ‘Developing’, which means that it has not fully implemented all the Top Four 
mitigation strategies, the entity is required to detail the proposed strategies and associated 
timeframes to improve its PSPF maturity level to ‘Managing’ (which requires full implementation of 
all the Top Four). 

2.3 To assess the effectiveness of the selected entities’ implementation of cyber security risk 
mitigation strategies to meet mandatory PSPF requirements, the ANAO: 

• tested the security controls of three entities — the Department of the Prime Minister and 
Cabinet (PM&C), the Attorney-General’s Department (AGD), and the Future Fund 
Management Agency (Future Fund) — that had reported full implementation of one or 
more of the Top Four mitigation strategies in their 2018–19 PSPF self-assessment to verify 
the accuracy of the assessment; 

• assessed whether PM&C, AGD and Future Fund are cyber resilient; and 
• reviewed the strategies and plans as well as the corresponding timeframes to reach full 

implementation of the Top Four mitigation strategies in selected entities that had self-
assessed in their 2018–19 PSPF assessment report as not having full implementation of all 
the Top Four. The six entities are: 
− Australian Trade and Investment Commission (Austrade);  
− Department of Education, Skills and Employment (DESE)49;  
− Department of Health (Health); 
− IP Australia;  
− AGD; and 
− Future Fund. 

Have the entities that reported full implementation of any of the Top 
Four cyber security risk mitigation strategies done so accurately? 

PM&C and AGD have each not accurately self-assessed their implementation of one of the Top 
Four mitigation strategies. PM&C has not fully implemented the mitigation strategy for 
restricting administrative privileges. AGD has not fully implemented the mitigation strategy for 
patching operating systems. Future Fund has accurately self-assessed the two Top Four 
mitigation strategies for which it reported full implementation. None of the three entities were 
assessed as cyber resilient. Under the cyber security framework, PM&C and AGD are 
categorised as vulnerable to cyber security incidents as they have not fully implemented all the 
Top Four mitigation strategies and are continuing to strengthen the controls for managing cyber 
security incidents. Future Fund has not fully implemented all of the Top Four mitigation 
strategies, but is internally resilient as it has effective controls in place to support its ability to 
detect and recover from a cyber security incident. 

                                                                 
49 As discussed in Table 1.5, a Machinery of Government change in December 2019 consolidated the former 

Department of Education (Education) and former Department of Employment, Skills, Small and Family 
Business (Employment) into the Department of Education, Skills and Employment with effect from 
February 2020. The ANAO had selected DESE based on the 2018–19 PSPF self-assessment of Education. 
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2.4 PM&C, AGD and Future Fund each reported in their 2018–19 PSPF self-assessment that they 
had fully implemented one or more of the mandatory Top Four mitigation strategies. The three 
entities’ self-assessment of their implementation of the Top Four mitigation strategies for 2018–19 
is presented in Table 2.1. 

Table 2.1: Entities’ self-assessed implementation levels for the Top Four mitigation 
strategies in their 2018–19 PSPF assessment report 

Mitigation strategy Self-assessed implementation level 

 PM&C AGD Future Fund 

Application control Full Substantial Substantial 

Patching applications Full Substantial Substantial 

Patching operating systems Full Full Full 

Restricting administrative privileges Full Full Full 

Source: Entities’ 2018–19 PSPF self-assessments for Policy 10: Safeguarding information from cyber threats. 

2.5 The ANAO verified the accuracy of the three entities’ PSPF Policy 10 self-assessments 
through an assessment of their implementation level of the Top Four mitigation strategies, for 
which they had reported full implementation. To achieve full implementation for each of the Top 
Four mitigation strategies under PSPF Policy 10, entities are required to implement the ‘Maturity 
Level Three’ requirements set by the ACSC (see paragraphs 1.33 and 3.21). As outlined in Table 1.4, 
the ACSC defines ‘Maturity Level Three’ as ‘fully aligned with the intent of the mitigation strategy’. 
To reach ‘Maturity Level Three’ for each of the Top Four, entities are required to: 

• implement application control50 on all workstations and servers to restrict execution of 
unapproved or malicious programs and Microsoft’s latest recommended block rules to 
prevent application control bypasses; 

• patch security vulnerabilities assessed as extreme risks in applications and operating 
systems51 48 hours from vendor release; use an automated mechanism to confirm and 
record that patches have been installed; and update or replace unsupported applications 
and operating systems; and 

• restrict administrative access52 to that required for personnel to undertake their duties; 
validate privileged access when first requested and revalidate on an annual or more 
frequent basis; and prevent privileged users from accessing email and Internet. 

2.6 The ANAO also assessed whether the three entities are cyber resilient. As noted in 
paragraph 1.10, the Australian Government Information Security Manual (ISM) defines cyber 
resilience to include the ability to detect and recover from cyber security incidents. The ACSC’s 
guidance on Strategies to Mitigate Cyber Security Incidents includes prioritised mitigation strategies 
                                                                 
50 Application control is a security approach in which only approved applications are allowed to execute on 

systems. When successfully implemented it can prevent the execution and spread of malicious code. 
51 Patches are issued by vendors when they become aware of security vulnerabilities. Applying patches or 

updates in a timely manner is critical to prevent adversaries running malicious code on known vulnerabilities. 
52 Privileged users are a subset of users that can change or bypass a system’s security controls. Restricting 

administrative privileges and monitoring privileged users can prevent or limit an adversary from accessing 
systems following a cyber intrusion. 
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for detecting and responding to cyber security incidents, and for recovering data and system 
availability. The ANAO assessed the three entities’ cyber resilience based on the entities’ 
implementation and operating effectiveness of relevant ISM requirements relating to: 

• the Top Four mitigation strategies, assessed against the implementation levels of the PSPF 
maturity assessment model; and 

• mitigation strategies for continuous incident detection and response53, and daily 
backups54, assessed against the Essential Eight Maturity Model.55 

Accuracy of entities’ PSPF Policy 10 self-assessments 
Department of the Prime Minister and Cabinet 

2.7 PM&C self-assessed as having fully implemented all the mandatory Top Four mitigation 
strategies in its 2018–19 PSPF self-assessment. 
Application control 

2.8 The ANAO assessed that PM&C has fully implemented the requirements for application 
control. PM&C has a documented and endorsed application control strategy. Any changes to the 
application control policy must be approved by the PM&C cyber security team. PM&C has 
implemented application control in both workstations and servers. PM&C blocks applications with 
known vulnerabilities across its workstations and servers in line with the latest Microsoft guidance. 
Patching applications 

2.9 The ANAO assessed that PM&C has fully implemented the requirements for patching 
applications. PM&C has a formalised patch management process for applications with patching 
timeframes aligned with ISM requirements. Patches are deployed automatically to all PM&C 
workstations by the information communications technology (ICT) operations team. The ANAO 
reviewed a sample of applications on workstations and found that all were patched and meeting 
the requirements of the ISM and PM&C policy. PM&C uses an automated tool to manage and 
confirm that patches have been installed. The ANAO’s review also found that all applications in use 
in PM&C’s environment were vendor-supported versions. 
Patching operating systems 

2.10 The ANAO assessed that PM&C has fully implemented the requirements for patching 
operating systems. PM&C has a formalised patch management process for operating systems with 
patching timeframes aligned with ISM requirements. Patches are deployed automatically to all 
PM&C workstations and manually to PM&C servers by the ICT operations team. The ANAO reviewed 

                                                                 
53 Continuous incident detection and response is achieved through automated immediate analysis of logs of 

allowed and denied computer events. Effective event logging supports investigations into, and responses to, a 
cyber security incident.  

54 Backups of data, software and configuration settings can be made and stored separately from the rest of the 
IT environment. Daily backups can ensure that information is not lost and can be restored quickly after a 
cyber security incident. 

55 The ANAO selected these two mitigation strategies as they were rated as most effective by ASD in detecting, 
managing and recovering from cyber security incidents. The Essential Eight to ISM Mapping guidance does 
not define the Information Security Manual controls to be implemented for the mitigation strategy for 
continuous incident detection and response under the Essential Eight Maturity Model. The ANAO has adopted 
the ASD’s model in our testing and assumed that all Information Security Manual controls relating to the 
strategy as being ‘Essential’. 



Implementation of cyber security risk mitigation strategies 

 
Auditor-General Report No. 32 2020–21 

Cyber Security Strategies of Non-Corporate Commonwealth Entities 
 

39 

a sample of workstations and servers and found that all were patched and meeting the 
requirements of the Information Security Manual and PM&C policy. PM&C uses an automated tool 
to manage and confirm that patches have been installed. The ANAO’s review also found that all 
operating systems in use in PM&C’s environment were vendor-supported versions. 
Restrict administrative privileges 

2.11 The ANAO assessed that PM&C has partially implemented the requirements for restricting 
administrative privileges. The ANAO’s assessment found that the following security controls are in 
place for restricting administrative privileges: 

• security policies, standards and guidelines for granting and revoking privileged access to 
its systems; and 

• privileged access users are restricted from accessing the Internet or email and have 
dedicated workstations segregated from other PM&C networks. 

2.12 While PM&C has a process for validating privileged access on an annual basis, it does not 
sufficiently ensure that privileged access is restricted to personnel that require it to undertake their 
duties. Weaknesses in PM&C’s validation processes increases the risk that a cyber intrusion could 
result in an adversary acquiring privileged access to its systems and subsequently change and 
bypass other security measures to compromise the system. 

Recommendation no.1  
2.13 The Department of the Prime Minister and Cabinet strengthens its validation of privileged 
user access, specifically documenting the confirmation of the requirement for access from those 
that are responsible for approving privileged access. 

Department of the Prime Minister and Cabinet response: Agreed. 

2.14 PM&C has made changes to the revalidation process of administrative accounts, with 
additional processes being added to the PM&C primary network system security plan. PM&C 
considers that the process assessed by the ANAO was consistent with ACSC and ISM control 
recommendations. We note that no administrator access was found by the ANAO during the 
course of the audit that exceeded that individual's requirement to perform their duties. 

Attorney-General’s Department 

2.15 In its 2018–19 PSPF self-assessment, AGD reported that it had fully implemented two of the 
Top Four mitigation strategies — patching operating systems and restricting administrative 
privileges. 
Patching operating systems 

2.16 The ANAO assessed that AGD has ‘substantially’ implemented the requirements for 
patching operating systems. Further improvements should be made to reach full implementation. 
AGD has a formalised patch management process for operating systems with patching timeframes 
set to align with ISM requirements. Operating systems in use in AGD’s environment during the 
ANAO’s review were all still supported by vendors. Patches for workstations are managed through 
a multi-stage process by an operator before deployment to all workstations. Servers are patched 
manually by the AGD ICT operations team. AGD uses an automated tool to deploy patches in 
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addition to security vulnerability scanning tools to manage and confirm that patches have been 
installed. The ANAO reviewed a sample of workstations and found that workstations were patched 
and meeting AGD policy. AGD informed the ANAO that it decided to not use a vulnerability scanning 
tool across its whole environment. As a result, there is a risk that missed patches will not be 
detected. 

2.17 The ANAO’s review of servers found that some operating system patches had not been 
applied within ISM timeframes. The AGD cyber security team stated that this was due to the outage 
period for patches to be installed not being agreed upon by all business units. AGD did not perform 
risk assessments against the missed patches. AGD has since established agreed outage periods 
where these patches can be applied. 

Recommendation no.2  
2.18 The Attorney-General’s Department perform and document risk assessments for any 
patches not implemented in accordance with the requirements of the Australian Government 
Information Security Manual and its policies, including defining an action plan for managing the 
risks associated with not implementing those patches. 

Attorney-General’s Department response: Agreed. 

2.19 The Attorney-General’s Department (AGD) acknowledges the need to consistently 
document risk assessments relating to patches not applied in accordance with the Information 
Security Manual (ISM) and its policies. Where AGD operational or technical requirements delay 
application of patches, Information Division has an internal governance mechanism to assess the 
risk and monitor outstanding application of patches and associated risk. The risk assessment 
considers the risk to AGD systems taking into account the exposure to the internet of the specific 
systems affected and other preventative measures in place. In response to this recommendation, 
AGD is implementing a process to maintain a formal record of risk assessments undertaken. 

Restrict administrative privileges 

2.20 The ANAO assessed that AGD has fully implemented the requirements for restricting 
administrative privileges. AGD has security policies, standards and guidelines for granting and 
revoking privileged access to its systems. The AGD information technology security adviser (ITSA) 
must approve access requests prior to users being granted administrative privileges. The ITSA 
validates that privileged access is restricted only to users with a business need. AGD validated 
privileged access on an annual basis. Privileged accounts cannot access the Internet unless they are 
members of an authorised group and for specific duties only. Users with privileged access use 
separate machines or logon environments to perform administrative duties. 

Future Fund Management Agency 

2.21 In its 2018–19 PSPF self-assessment, Future Fund reported that it had fully implemented 
two of the Top Four mitigation strategies — patching operating systems and restricting 
administrative privileges. 
Patching operating systems 

2.22 The ANAO assessed that Future Fund has fully implemented the requirements for patching 
operating systems. Future Fund has a Vulnerability Management Standard for applications and 
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operating systems with patching timeframes set to align with the ISM requirement. Future Fund 
uses automated tools to gather and deploy patches. The tools are configured to automatically 
deploy patches. Patches are first implemented in test groups before being deployed to the wider 
environment, where there is no negative impact on business. Future Fund also uses a combination 
of tools to confirm that patches are applied to workstations and servers within the ISM 
requirement. The ANAO reviewed a sample of operating systems and found that they were all 
patched within the Vulnerability Management Standard timeframes. All operating systems in use in 
the Future Fund environments reviewed by the ANAO were the vendor-supported versions. 
Restrict administrative privileges 

2.23 The ANAO assessed that Future Fund has fully implemented the requirements for restricting 
administrative privileges. Future Fund has security policies, standards and guidelines for granting 
and revoking privileged access to its systems. Privileged access is validated by the Future Fund cyber 
security team when first requested. The cyber security team reviews all privileged user accounts 
against each users’ official duties on a quarterly basis to ensure that privileged access is limited only 
to personnel with a business need. Users with privileged access do not have separate machines, but 
have to authenticate using a jump server to perform administrative activities. 

2.24 Future Fund’s policies and security controls do not allow privileged accounts to access email 
or the Internet. However, the ANAO’s assessment found that privileged user accounts could access 
the Internet. Future Fund was aware of this misconfiguration and stated that it was due to a recent 
update that had occurred during the ANAO’s fieldwork. Future Fund remediated the non-
compliance with its policy during the ANAO’s fieldwork. 

Entities’ cyber resilience 
2.25 The ANAO assessed whether the three entities were cyber resilient by assessing each 
entity’s degree of implementation of the Top Four strategies to mitigate cyber security incidents, 
and maturity level of its mitigation strategies for continuous incident detection and response and 
daily backups (see paragraph 2.6). The implementation levels of PSPF requirements and the 
maturity levels under the Essential Eight Maturity Model are described in Table 1.2 and Table 1.4 
respectively. The matrix indicates where entities are positioned in terms of four security zones, as 
defined in Table 2.2. The entities’ cyber resilience posture, as assessed by the ANAO, is presented 
in Figure 2.1. 
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Table 2.2: Definitions of security zones 
Zone Definition 

Vulnerable High level of exposure and occurrence of disruptions to business operations due to 
cyber security incidents. 

Cyber secure A level of protection to support the confidentiality, integrity and availability of 
systems and information. 

Internally resilient A level of measures to support the detection, management and recovery from 
cyber security incidents. 

Cyber resilient High level of measures to adapt to and protect against disruptions caused by cyber 
security incidents. 

Source: Developed by the ANAO based on ASD cyber security framework. 

2.26 The PSPF outlines that the full implementation (‘Managing’ maturity) of all the Top Four 
mitigation strategies will provide the minimum level of protection to mitigate current cyber threats 
targeting Australian Government entities. PSPF Policy 10 also specifies that the implementation of 
‘Maturity Level Three’ requirements as set out in the Essential Eight maturity Model will help to 
achieve a PSPF maturity rating of ‘Managing’. Paragraph 3.30 describes the cyber security 
framework and differing maturity level requirements within the PSPF and Essential Eight Maturity 
Model. The cyber resilience assessment does not include consideration of the other remaining 
strategies from ASD’s Strategies to Mitigate Cyber Security Incidents. 
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Figure 2.1: Entities’ cyber resilience 

 
Source: ANAO assessment of entities’ cyber resilience posture. 

Department of the Prime Minister and Cabinet 
Continuous incident detection and response 

2.27 PM&C has an event logging policy and has implemented a security information and event 
management (SIEM) system as its central event logging solution. PM&C’s SIEM has been configured 
to analyse logs from PM&C workstations and servers for security events. PM&C does not have a 
robust process to ensure that it is monitoring all security events relevant to its environment. This 
weakness reduces PM&C’s ability to manage cyber security threats. 
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Recommendation no.3  
2.28 The Department of the Prime Minister and Cabinet: 

(a) improve its risk assessment of security events; and 
(b) improve testing of security configurations and reviews of user access to ensure that the 

configurations are operating as intended. 

Department of the Prime Minister and Cabinet response: Agreed. 

2.29 Anomalies in our security event reporting (from our technical logging system) found by 
ANAO during the course of this audit have been investigated and addressed. Security event 
reporting is now working as intended. A risk assessment on the current security event system and 
processes has been completed, with any residual risk accepted by the department. 

2.30 As part of our scheduled hardware upgrade process there is an active project in place to 
enhance our security event systems within PM&C which will also improve and streamline the risk 
assessment process. 

Daily backups 

2.31 PM&C has documented standard operating procedures for backups. PM&C uses data 
protection software to backup its important data daily. Backups are stored offline and retained for 
six months. PM&C has a process for restoring and monitoring backups. Data restorations occurred 
frequently in response to user requests. 
Cyber resilience posture 

2.32 The ANAO’s assessment found that PM&C’s overall level of implementation for the Top Four 
mitigation strategies was ‘Substantial’ as it had implemented the majority of the Top Four 
strategies. The ANAO also found that PM&C had ‘Maturity Level One’ controls implemented for 
continuous incident detection and response and ‘Maturity Level Three’ controls implemented for 
daily backups. Under the cyber security framework, PM&C is therefore categorised to be in the 
‘Vulnerable’ zone, which indicates that it is susceptible to cyber security incidents. 

Attorney-General’s Department 
Continuous incident detection and response 

2.33 AGD has an event logging policy and has implemented a SIEM as its central event logging 
solution. The AGD IT security team prioritises key security events and monitors the alerts generated 
by the SIEM in real-time. AGD has enabled event logging for the majority of its systems and has 
established mitigating controls to manage residual risks. AGD informed the ANAO that there was 
no documentation and formal approval of reviews. As a result, cyber security risks for which the 
SIEM has been implemented as a control against may impact AGD’s ability to consistently manage 
security events. 
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Recommendation no.4  
2.34 The Attorney-General’s Department improves the processes for documenting risk 
assessments and monitoring cyber security events, to assure itself that actions taken against 
cyber security events are performed consistently and appropriately. 

Attorney-General’s Department response: Agreed. 

2.35 In 2020, AGD established a working group to review current cyber monitoring and alerting 
arrangements to identify and implement improvements. The activities of this working group are 
ongoing and responsive to the dynamic risk environment. 

2.36 AGD is implementing a process to keep a formal record as verification of risk assessments 
undertaken and responses to cyber security monitoring alerts. 

Daily backups 

2.37 AGD has documented standard operating procedures for backups. AGD uses data protection 
software to backup its important data daily. Backups are stored offline for seven years. AGD has a 
standard process for restoring backups. The ANAO reviewed AGD’s change management register 
and observed that backups frequently occur in response to user requests and as part of system 
development and testing. 
Cyber resilience posture 

2.38 The ANAO’s assessment found that AGD’s overall level of implementation for the Top Four 
mitigation strategies was ‘Substantial’ as it had largely implemented the requirements for the Top 
Four mitigation strategies. The ANAO also found that AGD had ‘Maturity Level Two’ controls for 
continuous incident detection and response and ‘Maturity Level Three’ controls for daily backups. 
Under the framework, AGD is therefore categorised to be in the ‘Vulnerable’ zone, which indicates 
that it is susceptible to cyber security incidents. 

Future Fund Management Agency 
Continuous incident detection and response 

2.39 Future Fund has an Event Logging Standard aligned to ACSC guidance. Future Fund uses an 
event logging tool to log security events for workstations. For servers, Future Fund uses a 
combination of tools to collect logs. Future Fund’s logging tools have been effectively configured to 
automatically send alerts to the Future Fund security team. In addition to reviewing individual event 
alerts daily, Future Fund reviews alerts across key risk areas weekly. Future Fund appropriately 
documents the review and resolution of alerts. 
Daily backups 

2.40 Future Fund has documented standard operating procedures for backups. A range of tools 
are used to backup data at least daily. Future Fund stores backups offline for no maximum retention 
period. Health checks are performed on offline backups every two weeks. Future Fund policy 
requires an annual restoration test for backups. In July 2020, a full restoration of backups was 
performed, which identified no issues with the integrity of the data. 
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Cyber resilience posture 

2.41 The ANAO’s assessment found that Future Fund’s overall level of implementation for the 
Top Four mitigation strategies was ‘Substantial’ as it had largely implemented the requirements for 
the Top Four mitigation strategies. The ANAO also found that Future Fund had ‘Maturity Level 
Three’ controls for continuous incident detection and response and daily backups. Under the 
framework, Future Fund is therefore categorised to be in the ‘Internally Resilient’ zone, which 
indicates that it has some measures in place to detect, manage and recover from cyber security 
incidents. 

If Top Four cyber security requirements have not been fully 
implemented, have the entities established effective strategies and 
actions to manage cyber risks? 

Of the six entities that had reported not fully implementing all the Top Four mitigation 
strategies, five have established strategies and activities to progress their PSPF Policy 10 
maturity level to ‘Managing’. The five entities have also included the implementation of the 
remaining four strategies that comprise the Essential Eight in their cyber security improvement 
programs. Three of the six entities had not set a corresponding timeframe to improve their 
PSPF Policy 10 maturity level to ‘Managing’. There is scope for four of the entities to improve 
monitoring of the implementation progress of their cyber security program to ensure that the 
entity is meeting the timeframe to improve its cyber security maturity. 

2.42 Austrade, the former Department of Education, Health and IP Australia each reported in 
their 2018–19 PSPF self-assessment for Policy 10 that they had not fully implemented any of the 
Top Four mitigation strategies. AGD and Future Fund reported that they had not fully implemented 
two of the Top Four mitigation strategies. The six entities’ 2018–19 self-assessed Top Four 
implementation levels and selected maturity levels for PSPF Policy 10 is shown in Table 2.3. 
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Table 2.3: Entities’ self-assessed Policy 10 maturity levels in their 2018–19 PSPF 
assessment report 

Entity 2018–19 PSPF Policy 10 
maturity level 

Austrade Ad hoc ◑ 
Educationa Ad hoc ◑ 

Health Ad hoc ◑ 

IP Australia Developing ◕ 
AGD Managingb ● 
Future Fund Developing ◕ 

Note a: See footnote 49. Prior to the Machinery of Government changes, the then Department of Employment, Skills, 
Small and Family Business (Employment) provided ICT infrastructure and desktop services to the then 
Department of Education (Education). In terms of the Top Four mitigation strategies, Employment was the 
owner of the relevant systems, policies and plans relating to three of the Top Four mitigation strategies for both 
former departments. 

Note b: See Table 1.5, AGD incorrectly reported its overall PSPF Policy 10 maturity as ‘Managing’. This should have 
been reported as ‘Developing’. 

Source: Entities’ 2018–19 PSPF self-assessments for Policy 10: Safeguarding information from cyber threats. 

2.43 If an entity self-assesses that it has not implemented all the Top Four mitigation strategies 
and thus has a maturity level of ‘Ad hoc’ or ‘Developing’ for PSPF Policy 10, it is required to detail 
the proposed strategies and timeframes to improve the entity’s maturity level to ‘Managing’ 
(equivalent to full implementation of all the Top Four). 

2.44 As the six selected entities in Table 2.3 had not fully implemented all the Top Four mitigation 
strategies and had a PSPF maturity level of ‘Ad hoc’ or ‘Developing’ for the 2018–19 reporting 
period56, the ANAO reviewed whether they have established strategies and plans as well as 
corresponding timeframes to reach full implementation of the Top Four. To examine the 
effectiveness of the entities’ strategies and plans to achieve full implementation of the Top Four, 
the ANAO assessed: 

• whether the entities’ strategies were informed by risk assessments or third party reviews, 
to support the management of cyber risks and address gaps in Top Four implementation; 
and 

• whether the entities have appropriate governance structures in place to monitor the 
progress of their Top Four improvement strategies and to address emerging issues. 

                                                                 
56 The ANAO has included AGD in our testing although it selected ‘Managing’ as its Policy 10 maturity level. This 

is on the basis that AGD made an error in its Policy 10 maturity level assessment by rating itself at the 
‘Managing’ level despite having not fully implemented all the Top Four mitigation strategies.  
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Austrade 
2.45 Based on the responses Austrade provided to the questions for Policy 10, the PSPF reporting 
portal calculated a maturity level of ‘Ad hoc’ for Austrade’s 2018–19 PSPF Policy 10 assessment. 
Austrade informed the ANAO that it undertook a separate assessment of its maturity level, based 
on its environment and the residual risks for those controls of the Essential Eight mitigation 
strategies that are yet to be fully implemented, and assessed its maturity level to be ‘Developing’. 

2.46 In 2018, Austrade commenced a Cyber Security Work Program to improve the maturity level 
of its Essential Eight mitigation strategies and its cyber security capability. The program of work 
comprises 10 projects. It includes projects that address each of the Top Four mitigation strategies, 
other Essential Eight as well as some of the remaining 29 mitigation strategies from ACSC’s 
Strategies to Mitigate Cyber Security Incidents that Austrade has prioritised based on risks in its 
environment. 

2.47 The Cyber Security Work Program does not include a set timeframe for Austrade to achieve 
‘Managing’ maturity for PSPF Policy 10. Austrade informed the ANAO that the Cyber Security Work 
Program underway will help improve its cyber security maturity by June 2022. In its 2019–20 PSPF 
self-assessment Austrade outlined that it has prioritised projects for improving the maturity of the 
Top Four mitigation strategies, based on risk within its environment. These projects are planned to 
be progressively implemented and completed by June 2021. 

2.48 Austrade has stated that it is not feasible in some cases to achieve ‘Maturity Level Three’ for 
some of the Essential Eight mitigation strategies. Under such circumstances, Austrade has indicated 
that it will identify alternative mitigation measures that will meet the intent of the Essential Eight. 

2.49 Following the introduction of the revised PSPF in October 2018, Austrade also undertook a 
PSPF Reform Project that included the conduct of a gap analysis to measure Austrade’s existing 
maturity levels against the updated PSPF requirements. Key activities were identified, including 
projects within the Cyber Security Work Program, with the intent of achieving a maturity rating of 
‘Managing’ where reasonably practicable to do so. In early 2019, Austrade engaged a third party to 
undertake a security threat and risk assessment of its IT systems with a maturity assessment of its 
Essential Eight implementation. The report recommended work packages to improve Austrade’s 
Essential Eight maturity levels, which informed the development of Austrade’s Cyber Security Work 
Program. 

2.50 The ACSC performed an Essential Eight+ Sprint at Austrade in the period July to August 2019. 
The findings from the ACSC’s Essential 8+ Sprint have informed Austrade’s prioritisation and 
progress of work packages under the Cyber Security Work Program. 

2.51 Austrade provides regular reporting on its cyber security posture to its Executive as well as 
its various governance committees. The governance committees that provide assurance on 
Austrade’s management of cyber security risk and implementation of cyber security risk mitigation 
strategies are the: Security Committee; Digital, Data and Information Committee; and Audit and 
Risk Committee. Austrade also participated in and provided updates on its Cyber Security Work 
Program at the Department of Foreign Affairs and Trade (DFAT) Portfolio Agencies ICT Cyber 
Steering Group.57 

                                                                 
57 The DFAT Portfolio Agencies ICT Cyber Steering Group plays a role in coordinating, governing and reporting on 

the resilience and hygiene of the cyber security posture of entities across the DFAT portfolio. 
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2.52 The ANAO’s review of the meeting papers of the various governance committees identified 
that Austrade has reported to the committees the progress of its implementation of the projects 
within its Cyber Security Work Program. However, as noted at paragraph 2.47, the monitoring is not 
against a set timeframe for achieving ‘Managing’ maturity for PSPF Policy 10. 

Recommendation no.5  
2.53 The Australian Trade and Investment Commission: 

(a) sets a timeframe to improve its cyber security maturity to the ‘Managing’ level for PSPF 
Policy 10; and 

(b) monitors the progress of the projects within its Cyber Security Work Program against 
the timeframe set for improving its PSPF Policy 10 maturity level. 

Australian Trade and Investment Commission response: Agreed. 

2.54 Austrade will more clearly link the Cyber Security program outcomes and timeframes to 
specific PSPF maturity levels. The Security Program will report on the progress towards those 
maturity levels and timeframes on a six monthly basis to the program sponsor, the Austrade 
Security Committee and the Austrade Audit and Risk Committee. 

Department of Education, Skills and Employment 
2.55 DESE established a Cyber Security Essential Eight Work Plan in June 2020 as part of its Cyber 
Security Work Program. The Work Plan consists of projects to improve the maturity of DESE’s 
implementation of the Essential Eight mitigation strategies. The Cyber Security Essential Eight Work 
Plan does not include a set timeframe for DESE to improve the maturity for each of the Essential 
Eight mitigation strategies or achieve ‘Managing’ maturity for PSPF Policy 10. DESE reported in its 
2019–20 PSPF assessment that it is developing a revised work plan, which was due to be completed 
by December 2020, to continue its efforts in increasing the maturity of its Essential Eight 
implementation. 

2.56 DESE has stated that for 2020 it will target ‘Maturity Level Two’ under the Essential Eight 
Maturity Model for two of the Top Four mitigation strategies58 and the remaining non-mandatory 
Essential Eight mitigation strategies. According to DESE, there are elements of the Essential Eight 
mitigation strategies that are difficult to implement in its IT environment or where implementation 
would significantly impact its business operations and take considerable time. DESE has approved 
risk plans in place outlining the mitigation treatments where the Maturity Level 3 controls for a 
mitigation strategy are not met. 

2.57 In April 2018 and July 2019, the then Department of Employment, Skills, Small and Family 
Business (Employment) engaged a third party to conduct a review of its cyber security posture and 
an assessment of its Essential Eight maturity level. In June 2020 following the consolidation of 
Employment and Education, DESE engaged the same third party to undertake a review of its PSPF 
maturity level to provide assurance to the DESE Executive on the accuracy of its self-assessed PSPF 
maturity levels for the 2019–20 reporting period. The external review included an assessment of 

                                                                 
58 DESE cited changes to the Information Security Manual and impact of the Machinery of Government changes 

as the reasons for the need to adjust the target maturity level for these two Top Four mitigation strategies.  
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all 37 strategies in ACSC’s Strategies to Mitigate Cyber Security Incidents with a focus on the 
Essential Eight mitigation strategies, to identify gaps and recommend actions to improve DESE’s 
maturity level. The external reviews and risk assessments on DESE’s implementation of the Essential 
Eight mitigation strategies informed the development of its Cyber Security Essential Eight Work 
Plan.59 

2.58 ACSC performed an Essential Eight+ Sprint engagement at the then Employment during June 
2019. The ACSC’s findings have been used by DESE to inform the projects under its Cyber Security 
Essential Eight Work Plan. 

2.59 The key governance committees that provide oversight of DESE’s Cyber Security Essential 
Eight Work Program are: a steering committee; the Risk, Security and Governance Committee; and 
the Executive Board. 

2.60 The DESE Chief Security Officer has received monthly updates on the progress of the 
projects under the Cyber Security Essential Eight Work Plan, and has been provided a Cyber Security 
Dashboard report that includes information on the implementation status of the Top Four 
mitigation strategies. In June 2020, the DESE Executive Board received its first cyber security update 
from the Chief Information Security Officer. The briefing covered DESE’s efforts to improve its 
maturity against the Essential Eight and the Cyber Security Dashboard report on the 
implementation status of the Top Four mitigation strategies. 

2.61 The ANAO’s review of the reporting to the Chief Security Officer, the steering committee 
meetings and the Executive Board meetings identified that there was monitoring of the completion 
status and progress of the Essential Eight projects under the Cyber Security Work Program. There 
was also monitoring of the implementation status of the Top Four mitigation strategies. However, 
as noted at paragraph 2.55, the monitoring is not against an agreed timeframe for improving the 
maturity for each of the Essential Eight mitigation strategy or achieving ‘Managing’ maturity for 
PSPF Policy 10. 

                                                                 
59 DESE informed the ANAO that the output of the June 2020 external review would inform the development of 

the revised December 2020 Cyber Security Essential Eight Work Plan. 
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Recommendation no.6  
2.62 The Department of Education, Skills and Employment: 

(a) sets a timeframe to improve its cyber security maturity to the ’Managing’ level for PSPF 
Policy 10; and 

(b) monitors the progress of its Cyber Security Essential Eight Work Plan against the 
timeframe set for improving its PSPF Policy 10 maturity level. 

Department of Education, Skills and Employment: Agreed. 

2.63 The department agrees with the recommendation. The department notes that, building 
on its Protective Security Policy Framework (PSPF) 2019-20 self-assessment report and associated 
external assessment, a workplan with timeframes for improving security maturity and achieving 
a ‘Managing’ maturity rating for PSPF Policy 10 has been developed and endorsed by the 
department’s Executive Board. The department has implemented arrangements to monitor 
progress of the workplan. 

Department of Health 
2.64 Since 2018–19, Health has been undertaking a program of work to improve its 
implementation of the Essential Eight mitigation strategies. In early 2020, Health developed a 
revised Essential Eight Program to ensure that the Essential Eight mitigation strategies are 
implemented across its ICT environment at the targeted maturity level and within specified 
timeframe. The Essential Eight Program comprises three project streams. Each project stream 
consists of individual work packages for each of the Essential Eight mitigation strategies. 

2.65 Health has developed a schedule with proposed timeframes to meet the implementation 
requirements of the Essential Eight mitigation strategies. In its 2019–20 PSPF self-assessment 
Health outlined that it has a program to progressively improve its maturity against the Top Four 
mitigation strategies. The program is scheduled to achieve Maturity Level Three by December 2021. 

2.66 In early 2020, Health undertook an assessment of its Essential Eight mitigation strategies 
based on the risks and threats against its operating environment and its baseline Essential Eight 
maturity levels to determine the strategies it needed to prioritise. 

2.67 Health engaged a third party to undertake an Essential Eight compliance architecture 
review. The review analysed the Essential Eight maturity baseline of Health’s environment in each 
of its domains, examined the gap in achieving ‘Maturity Level Three’ for the Essential Eight and 
provided recommendations on the best approach to achieve the target maturity level. The review 
took into consideration Health’s assessment on its Essential Eight priorities. The Essential Eight 
priorities assessment and the architecture review informed the development of Health’s Essential 
Eight Program. 

2.68 Health has introduced a process within its Essential Eight Program to exempt an Essential 
Eight mitigation strategy from reaching ‘Maturity Level Three’ where the risk is acceptable for 
Health to attain a lower maturity level. Health has identified constraints, within its operating 
environment, to achieve ‘Maturity Level Three’ for some of the Essential Eight mitigation 
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strategies.60 The exemption is to be approved by the Chief Security Officer. Approvals have been 
provided by the Chief Security Officer to exempt Health from achieving ‘Maturity Level Three’ for 
two of the non-mandatory Essential Eight mitigation strategies. 

2.69 Health has established a program board to oversee delivery of expected program outcomes. 
The program board provides oversight on the progress of the Essential Eight Program to ensure that 
program risk, cost, quality and timelines are being tracked and managed effectively.61 The program 
board reports quarterly to the Security and Workforce Integrity Assurance Committee (SWIAC). The 
SWIAC meets quarterly to discuss security and workforce integrity risks and activities to mitigate 
those risks by various business areas. The SWIAC provides updates to the Executive Committee 
quarterly, including the progress of the Essential Eight Program. 

2.70 The ANAO’s review of the Essential Eight Program Board meeting papers identified that the 
program board has been monitoring the status and progress of the implementation of the individual 
Essential Eight work packages under the Essential Eight Program. The meeting papers showed that 
the program board was tracking the timeframes of the Essential Eight Program. There is no evidence 
in the meeting papers to indicate that Health is not meeting the timeframe it has set for improving 
the maturity levels of its Essential Eight mitigation strategies. 

2.71 In August 2020, an update on Health’s PSPF maturity levels was provided to the SWIAC. The 
SWIAC was advised of Health’s self-assessed PSPF maturity levels for the four protective security 
outcomes as at 30 June 2020 and its forecast PSPF maturity levels as at 30 June 2021. As a result of 
the various improvement activities underway, Health is expecting to achieve an improvement in its 
overall PSPF maturity levels for all four outcomes to the ‘Developing’ or ‘Managing’ level by June 
2021. 

IP Australia 
2.72 In October 2019, IP Australia commenced a project to progress towards ‘Maturity Level 
Three’ of the Essential Eight Maturity Model for its implementation of the Essential Eight mitigation 
strategies. In July 2020, IP Australia developed a Security Uplift Program to bring together a number 
of IT security initiatives, including the Essential Eight project, under one program. The Security Uplift 
Program was approved by the Business Investment Committee62 to be a Tier 1 project in June 
2020.63 The Security Uplift Program identifies improving against the Top Four mitigation strategies 
as a priority. 

                                                                 
60 To seek an exemption, an exemption report is required to be completed providing an overview of the 

exemption details (including current approach and future mitigations), exemption timeframe and the risk 
assessment undertaken. 

61 The Terms of Reference of the Essential Eight Program Board provides that the program board reports 
relevant security and risk issues as required to the ICT Security and Risk Committee. Prior to the 
establishment of the Essential Eight Program Board in early 2020, Health ICT Security team was reporting 
monthly to the ICT Security and Risk Committee. The ANAO’s review of the ICT Security and Risk Committee 
meeting minutes found that the committee was provided with updates on the progress of Health’s Essential 
Eight maturity initiatives. 

62 The Business Investment Committee was replaced by the Investment, ICT and Property Committee in October 
2020 and is chaired by the Director-General. 

63 A Tier 1 project is identified as being high risk and a significant investment by IP Australia. Tier 1 projects are 
required to have oversight by the Investment, ICT and Property Committee. 
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2.73 The Security Uplift Program identifies ‘Maturity Level Three’ as the target state for IP 
Australia. The Security Uplift Program has a work plan, which outlines a number of initiatives and 
milestones to the end of 2022–23. The business case for the Security Uplift Program states that 
projects to improve maturity against the Top Four mitigation strategies will be prioritised based on 
risk. The initiatives under the work plan are ongoing and are scheduled to achieve ‘Maturity Level 
Three’ by June 2023. 

2.74 In July 2018, an internal audit was undertaken to assess the appropriateness of IP Australia’s 
plans to address gaps and improve its maturity against the Essential Eight. IP Australia agreed to the 
audit recommendations that it formalise and document the processes used to monitor and report 
on its Essential Eight maturity. The internal audit findings were used to inform IP Australia’s work 
to improve its Essential Eight maturity. IP Australia has another internal audit planned for the fourth 
quarter of 2020–21. This internal audit will be informed by the outcomes of IP Australia’s 
participation in the Department of Industry, Science, Energy and Resources’ Portfolio Security Uplift 
Program which commenced in July 2020. 

2.75 ACSC performed an Essential Eight+ Sprint engagement at IP Australia in the period 
November to December 2019 and found a lower level of maturity compared with the 2018 internal 
audit. The findings from the ACSC’s Essential Eight+ Sprint have informed IP Australia’s prioritisation 
and progress of work packages under the Security Uplift Program. 

2.76 IP Australia has a process in place to exempt IT solutions from meeting the ‘Maturity Level 
Three’ requirements of the Essential Eight. All solutions exempt against meeting the full 
requirements of the Essential Eight require a Security Risk Assessment with planned treatments to 
mitigate the risks identified. The IP Australia Chief Information Officer had approved exemptions 
for five solutions.  

2.77 IP Australia has established a Security Uplift Program Board to manage and make decisions 
pertaining to the Security Uplift Program. The Security Uplift Program Board is responsible for 
ensuring that the Security Uplift Program is delivering on its business case and that the budget, 
scope, risk and schedule is controlled appropriately. Significant decisions made by the Security Uplift 
Program Board can be referred to the Investment, ICT and Property Committee by the Chair.64 

2.78 In October 2020, IP Australia established a Security Governance Committee that reports to 
the Investment, ICT and Property Committee. The Security Governance Committee is responsible 
for reviewing and contributing to IP Australia’s annual PSPF self-assessment. Prior to the 
establishment of a designated security committee in October 2020, the IP Australia Audit 
Committee monitored IP Australia’s compliance with the Essential Eight requirements. The IP 
Australia Audit Committee has received reports on the progress of IP Australia’s work to improve 
its Essential Eight maturity. 

2.79 The Audit Committee has discussed the progress of the Security Uplift Program and regularly 
receives a report on the level of IP Australia’s Essential Eight maturity to enable reporting to the 
Executive. The September 2020 cyber security paper to the Audit Committee was the first to include 
a project schedule for the Security Uplift Program. The project schedule indicated that IP Australia 
was on track to meet its Essential Eight maturity level targets. 

                                                                 
64 The IP Australia Chief Information Officer chairs the Security Uplift Program Board. 



 

 
Auditor-General Report No. 32 2020–21 
Cyber Security Strategies of Non-Corporate Commonwealth Entities 
 
54 

Attorney-General’s Department 
2.80 In November 2019, AGD developed a draft program of work to improve its Essential Eight 
maturity. AGD informed the ANAO that it is targeting ‘Maturity Level Three’ against the Essential 
Eight mitigation strategies. However, AGD has not set a timeframe for achieving ‘Managing’ 
maturity for Policy 10. AGD informed the ANAO that ‘uncertainty about funding for initiatives to 
improve maturity prevents development of a reliable timeframe.’ AGD reported in its 2019–20 PSPF 
self-assessment for Policy 10 that its strategy to improve its maturity level was ‘Continual review, 
assessment, and improvement to meet the evolving cyber threat environment’ and that its 
timeframe was ‘on-going’. As at October 2020, AGD has not developed a clear strategy for achieving 
‘Managing’ maturity. 

2.81 AGD informed the ANAO that it assessed its maturity against the Essential Eight model. AGD 
prioritised the mitigation strategies that present the most likely vulnerability to AGD’s systems and 
information. AGD also informed the ANAO that as part of business-as-usual it has an ongoing 
continual improvement model for the management of risk to ensure that it meets its obligations 
under regulatory frameworks. AGD has not provided evidence to demonstrate its processes to 
improve its maturity against Policy 10 to ‘Managing’. 

2.82 AGD informed the ANAO that it undertook independent system penetration testing in 2018 
and 2020. However, these reviews did not assess AGD against the Top Four mitigation strategies. 
AGD has not had independent assurance of its compliance with the Top Four mitigation strategies. 

2.83 The AGD Security and Risk Management Committee is responsible for ensuring AGD’s 
compliance with the PSPF. The Security and Risk Management Committee does not receive reports 
on the progress of AGD’s work to improve its Essential Eight maturity and is unable to monitor the 
progress of its implementation. 
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Recommendation no.7  
2.84 The Attorney-General’s Department: 

(a) develops a strategy and sets a timeframe to improve its cyber security maturity to the 
’Managing’ level for PSPF Policy 10; 

(b) provides clear reporting to its governance committees to enable oversight on the 
progress of its work to improve its Essential Eight maturity; and 

(c) monitors the progress of its work to improve its Essential Eight maturity against the set 
timeframe and through appropriate governance structures. 

Attorney-General’s Department response: Agreed. 

2.85 AGD takes its cyber security seriously. AGD has a broad collection of measures and 
strategies to mitigate risk as AGD progresses its implementation of the Essential 8. AGD is 
undertaking activity to progressively uplift AGD’s maturity level with the view to achieving 
‘Managing’ level for PSPF Policy 10. 

2.86 Taking into account this recommendation, AGD will develop a strategy and set internal 
timeframes for implementation, to be monitored by the Audit and Risk Management and the 
Security and Risk Management Committees. 

Future Fund 
2.87 Future Fund has developed plans to improve its implementation of the Essential Eight 
mitigation strategies. Future Fund expects to achieve ‘full’ implementation of all of the Top Four 
mitigation strategies by the end of 2021–22. As at October 2020, an internal review was planned to 
inform future improvement activities. 

2.88 Future Fund’s Information Security Policy requires a System Accreditation to be performed 
on all new IT solutions before their use in its IT environment. As part of the System Accreditation, a 
Solution Design Risk Assessment must be conducted on all new solutions. Risks are assessed 
according to the Risk Management Policy and where deemed appropriate, the ISM is applied as a 
baseline for required controls. Future Fund informed the ANAO that the System Accreditation 
process supports the identification and management of risks related to the Top Four mitigation 
strategies. 

2.89 Future Fund has not had independent assurance of its compliance with the Top Four 
mitigation strategies since its establishment. Future Fund informed the ANAO that it does not have 
any exemptions against the Top Four mitigation strategies for reaching ‘Maturity Level Three’. 

2.90 The Future Fund Management Committee is responsible for reviewing the progress of the 
Essential Eight work against the Technology Risk and Security area business plan. The Management 
Committee comprises of the Chief Executive Officer, the Chief Security Officer65 and other senior 
management. The Committee is responsible for providing advice and support to the Chief Executive 
Officer in relation to the general management of Future Fund’s operations and meets at least 
monthly. The Future Fund Operational Risk & Compliance Committee is responsible for reviewing 
                                                                 
65 Future Fund reported in its 2018–19 and 2019–20 PSPF self-assessments that ‘The accountable authority has 

appointed the Agency’s Chief Financial Officer as the CSO [Chief Security Officer]’. 
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Future Fund’s annual PSPF self-assessment. Future Fund informed the ANAO that the Operational 
Risk & Compliance Committee Charter is being updated and that the Chief Security Officer is 
responsible for assessing compliance with the PSPF. 

2.91 The Technology Risk and Security area provides a Technology Business Management 
Dashboard to the Management Committee. The most recent dashboard provided the Committee 
with an update on the completion of a phase of an Essential Eight improvement activity. Future 
Fund informed the ANAO that the Management Committee does not receive updates through the 
dashboard on the progress of the Essential Eight improvement activities, but only of their 
completion. In September 2020, the Future Fund Board of Guardians was presented with Future 
Fund’s plans to improve its implementation of the Essential Eight mitigation strategies.66 In 
November 2020, Future Fund began providing a dashboard report to the Operational Risk & 
Compliance Committee on the status of its Essential Eight work.  

Recommendation no.8  
2.92 The Future Fund Management Agency monitors the progress of its Essential Eight 
improvement activities against the timeframe set for improving its PSPF Policy 10 maturity level. 

Future Fund Management Agency response: Agreed. 

2.93  The Agency’s Operational Risk & Compliance Committee (“ORCC”) now receives quarterly 
status reports to monitor the progress of the Essential Eight improvement activities against the 
timeframes set. The first such report was received by the ORCC in November 2020. In addition, 
from 2021, the Board Audit & Risk Committee will receive such status reports at least annually. 

 

                                                                 
66 The Chair of the Future Fund Board of Guardians is the Future Fund’s accountable authority. 
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3. Support provided by the cyber policy and 
operational entities 
Areas examined 
This chapter examines whether the entities responsible for cyber policy and operational 
capability in the Australian Government — the Attorney-General’s Department (AGD), the 
Australian Signals Directorate (ASD), the Department of Home Affairs (Home Affairs) — have 
worked together to support accurate self-assessment and reporting by non-corporate 
Commonwealth entities, and to improve those entities’ implementation of cyber security 
requirements under the Protective Security Policy Framework (PSPF). 
Conclusion 
The cyber policy and operational entities have worked together to provide more guidance 
following Auditor-General Report No.53 2017–18 Cyber Resilience, to support non-corporate 
Commonwealth entities’ self-assessment of their implementation of cyber security requirements 
under the PSPF. There is scope to further improve the accuracy of entities’ PSPF Policy 10 
assessments and strengthen arrangements to hold entities to account for the implementation of 
cyber security mandatory requirements. Robust accountability arrangements are particularly 
important in absence of public accountability through reporting to the Parliament. 
Areas for improvement 
The ANAO made five recommendations aimed at: 

• AGD ensuring the maturity levels under the PSPF maturity assessment model are fit-for-
purpose and effectively aligned with the maturity levels under ASD’s Essential Eight Maturity 
Model; 

• AGD providing additional clarity on the PSPF Policy 10 supporting guidance; 

• AGD implementing measures to obtain assurance on the accuracy of entities’ PSPF Policy 10 
self-assessments; 

• ASD providing assistance to AGD to support AGD’s assurance processes on entities’ PSPF 
Policy 10 self-assessment results; and 

• the Australian Government strengthening arrangements to hold entities to account for the 
implementation of mandatory cyber security requirements. 

3.1 Auditor-General Report No.53 2017–18 Cyber Resilience identified that the implementation 
of the previous Protective Security Policy Framework by non-corporate Commonwealth entities was 
not achieving compliance with cyber security requirements. The report recommended that the 
three Australian Government entities with responsibilities for cyber security policy and operational 
capability — AGD, ASD and Home Affairs — work together to improve non-corporate 
Commonwealth entities’ compliance with the framework.67 It was recommended that the following 
areas be strengthened: 

                                                                 
67 Appendix 2 of this report sets out the recommendation made to the three cyber policy and operational 

entities in Auditor-General Report No.53 2017–18 Cyber Resilience and the corresponding responses provided 
by the three entities. 
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• technical guidance to support entities’ PSPF self-assessment of their compliance with the 
mandatory Top Four mitigation strategies;  

• processes for verifying the accuracy of entities’ PSPF self-assessment of their compliance 
with the mandatory cyber security requirements; and  

• transparency and accountability of entities’ compliance with the mandatory cyber security 
requirements. 

3.2 AGD agreed to work with the other two cyber policy entities to strengthen guidance and 
improve transparency and accountability, and agreed in principle to the development of a 
verification program for the PSPF self-assessments. ASD agreed to the recommendation, noting that 
it is neither a regulatory body nor a compliance reporting agency. Home Affairs agreed to the 
recommendation stating that it would continue to work with AGD and ASD to strengthen the cyber 
security standard of Australian Government networks in its cyber security policy and coordination 
role. 

3.3 This chapter follows up on the recommendation made in the 2017–18 Auditor-General Report 
by examining whether AGD, ASD and Home Affairs have worked together to strengthen the three 
recommended areas to help improve non-corporate Commonwealth entities’ implementation of the 
mandatory cyber security requirements under the revised PSPF. 

Is there adequate technical guidance to support entities to accurately 
self-assess against the Essential Eight mitigation strategies and their 
underlying controls in the Australian Government Information Security 
Manual? 

The revised PSPF maturity assessment model has incorporated more guidance to support 
entities’ self-assessment of their implementation of Policy 10 cyber security requirements. The 
AGD-developed PSPF Policy 10 guidance cross-references to multiple technical guidance 
developed by ASD, including guidance on the implementation of the Essential Eight mitigation 
strategies and the underlying security controls within the Australian Government Information 
Security Manual. There is scope to further improve the alignment of the maturity models for 
the PSPF and Essential Eight, and the clarity of the guidance to ensure more accurate PSPF 
Policy 10 self-assessments. 

3.4 Auditor-General Report No.53 2017–18 Cyber Resilience identified that there was a lack of 
guidance under the previous compliance-based PSPF assessment model for entities to self-assess 
and report against their compliance with the Top Four cyber security risk mitigation strategies:  

• The non-corporate Commonwealth entities examined in that audit did not have access to 
comprehensive guidance or supporting tools in conducting their PSPF self-assessments. 
There was no common control assessment methodology or a grading scheme to help 
entities to accurately assess the effectiveness of the security controls implemented for the 
Top Four mitigation strategies. The rating of either compliant or non-compliant under the 
previous PSPF was limited, and may not accurately reflect the adequacy of an entity’s 
implementation of the Top Four mitigation strategies or the operating effectiveness of the 
associated security controls. 
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• In assessing the implementation of the Essential Eight mitigation strategies, there was 
inconsistent alignment between the criteria used for attaining baseline maturity level 
under the previous Essential Eight Maturity Model and the criteria for achieving the 
minimum requirements under the previous Australian Government Information Security 
Manual (ISM). The previous Essential Eight Maturity Model did not provide a way for 
entities to accurately self-assess their Top Four compliance. 

3.5 The report recommended that the three cyber policy and operational entities work together 
to provide adequate technical guidance to support entities to accurately self-assess against the Top 
Four mitigation strategies and the underlying security controls within the Australian Government 
Information Security Manual (Recommendation 2(a)). All three entities agreed to the 
recommendation. 

3.6 AGD reported to its audit and risk management committee in December 2020 that it had 
completed its implementation of Recommendation 2(a) of the 2017–18 audit through the 1 October 
2018 PSPF reforms that more clearly articulate the Policy 10 requirements and how they link to the 
underlying controls contained in the Australian Government Information Security Manual.68  ASD 
reported to its audit and risk committee that it has implemented Recommendation 2(a) of the 
2017–18 Auditor-General Report audit with respect to the provision of supporting technical 
guidance to entities. 

3.7 To follow up on the recommendation made in the 2017–18 report, the ANAO examined the 
guidance provided by AGD, ASD and Home Affairs under the revised PSPF maturity assessment 
model to determine whether the guidance adequately supports entities’ self-assessment of their 
implementation of the PSPF Policy 10 requirements and determination of their PSPF Policy 10 
maturity level. The ANAO’s examination encompassed a review of guidance provided in PSPF 
information sessions and reporting forums, and guidance on the PSPF implementation levels, PSPF 
maturity models and Essential Eight Maturity Model. 

Supporting guidance provided by AGD and ASD 
3.8 As noted at paragraphs 1.26 to 1.27, a major change in the 2018 reforms to the PSPF was a 
shift from a compliance-based to a maturity-based reporting approach. The 2018 PSPF reforms also 
updated the policy on cyber security to more clearly set out the requirements for safeguarding 
information from cyber threats. Policy 10 in the revised PSPF articulates the cyber security 
requirements under the framework and provides guidance on how entities can safeguard 
information from cyber threats. 

PSPF information sessions, reporting forums and supporting activities  

3.9 Following the finalisation of the 2018 PSPF reforms, AGD held five information sessions in 
various Australian capital cities with non-corporate Commonwealth entities to assist entities to 
understand the new PSPF maturity self-assessment model.69 The information sessions provided 
entities with the opportunity to seek specific guidance on self-assessing their security maturity and 
completing their annual PSPF assessment report using the new PSPF reporting portal. 

                                                                 
68 AGD informed its audit and risk management committee that it did not report on the implementation of the 

recommendation at the time of completion because the 2017–18 Auditor-General Report was of the 
Department of the Treasury, National Archives of Australia and Geoscience Australia and not of AGD. 

69 Information sessions were conducted in Canberra, Brisbane, Melbourne, Sydney and Adelaide in September 
and October 2018. 
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3.10  Other activities conducted by AGD to promote awareness of the new PSPF maturity self-
assessment model include: convening the Chief Security Officer forums; developing a new PSPF 
website and PSPF factsheets; and responding to entities’ queries on implementation and self-
assessment via the PSPF hotline and website form. ASD also presented at the information sessions 
and forums on issues relating to cyber security and the implementation of the Essential Eight 
mitigation strategies. 

3.11 AGD intends to conduct PSPF assessment reporting forums biannually. The earlier forum is 
to prepare entities for the PSPF reporting period while the latter forum provides entities with a 
snapshot of areas requiring heightened attention. The 2019–20 PSPF assessment reporting forum 
was held on 18 June 2020. ASD also presented at the forum to provide a briefing on cyber security 
and areas for future focus. 

Implementation levels of PSPF Policy 10 requirements 
AGD guidance 

3.12 In undertaking their annual assessment on PSPF Policy 10, entities are required to assess the 
effectiveness of their implementation of the cyber security risk mitigation strategies. Entities assess 
the effectiveness of their implementation of the mitigation strategies against four grading levels — 
‘Partial, ‘Substantial’, ‘Full’ and ‘Excelled’ — as outlined in Table 1.2. The descriptions of the four 
implementation levels are provided in PSPF Policy 5: Reporting on security70 and within the Policy 
10 assessment module in the PSPF reporting portal. 

3.13 The four grading levels under the maturity assessment model represent an improvement 
from the binary compliant or non-compliant rating under the previous compliance assessment 
model. Under the compliance assessment model, entities reported their overall compliance with 
the previous INFOSEC-4 requirements instead of their compliance with the individual Top Four 
mitigation strategies. The revised implementation levels enable entities to better reflect the 
effectiveness of their implementation of the various cyber security risk mitigation strategies. 

3.14 As part of the 2018 PSPF reforms, an online PSPF reporting portal was developed to provide 
an improved mechanism for entities to report on the maturity of their security capability. The portal 
guides entities through a series of questions and prompts for additional information where relevant. 
For the 2019–20 reporting period, Policy 10 of the PSPF assessment requires entities to respond to 
a set of 11 questions. Appendix 3 lists the set of questions for Policy 10. 

• The first four questions relate to the extent of the entity’s implementation of the 
mandatory Top Four mitigation strategies. 

• Another four questions relate to the extent of the entity’s implementation of the four non-
mandatory strategies of the Essential Eight mitigation strategies. 

• One of the questions addresses the supporting requirement of PSPF Policy 10 regarding 
whether the entity has measures in place to protect the public from cyber security risk 
when they transact online with the government. Entities have the choice to select the ‘Not 
Applicable’ option if this question does not apply to them. 

                                                                 
70 PSPF Policy 5: Reporting on security provides guidance on reporting under the new PSPF maturity self-

assessment model.  
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• The final two questions relate to the implementation of the remaining 29 of the 37 ASD 
prioritised mitigation strategies. Entities are required to assess the extent of their 
consideration of the implementation of these remaining mitigation strategies and detail 
the strategies the entity has implemented. 

3.15 Within the reporting portal, all 11 questions for Policy 10 have ‘tooltips’ (guidance) to help 
entities in their self-assessment. The tooltip guidance for each question refers entities to relevant 
sections of PSPF Policy 10 and the ASD’s publication on Strategies to Mitigate Cyber Security 
Incidents. 
ASD guidance 

3.16 PSPF Policy 10 includes guidance to support entities in implementing cyber security risk 
mitigation strategies prescribed by ASD. The guidance within Policy 10 cross-references to the 
following ASD cyber security publications: 

• Strategies to Mitigate Cyber Security Incidents — provides guidance on the 37 prioritised 
strategies developed to mitigate cyber security incidents including suggested 
implementation order for the mitigation strategies; 

• Essential Eight Maturity Model — provides guidance on how to implement the Essential 
Eight mitigation strategies in a phased approach and how to self-assess the maturity level 
of the implementation; 

• Australian Government Information Security Manual — outlines a cyber security 
framework that entities can apply, using their risk management framework, to protect 
their systems and information from cyber threats; 

• Essential Eight to ISM Mapping — outlines the minimum security controls within the ISM 
that entities must implement to meet the intent of the Essential Eight mitigation 
strategies; 

• Implementing Application Control — provides guidance on what application control is and 
how to implement application control; 

• Assessing Security Vulnerabilities and Applying Patches — provides guidance on assessing 
security vulnerabilities to determine the risk to entities if patches are not applied in a 
timely manner; 

• Restricting Administrative Privileges — provides guidance on how to effectively restrict 
administrative privileges; and 

• Strategies to Mitigate Cyber Security Incidents – Mitigation Details — a guidance 
document that complements the Strategies to Mitigate Cyber Security Incidents 
publication. This guidance provides an overview of the threats of various cyber security 
incidents and outlines implementation guidance for the mitigation strategies. 

3.17 In addition to the above guidance, the ASD’s Australian Cyber Security Centre (ACSC) 
website contains additional cyber security advice and publications. The ACSC also provides advice 
to entities via the Cyber Security Hotline and the ACSC Partnership Program.71 

                                                                 
71 The ACSC Partnership Program is open to Australian Government entities, state and territory government 

entities, industry organisations and the research community. ACSC partners are able to access timely alerts 
and advisories, share insights and work together to solve common cyber security challenges.  
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3.18 The tooltip guidance in AGD’s PSPF reporting portal specifically states that entities are to 
ensure that they are meeting ‘Maturity Level Three’ requirements of the Essential Eight Maturity 
Model in order to self-assess as having fully implemented the requirements for each of the Top Four 
mitigation strategies. 

PSPF maturity assessment model and the Essential Eight Maturity Model 
Maturity levels of PSPF Policy 10 

3.19 PSPF Policy 10 also includes guidance on how to achieve PSPF maturity with implementation 
of the ASD’s mitigation strategies. Under the PSPF maturity self-assessment model, entities assess 
their security capability against four levels of maturity. Each PSPF policy has maturity level indicators 
that are tailored to the specific policy. The descriptions and indicators for each maturity level of 
PSPF Policy 10 are outlined in Table 3.1.  

Table 3.1: PSPF maturity levels – Policy 10: Safeguarding information from cyber 
threats 

Maturity level Maturity level description Maturity level indicatora 

Ad hoc  

◑ 
Partial: Some PSPF mandatory and 
supporting requirements are 
implemented although are not well 
understood across the entity. Security 
outcomes are not being achieved in 
some areas.  

Partial implementation of Top Four 
strategies to mitigate targeted cyber 
intrusions. Reactive approach to 
implementing the remaining Strategies to 
Mitigate Cyber Security Incidents to protect 
the entity. 

Developing 

◕ 
 
 

Substantial: The majority of PSPF 
mandatory and supporting requirements 
are implemented, broadly managed and 
understood across the entity. Entity is 
largely meeting security outcomes.  

The entity has implemented the majority of 
the Top Four strategies to mitigate targeted 
cyber intrusions. The entity understands 
and has substantially implemented the 
remaining Strategies to Mitigate Cyber 
Security Incidents it considers necessary to 
protect the entity.  

Managing 

● 
Full: All PSPF mandatory and 
supporting requirements are 
implemented, integrated into business 
practices and effectively disseminated 
across the entity. Entity meets security 
outcomes. 

All Top Four strategies to mitigate targeted 
cyber intrusions have been fully 
implemented with ongoing performance 
monitoring. The entity understands and has 
implemented the remaining Strategies to 
Mitigate Cyber Security Incidents it 
considers necessary to protect the entity. 

Embedded 
 

 
 

Excelled: All PSPF mandatory and 
supporting requirements are 
implemented, are effectively integrated 
and exceeding security outcomes with 
better-practice guidance achieving high 
performance.  

The entity has fully implemented the 
Essential Eight, and other activities relevant 
to the entity’s risk environment, to protect 
against harm from identified cyber threats. 
Processes are regularly tested to ensure 
real-time response to potential cyber 
intrusions and emerging threats.  

Note a: The maturity level indicators for PSPF Policy 10 were updated for the 2019–20 reporting period to include the 
November 2019 changes made to the mandatory requirement for entities to consider all of the mitigation 
strategies in ASD’s Strategies to Mitigate Cyber Security Incidents. 

Source: Adapted from Table 2: PSPF Maturity Self-Assessment Model – Information Security within Annex A of Policy 
5: Reporting on security. 
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3.20 The maturity level descriptions and maturity level indicators show alignment between the 
four maturity levels and the four implementation levels under the PSPF with ‘Managing’ maturity 
corresponding with ‘Full’ implementation. 

3.21 The PSPF specifies that the ‘Managing’ maturity level provides the minimum required level 
of protection of an entity’s people, information and assets. PSPF Policy 10 states that to achieve the 
‘Managing’ maturity level for the implementation of each of the Top Four mitigation strategies, 
entities are to implement the ‘Maturity Level Three’ requirements of the Essential Eight Maturity 
Model. This further indicates that the PSPF maturity level of ‘Managing’ is equivalent to ‘Maturity 
Level Three’ in the Essential Eight Maturity Model. 

3.22 The PSPF reporting portal calculates and suggests a maturity level for Policy 10 based on 
entities’ responses on the level of their implementation of the mandatory Top Four mitigation 
strategies and consideration of the remaining mitigation strategies in ASD’s Strategies to Mitigate 
Cyber Security Incidents.72 Guidance in the portal specifies that entities’ responses to the questions 
on their implementation of the four non-mandatory Essential Eight strategies are not included in 
the maturity level calculation for Policy 10. Of the six selected entities in Chapter 2 that had self-
assessed a PSPF maturity level of ‘Ad hoc’ or ‘Developing’, all but one had detailed proposed 
strategies that were beyond the Top Four for improving its Policy 10 maturity level. This was despite 
the exclusion of the non-mandatory Essential Eight mitigation strategies from Policy 10 maturity 
calculation. 

3.23 The section for Policy 10 on the ‘Strategies and timeframes to improve your maturity level’ 
does not specify whether entities should provide details on proposed strategies for the Top Four 
only. The section could be interpreted as requiring entities to provide details on all the Essential 
Eight mitigation strategies they have in place for improving their PSPF Policy 10 maturity. This is 
incongruent with the calculation of the PSPF Policy 10 maturity level in the portal whereby the 
entities’ implementation of the four non-mandatory Essential Eight strategies does not contribute 
to the entity’s Policy 10 maturity. 
Maturity levels of the ASD’s Essential Eight Maturity Model 

3.24 As discussed in paragraph 3.21, the PSPF refers to ‘Maturity Level Three’ of the ASD’s 
Essential Eight Maturity Model in advising entities on how to achieve the baseline ‘Managing’ 
maturity level for PSPF Policy 10. As at October 2020, there are three maturity levels in the Essential 
Eight Maturity Model — ‘Maturity Level One’, ‘Maturity Level Two’ and ‘Maturity Level Three’ — as 
outlined in Table 1.4. 

3.25 The Essential Eight Maturity Model outlines the minimum criteria that entities have to meet 
in their implementation of the Essential Eight mitigation strategies for reaching the three maturity 
levels. ASD recommends that entities should aim to reach Maturity Level Three for each mitigation 
strategy as a baseline. 

3.26 The Essential Eight Maturity Model was first published in June 2017 with five maturity levels, 
defined as follows: 

• Maturity Level Zero — Not aligned with the intent of the mitigation strategy; 

                                                                 
72 If applicable, entities’ response to the question on the extent of the entity’s implementation of the 

requirement to safeguard information from cyber threats when transacting online with the public is included 
in the maturity calculation for Module 10.  
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• Maturity Level One — Partly aligned with the intent of the mitigation strategy; 
• Maturity Level Two — Mostly aligned with the intent of the mitigation strategy; 
• Maturity Level Three — Fully aligned with the intent of the mitigation strategy; and 
• Maturity Level Four — For higher risk environments.  
3.27 ASD removed ‘Maturity Level Zero’ and ‘Maturity Level Four’ from the model in February 
2019. ASD informed the ANAO that the removal of the two maturity levels was to simplify and 
improve the focus of the maturity assessment model.73 ASD removed ‘Maturity Level Four’ on the 
basis that it did not follow the escalating pattern of maturity assessment reflected in the other 
maturity levels. ‘Maturity Level Four’ was also removed so that the maturity model has a greater 
emphasis on achieving alignment with the intent of the Essential Eight mitigation strategies. 

3.28 As discussed in paragraph 3.4, Auditor-General Report No.53 2017–18 Cyber Resilience 
identified misalignment between the previous Essential Eight Maturity Model and the ISM. In 
November 2018, ASD addressed the inconsistent alignment through a rewrite of the ISM with the 
inclusion of new security controls and an update of the language in the Essential Eight Maturity 
Model. ASD also developed a guidance document on Essential Eight to ISM Mapping, which was 
initially released in January 2019 with subsequent updates made to reflect relevant changes in the 
ISM.74 

3.29 The Essential Eight to ISM Mapping guidance document outlines the minimum security 
controls within the ISM that entities must implement to achieve Maturity Level Three for meeting 
the intent of the Essential Eight mitigation strategies. It clarifies the criteria for meeting the baseline 
requirements of the Essential Eight Maturity Model when implementing the Essential Eight 
mitigation strategies. It also aligns the criteria with the minimum requirements in the ISM. 
Alignment between the PSPF maturity assessment model and Essential Eight Maturity Model 

3.30 The PSPF Policy 10 guidance (May 2020 version) clearly sets out that entities are to 
implement the requirements for ‘Maturity Level Three’ of the Essential Eight Maturity Model for 
them to self-assess as having fully implemented a mitigation strategy and achieved a corresponding 
PSPF maturity level of ‘Managing’. However, the guidance does not clearly outline the alignment 
for the remaining maturity levels of the PSPF maturity assessment model and the Essential Eight 
Maturity Model. The availability of guidance that more clearly articulates the correlation of the two 
models will better support entities in assessing the implementation requirements of the mitigation 
strategies across the different maturity levels. 

3.31 The ANAO identified that AGD and ASD have different interpretations of the maturity level 
mapping between the PSPF maturity assessment model and the Essential Eight Maturity Model. In 
responding to a question asked in the 2019–20 PSPF assessment reporting forum held in June 2020 
in relation to the mapping between the two models, AGD indicated that Maturity Levels One, Two 
and Three generally correspond to ‘Ad hoc’, ‘Developing’ and ‘Managing’ maturity levels or ‘Partial’, 
‘Substantial’ and ‘Full’ implementation levels respectively. In the ANAO’s discussion with ASD during 
the audit, ASD informed that its understanding of the PSPF maturity levels is: 

                                                                 
73 The ASD’s September 2020 Essential Eight Maturity Model consultation draft proposes to restore Maturity 

Level Zero – defined as ‘Incapable of mitigating basic cyber threats.’ 
74 ASD updates the ISM monthly and publishes the document on its website. Previous versions of the ISM are 

also available on the ASD’s ACSC website.  
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The maturity levels of ‘ad hoc’ and ‘developing’ are an indication of the degree of implementation 
of Maturity Level 3 requirements — not whether an entity is either Maturity Level 1 or Maturity 
Level 2…  

3.32 The ANAO’s review of the maturity level descriptions and indicators identified that there is 
an inherent alignment between the two models despite it not being clearly set out in the guidance. 
The ANAO also identified that there is an apparent misalignment between the PSPF maturity 
assessment model and the Essential Eight Maturity Model, which is the different grading levels 
within the two models. While there are four maturity levels under the PSPF maturity assessment 
model, the current ASD’s Essential Eight Maturity Model only has three maturity levels. There is no 
equivalent Essential Eight maturity level for the highest PSPF maturity level of ‘Embedded’. ANAO 
analysis of the alignment between the PSPF maturity assessment model and the Essential Eight 
Maturity Model is depicted in Figure 3.1. 

Figure 3.1: AGD mapping of the PSPF maturity assessment model to the Essential 
Eight Maturity Model 
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Source: ANAO analysis of the guidance for PSPF Policy 10 and the Essential Eight Maturity Model.  

3.33 PSPF Policy 10 guidance does not elaborate on what an ‘Excelled’ level of implementation 
entails for entities to achieve an ‘Embedded’ PSPF maturity level. There is no guidance on the 
Essential Eight Maturity Model criteria entities have to meet to reach ‘Embedded’ maturity. This 
misalignment between the two maturity models and the lack of technical guidance reduces clarity 
for entities on how an ‘Embedded’ maturity level could be achieved.75 

3.34 As discussed in paragraphs 1.35 and 3.25, ASD recommends that entities should aim to 
reach ‘Maturity Level Three’ for each of the eight mitigation strategies as a baseline. The existence 
of a maturity level as a baseline implies that there is a higher maturity level that should be attained. 
However, ‘Maturity Level Three’ is also the highest maturity level under the current Essential Eight 
Maturity Model.  

3.35 Regular meetings between ASD and AGD on cyber security reporting included discussions 
on the misalignment of the maturity models. As at December 2020, ASD and AGD had not resolved 

                                                                 
75 See Appendix 4 for the selected entities’ views on the supporting guidance for PSPF Policy 10 self-assessment. 
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the misalignment between the PSPF maturity assessment model and the Essential Eight Maturity 
Model. 

3.36 Following the completion of the Essential Eight+ Sprint Program, ASD commenced a review 
of the current Essential Eight Maturity Model to ensure that it remains ‘contemporary, contestable 
and actionable'. In October 2020, ASD shared a consultation draft of the revised Essential Eight 
Maturity Model with Information Technology Security Advisers, Chief Information Officers and 
Chief Information Security Officers from federal, state and territory governments, as well as key 
industry partners from various sectors, to seek feedback on its proposed update to the Essential 
Eight Maturity Model. As at early December 2020, the proposed update to the Essential Eight 
Maturity Model was yet to be finalised. 

Recommendation no.9  
3.37 The Attorney-General’s Department reviews the existing maturity levels under the PSPF 
maturity assessment model to determine if the maturity levels are fit-for-purpose and effectively 
aligned with the Essential Eight Maturity Model, having regard to the Australian Signals 
Directorate's proposed update to the Essential Eight Maturity Model. 

Attorney-General’s Department response: Agreed. 

3.38 AGD is currently reviewing the maturity model to ensure it is fit-for-purpose, and will 
consider the lessons learned from the previous 2 years of reporting under the updated PSPF. We 
will continue to work closely with ASD on the interaction between the PSPF and the Essential Eight 
Maturity Model; and will ensure appropriate alignment of the two models as part of this process. 
AGD will continue to periodically review the maturity model to ensure it remains fit-for-purpose. 

Other issues relating to the guidance 

3.39 As discussed in paragraph 3.22, an entity’s PSPF maturity level for Policy 10 is calculated by 
the reporting portal based on the responses provided to some of the questions for Policy 10. The 
guidance in the portal specifies that the responses to four of the 11 questions for Policy 10, which 
relate to the implementation level of the four non-mandatory Essential Eight mitigation strategies, 
are not included in the maturity calculation for Policy 10.  

3.40 While the reporting portal states what is excluded from the Policy 10 maturity calculation, 
the methodology for the maturity calculation has not been adequately explained in other PSPF 
guidance.76 There is merit in clarifying the guidance on the scope of the maturity calculation for 
PSPF Policy 10 to enable entities to more accurately consider the system-suggested maturity level 
and determine the entity’s Policy 10 maturity level. 

3.41 Following the November 2019 amendment made to the PSPF Policy 10 mandatory 
requirements (see Box 1 and paragraph 1.24), Policy 10 of the 2019–20 PSPF assessment has 
included questions on entities’ consideration of the relevant strategies from the remaining ASD’s 
prioritised mitigation strategies that the entity needed to implement (see Appendix 3, Questions 
                                                                 
76 Guidance in Module 10 of the PSPF reporting portal specifies that entities’ implementation of the four non-

mandatory Essential Eight strategies are not included in the maturity level calculation for Policy 10. There is 
no guidance that specifies which responses to the Module 10 questions contribute to the maturity level 
calculation. Please refer to Appendix 4 for entities’ views on the supporting guidance for PSPF Policy 10 self-
assessment.  
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10.10 and 10.11). The tooltip guidance for Question 10.10 states that entities are required to advise 
which of the remaining 29 mitigation strategies they have implemented. 

3.42 AGD informed the ANAO that the intention of this question is for entities to assess the 
mandatory requirement in relation to the level — ‘Partial’, ‘Substantial’, ‘Full’ or ‘Excelled’ — to 
which the entity has considered each of the remaining strategies. The purpose of this mandatory 
requirement is for entities to make an assessment based on the entity’s risk environment and 
business operations to determine if it needs to implement any of the remaining ASD’s mitigation 
strategies. Entities are then required to detail which of the remaining 29 strategies they have 
implemented in a free-text box in Question 10.11. 

3.43 Question 10.10 requires entities to assess the level of their consideration of the 
implementation of the mitigation strategies. This is in contrast to the other Policy 10 questions that 
require entities to assess the level of their implementation of the mitigation strategies. Assessment 
of an entity’s level of consideration involves subjective judgment. There is a lack of guidance on how 
entities are to assess and grade Question 10.10, which could lead to misinterpretations of the 
question. Further, it is unclear how the level to which entities have considered the implementation 
of cyber security risk mitigation strategies would contribute to their actual cyber security maturity 
level.77 

3.44 During the course of this audit, the ANAO sought the views of the selected entities under 
this audit regarding the supporting guidance available for their PSPF Policy 10 self-assessment. 
Appendix 4 outlines some of the views expressed by the selected entities. 

                                                                 
77 Refer to Appendix 4 for entities’ views on the supporting guidance provided for PSPF Policy 10 self-

assessments.  
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Recommendation no.10  
3.45 The Attorney-General’s Department further improves the guidance on PSPF Policy 10 to 
clarify: 

(a) the correlation of the maturity levels in the PSPF and Essential Eight maturity models, 
and their implementation requirements; 

(b) the scope of the maturity level calculation suggested by the reporting portal and how 
entities can more accurately determine their selected PSPF maturity level; and 

(c) the assessment against the requirement to consider the implementation of the 
remaining 29 mitigation strategies, and the merit of its inclusion in the PSPF Policy 10 
maturity level calculation. 

Attorney-General’s Department response: Agreed. 

3.46 AGD places a high priority on ensuring entities understand the requirements in the PSPF 
and the methodology for calculating their maturity levels. As a result, AGD regularly updates the 
PSPF and provides additional guidance and assistance to entities via reporting fora and through 
a dedicated hotline and inbox. AGD will undertake further work to improve the guidance in Policy 
10 through these existing processes, including through consultation with ASD on the correlation 
of maturity levels. 

3.47 Home Affairs informed the ANAO that it does not play a role in developing guidance to assist 
entities in cyber security self-assessments and reporting under the PSPF. In its cyber security policy 
coordination role, Home Affairs was involved in the development of the revised PSPF Policy 10. 
Home Affairs provided strategic advice to AGD and ASD to ensure that the PSPF and ISM are 
consistent with national cyber security policy and are mutually supportive of improved cyber 
security standards across the Australian Government. 

Have the cyber policy and operational entities developed processes to 
verify the accuracy of entities’ self-assessed reporting? 

The cyber policy and operational entities have not developed processes to verify the accuracy 
of entities’ PSPF Policy 10 self-assessed reporting. ASD has commenced the development of 
software tools that provide technical reporting to support entities in performing more accurate 
self-assessments of their Essential Eight implementation. While AGD and ASD have been 
sharing the results of the PSPF self-assessment reports and the ASD’s ACSC Cyber Security 
Survey, the sharing of data has not yet resulted in obtaining assurance on the accuracy of the 
self-assessments and facilitating policy and technical assistance for entities. 

3.48 In light of the continued low level of compliance with the Top Four mitigation strategies, 
Auditor-General Report No.53 2017–18 Cyber Resilience recommended that the three cyber policy 
and operational entities work together to develop a program under the revised PSPF to verify the 
accuracy of entities’ self-assessment of their compliance with the mandatory mitigation strategies 
(Recommendation 2(b)). ASD and Home Affairs both agreed to the ANAO’s recommendation. In 
agreeing to the recommendation, ASD noted that it is neither a regulatory body nor a compliance 
reporting agency for cyber security. 
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3.49 AGD agreed in principle to the recommendation in the 2017–18 report regarding the 
verification program. AGD stated that while the revised PSPF would assist with verification by 
requiring supporting evidence from entities to provide greater assurance on the accuracy of their 
self-assessment, the development of a verification program is a matter for ASD. 

3.50 AGD reported to its audit and risk management committee in December 2020 that it had 
completed its implementation of Recommendation 2(b) of the 2017–18 Auditor-General Report by 
introducing reforms to the PSPF and the revised PSPF maturity self-assessment model. ASD 
reported to its audit and risk committee that it has implemented Recommendation 2(b) from 
Auditor-General Report No.53 2017–18 Cyber Resilience through the conduct of the ACSC Cyber 
Security Survey and the Cyber Uplift Program. 

3.51 To follow up on the recommendation, the ANAO examined in this audit the processes 
developed by AGD, ASD and Home Affairs to gain assurance on the accuracy of entities’ PSPF self-
assessments and reporting. 

AGD assurance activities 
3.52 During the course of this audit, AGD reiterated its response to the 2017–18 Auditor-General 
Report that it does not have the technical capability to verify the accuracy of entities’ Essential Eight 
assessment and considered the development of any such verification program to be a matter for 
ASD. AGD informed the ANAO that it also does not undertake any technical verification for entities’ 
assessments of other PSPF policies. AGD informed the ANAO that it will engage with entities to 
provide advice on policy implementation and facilitate access to subject matter experts. AGD noted 
that it does not have a regulatory role in relation to the PSPF78; its function is to ensure that the 
PSPF policy is appropriate and entities are supported to implement the policy and self-assess their 
maturity level to meet reporting obligations under the framework. 

Reviews and analysis of PSPF assessment reports 

3.53 While AGD does not verify the accuracy of entities’ PSPF self-assessments, AGD reviews and 
analyses the PSPF assessment reports submitted by entities. AGD does not have a framework that 
it uses to guide the analysis. 

3.54 AGD informed the ANAO that it reviews entities’ responses in the submitted reports to 
ensure that they have captured all required information before it accepts the reports as final. AGD 
then considers the responses provided in each PSPF assessment module to ensure that the rationale 
provided justifies the maturity level selected by the entities. Where an entity has selected an ‘Ad 
hoc’ or a ‘Developing’ maturity level, AGD will review the information provided in the ‘Strategies’ 
and ‘Timeframes’ text boxes to ensure that there is sufficient information for AGD to understand 
how the entity will improve its maturity level for the applicable PSPF policy. 

3.55 Where further information and evidence is required, AGD informed the ANAO that it has an 
internal procedure to return the assessment report to the entity with comments for the entity to 

                                                                 
78 AGD was identified as one of the regulators under the Independent Review of Whole-of-Government Internal 

Regulation (Belcher Review) in 2015. The Belcher Review assessed the need and impact of regulations on 
Australian Government entities, with regulation being defined as ‘requirements that are mandatory for all or 
most entities, or guidance, practice or procedure that is treated as such’. The PSPF was one of the regulatory 
areas reviewed. The findings on the PSPF from the Belcher Review informed the PSPF reforms in 2018. 
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address before it resubmits the report. In 2018–19, AGD made 78 requests for entities to re-submit 
their self-assessments with additional information.79 In 2019–20, AGD made 45 requests for 
additional information.80 

3.56 AGD analyses the results from all the PSPF assessment reports and the qualitative data 
within to determine the overall protective security posture of the Australian Government and the 
broader implications. AGD found that irrespective of entities’ risk environments and maturity levels, 
entities in 2018–19 were most concerned about the risk of a cyber-attack. Of the 2018–19 PSPF 
assessment reports for Policy 10 AGD identified that for those entities with maturity levels of ‘Ad 
hoc’ and ‘Developing’, the following were the key challenges faced by the entities with respect to 
their implementation of the required level of maturity: 

• limited allocation of funding or staff to achieve the implementation of the Top Four 
mitigation strategies; 

• low capability; 
• reliance on outsourced service providers for information communications technology 

(ICT) and cyber security services, whereby entities had limited influence or control over 
the implementation of the mitigation strategies; 

• lack of prioritisation to implement the Top Four, whereby entities often targeted 
mitigation strategies that were easier to implement; 

• lack of comprehensive understanding of the implementation requirements of the Top 
Four mitigation strategies; 

• lack of understanding of how the implementation level of the mitigation strategies relates 
to the entity’s risk environment; 

• reliance on legacy and unsupported systems; and 
• the significant investment required to achieve full implementation of the Top Four 

mitigation strategies. 
3.57 As at February 2021, AGD’s analysis of entities’ PSPF self-assessments for 2019–20 was 
ongoing. 

Sharing of PSPF and ACSC survey results 

3.58 AGD shares the cyber security related PSPF self-assessment results with ASD. The 2018–19 
PSPF Policy 10 self-assessment results were shared with ASD and contributed to the inaugural 
report to the Parliament in April 2020 on Australian Government entities’ cyber security posture 
(see paragraph 3.89). This report on Government entities’ cyber security posture was also informed 
by the 2019 ACSC Cyber Security Survey conducted by the ACSC.81 

                                                                 
79 The 2018–19 data on requests to re-submit self-assessments with additional information included two 

requests to AGD and one request to the Australian National Audit Office. 
80 The 2019–20 data on requests to re-submit self-assessments with additional information included one 

request to the Australian National Audit Office. 
81 ASD’s ACSC conducts an annual cyber security survey of Australian Government entities to measure entities’ 

cyber security maturity (paragraphs 3.76 to 3.82). 
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3.59 In August 2020, ASD shared all the raw data from its 2019 ACSC Cyber Security Survey with 
AGD.82 The sharing of the survey data was for the purpose of enabling AGD and ASD to compare 
the PSPF assessment results with the ACSC survey findings. ASD informed the ANAO that it had used 
the information in the 2017–18 PSPF assessment results provided by AGD to inform its December 
2018 correspondence to those entities that had reported non-compliance to offer cyber security 
assistance. ASD had also used the PSPF assessment results shared by AGD to inform the selection 
of entities for its Essential Eight+ Sprint Program (see paragraph 1.12). 

3.60 Comparison of the survey results can potentially assist AGD in obtaining assurance on the 
accuracy of the self-assessments. AGD has not used the data to inform assurance activities on the 
self-assessed maturity ratings. 
Assistance for entities with PSPF Policy 10 maturity rating of ‘Ad hoc’ 

3.61 AGD and ASD have met regularly since August 2019 to discuss the PSPF self-assessment and 
ACSC cyber security surveys. The key purpose of these meetings is to identify ways to streamline 
the PSPF and ACSC surveys to reduce duplication.83 Minutes from the meetings indicate that AGD 
and ASD discuss the results of the PSPF assessment and ACSC Cyber Security Survey, but do not 
record any actions taken following the meetings. 

3.62 In the May 2020 meeting, AGD raised the possibility of ASD being involved in follow-up 
activities from the PSPF assessment report. The coordinated approach involved AGD offering 
assistance to entities that have self-assessed as having an ‘Ad hoc’ maturity for PSPF Policy 10 to 
provide them with advice and support in implementing the PSPF policy. AGD requested ASD be 
involved in offering technical cyber security assistance to those entities to improve their cyber 
security posture. ASD agreed to provide assistance to those entities with an ‘Ad hoc’ maturity rating. 

3.63 A plan has not been developed for the coordinated approach to offer AGD’s policy 
assistance and ASD’s technical support on cyber security. While this approach could potentially 
assist entities in improving their implementation of cyber security requirements, the assistance may 
not be appropriately targeted at those entities that inaccurately overstate their maturity level. 

Moderation of self-assessments 

3.64 At the time of this audit, AGD informed the ANAO that it was considering appropriate 
processes that could provide assurance on the quality of entities’ self-assessments. The assurance 
activities considered include peer reviews and a validation model that would provide entities with 
a list of the typical underlying evidence that would need to be in place to support the self-
assessments made.84 

3.65 In the Government Security Committee85 meeting held on 20 May 2020, the committee 
noted that there was low maturity assessed for cyber security under Policy 10. It was also noted 
                                                                 
82 ASD informed the ANAO that the sharing of raw data from the survey only commenced in 2020. They only 

shared high-level survey results with AGD in previous years.  
83 In agreeing to the JCPAA’s recommendation in Report 467: Cybersecurity Compliance to make the annual 

ACSC Cyber Security Survey mandatory, the Australian Government made an undertaking to review the 
various cyber security surveys to reduce duplication.  

84 This would be in addition to the current requirement for entities to reference supporting evidence in their 
rationale for their security maturity self-assessments.  

85 The role of the Government Security Committee is discussed in paragraph 1.16. 
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that there was variation across entities in relation to the information provided, including the level 
of detail on individual risk environments in the 2018–19 PSPF reporting. As a result, it was agreed 
that AGD will further explore options to strengthen the PSPF maturity self-assessment model, 
including consideration of the New Zealand self-assessment moderation model.86 AGD was to 
return to a future Government Security Committee meeting to discuss proposed improvements to 
the PSPF self-assessments and appropriate assurance activities for the self-reported data. AGD 
informed the ANAO in November 2020 that it was still considering a moderation model for the 
annual PSPF self-assessment data. AGD has not returned to the Government Security Committee 
to discuss the moderation of self-assessments. AGD also informed the ANAO that work will be 
progressed following analysis and comparison of data from the 2019–20 PSPF self-assessment 
report and the 2020 ACSC Cyber Security Survey. 

Recommendation no.11  
3.66 The Attorney-General’s Department implements arrangements to obtain an appropriate 
level of assurance on the accuracy of entities’ PSPF Policy 10 self-assessment results. 

Attorney-General’s Department response: Agreed in principle. 

3.67 Entities are required to undertake a self-assessment against all 16 policies under the PSPF. 
AGD recognises the importance of accurate self-assessment and reporting; and on this basis, the 
department is already exploring options, including moderation, to further support entities to 
improve the accuracy of their self-assessments. 

ANAO comment 

3.68 The report notes at paragraph 4 that the PSPF outlines 16 core requirements that entities 
must apply to achieve the four protective security outcomes. Paragraph 1.25 of the report notes 
that since 2013, non-corporate Commonwealth entities have been required to undertake an 
annual self-assessment against the mandatory requirements of the PSPF. Paragraph 19 of the 
report notes that the cyber policy and operational entities have not developed processes to verify 
the accuracy of entities’ PSPF Policy 10 self-assessed reporting. At paragraph 3.65 the report 
notes that in May 2020 AGD undertook to further explore options to strengthen the PSPF 
maturity self-assessment model, including consideration of the New Zealand self-assessment 
moderation model. AGD has further undertaken to return to a future Government Security 
Committee meeting to discuss proposed improvements to the PSPF self-assessments and 
appropriate assurance activities for the self-reported data. Without appropriate assurance, AGD 
is unable to provide advice to the Australian Government on the extent to which the policy is 
achieving its information security outcome. 

ASD assurance activities 
3.69 ASD informed the ANAO that while it has the responsibility and expertise to undertake 
technical assessments of entities’ cyber security capability, it is not responsible for verifying the 
accuracy of entities’ PSPF Policy 10 self-assessments. As part of its delivery of the Cyber Uplift 

                                                                 
86 The New Zealand framework involves the review of entities’ self-assessments of their protective security 

requirements by a moderator. The moderator reviews the entities’ self-assessments against supporting 
evidence to provide assurance on the accuracy of the entity’s self-assessed ratings. 
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Program (see paragraph 1.11), ASD has developed the Cyber Toolbox and Host-Based Sensor 
initiatives to assist entities in improving their cyber security posture. The Cyber Toolbox and Host-
Based Sensors are software tools developed to support entities in performing more accurate self-
assessments of their Essential Eight implementation. These tools provide technical reporting 
through automated sensors and other technical means, which ASD believes may assist in verifying 
the accuracy of entities’ self-assessments in the long term. 

Cyber Toolbox 

3.70 The Cyber Toolbox, is a collection of software tools and processes, to help Government 
entities understand their Essential Eight maturity to enable them to perform more objective self-
assessments to improve their cyber security posture going forward. The Cyber Toolbox is aimed at 
initially helping Government entities in self-assessing their current cyber security posture and 
subsequently providing tailored advice to entities to make iterative improvements. 

3.71 In April 2020, ASD released the first two tools — the Essential Eight Maturity Verification 
Tool and the Application Control Verification Tool — to six pilot entities (as at September 2020) for 
testing. ASD informed the ANAO that the pilot entities were able to continue using the tools after 
the pilot. The Essential Eight Maturity Verification Tool and the Application Control Verification Tool 
are outlined in Table 3.2. 

Table 3.2: Initial assessment tools from the Cyber Toolbox 
Cyber Toolbox assessment tools and their functions 

Essential Eight Maturity Verification Tool (E8MVT) 

• The E8MVT provides an indication of the Essential Eight maturity level of a representative system 
and improvement recommendations. 

• The E8MVT examines registry settings, commonly installed applications and patch levels. It then 
compares these with key elements of the Essential Eight Maturity Model. The results provide an 
indication of the existing maturity level of the assessed system and recommends the next steps to 
improve the maturity level, with direct references to relevant ASD publications and guidance. 

• As system changes are made, the E8MVT can be run again to confirm the effectiveness of the 
changes. 

• The E8MVT does not assess three of the Essential Eight mitigation strategies — restricting 
administrative privileges, multi-factor authentication, and daily backups, as these were considered 
not assessable on a single system. 

Application Control Verification Tool (ACVT) 

• The ACVT assesses the effectiveness of entities’ application control policy and identify existing gaps. 
• Application control is a security control designed to prevent unauthorised applications from executing 

on a system. Application control is implemented via a set of execution policies that are defined by the 
entities’ business needs. 

• The ACVT diagnoses issues with an implemented policy by attempting to bypass the policy 
restrictions. Where the ACVT is successful in bypassing the policy, this is reported to the entity for 
further action. 

Source: ANAO representation of information provided by ASD. 

3.72 After the pilot was been completed, ASD released the E8MVT and ACVT for the use of 
Government entities. ASD also informed the ANAO that more tools are being developed as part of 
the Cyber Toolbox; however, they are not yet ready for release. 
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Host-Based Sensor program 

3.73 The Cyber Uplift Program included the piloting of a Host-Based Sensor initiative with two 
Australian Government entities, deploying end-point sensors across the two entities. The Host-
Based Sensor pilot program monitored the entities’ networks for signs of cyber intrusion. ASD 
completed the pilot in December 2019 and has rolled out the Host-Based Sensor program to other 
Government entities. As at September 2020, six Government entities were participating in the Host-
Based Sensor program. At the same time, there were another 44 entities at different stages of 
engagement with ASD to participate in the Host-Based Sensor program. 

3.74 The Host-Based Sensor program involves ASD deploying host-based monitoring software 
(known as sensors) to the network devices (known as hosts) of participating Government entities 
to detect intrusion and investigate, respond to and generate intelligence on cyber threats. The 
sensors are defensive software tools developed by ASD for deployment on servers, workstations 
and laptops. The sensors provide the participating entities and ASD with data to identify malicious 
cyber activities, generate threat indicators and contribute to the development of appropriate 
mitigation strategies. Following the deployment of the host-based sensors, the participating entity 
is to receive a Threat Surface Report that provides information about the hosts and vulnerabilities 
within the network to help reduce the cyber threat surface. 

3.75 The technical reporting provided through the deployment of automated sensors has the 
potential to support participating entities in undertaking more accurate self-assessments of their 
implementation of the Essential Eight mitigation strategies. ASD intends to further develop the 
Threat Surface Report to measure more technical controls of the Essential Eight mitigation 
strategies as well as provide guidance to counter trending adversary tradecraft. 

ACSC Cyber Security Survey 

3.76 Since 2010, ASD conducts an annual cyber security survey of Australian Government entities 
to assess their cyber security posture. The survey was non-mandatory before 2018–19 and had a 
low completion rate.87 The Joint Committee of Public Accounts and Audit (JCPAA) recommended in 
Report 467: Cybersecurity Compliance that the completion of the annual ASD survey be made 
mandatory for all Public Governance, Performance and Accountability Act 2013 entities by June 
2018. 

3.77 The ASD’s ACSC Cyber Security Survey for Commonwealth Entities (ACSC Cyber Security 
Survey) was made mandatory for non-corporate Commonwealth entities with the commencement 
of the revised PSPF in October 2018.88 The mandatory requirement in PSPF Policy 5: Reporting on 
Security requires entities to report on cyber security matters to ASD each year. 

3.78 Unlike the PSPF survey, the ACSC Cyber Security Survey is not a self-assessment of an entity. 
The ACSC survey is the key method for the ACSC to measure the cyber security maturity of 
Australian Government entities. Based on the responses provided by entities in the survey, ASD 
assigns a maturity rating using the Essential Eight Maturity Model. The ACSC survey is designed to 

                                                                 
87 The survey was only completed by around 30–40 per cent of entities in 2016 and 2017. See Joint Committee 

of Public Accounts and Audit, Parliament of Australia, Report 467: Cybersecurity Compliance, October 2017, 
p. 5. 

88 Corporate Commonwealth entities and Commonwealth companies are strongly encouraged to respond to the 
ACSC Cyber Security Survey.  
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inform a picture of the cyber threat landscape, and helps ASD to identify high-risk entities to better 
target its advice and assistance to help entities respond to cyber threats. 

3.79 ASD informed the ANAO that the assignment of Essential Eight maturity ratings based on 
assessments it undertook, whether via the cyber security survey or the Essential Eight+ Sprint 
program, will provide a level of independent assurance that an appropriate maturity rating is given 
to an entity. 

3.80 The ACSC Cyber Security Survey focuses on technical questions regarding the 
implementation of the Essential Eight mitigation strategies to enable ASD to determine the cyber 
security maturity of the entity. In contrast, the AGD’s PSPF Policy 10 assessment questions are more 
high level policy questions designed to ascertain the entity’s PSPF maturity against the PSPF 
maturity model. The ACSC Cyber Security Survey also include questions on cyber threats, cyber 
security incidents, and the entity’s cyber security culture. 

3.81 The 2020 ACSC Cyber Security Survey was released on 1 October 2020.89 ASD informed the 
ANAO that it plans to send entities individual reports detailing the entity’s results in late 2020. ASD 
intends to include, in the individual report, a written explanation of its assessment of the entity’s 
maturity against the Essential Eight Maturity Model. ASD also intends to share key findings from the 
aggregated survey results in a summary report with all Government entities in March 2021.90 

3.82 The results of the 2019 ACSC Cyber Security Survey and the Cyber Uplift Program 
contributed to the findings in The Commonwealth Cyber Security Posture in 2019 report to the 
Parliament. ASD informed the ANAO that other data sources are to be used for the 2020 report to 
Parliament, including data from programs similar to the Cyber Uplift Program. 

Recommendation no.12  
3.83 As part of its technical advice and assistance to the Attorney-General’s Department, the 
Australian Signals Directorate draw on its technical tools in addition to its existing capabilities to 
support the Attorney-General’s Department’s assurance processes on entities’ PSPF Policy 10 
self-assessment results. 

Australian Signals Directorate response: Agreed. 

3.84 ASD agrees with the recommendation and will work with the Attorney-General’s 
Department to support AGD’s assurance processes on entities PSPF Policy 10 Self-assessment 
results. 

3.85 In response to Recommendation 2 from Auditor-General Report No.53 2017–18 Cyber 
Resilience, Home Affairs agreed to work with AGD and ASD to develop a fit-for-purpose mechanism 
to verify entities’ self-assessments on their compliance with cyber security requirements. Home 
Affairs informed the ANAO that it has worked with AGD and ASD through the provision of strategic 
cyber security advice in support of their efforts to increase accountability regarding entities’ self-
assessments under the PSPF. 

                                                                 
89 Entities initially had to respond to the 2020 ACSC Cyber Security Survey by 30 October 2020. An extension was 

granted until 13 November 2020 for entities to respond. 
90 ASD will also be sharing all survey data collected with AGD. 
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Have the cyber policy and operational entities established processes 
to improve the transparency and accountability of entities’ 
implementation of mandatory cyber security requirements? 

With the release of the whole-of-government PSPF assessment reports by AGD and the annual 
Australian Government’s cyber security posture report by ASD, there has been increased public 
reporting on non-corporate Commonwealth entities’ implementation and maturity level of the 
Essential Eight mitigation strategies. However, the status of entities’ cyber security posture is 
not transparent due to the policy and operational entities’ concerns about increasing security 
risks following the disclosure of individual entities’ cyber security maturity level. The cyber 
policy and operational entities have not established processes to improve the accountability of 
entities’ cyber security posture. The current framework to support responsible Ministers in 
holding entities accountable within Government is not sufficient to drive improvements in the 
implementation of mandatory requirements. 

3.86 Prior to the 2017–18 reporting period, PSPF compliance reports submitted to AGD were not 
made public. Auditor-General Report No.53 2017–18 Cyber Resilience found that there was a lack 
of mechanisms to provide transparency and accountability for entities’ compliance with cyber 
security requirements. The report recommended (Recommendation 2(c)) that the three cyber 
policy entities work together to improve compliance with the cyber security framework by 
increasing the transparency and accountability of entities’ compliance with cyber security 
requirements. All three entities agreed to the ANAO’s recommendation. 

3.87 AGD reported to its audit and risk management committee in December 2020 that it had 
completed its implementation of Recommendation 2(c) of the 2017–18 Auditor-General Report by 
publicly releasing the 2017–18 whole-of-government PSPF Compliance Report and working to 
finalise the 2018–19 whole-of-government PSPF Assessment report. ASD reported to its audit and 
risk committee that it had implemented Recommendation 2(c) through the provision of the annual 
report on Australian Government entities cyber security posture to Parliament. 

3.88 To follow up on this recommendation, the ANAO examined whether AGD, ASD and Home 
Affairs have: 

• improved external reporting and transparency of non-corporate Commonwealth entities 
cyber security posture; and 

• established mechanisms for the Parliament and relevant Australian Government cyber 
security governance committees to hold entities accountable for their cyber security 
posture. 

Public reporting and transparency 
Whole-of-government PSPF assessment reports 

3.89 Following the tabling of the 2017–18 Auditor-General Report, AGD publicly released the 
2016–17 and 2017–18 consolidated PSPF compliance reports on the PSPF website. These PSPF 
compliance reports contain aggregated findings on non-corporate Commonwealth entities’ 
compliance with mandatory PSPF requirements. 
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3.90 The 2018–19 consolidated PSPF maturity assessment report was published on the PSPF 
website on 15 January 2021. The 2018–19 consolidated PSPF maturity assessment report is the first 
report to be released under the revised PSPF maturity self-assessment model. Similar to past 
consolidated PSPF compliance reports, the 2018–19 report contains aggregated findings and does 
not disclose the security maturity level of individual entities. 

Report on cyber security posture of Australian Government entities 

3.91 In April 2020, ASD tabled the inaugural The Commonwealth Cyber Security Posture in 2019 
report in the Parliament and published the report on its website.91 This report outlines the overall 
maturity of Australian Government entities’ implementation of the Essential Eight mitigation 
strategies and the status of their cyber security posture. The findings in the report were based on 
information obtained from the 2019 ACSC Cyber Security Survey and the results from AGD’s 2018–
19 PSPF Policy 10 assessment reports. The findings were also informed by the results of the Cyber 
Uplift Program, cyber security incident reporting and investigations undertaken by ASD.92 

3.92 The 2019 report on Australian Government entities’ cyber security posture contains 
anonymised and aggregated data. The report does not identify individual entities and the maturity 
level of their Essential Eight implementation. ASD informed the ANAO that it has no intention to 
disaggregate the data to identify the cyber security posture of individual entities in future reports. 

Security concerns with publicly reporting individual entities’ cyber security posture 

3.93 ASD and AGD informed the ANAO that security concerns were the reason for not publicly 
reporting specific entities’ cyber security posture. ASD and AGD both indicated that the 
identification of individual entities’ cyber security maturity level in public reporting provides 
detailed information on a ‘heat map of vulnerabilities’ in Australian Government networks. This 
may increase the risk of targeted attacks by malicious actors. 

3.94 ASD has information to indicate that malicious actors seek to compromise networks based 
on known security vulnerabilities. ASD has also seen evidence of malicious actors manoeuvring 
between connected networks to target attacks on the weakest network. 

3.95 In the 2020–21 Budget Estimates in October–November 2020, questions were put to non-
corporate Commonwealth entities that include: their compliance with the mandatory requirements 
of PSPF Policy 10 and their implementation of the Essential Eight mitigation strategies. In November 
2020, an email was sent by AGD to all non-corporate Commonwealth entities’ Chief Security 
Officers and generic security mailboxes providing entities with a suggested approach in line with 
ACSC guidance. The email provided the following suggested response to questions regarding the 
PSPF and Essential Eight implementation: 

Publicly reporting on individual agency’s compliance with the Essential 8/Top 4 or specific cyber 
mitigations in response to these questions on notice would provide a snapshot in time of the entire 
Federal Government’s cyber security maturity and as a result, may provide a heat map for 

                                                                 
91 The annual reporting to the Parliament on Australian Government entities’ cyber security posture is in 

response to a JCPAA’s recommendation made in Report 467: Cybersecurity Compliance. The Australian 
Government agreed to this recommendation in support of increased transparency in cyber security reporting.  

92 ASD informed the ANAO that the report supports the Australian Government’s visibility of the overall cyber 
threat environment.  
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vulnerabilities that malicious actors may exploit and thus increase an agency’s risk of cyber 
incidents. 

Accountability mechanisms for entities’ cyber security posture 
3.96 The existing reporting mechanisms under the PSPF require entities to provide their PSPF 
assessment report to their portfolio Minister. AGD considers that the existing accountability 
mechanisms, including the publishing of the whole-of-government PSPF assessment report, provide 
the appropriate balance between transparency and the risk of exposing entities to malicious actors 
through the sharing of entities’ cyber security posture publicly. AGD informed the ANAO that 
entities are held accountable to their Minister as they are required to report to their Minister 
annually on their self-assessment. There is no framework to support Ministers to determine the 
appropriateness of entities’ self-assessment reports. 

3.97 While AGD reviewed the information provided by entities in their PSPF Policy 10 assessment 
(see paragraphs 3.53 to 3.55), the review was for ensuring completeness and adequacy of the 
information provided. The review was not for the purpose of validating whether entities had 
undertaken the cyber security measures or planned strategies detailed in their previous self-
assessment, or confirming if entities have improved their maturity within the advised timeframe.93 
AGD does not use the data from entities’ Policy 10 self-assessments to hold entities accountable for 
their cyber security postures. 

3.98 By responding to the ACSC Cyber Security Survey, entities are provided with an assessment 
of their Essential Eight maturity by ASD (as discussed in paragraph 3.78). The survey is intended to 
enable ASD to understand the cyber security posture of entities to help inform the advice, 
assistance and technical guidance provided to entities. The survey results also inform ASD’s annual 
report on Australian Government entities’ cyber security posture to Parliament. With the lack of 
transparency on individual entities’ cyber security maturity level, there has been no improvement 
in accountability. 

Accountability to the Parliament 

3.99 To increase the accountability of non-corporate Commonwealth entities to the Parliament 
on their cyber security compliance, the JCPAA recommended in Report 467: Cybersecurity 
Compliance that AGD and the ASD report annually to the Parliament on entities’ cyber security 
posture.94 Consistent with the JCPAA’s findings, the ANAO also identified in Auditor-General Report 
No.53 2017–18 Cyber Resilience that there was a need to increase the accountability of entities’ 
compliance with mandatory cyber security requirements.95 

3.100 Despite the increased public reporting since the 2017 JCPAA inquiry and 2017–18 
Auditor-General Report, the status of individual entities’ cyber security posture is not transparent. 
The aggregated public reporting from ASD and AGD does not provide details on individual entities’ 
implementation of mandatory PSPF Policy 10 requirements or effectiveness of their 
implementation of the Essential Eight mitigation strategies. Consequently, the Parliament does not 
                                                                 
93 Entities that have self-assessed an ‘Ad hoc’ or ‘Developing’ maturity for PSPF Policy 10 are required to detail 

the proposed strategies and associated timeframes for improving their maturity level to ‘Managing’.  
94 As discussed in paragraph 3.91, ASD tabled the inaugural report comprising the results from the 2019 ACSC 

Cyber Security Survey and the AGD’s 2018–19 PSPF Policy 10 assessment reports in April 2020. 
95 AGD had since publicly released the consolidated results for the PSPF compliance assessment reports (see 

paragraph 3.89). 
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have the necessary information to hold individual entities to account for their cyber security 
posture. 

Upholding of accountability by cyber security governance committees 

3.101 As noted in paragraph 1.15, the four whole-of-government governance committees with 
responsibilities in overseeing PSPF and cyber security initiatives for the improvement of Australian 
Government entities’ cyber security posture are the: 

• Government Security Committee; 
• Cyber Security Band 3 Inter-Departmental Committee; 
• Cyber Security Strategy Delivery Board; and 
• Secretaries Board. 
Government Security Committee 

3.102 As part of the 2018 PSPF reforms, the Government Security Committee agreed that a 
maturity assessment model for entities’ annual PSPF self-assessment was the most effective and 
efficient manner to provide assurance to the Government on protective security arrangements of 
entities. 

3.103 Matters discussed at the meetings include the development of the PSPF reporting portal, 
extension of the submission date for entities’ PSPF assessment reports, potential ways to minimise 
duplication between the PSPF assessment and the ACSC Cyber Security Survey, and implementation 
of the PSPF maturity assessment model. A standing agenda for the Government Security Committee 
meetings is updates from ASD on the cyber environment and cyber security issues that may affect 
PSPF requirements. 

3.104 AGD provided aggregated reporting on the 2018–19 whole-of-government PSPF maturity 
assessment to the Government Security Committee at its May 2020 meeting. The committee noted 
the low maturity assessed for cyber security under Policy 10. The committee was informed that 
implementation of the Top Four mitigation strategies was an area with low maturity and ongoing 
vulnerabilities for Australian Government entities, with application control and patching 
applications being the key mitigation strategies of concern. 

3.105 The ANAO’s review of meeting minutes also found that no advice was provided by the 
Government Security Committee to other cyber security governance committees, the Secretaries 
Board or the government regarding the actions required by individual entities to mitigate cyber 
security issues identified in the PSPF self-assessments. AGD informed the ANAO that there was no 
significant cyber security issue from the 2018–19 PSPF assessment report that required attention 
from the Secretaries Board.96 

3.106 To fulfil its role in reporting to government on PSPF maturity and entities’ security capability, 
AGD informed the ANAO in September 2020 that it is considering plans for the Attorney-General to 
write to all portfolio ministers and provide them with the consolidated 2018–19 PSPF assessment 
report once it has been considered and approved. AGD released the 2018–19 consolidated PSPF 
                                                                 
96 The brief to the Attorney-General requesting the release of the 2018–19 PSPF assessment report notes that 

‘Information security remains an ongoing issue for non-corporate Commonwealth entities, with 13% reporting 
at the ‘ad hoc’ level’ and that ‘Of the information security policies, PSPF Policy 10 - Safeguarding information 
from cyber threats, which includes a requirement to implement the Australian Signals Directorate’s Top 4 
strategies to mitigate cyber security incidents (Top 4 strategies), had the lowest maturity.’ 
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maturity assessment report on the PSPF website on 15 January 2021. The provision of a 
consolidated PSPF assessment report to portfolio ministers does not facilitate an increase in 
accountability for entities to improve their cyber security posture. 
Cyber Security Band 3 Inter-Departmental Committee 

3.107 The Cyber Security Band 3 Inter-Departmental Committee has considered the Cyber Uplift 
Program, Essential Eight+ Sprints97, the Host-Based Sensor program, Australia’s Cyber Security 
Strategy 2020, and the hardening of Government’s IT systems. In the 27 February 2020 meeting, 
the committee discussed the 2019 cyber security posture report and outcomes of the ACSC’s Cyber 
Uplift Program. The committee noted the difficulty faced by smaller agencies in implementing 
effective cyber security risk mitigation strategies due to their lack of capabilities. The committee 
agreed that Home Affairs and PM&C were to jointly develop a paper to the Secretaries Board on 
how to address the risks identified in the cyber security posture report and the Cyber Uplift 
Program. 

3.108 The paper on the issues regarding Australian Government cyber security posture was 
discussed at the 10 June 2020 meeting of the Secretaries Board. The issues identified include a lack 
of coordination for the uplift of Government’s cyber security, lack of realisation of economies-of-
scale, budget process inhibition on entities’ ICT investment, limitation in the PSPF, and an 
accumulation of vulnerable legacy systems. The paper discussed the centralisation of Government 
IT capability through consolidation of Government systems as a measure to mitigate the issues. The 
Secretaries Board noted the risks and vulnerabilities identified in Government networks and 
systems. A Hardening Government IT Board was initially established to oversee activities under the 
initiative to centralise Australian Government entities’ IT infrastructure. The Hardening 
Government IT Board was subsumed by the Secretaries Digital Committee established in August 
2020 (see paragraph 3.124). 

3.109 Following the Prime Minister’s announcement in June 2020 regarding the malicious cyber 
activity against Australian networks, ASD provided an update at the July 2020 Cyber Security Band 
3 Inter-Departmental Committee meeting on the decision to publicly announce the cyber incident 
and the subsequent positive results achieved based on ASD’s statistics.98 The committee co-chair 
highlighted the importance of entities’ defences for deterring and responding to cyber security 
incidents, and whole-of-government cooperation on such issues. 
Cyber Security Strategy Delivery Board 

3.110 The Cyber Security Strategy Delivery Board, chaired by Home Affairs, was established in 
August 2020 to drive the implementation of Australia’s Cyber Security Strategy 2020. To date, the 
Cyber Security Strategy Delivery Board has met in September and November 2020 respectively. 
Items discussed in the initial two meetings include implementation progress update against the key 
initiatives of Australia’s Cyber Security Strategy 2020, the implementation plan and engagement 
with relevant stakeholders. 
                                                                 
97 The Cyber Security Band 3 Inter-Departmental Committee agreed to the selection and prioritisation of the 25 

entities for ASD Essential Eight+ Sprints in April 2019. 
98 ASD’s statistics indicated that there were over 270,000 page views of the joint advisory issued by ASD and 

Home Affairs on Copy-Paste Compromises – tactics, techniques and procedures used to target multiple 
Australian networks. There were also a six-fold increase in daily visits to the cyber.gov.au website, and over 
900 new applications for the ACSC Partnership Program (see footnote 71). There were around 600 existing 
ACSC partners on the day of the Prime Minister’s announcement. 
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Secretaries Board 

3.111 In the period July 2018 to August 2020, the Secretaries Board received regular PSPF updates, 
and considered the Government cyber security posture and measures to improve cyber security. As 
noted in paragraph 3.108, the Secretaries Board was presented with a paper in June 2020 on issues 
in relation to the cyber security posture of Australian Government entities and potential measures 
to resolve the issues. 

3.112 In May 2017, PM&C and ASD engaged Australian cyber security firm Hivint Pty Ltd (Hivint) 
to conduct a scan of the internet-based profile of Australian Government entities to identify cyber 
security risks across public facing Government systems from October 2017 to January 2018. 
Hivint’s assessment identified a range of poor cyber hygiene practices in Australian Government 
entities, with many entities not being compliant with security policies and not consistently 
implementing effective cyber security practices. Following the delivery of the assessment results 
to entities in November 2018, department secretaries were required to provide advice to ASD on 
their management of identified cyber risks in their portfolio. In March 2019, ASD presented a 
report on ‘Cyber Security Vulnerabilities – Portfolio Secretaries advice on managing Hivint 
findings’ to the Secretaries Board. The Secretaries Board noted the report presented. 

3.113 The report presented to the Secretaries Board in March 2019 consolidated the advice 
provided by the portfolio secretaries and provided high level common themes observed from the 
risk management plans of the portfolio.99 The portfolio plans indicated that improvements were 
to occur over a period of three to six months, primarily through configuration management, active 
contract management and staff training. ASD has subsequently developed an in-house capability 
— Cyber Hygiene Improvement Programs— to identify and measure changes in cyber hygiene 
across Australian Government entities.100 

3.114 The Secretaries Board did not adopt a similar approach for entities that had self-assessed a 
low maturity for cyber security and Top Four implementation under PSPF Policy 10. There was no 
obligation for individual entities with low maturity for PSPF Policy 10 to take actions to mitigate 
cyber security risks and report back on any such actions taken. Non-corporate Commonwealth 
entities have not been held to account for not meeting mandatory cyber security requirements 
under PSPF Policy 10. 

                                                                 
99 All portfolios advised ASD of their actions to manage cyber risks for email security, digital certificates and 

Transport Layer Security (TLS) configuration, open or sensitive services (open ports), third party breaches and 
hosting of public-facing digital services from locations outside Australia. 

100 The Cyber Hygiene Improvement Programs (CHIPs) is an automated discovery and reporting process that 
identify cyber hygiene issues in federal, state and territory, and local government internet facing IT services. 
As of August 2020, ASD has conducted vulnerability scanning on the following cyber hygiene indicators: email 
security; website encryption; email encryption; dormant websites; and critical vulnerabilities in public-facing 
websites. At the completion of a CHIPs assessment, ASD provides a report on vulnerability findings to entities 
that includes targeted mitigation and remediation guidance. 
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Recommendation no.13  
3.115 The Australian Government strengthens arrangements to hold entities to account for the 
implementation of mandatory cyber security requirements. 

Attorney-General’s Department response: Noted. 

3.116 Any changes to the current accountability arrangements are a matter for Government. 

Australian Signals Directorate response: Noted. 

3.117 ASD will work with the Attorney-General’s Department and the Department of Home 
Affairs to support efforts relating to the strengthening of entity cyber security arrangements. ASD 
is neither a regulatory body nor a compliance reporting agency and is not legally empowered to 
perform such functions. ASD provides technical advice and assistance to entities consistent with 
ASD’s functions as set out in section 7(1) of the Intelligence Services Act 2001 (Cth). 

Department of Home Affairs response: Noted. 

3.118 Under the Minister for Home Affairs, the Department of Home Affairs is responsible for 
national cyber security policy and overseeing implementation of Australia’s Cyber Security 
Strategy 2020 which aims to uplift cyber security for the whole of economy, including government 
through the Hardening Government IT Program. The Department will brief the Government on 
the ANAO’s findings and recommendations as they relate to national cyber security policy and 
implementation of Australia’s Cyber Security Strategy 2020. 

Establishment of ‘cyber hubs’ 

3.119 As discussed in paragraph 1.13, Home Affairs is responsible for coordinating the 
implementation of Australia’s Cyber Security Strategy 2020. A key initiative within the Cyber 
Security Strategy 2020 for Australian Government entities is the hardening of Government’s ICT 
systems against cyber threats. The Digital Transformation Agency (DTA) is responsible for leading 
the Hardening Government IT Program, which focusses on centralising government networks 
through secure hubs, with support by Home Affairs, AGD and ASD in their respective roles as cyber 
policy and operational entities. 

3.120 The centralisation of Government networks seeks to reduce opportunities for malicious 
actors to target agencies that have less secure ICT systems and drive greater efficiencies in the 
Australian Government's cyber security investment. It was intended that the ‘cyber hubs’ will 
improve the ability of Government entities to identify, protect, detect, respond and recover from 
malicious intrusions. According to Home Affairs, the ‘cyber hubs’ are to help ensure baseline cyber 
security standards are met by improving entities’ implementation of the mandatory Top Four 
mitigation strategies. 

3.121 The indicative implementation roadmap for the ‘cyber hubs’ includes the consolidation of 
secure Internet gateways and services into ‘cyber hubs’ to create a strengthened perimeter for 
Australian Government networks. Existing business systems are then planned to be transferred to 
‘cyber hub’ providers, and the development of a Government Cloud in later phases of the initiative 
to allow agencies to transition obsolete or at-risk services to modern, secure operating 
environments. 
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3.122 In September 2020, the DTA completed a six-week discovery activity to inform the design of 
the ‘cyber hubs’ model. Home Affairs, Services Australia and the Department of Defence have been 
identified as pilot ‘cyber hub’ providers to test the monitoring, detection and reporting capabilities 
on client entities’ networks. The pilot hubs are expected to be established by 30 June 2021.  

3.123 The ‘cyber hub’ providers would be responsible for securing, assessing and certifying their 
own infrastructure in line with the ISM and for mandatory reporting of protective security capability 
under the PSPF. ASD plans to create a ‘cyber visibility centre’ to provide strategic whole-of-
government cyber security advice to the ‘cyber hub’ providers. 

3.124 A Secretaries Digital Committee has been established to oversee the activities under the 
initiative to harden Government ICT systems. The Secretaries Digital Committee is a sub-committee 
of the Secretaries Board and is chaired by the Secretary of the Department of Social Services, with 
secretariat support provided by the DTA. The committee’s role is to provide strategic leadership to 
promote an enterprise approach to the planning, coordination and delivery of trusted and secure 
digital and ICT capabilities across Australian Government entities. The committee held its first 
meeting in September 2020. 

3.125 Under the Hardening Government IT Program, AGD is responsible for working with DTA and 
other stakeholders to ensure the ‘cyber hubs’ are in alignment with the PSPF. AGD plans to update 
the PSPF by the end of June 2021 in consideration of: 

• the lines of accountability under the proposed ‘cyber hub’ model;
• opportunities to support more effective management of cyber security risks across

government; and
• potential improvements to arrangements for addressing shared and enterprise risks.
3.126 The ANAO’s discussions with Home Affairs, AGD and ASD identified that the establishment 
of the ‘cyber hubs’ is at an early stage with further details on the operation of the hub model yet to 
be developed. 

Grant Hehir 
Auditor-General 

Canberra ACT 
19 March 2021 
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ANAO comment on Department of the Prime Minister and Cabinet response 

(a) As noted in paragraph 1.33, to meet the requirement of the PSPF, the ACSC's Essential
Eight Maturity Model requires a minimum set of security controls be implemented to
achieve ‘Maturity Level Three’. PM&C was unable to provide evidence of the effective
implementation of one of the security controls.
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Appendix 2 Recommendation for the cyber policy entities in 
Auditor-General Report No.53 2017–18 Cyber 
Resilience and their respective responses 

The following Recommendation no.2 from Auditor-General Report No.53 2017–18 Cyber 
Resilience, tabled in the Parliament on 28 June 2018, was made to the three cyber policy entities 
— Attorney-General’s Department, Australian Signals Directorate and Department of Home 
Affairs. The responses of the three entities to the recommendation are also replicated below. 

Recommendation no.2 
In revising security reporting and cyber-related requirements under the Protective Security Policy 
Framework, the Attorney-General’s Department, Department of Home Affairs and Australian 
Signals Directorate work together to improve compliance with the framework by: 

(a) providing adequate technical guidance to support entities to accurately self-assess
compliance with the Top Four mitigation strategies and their underlying controls
contained in the Information Security Manual;

(b) developing a program for verifying entities’ reported compliance with the mandatory
cyber security requirements; and

(c) increasing transparency and accountability about entities’ compliance with those
requirements.

Attorney-General’s Department’s response 

(a): Agreed. 

Proposed reforms to the Protective Security Policy Framework (PSPF), which are to take effect later 
this year, more clearly articulate the policy requirements for safeguarding information from cyber 
threats, as well as the links to underlying controls contained in the information security manual. 
The department notes the ANAO’s paragraph 3.35 finding that ‘it is important that the Australian 
Signals Directorate (ASD) develops such guidance (providing detailed control assessment test 
plans) to support the reporting changes underway’; the department agrees to support ASD in this 
work. 

(b): Agreed in principle. 

To support verification, the department’s proposed reforms to the PSPF will introduce enhanced 
reporting obligations designed to provide greater assurance of the accuracy of entities’ self-
assessed reporting. For example, entities will be required to provide supporting evidence to 
demonstrate a cycle of security planning, monitoring and reporting each year, and explain how 
key security risks are managed. 

Developing a verification program for cyber security is a matter for the Australian Cyber Security 
Centre. The department supports ASD and Department of Home Affairs considering possible 
further verification mechanisms and will provide assistance as appropriate. 

(c): Agreed. 
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The department acknowledges the importance of improving transparency and accountability. To 
support this, the department agrees to publicly release the 2017–18 consolidated annual whole-
of-government Protective Security Compliance Report (and future maturity reports). 

Australian Signals Directorate’s response: Agreed. 

ASD agrees with Recommendation 2. ASD acknowledges the inconsistent mapping between the 
2017 Australian Government Information Security Manual and the Essential Eight Maturity Model. 
ASD is currently consulting on proposed changes to address this in the 2018 Australian 
Government Information Security Manual and continues to work with the Attorney General’s 
Department to ensure alignment with Protective Security Policy Framework reforms. While ASD 
provides cyber security advice to a variety of audiences, it remains the responsibility of 
Commonwealth entities to maintain a workforce of competent cyber security practitioners 
capable of assessing the effective implementation of security controls for their information and 
communication technology systems.  

ASD agrees to continue working with the Attorney-General’s Department and the Department of 
Home Affairs but notes that it is neither a regulatory body nor a compliance reporting agency. ASD 
works to provide better practice cyber security guidance to Commonwealth entities. ASD 
commends Commonwealth entities which achieve full compliance with mandatory requirement 
INFOSEC 4 from the Protective Security Policy Framework and also recognises the achievements 
of those making significant and sustained annual improvements to their cyber security posture. 

ASD supports mature risk management frameworks for cyber security over compliance-based 
programs. Further, ASD encourages positive and sustained improvements to Commonwealth 
entities’ cyber security posture over time. From experience we acknowledge that in some 
circumstances the application of all Top Four mitigation strategies may not be practicable, or 
introduces additional risks, and that other mitigating controls may achieve a similar outcome. ASD 
agrees to work with the Attorney-General’s Department and the Department of Home Affairs to 
assist both entities further their compliance measurement goals. 

Department of Home Affairs response: Agreed. 

The Department of Home Affairs (Home Affairs) supports this recommendation. Home Affairs 
agrees there should be adequate technical guidance to support entities and a verification program 
for reported compliance. Home Affairs further supports the [ANAO’s] view that there should be 
increased transparency and accountability regarding entities’ compliance. 

Home Affairs will continue to work closely with the Australian Signals Directorate and Attorney 
General's Department to strengthen the standard of cyber security of Australian Government 
networks. 

Home Affairs has responsibility for cyber security policy and coordination. In this capacity, Home 
Affairs will support the Attorney-General's Department efforts to update the Protective Security 
Policy Framework and the Australian Signals Directorate's efforts to update the Information 
Security Manual, including ensuring these policies are mutually supportive of the goal of improved 
cyber security standards across government. 

Home Affairs supports the Attorney-General's Department undertaking to publish the 2017-18 
consolidated annual whole-of-Government Protective Security Compliance Report (and future 
maturity reports). 
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Home Affairs will work with the Attorney-General's Department and the Australian Signals 
Directorate to develop a fit-for-purpose mechanism for verifying entities reported compliance and 
provide advice to the Secretaries' Cyber Security Board. 
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Appendix 3 2019–20 PSPF assessment questions for ‘Policy 10: 
Safeguarding information from cyber threats’ 

The following questions, known as the security maturity questions, are asked in the ‘Detailed 
Assessment’ section of Policy 10. The questions require the entity to assess the level of the entity’s 
implementation of the mandatory and supporting requirements for Policy 10.  

Box 2: Policy 10 questions for the 2019–20 PSPF assessment 

10.1 The entity implemented 'application control' (also known as ‘application whitelisting’) 
in accordance with the Strategies to Mitigate Cyber Security Incidents. 

10.2 The entity implemented 'patching applications' in accordance with the Strategies to 
Mitigate Cyber Security Incidents. 

10.3 The entity implemented 'restricting administrative privileges' in accordance with the 
Strategies to Mitigate Cyber Security Incidents. 

10.4 The entity implemented 'patching operating systems' in accordance with the Strategies 
to Mitigate Cyber Security Incidents. 

10.5 The entity configured ‘Microsoft Office macro settings’ in accordance with the 
Strategies to Mitigate Cyber Security Incidents. 

10.6 The entity implemented ‘user application hardening’ in accordance with the Strategies 
to Mitigate Cyber Security Incidents. 

10.7 The entity implemented 'multi-factor authentication' in accordance with the Strategies 
to Mitigate Cyber Security Incidents. 

10.8 The entity implemented ‘daily backups' in accordance with Strategies to Mitigate Cyber 
Security Incidents. 

10.9 The entity had measures in place to reduce the risk of harm to the public when 
transacting online with the entity. 

10.10 The entity has considered which of the remaining Strategies to Mitigate Cyber Security 
Incidents it needed to implement in order to protect the entity. 

10.11 Which of the remaining Strategies to Mitigate Cyber Security Incidents did your entity 
implement? 

Source: 2019–20 PSPF assessment questions for ‘Policy 10: Safeguarding information from cyber threats’. 
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Appendix 4 Entities’ views on the supporting guidance for PSPF 
Policy 10 self-assessment  

The ANAO sought the views of the selected entities under this audit regarding the supporting 
guidance available for their PSPF Policy 10 self-assessment. The views expressed by the entities 
are outlined in Box 3.  

Box 3: Views of the selected entities regarding the guidance for PSPF Policy 10 self-
assessment 

• ‘It is complex. There are questions about the Top Four, which we are rated on, the other 
of the Essential Eight which we are rated on but not in our aggregated rating, and the 
other of the 37 mitigation strategies which are not rated on. It is not clear how those 
answers contribute to our maturity, or why they are asked. My understanding of the 37 
strategies is that we select them and implement them in a way that manages the risk in 
our environment. Asking which ones we have in place does not reveal whether we risk 
manage the controls. The PSPF deferring to the ACSC Essential Eight advice does not 
help to make this clear.’ 

• ‘The previous Essential Eight Maturity Model was highly prescriptive, more of a 
checklist, and contrary to the PSPF maturity model. However the new ISM maturity 
model can align and we have referenced it in ... It will be useful in measuring our 
progress and completeness levels of various controls. However, we are still aware of 
minor inconsistencies between the PSPF and ISM leading to unnecessary deliberation 
over the interpretation and application in our own context.’ 

• ‘The guidance provided by AGD on the PSPF self-assessment is open to interpretation, 
which may lead to some entities reporting lower or higher levels of maturity. There is 
clarity around the requirements to meet the four levels of maturity including ad hoc, 
developing, managing and embedded. In order for entities to be benchmarked 
accurately there needs to be a common understanding of how entities should arrive at 
their maturity rating. We interpreted the requirements for accurate reporting to mean 
the department should take a holistic view of their environment and reports its maturity 
based on its weakest link. For example the department has a complex environment and 
operates a number of segmented domains, where a control has been fully implemented 
in some domains but not others the department reports the lowest level of maturity. 
Our view is that AGD could provide additional clarity around whether this is the 
expected approach to ensure all entities are reporting the same way for benchmarking.’ 

• ‘Our view is that there is some misalignment between the guidance provided by ACSC 
and AGD around the implementation of the Essential Eight controls including: 
− AGD mandates the implementation of the Top Four controls, whereas ACSC 

recommends the implementation of all Essential Eight mitigations on a risk based 
approach. 

− AGD mandates the department secretary must sign off on all non-compliances 
with the mandatory control, the ISM risk based approach allows the Department 
Chief Security Officer (CSO) to accept residual risk. 
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− AGD uses a four tiered approach to assessing controls, where ACSC
recommendations for the implementation of Essential Eight use a three tier
approach. Reaching Maturity Level 3 across any of the Essential Eight controls
should equate to embedded rating in the PSPF, however it would also be
assumed the Maturity Level 1 against any of these controls would only achieve
a partial rating in PSPF.

Further guidance on the mapping and correlation between the ISM and PSPF would 
assist entities in reporting accurately, and ensuring the governance requirements are 
achieved.’ 

• ‘The guidance is sufficient and clear. However, it would be useful and easy for agencies
if there was a direct “mapping” between various Essential Eight maturity levels (1, 2 &
3) and PSPF maturity levels.’

• ‘From our perspective, there is a difference in view between the PSPF and ISM on roles
and responsibilities. PSPF states that only the “Accountable Authority” is authorised to
accept residual security risks on behalf of the agency, (not even the Chief Security
Officer), however, the ISM states that the CISO [Chief Information Security Officer] can
be the “Authorising Officer” (previously known as “Accreditation Authority” for
systems). In which case, are Authorising Officers also permitted to accept residual
security risks on behalf of the agency? This requires alignment.’

• ‘The guidance provided by AGD on the PSPF self-assessment is reasonable. Both the
PSPF and the Essential Eight are regularly changed and updated, which is necessary and
makes reaching a target level of maturity challenging. Additionally, the PSPF refers to
the Essential Eight and the two may not necessarily be in total alignment when it comes
to self-assessment questions and guidance.’

• ‘There is, in some cases, some latitude for interpretation that can be made around the
self-assessment of individual controls, which can result in questions around whether the 
essence and intent of the particular controls are being met, but this is preferable to
being overly prescriptive. It is important that, in developing any improved maturity
scoring models, AGD and ACSC do not move back towards compliance-based
frameworks that do not allow for the consideration of risk in determining an agency’s
approach.’
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