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Summary

Background

1. In 1999, the ANAO conducted a survey of fraud control arrangements in
Australian Public Service (APS) agencies, which revealed that although a majority
of agencies had implemented relevant systems to prevent and deal with fraud,
there was still a significant proportion of agencies that did not have appropriate
arrangements in place.!

2. In May 2002, the revised Commonwealth Fraud Control Guidelines (the
Guidelines) were released by the Attorney-General. The May 2002 Guidelines
included some significant changes from the previous Commonwealth Fraud
Control Policy. APS agencies were made aware of these changes through the
circulation of Consultation Drafts prior to the release of the revised Guidelines.

3. The ANAO decided to conduct another survey of fraud control
arrangements in the APS to identify improvements made by agencies since the
1999 survey and in response to the revised Guidelines. One hundred and sixty
agencies (including both FMA agencies and CAC bodies) were involved in the
survey. Government Business Enterprises were not included.

4.  The objective of the survey was to assess key aspects of the fraud control
arrangements in place across APS agencies against the Commonwealth Fraud
Control Guidelines 2002 (the Guidelines).

Key findings
Defining and Measuring Fraud (Chapter 2)

5.  The survey responses revealed that agencies are using a variety of
definitions for fraud, which impacts directly on the ability to measure the
incidence and cost of fraud committed against the Commonwealth. In the
absence of clear guidelines for agencies to follow in attributing a dollar value to
a case of fraud, ANAO encourages agencies to report the value of fraud as
estimated through their initial investigations.

6.  Only 50 per cent of agencies that responded to the 2002 survey reported
using the current Commonwealth definition set out in the Guidelines. Some
32 per cent advised they were still using the previous Commonwealth definition,
11 per cent advised they used an agency-specific definition and 7 per cent did
not supply a definition to ANAO or indicated that they considered that a
definition of fraud was not applicable to their operations.

' Audit Report No.47 1999-2000, Survey of Fraud Control Arrangements in APS Agencies, p.14.
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7. ANAO appreciates that some agencies, particularly large agencies, have
difficulty in applying the current Commonwealth definition in relation to all of
their operations. For example, the provision of inaccurate information by applicants
for Commonwealth benefits might constitute fraud within the quite broad
Commonwealth definition. However, in practical terms, it can be very difficult to
substantiate fraud if the actions of the applicant could also be considered to fall
within the policy guidelines for the particular benefit. In these circumstances,
agencies are more likely to seek to recover the Commonwealth funds involved
through administrative recoveries than to categorise and pursue the matter as
fraud (see paragraphs 5.33 to 5.38 for further discussion of administrative
recoveries). ANAQO notes that there is scope for future refinements of the Guidelines
and/or other guidance to assist agencies by drawing out these issues further.

8.  ANAO found that the lack of consistency was not limited to the overall
definition of fraud used by an agency. Variations were also evident at other
levels such as defining what constitutes an allegation of fraud and at what stage
a case of fraud is considered proven. In addition, ANAO has identified, through
various detailed performance audits on fraud control arrangements in selected
agencies, that agencies often classify, treat and report matters resulting in losses
to the Commonwealth as something other than fraud.

9. In response to ANAO’s 2002 survey, agencies reported experiencing a total
of $1.69 million in internal fraud in 2000-01 and $2.63 million in 2001-02. Agencies
reported a total of $115.13 million in external fraud in 2000-01 and $90.7 million
in 2001-02. However, these figures must be seen as only the minimum level of
fraud because of a number of issues related to agencies’ reporting of fraud,
including the fact that a common definition of fraud is not used across the APS.

10. Accordingly, ANAO considers that agencies should work towards
adopting the Commonwealth’s current definition so that accurate data can be
collected and analysed to provide accurate information about the level of fraud
being perpetrated against the Commonwealth, the value of fraud, and emerging
trends to inform fraud control activities across the Commonwealth.

11.  Since the promulgation of the 1994 version of the Commonwealth Fraud
Control Policy, agencies have been required to provide information on fraud
matters to the Australian Federal Police (AFP) and the then Commonwealth
Law Enforcement Board, which was part of the Attorney-General’s Department
(AGD). In addition, AGD also collected information on fraud matters from the
AFP and the Director of Public Prosecutions (DPP). ANAO notes that the fraud
data provided by agencies to AGD under the 1994 policy did not generate any
outcome to agencies that would enable them to appreciate the context of their
returns. In ANAQO's experience, this can have implications for the quality of the
data provided by agencies.
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12. However, under the Guidelines introduced in May 2002, agencies are now
required to report annually to AGD on an expanded range of information
collected on fraud matters including suspected fraud, matters under
investigation, completed matters, whether the fraud is proven or not, and
whether the matter was dealt with by a criminal, civil or administrative remedy.
In November 2003, AGD advised ANAO that, since the introduction of the
current Guidelines, AGD has provided feedback to a number of agencies on
their fraud control arrangements and reporting requirements. In addition, AGD
noted that the Minister for Justice and Customs plans on writing to his Ministerial
colleagues, on a portfolio by portfolio basis, detailing issues that have arisen
out of the Fraud Annual Report to Government 2002-03, the first report to
Government generated under the current Guidelines.

13. ANAO welcomes these developments and is jointly working with AGD
on a Better Practice Guide for Fraud Control in the APS, expected to be released
in the first half of 2004, that should provide further opportunities to improve
data quality in agencies.

14. Detailed analysis of responses provided by agencies to the ANAO’s 2002
survey indicated that there had been a slight increase in the percentage of APS
agencies reporting having experienced fraud.? The 2002 survey also established
that the bulk of fraud continues to be experienced by a small percentage of
agencies with 99 per cent of the reported fraud committed against approximately
10 per cent of agencies as compared to 85 per cent of reported fraud committed
against less than 10 per cent of agencies in the 1999 survey.

Fraud Control Planning (Chapter 3)

15. The survey showed that awareness of the current Guidelines was high
among APS agencies, with 95 per cent reporting being aware. Some 80 per cent
of agencies also reported having an agency-specific fraud control policy in place.
In addition, more than half of the respondent agencies had also developed their
own agency-specific code of conduct/ethics to complement the APS values and
code of conduct prescribed by the Public Service Act 1999.

16. ANAO’s analysis of agencies’ responses to the 2002 survey indicated that
fraud risk assessments had been undertaken by most agencies. However, only
69 per cent of respondents had undertaken such a risk assessment in the
preceding two years, as required by the Guidelines. Given the changing nature
of fraud, this could result in agencies not identifying emerging risks in a timely
manner.

2 Some 44 per cent of agencies responding to 2002 survey reported that they had experienced some
fraud in the preceding two years as compared to 40 per cent of respondent agencies in the 1999
survey.
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17.  Some 70 per cent of respondent agencies reported that they had either
developed or reviewed their fraud control plan in the preceding two years, in
accordance with the Guidelines. Of the 30 per cent of agencies that reported not
having reviewed their fraud control plan in the preceding two years, 11 were
FMA agencies and 35 were CAC agencies. One FMA agency reported not having
developed a fraud control plan at all, notwithstanding the requirement under
section 45 of the FMA Act that the agency have a fraud control plan in place.
Twenty-two CAC bodies also reported not having a fraud control plan in place.

18. ANAO’s analysis of a sample of fraud control plans supplied by agencies
in response to the survey identified a number of weaknesses, such as:

. plans not being based on recent risk assessments (that is undertaken in
the preceding two years or on a rolling basis);

. plans not addressing the risks identified by the risk assessment; and

. responsibility not being allocated for development, implementation and
review of the plans.

19. A particular issue ANAO noted was the tendency for agencies to comply
with parts of the Guidelines rather than complying with them in full. For
example, of the sample of 12 agency fraud control plans ANAO examined against
the key features of an effective fraud control plan, as set out in the Guidelines,
the Australian/New Zealand Standard (AS/ANZS 4360:1999) Risk Management,
and Guidelines for Managing Risk in the Australian and New Zealand Public Sector
(HB143-1999), not one plan contained all of these key features.

Fraud Awareness and Training (Chapter 4)

20. Ninety-three per cent of responding APS agencies reported having
undertaken some form of fraud awareness-raising activities. The main activities
reported were the circulation of the fraud control plan and fraud control policy;
inclusion of fraud-awareness in induction training; and the conduct of code of
conduct/ethics training.

21. However, only 26 agencies had established specific policies and procedures
to make consultants, suppliers and other third-party providers aware of and
comply with, the agency fraud control policy. Given the widespread use of
contracting arrangements, it is sound practice for agencies to take steps to
effectively communicate to contractors the importance of ethical behaviour and
the agency’s approach to fraud.

22.  There has been an increase in the number of agencies that provide some
form of training to their staff in relation to fraud control. However, 2 per cent of
the 47 agencies that reported fraud also reported that they did not provide any
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form of relevant training to staff. This is a significant improvement on the
previous survey where 22 per cent of agencies that had experienced fraud advised
that they did not provide fraud control training to staff. While this is a welcome
improvement, ANAO is concerned that at least 32 APS agencies (of the total 158
agencies that responded to this question) continue to omit providing any form
of fraud control training to their staff.

23. A majority of agencies with staff responsible for fraud investigations
reported they were in the process of getting their staff trained to the required
competency level. Other agencies had put training plans in place to enable them
meet the deadlines specified in the Guidelines for staff to achieve the required
competency. One large agency recently advised ANAO that it had met 100 per
cent of its training target as at 30 June 2003. There were a few other agencies that
reported they had yet to put mechanisms in place to address this mandatory
requirement as at the date of their survey response.

Fraud Control Operations (Chapter 5)

24. The majority of respondents reported having established appropriate
management structures for fraud control, with the most common structure being
the Audit Committee. Additionally, most agencies had developed and made
available to staff, procedures and guidelines on the action to be taken in regard
to fraud matters, including procedures for staff to report fraud. These guidelines
were either independent documents or were part of documents such as agencies’
Chief Executive’s Instructions (CEIs). However, only a small number of agencies
had systems that encouraged the community to report suspected fraud.

25. An important contribution to fraud prevention is to have a suitable
management information system (MIS) that assists in identifying systemic issues
or control weaknesses and helps to manage cases of fraud expeditiously once
they have occurred. The ANAO asked agencies if they had an MIS in place for
recording, monitoring and reporting all aspects of fraud control. Of the 157
agencies that responded to this question, only 48 agencies or some 31 per cent
indicated that they had such an MIS in place. This reflected an increase of 14 per
cent from the previous survey, in which only 17 per cent of respondents reported
having such a system.

26.  Of particular concern to the ANAO was that approximately 43 per cent of
agencies that had reported having experienced fraud in the previous two years
also advised that they did not have any form of fraud control MIS.

27.  Agencies need to base their fraud control activities on sound information.
However, ANAO also recognises the need for a fraud control MIS to be cost-
effective for an agency. Accordingly, agencies need to tailor their MIS to meet
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their individual needs. ANAO encourages all agencies to implement
Guideline 8 and establish cost-effective systems tailored to meet their information
needs for fraud control, recognising that for agencies with a low incidence of
fraud a simple manual-based system may be sufficient.

28. ANAO'’s detailed performance audits on fraud control arrangements
undertaken in various agencies revealed, among other things, that agencies were
more often unable to identify a dollar value for the administrative recoveries
effected internally by them, than for fraud-related recoveries. Agencies need to
be able to identify this value to assist the Commonwealth estimate the amount
of funds recovered in relation to the estimated amount lost to fraud. (See
Chapter 5 for information on the level of fraud and administrative recoveries
reported by agencies.)

Follow-up of ANAO Recommendations (Chapter 6)

29. The ANAO soughtinformation from the agencies included in eight recent
detailed performance audits on fraud control arrangements about their progress
with implementing the recommendations included in these audit reports. Of
the 35 recommendations, the audited agencies advised they had fully
implemented 18 recommendations and were in the process of implementing a
further 13. Of the remaining four recommendations, ANAO was advised that
one had not been implemented but it was unclear to ANAO from the advice
provided whether the other three were being implemented or not.

30. Some three quarters of respondent agencies reported that, in accordance
with advice provided in Finance Circular No.2 of 1999, they were monitoring
for general applicability ANAO recommendations made in performance audits
of other agencies and were, as a result, implementing changes, where practical.?
Agencies that have not been monitoring the recommendations, are encouraged
to do so, not only to enhance fraud control arrangements across the APS but,
more generally, to ensure that all matters raised by ANAO that effect the agency
are identified and satisfactorily addressed.

Overall audit conclusion

31. In comparison to the results from the previous survey, the ANAO
concluded that a larger number of APS agencies had established suitable fraud
control arrangements in line with the Commonwealth Guidelines. However, as

3 Finance Circular No.2 of 1999 on the Follow-up of Auditor-General Matters, recommended that agencies
review all Auditor-General reports for applicability, identify matters that affect the entity and satisfactorily
address the recommendations made.
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described in paragraphs 16, 18 and 27, there are still a number of agencies that
need to:

. undertake risk assessments on a regular basis to keep abreast of current
trends and the changing nature of fraud;

J develop fraud control plans based on the most recent risk assessment,
and to monitor and review the plans for effectiveness on a regular basis;
and

. implement a cost-effective fraud control MIS to suit the needs of the agency.

32. The 2002 survey highlighted that 99 per cent of fraud against the
Commonwealth is committed against approximately 10 per cent of the agencies.
These agencies tended to be the ones with comprehensive fraud control systems
in place. The other agencies that reported experiencing fraud, experienced
relatively lower levels of it. This does not mean that those agencies that did not
report fraud can assume an absence of it. It may mean that they either do not
have the systems in place to detect fraud or that the systems already in place are
ineffective or inadequate.
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Audit Findings
and Conclusions
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1. Introduction

This chapter describes the background to the audit and provides an outline of the history
and current status of fraud control policy and arrangements for Australian Public Service
agencies. It also sets out the objective and methodology for this audit.

Background

1.1  The prevention and management of fraud are important issues for both
the public and private sector. To demonstrate its commitment to the protection
of its revenue, expenditure and property from fraudulent activity, the
Commonwealth Government released its first Fraud Control Policy in 1987.

1.2 Since this first policy was issued, the Australian Public Service (APS) has
experienced significant change. Emerging technologies and changes to the way
the APS operates have changed the nature of the opportunities for fraud and
have made its prevention, detection, and investigation more difficult. These
changes have included new service delivery options, particularly the use of third
party providers to supply services directly to the public; and an increasing use
of information and communications technology.

1.3 In recognition of this dynamic environment, the Attorney-General’s
Department (AGD) conducted reviews of the Fraud Control Policy in 1994 and
again in 1999. As a result of the 1999 review, the Minister for Justice and Customs
issued new Commonwealth Fraud Control Guidelines (the Guidelines) under
Regulation 19 of the Financial Management and Accountability Act 1997 (FMA Act)
in May 2002.* In addition to FMA agencies, the Guidelines also apply to agencies
operating under the Commonwealth Authorities and Companies Act 1997 (CAC
Act) that receive 50 per cent or more budget funding from the Commonwealth
or Commonwealth Agencies.’

1.4 Under the FMA Act, agency Chief Executives are accountable to their
Portfolio Minister(s) for the implementation of a fraud control plan and for
reporting on fraud control initiatives undertaken within their agencies. The
new Guidelines emphasise, among other things, the need for agencies to take a
holistic and ongoing approach to the management of risks in line with modern
corporate governance and the importance of staff achieving fraud prevention,
detection, and investigation competence.

4 Regulation 19 of the FMA Act provides for the issue of fraud control guidelines and Regulation 20
requires that officials must have regard to the guidelines issued under Regulation 19.

5 Commonwealth Fraud Control Guidelines, May 2002, Guideline 1, paragraph 1.5, p.1.
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Previous Australian National Audit Office (ANAO)
audits

1.5 Inrecognition of the increasing risks APS agencies face in relation to fraud,
the ANAO has undertaken a series of performance audits of fraud control
arrangements in APS agencies. The main objective of these audits was to assess
whether agencies had implemented fraud control arrangements in line with the
then Fraud Control Policy of the Commonwealth and whether these
arrangements were operating effectively in practice. The various fraud control
audits undertaken are listed in Figure 1.1 below.

Figure 1.1

ANAO audits on Fraud Control

Fraud Control Arrangements in the Department of Education, Training and Youth Affairs,
Auditor-General’'s Report No.4, 1999-2000;

Fraud Control Arrangements in the Department of Industry, Science and Resources, Auditor-
General’s Report No.5, 2000-01;

Fraud Control Arrangements in the Department of Health and Aged Care, Auditor-General’s
Report No.6, 2000-01;

Fraud Control Arrangements in the Australian Taxation Office, Auditor-General’s Report
No.16, 2000-01;

Fraud Control Arrangements in the Department of Defence, Auditor-General’'s Report No.22,
2000-01;

Fraud Control Arrangements in the Department of Family and Community Services, Auditor-
General’s Report No.45, 2000-01;

Fraud Control Arrangements in the Department of Agriculture, Fisheries and Forestry —
Australia, Auditor General’'s Report No.20, 2001-02;

Management of Fraud and Incorrect Payments in Centrelink, Auditor-General’'s Report No.26,
2001-02;

Fraud Control Arrangements in the Department of Veterans’ Affairs, Auditor-General’s Report
No.6, 2002-03; and

Fraud Control Arrangements in the Australian Customs Service, Auditor-General’'s Report
No.35, 2002-03.

1.6 As well as the audits mentioned in Figure 1.1, the ANAO also undertook
a survey of Fraud Control Arrangements in the APS in 1999, which provided an
overall view of the arrangements in place to manage fraud across the APS.°

Audit objectives and methodology

1.7  Drafts of the current Guidelines had been circulating amongst agencies
since July 1999. Consequently, agencies have been aware for some time of the
main changes that were to occur and had the opportunity to consider the
implications of the revisions to the Guidelines for their fraud control activities.

8 Survey of Fraud Control Arrangements in APS Agencies, Auditor-General’s Report No.47, 1999-2000.
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1.8 Following the release of the revised Guidelines in May 2002, ANAO
decided to conduct a further survey of fraud control arrangements in the APS in
order to identify what improvements agencies considered they had made since
the 1999 survey and in response to the revised Guidelines.

1.9 The overall objective of the second ANAO survey was to assess, against
the Guidelines, key aspects of APS agencies’ fraud control arrangements in order
to:

. provide a degree of assurance to the Parliament on the preparedness of
agencies to effectively prevent and deal with fraud; and

. indicate to agencies any areas for improvement identified as a result of
the survey.

1.10 The survey questionnaire was sent to 160 APS agencies covered by the
FMA Act and the CAC Act, excluding Government Business Enterprises. The
questionnaire used for the 1999 survey was revised for this audit to reflect the
changes in the new Guidelines. The Australian Bureau of Statistics (ABS)
provided advice on the design of the ANAO'’s questions aimed at ensuring that
appropriate and full responses would be elicited, comparisons would be able to
be drawn with the previous survey and robust results would be provided.

111 ANAO’s second survey, which is replicated at Appendix 1, sought
information from APS agencies on:

J the definitions of fraud used by agencies and the nature and level of fraud;

J agency-specific fraud control policies;

. risk assessments undertaken by agencies to determine their exposure to
fraud;

. fraud control plans, including any specific plan to address identified fraud
risks;

. procedures and guidelines in relation to fraud control;

. the existence and use of management information systems;

. awareness-raising for all staff and training for targeted groups in high

risk areas, including staff involved in investigations;

. the conduct of investigations;
J quality assurance systems; and
J value of administrative and fraud-related recoveries.

1.12 Responses were received from 158 agencies, which represented a response
rate of 99 per cent, up from a response rate of 76 per cent in the previous survey.
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Comments in the report only relate to the arrangements in place in those agencies
that responded to the survey. Figure 1.2 below provides a breakdown of the
agencies that responded to the survey.

Figure 1.2
Agencies that responded to the survey

CAC Bodies |FMA Agencies Total

Number of agencies surveyed 86 74 160

Number of agencies that responded 84 74 158

1.13 As well as completing the questionnaire, agencies were asked to provide
arange of documents in support of their response to the survey. These included
a copy of their most recent risk assessments, fraud control plans, guidelines and
procedures for the management of fraud, and a sample of reports to management
on fraud matters. A sample of this documentation was analysed against the
requirements of the Guidelines and is discussed in the relevant sections of the
report.

1.14 To provide assurance that the survey responses had been considered at a
sufficiently senior level within agencies, the ANAO required the questionnaire
to be signed-off by an officer with appropriate authorisation.” In addition, the
documents provided as attachments to the questionnaire were used to verify
responses.

1.15 The survey also sought information from 8 of the 10 agencies that had
been subject to detailed ANAO fraud audits, on the action taken by them to
implement the agency-specific ANAO recommendations. The other two agencies
that were subject to the detailed audits were not approached because one of
them would not have had sufficient time to implement the ANAO
recommendations and the audit of the other agency was completed after the
commencement of the survey.

1.16 In addition, those agencies that had not been subject to detailed fraud
audits were requested to provide information about whether they monitor all
ANAO recommendations for applicability to their respective agencies and
whether they had implemented the generally applicable recommendations
included in the agency-specific fraud audits. The analysis of all of this information
is provided in Chapter 6 of this audit report.

7 Such as the Director of Corporate Services, the Head of Internal Audit or a senior officer with
responsibility for the audit and investigation function within the agency.
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Presentation of results

1.17 It is important to note that not every agency answered every question in
the survey. Accordingly, the reported results for each question relate only to the
agencies that responded to the question. The tables in the report that set out the
results of the survey questions each identify the total number of respondents
for that particular question, as well as the break-down of agencies’ responses.

1.18 As with any survey, the results should be taken as indicative rather than
definitive, because they only represent the views of the person completing the
survey. This is also true in comparing the results of this survey with the results
obtained from the previous ANAO survey. Nevertheless, each of the two surveys
had a sufficient response rate to ensure the results are indicative of the overall
position in the APS.

This report

1.19 Chapter 2 of this report examines the definitions of fraud used by agencies
and draws together information on the nature and level of reported fraud across
the APS. Chapter 3 discusses awareness of the new Guidelines and the fraud
control planning framework present in the agencies surveyed. It covers agency
policy and codes of ethics/conduct, fraud risk assessments and fraud control
plans and assesses these against the requirements of the Guidelines. Chapter 4
discusses fraud awareness and training measures undertaken by agencies.
Chapter 5 examines fraud control operations, including management structures,
procedures and guidelines for operational matters such as fraud reporting; fraud
investigations and information systems; and administrative and fraud-related
recoveries. Chapter 6 examines APS agencies’ responses to the recommendations
included in ANAO'’s detailed performance audits on fraud control arrangements
in particular agencies.

1.20 The audit findings in this report draw attention to examples of better
practice through case studies, both where these are strengths of APS agencies,
and where individual agencies have provided examples that the ANAO
considers represent sound practice. The report also highlights areas of general
weaknesses across the APS.

1.21 Building on the two ANAO fraud control arrangements surveys and
ANAOQO'’s agency-specific fraud control audit reports, the ANAO has commenced,
in cooperation with AGD, the preparation of a Better Practice Guide on fraud
control arrangements. The guide is expected to be available in the first half of
2004.
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1.22 The audit was conducted in conformance with ANAO auditing standards
at a total cost to the ANAO of $181 000.
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2. Defining and Measuring Fraud

This chapter examines the consistency of definitions of fraud used by APS agencies,
issues associated with the measurement of fraud and possible future trends in the type
and level of fraud.

Introduction

2.1

As previously stated the first Commonwealth Fraud Control Policy was

promulgated in 1987 and this policy was updated in 1994. These policy
documents both contained the following definition of fraud.

2.2

Inducing a course of action by deceit or other dishonest conduct, involving acts
or omissions or the making of false statements, orally or in writing with the object
of obtaining money or other benefit from, or of evading a liability to, the
Commonwealth.

The definition in the May 2002 Guidelines was modified and states that

fraud is:

2.3

Dishonestly obtaining a benefit by deception or other means.

The types of offences encompassed in this definition include:*

theft;

obtaining property, a financial advantage or any other benefit by deception;
causing a loss, or avoiding or creating a liability by deception;

providing false or misleading information to the Commonwealth, or failing
to provide information where there is an obligation to do so;

making, using or possessing forged or falsified documents;
bribery, corruption or abuse of office;

unlawful use of Commonwealth computers, vehicles, telephones and other
property or services;

relevant bankruptcy offences; and
any offences of a like nature to those listed above.
The ANAQO’s 1999 survey sought to gain an understanding of:

the extent to which agencies were using the Commonwealth definition of
fraud applicable at the time;

the nature and level of fraud being committed; and

8 Commonwealth Fraud Control Guidelines, May 2002, p.4, paragraph 2.2.
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. the possible changes to the level of fraud against the Commonwealth.

2.5 In this survey, the ANAO sought to establish:

. whether agencies had adopted the current Commonwealth definition of
fraud;

. whether there were any changes to the nature of fraud being detected;
and

. any changes to the identified level of fraud against the Commonwealth.

Defining fraud

2.6 The use of a common definition across the APS would make it possible to
collect and collate consistent data from Australian Government agencies to allow
an accurate assessment of the nature, level and value of fraud committed against
the Commonwealth. Since the promulgation of the first Commonwealth Fraud
Control Policy in 1987, the expectation has been that the definition of fraud used
in the prevailing Policy would be adopted by all Australian Government
agencies.

2.7 However, previous ANAO audits, and discussions with key stakeholders
in relation to fraud control, have indicated a number of problems with the
collection and collation of data on fraud matters. In particular, the collection of
APS-wide data is problematic, because it was found that agencies interpreted
and defined what constitutes fraud differently.

2.8 In both the 1999 and 2002 surveys, ANAO asked agencies to advise the
definition of fraud that they used. Some 60 per cent of agencies that responded
to the 1999 survey stated that they used the then applicable Commonwealth
definition of fraud.

2.9  Only 50 per cent of agencies that responded to the 2002 survey reported
using the current definition, introduced in May 2002. Some 32 per cent advised
they were still using the previous Commonwealth definition, 11 per cent advised
they used an agency-specific definition and 7 per cent did not supply a definition
to ANAO or indicated that they considered that a definition of fraud was not
applicable to their operations.

210 ANAO appreciates that some agencies, particularly large agencies, have
difficulty in applying the current Commonwealth definition in relation to all of
their operations. For example, the provision of inaccurate information by
applicants for Commonwealth benefits might constitute fraud within the quite
broad Commonwealth definition. However, in practical terms, it can be very
difficult to substantiate fraud if the actions of the applicant could also be
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Defining and Measuring Fraud

considered to fall within the policy guidelines for the particular benefit. In these
circumstances, agencies are more likely to seek to recover the Commonwealth
funds involved through administrative recoveries than to categorise and pursue
the matter as fraud (see paragraphs 5.32 to 5.37 for further discussion of
administrative recoveries). ANAO notes that there is scope for future refinements
of the Guidelines and / or other guidance to assist agencies by drawing out these
issues further.

211 ANAQO is also concerned that some agencies continue to consider that a
definition of fraud is not applicable to their operations at all. There is an inherent
risk of fraud, albeit to a greater or lesser extent, in all agencies receiving public
funding. Accordingly, the risks of fraud need to be assessed and treated. A step
in this process involves defining fraud. The Guidelines set out the
Commonwealth’s definition and these Guidelines apply to all FMA agencies
and all CAC bodies receiving at least 50 per cent of funding for their operating
costs from the Commonwealth. In addition, the Guidelines note that all other
CAC bodies are also strongly encouraged to comply.

212 Agencies had been made aware of the proposal to introduce the current
Commonwealth definition as long ago as May 2001 through the circulation of
Consultation Draft No.2 of the Guidelines, in which it was first proposed, and
through discussions and presentations, particularly at the Fraud Liaison Forum.’
Accordingly, ANAO is concerned that only half of the 160 FMA and CAC agencies
surveyed reported implementing the current Commonwealth definition of fraud
as specified in the May 2002 Guidelines.

2.13 The Commonwealth definition of fraud as specified by the Guidelines is
very broad. Accordingly, there are potential benefits to be gained from agencies
providing guidance to their staff on how the Commonwealth definition applies
in the circumstances of the individual agency. However, ANAO’s review of
responses to the 2002 survey identified that some agencies, in interpreting the
Commonwealth’s definition in terms of their own business, actually changed
and limited the scope of the definition.

2.14 For example, one agency stated that its definition of fraud was limited to
the inappropriate or unauthorised use of credit cards. The ANAO notes that in
reducing the scope of the Commonwealth definition of fraud, or in adopting an
entirely different definition, agencies are not complying with the Guidelines
and may not be considering the full range of emerging fraud trends and broader
risks. It also means that comparable data on fraud will not be available for the
APS as a whole.

¢ The Fraud Liaison Forum is a meeting of Commonwealth agencies, organised three to four times a
year at which issues such as the current fraud trends, agencies’ experiences in relation to fraud, the
changing nature and scope of fraud and other related issues are discussed.
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2.15 The ANAO encourages all agencies, which are yet to adopt as a basis for
their fraud control arrangements the Commonwealth definition of fraud (as
specified in Guideline 2), do so as a matter of urgency."

Other definition issues

216 The ANAO found that the lack of consistency was not limited to an
agency’s overall definition of fraud. For example, the way agencies reported
the value of fraud also varied. Some agencies report the alleged total amount of
the fraud as initially estimated by the agency while others report either the
amount in respect of which the case was prosecuted by the Commonwealth
Director of Public Prosecutions (DPP) or the amount for which the person was
finally convicted. ANAO notes that there currently are no clear guidelines for
agencies to follow in attributing a dollar value to a case of fraud. However, in
reporting fraud, agencies are encouraged to report the value of fraud that they
have estimated it to be through their initial investigations.

2.17 Variations were also evident at other levels such as defining:

o what constitutes an allegation of fraud—some agencies treat information
about possible fraud as an allegation of fraud from the time it is reported,
while others conduct preliminary investigations prior to treating the
instance as an allegation of fraud; and

. at what stage a case of fraud is proven—some agencies consider that once
an allegation is substantiated by sufficient evidence a case of fraud is
proven; while others consider that a case of fraud is proven only when
the person is convicted or a court otherwise rules that fraud is proven.

2.18 Through the various detailed performance audits on fraud control
arrangements in the APS, the ANAO found that agencies often classify, treat
and report matters resulting in losses to the Commonwealth as something other
than fraud." This is because it is easier and substantially cheaper to resolve
such matters administratively rather than proving criminal intent and
subsequently using the criminal justice system to investigate and prosecute fraud.

219 The ANAOisaware that, given the varying nature of businesses involved,
getting agencies to adopt a common definition for fraud across the APS and to
adhere to it for every instance of fraud is proving difficult to achieve. However,
in developing the current Guidelines, the Commonwealth definition of fraud
was reviewed and developed further to reflect the current environment and to
take account of both the tangible and intangible benefits that can be obtained

9 Commonwealth Fraud Control Guidelines, May 2002, p. 4.

" Agencies have been known to classify potentially fraudulent matters as overpayments, over-servicing,
administrative/customer errors and losses.
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Defining and Measuring Fraud

through fraud. In light of this, agencies should work towards adopting the
Commonwealth’s current definition so that accurate data can be collected and
analysed to provide information such as, the level of fraud being perpetrated
against the Commonwealth, the value of fraud, and emerging trends to inform
fraud control activities across the Commonwealth.

Measuring fraud

2.20 Since the promulgation of the 1994 version of the Commonwealth Fraud
Control Policy, agencies have been required to provide information on fraud
matters to the Australian Federal Police (AFP) and the then Commonwealth
Law Enforcement Board, which was part of the Attorney-General’s Department
(AGD). In addition, AGD also collected information on fraud matters from the
AFP and the DPP. ANAO notes that the fraud data provided by agencies to
AGD under the 1994 policy did not generate any outcome to agencies that would
enable them to appreciate the context of their returns. In ANAO'’s experience,
this can have implications for the quality of the data provided by agencies.

2.21 However, under the Guidelines introduced in May 2002, agencies are now
required to report annually to AGD on an expanded range of information
collected on fraud matters including suspected fraud, matters under
investigation, completed matters, whether the fraud is proven or not, and
whether the matter was dealt with by a criminal, civil or administrative remedy.
In November 2003, AGD advised ANAO that, since the introduction of the
current Guidelines, AGD has provided feedback to a number of agencies on
their fraud control arrangements and reporting requirements. In addition, AGD
noted that the Minister for Justice and Customs plans on writing to his Ministerial
colleagues, on a portfolio by portfolio basis, detailing issues that have arisen
out of the Fraud Annual Report to Government 2002-03, the first report to
Government generated under the current Guidelines.

2.22 ANAO welcomes these developments and is jointly working with AGD
on a Better Practice Guide for Fraud Control in the APS, expected to be released
in the first half of 2004, that should provide further opportunities to improve
data quality in agencies.

2.23 In order to attempt to measure the extent of fraud against the
Commonwealth, the ANAO asked agencies to provide information for the
financial years 2000-01 and 2001-02 on the:

J number of fraud allegations received;
° number of fraud cases handled; and
° total value of fraud cases.
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2.24 The following Figure 2.1 provides a breakdown of the agencies that
reported fraud and those that did not report fraud, by FMA agencies and CAC
bodies.

Figure 2.1
Breakdown of agencies with and without reported fraud @
Agencies that Agencies with no Agencies
reported fraud in reported fraud in that did not
preceding two years | preceding two years respond
Number | Percentage * | Number | Percentage *| Number
FMA Agencies 28 26% 3 3% 43
CAC Bodies 19 18% 56 53% 11
Total number of | ;7 44% 59 56% 54
age